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FAAER M Catalyst 6500

6509sup720#show running-config

Bui | di ng configuration..

Current configuration : 7524 bytes

I

version 12.2

service tinmestanps debug datetinme

service tinmestanps | og datetine nsec |ocaltine
servi ce password-encryption

service counters max age 10

I

host nane 6509sup720

!

boot system sup-bootfl ash: s72033-psv-ne. 122-18. SXD6. bi n
luser nane naui - nas-05 password ci sco

]
no i p domai n-| ookup

1
noms flowip
no ms flowipv6
spanni ng-tree node pvst

1
r edundancy

node Sso

mai n- cpu

!

!
i nterface FastEthernet4/4

i p address 172.16. 10. 64 255. 255. 255.0

i p nat outside

!--- Defines interface FastEthernet 4/4 with an IP
address and as a !--- NAT outside interface. ! interface
VI an2 ip address 10.10.10.1 255.255.255.0 ip nat inside
!--- Defines interface VLAN 2 with an IP address and as
a NAT inside !--- interface. ! interface M an3 ip
address 10.10.20.1 255.255.255.0 ip nat inside !---
Defines interface VLAN 3 with an IP address and as a NAT
inside !--- interface. ! ip nat inside source list 100
interface FastEthernet 4/4 overload

!--- Specifies the translation for inside workstations
and !--- servers to access the outside world. ip nat
inside source static tcp 10.10.10.2 25 interface
FastEthernet 4/4 2525

!--- Specifies the static mapping for the outside email

clients !--- to access the inside email server. !---
Refer to ip nat inside source for more details !--- on
the command. ! ! ip classless no ip http server ! /-—-

ACL 100 permits only the desired traffic for
translation. access-list 100 permit ip 10.10.10.0
0.0.0.255 any

access-list 100 permit ip 10.10.20.0 0.0.0.255 any
1
line con O

transport input none

line vty 0 4
!
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end |
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NFEREEXTEITHREN , BFEELKE Supervisor LBELE VLAN , A/FE MSFC LN A
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ERERON IP #hit,
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!--- Configure VLAN 2, VLAN 3 and VLAN 4 on the
Supervisor. !--- Add VLAN 2. Catal yst 6500> (enable) set
vlan 2 VLAN 2 configuration successful !/--- Add VLAN 3.
Cat al yst 6500> (enable) set vlan 3 VLAN 3 configuration
successful /--- Add VLAN 4. Catal yst 6500> (enabl e) set
vlan 4 VLAN 4 configuration successful !--- Assign port
fa4/4 to VLAN 4. Catal yst 6500> (enable) set vlan 4 4/4
VLAN 4 nodified. VLAN 1 nodified. VLAN Mdd/Ports ---- --
--------------------- 4 4/ 4 Catal yst 6500> (enabl e)

MSFC ( BR 4228 ) LIESENEE A Catalyst 6500

MSFCishow running-config
Bui | di ng configuration..

Current configuration : 1024 bytes
!
version 12.1
no service pad
service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!
host nane Rout er
!
boot system fl ash bootfl ash: c6nmsfc2-j k203sv-ne. 121-
26. E1. bin
!
i p subnet-zero
!
!
!
ip ssh tinme-out 120
ip ssh authentication-retries 3
r edundancy
hi gh-availability
si ngl e-rout er - node

interface VIl an2

i p address 10.10.10.1 255. 255. 255. 0

i p nat inside

!--- Defines interface VLAN 2 with an IP address and as
a NAT inside !--- interface. ! interface M an3 ip
address 10.10.20.1 255.255.255.0 ip nat inside /---




Defines interface VLAN 3 with an IP address and as a NAT
inside !--- interface. ! interface Vland ip address
172.16. 10. 64 255.255.255.0 ip nat outside !--- Defines
interface VLAN 4 with an IP address and as a NAT outside
!--- interface. ! ip nat inside source list 100
interface Vlan4 overload

!--- Specifies the translation for inside workstations

and !--- servers to access the outside world. ip nat
inside source static tcp 10.10.10.2 25 interface Vlan4
2525

!--- Specifies the static mapping for the outside email
clients !--- to access the inside email server. ip
classless no ip http server ! access-list 100 permit ip
10.10.10.0 0.0.0.255 any

access-1list 100 permit ip 10.10.20.0 0.0.0.255 any

!--- ACL 100 permits only the desired traffic for
translation. ! ! line con O line vty O 4 no login ! !
end

Wi
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. show ip nat translations — £ R4k FiEZNREBHN NAT &,

Cat 6k#show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.10. 64: 2525 10.10.10.2: 25 --- ---

- show ip access-list - & RAFE X710 IP T FIRHM AR

Cat 6k#show ip access-lists

Extended | P access list 100
pernmt ip 10.10.10.0 0.0.0.255 any (32 matches)
pernmt ip 10.10.20.0 0.0.0.255 any (22 matches)
deny ip any any

- show ip nat statistics - 7R NAT & it %K.

4 £735
A4 RIS BT AT X 1T MR RR
B BR T

mTRHERERF (SREMAF, ) (OIT) XFELE show @i T, A OIT JEEX show T
B 24

AEXE : £FEAdebugis T2 Hl , EZ R B XRDebugi PHEEFE L,

- debug ip nat - 7R IP NAT ZheEFiRm IP BESNHEXEL,
Cat 6k#debug ip nat
I P NAT debugging is on
Cat 6k#
*Mar 1 01:40:47.692 CET: NAT: s=10.10.10.2->172.16.10.4, d=172.16.150.2 [80]
*Mar 1 01:40:47.720 CET: NAT*: s=172.16.150.2, d=172.16.10.4->10.10.10.2 [80]
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- clear ip nat translation *

*E*ﬂpﬂ

NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :
NAT* :

s=10. 10. 20. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 20.
s=10. 10. 10. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 10.
s=10. 10. 20. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 20.
s=10. 10. 10. 2->172. 16. 10. 4, d=172. 16. 150.
s=172.16. 150. 2, d=172.16. 10. 4->10. 10. 10.
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