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Catalyst 6500

Consol e (enabl e) set system name Cat6kK

System nane set.

!--- Sets the hostname for the switch. Cat 6K> (enabl e)
set localuser user admin password cisco

Added | ocal user adnin.

Cat 6K> (enabl e) set localuser authentication enable
Local User authentication enabl ed

!--- Uses local user authentication to access the
switch. Cat6K> (enable) set vtp domain cisco

VTP donei n ci sco nodified

!--- Domain name must be configured for VLAN
configuration. Cat 6K> (enabl e) set vlian 2 name VLAN2
VTP advertisenents transmitting tenmporarily stopped,
and will resune after the command fi ni shes.

VI an 2 configuration successful

! --- VLAN should be existing in the switch !--- for a
successsful authentication. Cat 6K> (enable) set vlan 3
name VLAN3

VTP advertisenments transmitting tenporarily stopped,
and will resune after the command fi ni shes.

VI an 3 configuration successful

!--- VLAN names will be used in RADIUS server for VLAN
assignment. Cat 6K> (enable) set vlan 4 name
AUTHFAIL_VLAN

VTP advertisenments transmitting tenmporarily stopped,
and will resune after the command fi ni shes.

VI an 4 configuration successful

!--- A VLAN for non-802.1x capable hosts. Cat 6K>
(enabl e) set vlan 5 name GUEST_VLAN

VTP advertisenments transmitting tenmporarily stopped,
and will resune after the command fi ni shes.

VI an 4 configuration successful

!--- A VLAN for failed authentication hosts. Cat 6K>
(enabl e) set vlan 10 name RADIUS_SERVER

VTP advertisenments transmitting tenmporarily stopped,
and will resune after the command fi ni shes.

VI an 10 configuration successful

!--- This is a dedicated VLAN for the RADIUS Server.
Cat 6K> (enabl e) set interface sc0 10 172.16.1.2
255.255.255.0

Interface scO vlan set, |P address and netmask set.
/--- Note: 802.1x authentication always uses the !---
scO interface as the identifier for the authenticator !-
-- when comuni cating with the RADI US server.

Cat 6K> (enabl e) set vlan 10 3/1
VLAN 10 nodi fi ed.

VLAN 1 nodifi ed.

VLAN Mbod/ Ports

10 3/1

!--- Assigns port connecting to RADIUS server to VLAN
10. Cat6K> (enable) set radius server 172.16.1.1 primary
172.16.1.1 with auth-port 1812 acct-port 1813

added to radius server table as primary server.

!--- Sets the IP address of the RADIUS server. Cat 6K>
(enabl e) set radius key cisco

Radi us key set to cisco

! -—-- The key must match the key used on the RADIUS
server. Cat6K> (enable) set dotlx system-auth-control
enable




dot 1x system aut h-control enabl ed.

Configured RADI US servers will be used for dot1x

aut henti cati on.

!--—- Globally enables 802.1x. !--- You must specify at
least one RADIUS server before !--- you can enable
802.1x authentication on the switch. Cat 6K> (enabl e) set
port dotlx 3/2-48 port-control auto

Port 3/2-48 dot1lx port-control is set to auto

Trunki ng di sabl ed for port 3/2-48 due to Dot1lx feature.
Spantree port fast start option enabled for port 3/2-48.
!--- Enables 802.1x on all FastEthernet ports. !--- This
disables trunking and enables portfast automatically.
Cat 6K> (enabl e) set port dotlx 3/2-48 auth-fail-vlan 4
Port 3/2-48 Auth Fail Vlan is set to 4

!--— Ports will be put in VLAN 4 after three !--- failed
authentication attempts. Cat 6K> (enabl e) set port dotlx
3/2-48 guest-vlan 5

Ports 3/2-48 Cuest Mlan is set to 5

!--—- Any non-802.1x capable host connecting or 802.1x !-
-- capable host failing to respond to the username and

password !--- authentication requests from the
Authenticator is placed in the !--- guest VLAN after 60
seconds. !--- Note: An authentication failure VLAN is

i ndependent !--- of the guest VLAN. However, the guest
VLAN can be the same !--- VLAN as the authentication
failure VLAN. If you do not want to !--- differentiate

bet ween the non-802. 1x capabl e hosts and the !---
authentication failed hosts, you can configure both

hosts to !--- the sane VLAN (either a guest VLAN or an
aut hentication failure VLAN). !--- For nore information
refer to !--- Understanding How 802.1x Authentication

for the Guest VLAN Wirks. Cat 6K> (enabl e) switch console
Trying Router-16...

Connected to Router-16.

Type ~"CrC'C to swi tch back..

!--- Transfers control to the routing module (MSFC).
Rout er >enable

Rout er #conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Rout er (confi g) #interface vlan 10

Rout er(config-if)#ip address 172.16.1.3 255.255.255.0
!--- This is used as the gateway address in RADIUS
server. Router(config-if)#no shut

Rout er (config-if)#interface vlan 2
Router(config-if)#ip address 172.16.2.1 255.255.255.0
Rout er (config-if)#no shut

!--- This is the gateway address for clients in VLAN 2.
Rout er (config-if)#interface vlan 3

Rout er(config-if)#ip address 172.16.3.1 255.255.255.0
Rout er (config-if)#no shut

!--- This is the gateway address for clients in VLAN 3.
Rout er (config-if)#exit

Rout er (confi g) #ip dhcp pool vlan2_clients

Rout er (dhcp- confi g) #network 172.16.2.0 255.255.255.0
Rout er (dhcp-confi g) #default-router 172.16.2.1

!--— This pool assigns 1ip address for clients in VLAN 2.
Rout er (dhcp-confi g) #ip dhcp pool vlan3_clients

Rout er (dhcp- confi g) #network 172.16.3.0 255.255.255.0
Rout er (dhcp- confi g) #default-router 172.16.3.1

!--— This pool assigns 1ip address for clients in VLAN 3.
Rout er (dhcp- confi g) #exit

Rout er (confi g) #ip dhcp excluded-address 172.16.2.1

Rout er (confi g) #ip dhcp excluded-address 172.16.3.1
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!--- In order to go back to the Switching module,
enter Ctrl-C three times. Router# Router#"C Cat 6K>
(enabl e) Cat 6K> (enable) show vlan VLAN Nane Status

-

Output suppressed.
VLAN 1 (except 3/1) before authentication.
(enabl e) show dotlx
PAE Capability

Cat 6K>

Aut henti cator Only

| J—

I flndex Mod/Ports, Mlans ---- -----cmommmmomonan —oo-
--------------------------------- 1 default
active 6 2/1-2

3/2-48

2 VLAN2 active 83
3 VLAN3 active 84
4 AUTHFAI L_VLAN active 85
5 GUEST_VLAN active 86
10 RADI US_SERVER active 87
3/1

1002 fddi-default active 78
1003 token-ring-default active 81
1004 fddi net -default active 79
1005 trnet-defaul t active 80

!--- All active ports will be in

Protocol Version 1
system-auth-control enabled
max-req 2
qui et - peri od 60 seconds
re- aut hperi od 3600 seconds
server-tineout 30 seconds
shut down-t i meout 300 seconds
supp-ti meout 30 seconds
t x- peri od 30 seconds
!--- Verifies dotlx status before authentication. Cat6K>
(enabl e)
E.E RADIUS BR5ER
RADIUSHRSZ2RELE 7 EIPH#UE172.16.1.1/24, BETERATEZER , NAAAE Finkt ERADIUSHR
58
1. BB E AAA B , B8 ACS B & O+ Network Configuration,
2. BH“AAA Clients"$8% T #9 Add Entry.
tpeesunet  Network Configuration
B2

eQ
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sl
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Add AAA Client

1

Uswr
Setup
AkA Client Hostname [Catek
|lm-p
Selup 172 .16.1.2 =]
saa Client 1P Address
Coamparents =l
NETT—
| e Shared Secrat [cisco

Sl | Caniiguratice RADIUS Key Wrap

Interfes E ;
— - Key Encryption Key |
e Message Authenticator Code Key |
Cantrol
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B0 | S

Fastu i
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L ™ Log RADIUS Tunneling Packets from this A4a Client

Omling
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Ciseo Svsrems User S'Etup

. Password !
When a token server is used for authentication, supplying a
I:,@ | S50 II separate CHAP password for a token card user allows CHAP
authentication. This is especially useful when token caching is
i@ Broup enabled,
Setup
By Shared Profile Group to which the user is assigned:
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| Default Group =
MNetwork
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Administrati
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- Local Area Connection Properties _‘LI_?_E_I

General Authentication | Advanced |

Select this option to provide authenticated network. access for
Ethemet networks.

¥ Enable IEEE 802 1x authentication for this network]

EAP lype: |MD5-Challenge R

Hioperties

[T Authenticate as computer when computer information is
available

[T Authenbicate as guest when user or computer informabon is
unavailable

I (114 I Cancel

TR THSR , FE/IREE N M DHCP ARST2RIREX IP il

1. EBFFE > REEER > MEEE  AEARE T ENABEREFERRE.
2. EEMETFT , EFEE Internet X (TCP/IP) RIFEHMM
3. X E Bz IREBIPHEYL,



Internet Protocol {TCP/IP) Properties d e

eneral

You can get [P zethings assigned automatically if pour network, supports
thiz capability. Otherwize, pou need to ask your network. administrator for
the appropriate [P zettings.

— Uge the following IP address:
|F address;

Subnet mask:

[refault gatewan:

@ Obtain DMNS server address automatically

™ Use the following DMS server addresses:

Ereferred DHS semven

Alternate DNS senver

Advanced...

] Caricel

ir
RS THARBESERET.

moRHERER (SRIEMAF, ) (OIT) XFELE show @i T, A OIT JEEX show v HH
8 247

PC &/

MREEEHTREE , PCEFIHFEREHRET , MARAFBNED,

1. BHZRTE , TR
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,E_J Local Area Connection EI

lick here to enter your user name and password for the
network

M 503 PM _
3 WNERARS
MOSHWABEO,
2] x|

Uzer name: uzer_wlang

Pazswiard: saons

Logon domairn:

k. I Cancel
2. WARPENOSR, -

: EPC 1MPC 251 |, i AVLAN 2B &iE, E PC3 M PC4 & |, #i A VLAN 3 WA &

3.MRAERERHEE  BRAFAFERIEERE , fINBESER ping R HRIMERR. T
HEXE PC1 8% , 27X PC 4 #4T ping R



e O WINDDWS, system 32 cmd.exe
C:xDocuments and Settings“Administrator>ipconfig

Vindows IP Configuration

Ethernet adapter Wirelessz Network Connection:
Media State . . . . - . . . . . . = Media disconnected
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address. . - . . . - . . . .

Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

172.16.2.2
255,255 .255.8
172.16.2.1

C:xDocuments and Settings“~Administrator>ping 1Y2.16.2.1
Pinging 172.16.2.1 with 32 hbhytes of data:

172.16.2.1: bytes=32 time<lms TTL=255
172.16.2.1: bytes=32 time<lms TTL=255
172.16.2.1: bytes=32 time<lms TTL=255
172.16.2.1: bytes=32 time<ims TTL=255

Ping statistics for 172.16.2.1:

Packets:- Sent = 4, Received = 4, Lozt = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bns

C:xDocuments and Settings“~Administrator>ping 17Y2.16.1.1
Pinging 172.16.1.1 with 32 hytesz of data:

172.16.1.1: bytes=32 time<{ims TTL=127
172.16.1.1: bytes=32 time<{ims TTL=127
172.16.1.1: bytes=32 time<{ims TTL=127
172.16.1.1: bytes=32 time<{ims TTL=127

Ping =statistics for 172.16.1.1:

Packets:- Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bns

C:xDocuments and Settings“~Administrator>ping 1Y2.16.3.2

Pinging 172.16.3.2 with 32 hytesz of data:

172.16.3.2: bytes=32 time<{ims TTL=127
172.16.3.2: bytes=32 time<{ims TTL=127
172.16.3.2: bytes=32 time<{ims TTL=127
172.16.3.2: bytes=32 time<{ims TTL=127

Ping statistics for 172.16.3.2:

Packets:- Sent = 4, Received = 4, Lozt = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bns

C:sJocuments and Settings“~Administratop>

MRHIMILFR , FRUEAFENEEREIER




i) Local Area Connection %]
Windows was unable to log you on to the network

‘W 525 PM
Catalyst 6500
MEOSHAFBRERER , FRIEREY LM 802.1x ik ORES.
1. BEHERR aut hori zed BV MRS
Cat 6K> (enabl e) show port dotlx 3/1-5
Port Auth-State BEnd- St at e Port - Control Port - St at us
3/1 force-authorized idle force-aut horized authorized
!--- This is the port to which RADIUS server 1s connected. 3/ 2 authenticated idle
auto authorized
3/3 authenticated idle aut o authorized
3/4 authenticated idle aut o authorized
3/5 authenticated idle aut o authorized
Port Port-NMde Re- aut henti cati on Shut down- t i neout
3/1 SingleAuth di sabl ed di sabl ed
3/2 SingleAuth di sabl ed di sabl ed
3/3 SingleAuth di sabl ed di sabl ed
3/4 Singl eAuth di sabl ed di sabl ed
3/5 SingleAuth di sabl ed di sabl ed
TR Th T INEFRIUE VLAN RZS
Cat 6K> (enabl e) show vlan
VLAN Nane St at us | fl ndex Mod/ Ports, VI ans
1 def aul t active 6 2/1-2
3/ 6-48
2 VLAN2 active 83 3/2-3
3 VLAN3 active 84 3/4-5
4 AUTHFAI L_VLAN active 85
5 GUEST_VLAN active 86
10 RADI US_SERVER active 87 3/1
1002 fddi-default active 78
1003 token-ring-defaul t active 81
1004 fddinet-default active 79
1005 trnet-default active 80
I -—— Output suppressed.
2. INER TG , B BER (MSFC) i DHCP 4IRS,
Rout er #show ip dhcp binding
| P address Har dwar e addr ess Lease expiration Type
172.16.2.2 0100. 1636. 3333. 9c Feb 14 2007 03: 00 AM Aut ormati c
172.16.2.3 0100. 166F. 3CA3. 42 Feb 14 2007 03: 03 AM Aut ormati c
172.16.3.2 0100. 145e. 945f. 99 Feb 14 2007 03:05 AM Aut ormati c
172.16. 3.3 0100. 1185. 8D9A. F9 Feb 14 2007 03: 07 AM Aut ormati c
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