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# . 1t Catalyst 2900XL/3500XL RFIZ#kHLF , AR Cisco IOS® BHRRZA 12.0(5)XU,

RESRYE SPAN HNELRMTEFH A , BHX SPAN EENEHM R EBIER , BSHAMIFEE
M RATRAER

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANAAERZHRAERAR
(BN ) BE, MREHMELTEIRES , FHRRETHEAARTHBELE,

HRIES
SPANZhEE ( ERNMAHMORBIHOKE ) EENEREUAENEZ DR H. MEDHE[ATA
s& Cisco SwitchProbe &% , i AT R HAiZZ 512 (RMON) R ZF.
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ports Port
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RSPAN 2—I SR ThaE , EEFEASHKMN VLAN EXAl 2z H4£1%X B SPAN BN HRE,

IR R RSPAN, BEFMENNRITRAIRIEERERE , U THESELHBFINR
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- 2T OR SPAN (PSPAN) — AIFEERRH LB — NS NRIK O AKX — B FRiwA,
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- ARABMNRRORELESE (WA, WHEINE ) o XITF EtherChannel JR , W5 [E
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- MEREFEARNBHRIKAD , MZHmOFSE5FEME_ENHIN ( STP, VTP, CDP, DTP,
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AHE, IHPREQRB-—IHSMRIEAO ERRNRE,

e 5 25w O BV 451

I 5880 O =R BHE 2 E H/F RSPAN VLAN ML &I, [R&f8zim 0N KRB 52 KB RSPAN
REENRE,
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Catalyst Express 500 = Catalyst Express 520 X & SPAN 1&g, ReefEA Cisco Network
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Express 520 X HYLAIEFE,
3. £ CNA EXBI#H , AAFE T Smartport,

“l;- 10.0.0.1 : Cisco Metwork Assistant

Application Window Help

@ s | @D W T Bw | 0?2 L
[Esstures | seureh |
E k d;“}ﬁ Configure Port Setup |

El’ L_:l Monitor

i b g& Troubleshoot

i k Maintenance

4. BRI RIFER BE# PC UERRIFSZFEMEZIEQ,
5. & i Modify,

BEAt SRR —N AT SR HAE

6. 793w 0% Diagnostics A,
7. TR O FERIT R GRS VLAN,

MBREREMAR , O UEZEWHRE, A O VLAN R PCEZERZHHEO |, UED
FAZ VLAN B & X IEBIES,

B Smartports

B Modify Port Role

Interface; FastEthernetl3

Rola: Ej Cragnostics

Attributes

Source Pork: IFastEther‘netB ;I]
Ingress WLAMN: Il:lef-uult (1) ”:_u

Cancel | Help |

8. B OK <[5 HiE,
9. B OK , RIFEEHApply’ I AIRE,
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] i ZhsE K BR %l
Catalyst 2900XL/3500XL Y% O I EEH T E &, Rt , WIHEEAR AR 2B,

A UBRIREEECEBIEEHEN A PSPAN £iF, #lin | aJLAE B % B4R B #& SPAN i O KB
Bim A 82 PSPAN £, EXMERT |, & A& Hport monitoriE O v+ , A H B #EAIREO
. TE Catalyst 2900XL/3500XL ARi&Hh , Witk O# 0 B 5 SPAN #0,

- FERHET , BRELCEAXRNABERD (XLRRKOERB{rmD ) XARETE—
VLAN,

« WMERF VLAN EOBE— IP it , N port monitor IS USIR X FZ IP it FHE, B
A\, Za kISR VLAN BEOBRN T BEER. BR , ZH S THIRRASERR VLAN K5
HRE. WRTE port monitor T FAKREBEFMED , MSKEE T ZEAFEN VLAN BIFT
BEHMwO,

HHIRRBEET —LERE, BEXFMER , FSHG TS E B (Catalyst 2900XL/3500XL).
N B ATME D 2K — TFafeN SRS NN O, AT TLOF ATM & 0T, #FI&S
MRREERATEARDOKIEINEEN KO,
o WS¥RiE O R BE{L T Fast EtherChannel 2 F Jk EtherChannel i O 4 #,
. TEBEAKEEONEOZSINEE,
o Wi OTREER S VLAN B0,

- BREAMMEZ KRR OMRE VLAN R, N TRZBROMZERED , FATFEXR
VLAN B 5 B 18

. MR OTERDSEARORAAHO, B2  BSEAROTLEERAHEO, 34
VLAN H93#% ORI AB O R VLAN, SUIRE VIAN REBSEAR OB VLAN,
- MRWEE ORISR DN SRPHO | 850 MEETRER.

AR, A TERRSNRONETEREENIEAMN VLAN B |, ik 0TS 1T 4B
(STP). flgn , iR iFim O M IEREER I ELB[IMFHBEARIIMEN S — MBS |, Hiw A iEeR
SRATEN -, EXMIBERT , TRSBATEENFELRERR , BN STP FBERERM
R, BXRAAHIVLERB RO, BSFAR AR SPANSIEN T L SR HFEEREE ? 855,

i &
ARBIBIERANH K SPAN £&1F,
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« BHURLLAR 0/1 (Fa0/1) i O Y32 Fa0/2 M Fa0/5 is O ZEMBWHRE, %O Fao/1 ks
RAEEEDO VLAN 1 MR RENRE.

« Ui OFa0/44% Xt % O Fa0/3 A & Fa0/6it 1T W 12,

%0 Fa0/3. Fa0/4 Fl Fa0/6 197E VLAN 2 st {TE B, HAitik 0 MEREOERIA VLAN 1 S
THE.

) 4% P

Port Monitored

Both ways
(ingress/egress)

sniff er

Port Monitored

Catalyst 2900XL/3500XL &g & /=4l

2900XL/3500XL SPAN B¢ & =4l

!-—- Qutput suppressed.
!
interface FastEthernet0/1
port monitor FastEthernet0/2
port monitor FastEthernet0/5
port monitor VLANL

|

interface FastEthernet0/2

!

interface FastEthernet0/3
switchport access vlan 2

!

interface FastEthernet0/4
port monitor FastEthernet0/3
port monitor FastEthernet0/6
switchport access vlan 2

!
interface FastEthernet0/5




interface FastEthernet0/6
switchport access vlan 2
|

!--- Qutput suppressed.

!

interface VLAN1

ip address 10.200.8.136 255.255.252.0
no ip directed-broadcast

no ip route-cache

|

!--- Qutput suppressed.

BB 2 BR Ut B

FFIwEA Fao/1 BEEN BiriwO , HEERIKA Fa0/2 # Fa0/s AREEED (VLAN 1) , BEE
EER TEZEEOD Fao/1 :

<#root>
Switch(config)#

interface fastethernet 0/1

MAZREZVIRORSIR

<#root>
Switch(config-if)#

port nonitor fastethernet 0/2

Switch(config-if)#

port nonitor fastethernet 0/5

FERLGS , BEXHENEOERSZENMEHRESESZ)iRO Fa0/1, &K H port monitor @5
SH—MTEAURENEREON KR

<#root>
Switch(config-if)#

port nonitor vlian 1



N RSB HTERESOFa0/SEEAVLAN 1, vian 1 ERZUSTHRNNSEED,

B RAIBBT LS — 4 VLAN IO -

<#root>
Switch(config-if)#

port nonitor fastethernet 0/3

FastEthernet0/1 and FastEthernet0/3 are in different vlan

NERRE  BERER A, SO, EEA Fa0/4 51 B4F SPAN #0

<#root>
Switch(config-if)#
interface fastethernet 0/4
Switch(config-if)#

port nonitor fastethernet 0/3

Switch(config-if)#
port nonitor fastethernet 0/6
Switch(config-if)#

Nz

% show running @52 E A show port monitor % , AR EHE :

<tfroot>
Switch#

show port nonitor

Monitor Port Port Being Monitored
FastEthernet0/1 VLAN1
FastEthernet0/1 FastEthernet0/2
FastEthernet0/1 FastEthernet0/5
FastEthernet0/4 FastEthernet0/3
FastEthernet0/4 FastEthernet0/6



~ SEE : Catalyst 2900XLFI3500XL A 323SPAN |, {XZ3FRxA @ ( Rx SPANZ A ASPAN ) =
NZFETxHE ( Tx SPANSH ASPAN ) . FTE SPAN % AR IT IR Rx f Tx NS

he-gi—8
Elg;ﬁlio

Catalyst 2948G-L3 F1 4908G-L3 H#Yy SPAN

Catalyst 2948G-L3 # Catalyst 4908G-L3 = EEE & # KM AR HE =R #MHl. F=EXHK
HLEY SPAN ZhEERR N v O UM

A, XEBHAFZFROON. FSEXHECisco IOShRZAR12.0(10)W5(18g)#Y Catalyst 2948G-
L3HCatalyst 4908G-L3RATHRAE R P A B TN BERR 7 o

Catalyst 8500 Y SPAN

Catalyst 8540 2t —NEFEEAH SPAN Thee , MAWOMUN. BEXFMEE , BSEHFH
Catalyst 85403 #4,

i O U AT L BRI RREN - M RE MR ORER BArmO.
A i snoop SR B AIREE T AN REBFEHN. KHEHTH no A TERMIN

<#root>

snoop interface source_port direction snoop_direction

no snoop interface source_port

3F & source_port 82 K% EMIKO, TEsnoop_direction/Ris ARZF MK O LW HRES M
: receive, transmitZboth,

<tfroot>
8500CSR#

configure term na

8500CSR(config)#

interface fastethernet 12/0/15

8500CSR(config-if)#

shut down


http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2948gand4908g/release/note/78_13139.html#wp40950

8500CSR(config-if)#

snoop interface fastethernet 0/0/1 direction both

8500CSR(config-if)#

no shut down

THEMRGIERT show snoop S HIH :

<tfroot>
8500CSR#

show snoop

Snoop Test Port Name: FastEthernetl/0/4 (interface status=SNOOPING)
Snoop option: (configured=enabled) (actual=enabled)

Snoop direction: (configured=receive) (actual=receive)
Monitored Port Name:

(configured=FastEthernetl/0/3) (actual=FastEthernetl/0/3)

o MRBIZTZREATMRIRYLEE B EF(MSR)BR & ( f51208540m-in-mz ) , NiCatalyst
8540 A AR OF X iF S, SAHNFEARXKIIRYEEHET (CSR) HE (40 8540c-

in-mz ) o

1=17 CatOS B9 Catalyst 2900, 4500/4000, 5500/5000 #
6500/6000 R 5l #ALHH SPAN
&R {E R T T 51 Cisco Catalyst 2900 R 5l #l :
+ Cisco Catalyst 2948G-L2 3 ##]
« Cisco Catalyst 2948G-GE-TX 3X##l
« Cisco Catalyst 2980G-A X ##]
AE 9 EA T Cisco Catalyst 4000 RFIR A , HPEHF -
o BEHRACHLFEZHRA -
- Cisco Catalyst 4003 3Z##l
- Cisco Catalyst 4006 Z##l

- BEEHFEZRA :



- Cisco Catalyst 4912G 3Z##]l
7 SPAN

SPAN ZhEEEE— iR iNE| CatOS # , SPAN BLEH — set span s A K. BRIEBAREFART
Zan S RN

<#root>
switch (enable)

set span

Usage: set span disable [dest_mod/dest_port|all]
set span <src_mod/src_ports...|src_vlans...|scO>

<dest_mod/dest_port> [rx|tx]|both]
[inpkts <enable|disable>]
[Tearning <enable|disable>]
[multicast <enable|disable>]
[filter <vlans...>]
[create]

THHNMEENETERAR TR RNFRE SPAN A&

Swritch

Ylanl Ylan2 Ylan3

| 2 3 d 3

sniff er




LB 8 R F Catalyst 6500/6000 RIRALIERE 6 PR —LBFHN—HD. EXMERT :
- 40 6/1 M 6/2 EF VLAN 1
« 4w A 6/3 T VLAN 2
- Ym0 6/4 M 6/5 EF VLAN 3
F—NRRJ|EREIRO 6/2 , AEJLMHAEIER TEAZREODEN EERD,
PSPAN. VSPAN : i5#FLis 05N VLAN
R setspan T T HREFE XA EE—NKO, 1BZER set span source_port destination_ports

FEASPANK 28 Nig O

Switch
Ylan2 Ylan3
3 d 5

i1

<{froot>

switch (enable)

set span 6/1 6/2

Destination : Port 6/2

Admin Source : Port 6/1

Oper Source : Port 6/1
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled

Multicast : enabled



Filter : -

Status : active

switch (enable) 2000 Sep 05 07:04:14 %SYS-5-SPAN_CFGSTATECHG:Tocal span
session active for destination port 6/2

RALEERN , w0 6/1 BRBAEZNENRESHERD 62 L#HTESH, AALEERS , 28
REXMEENEBREE, XK H show span L3R5 45T SPAN BEEMBIEE S -

<#root>
switch (enable)

show span

Destination : Port 6/2

Admin Source : Port 6/1

Oper Source : Port 6/1
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled

Multicast : enabled

Filter : -

Status : active

Total Tocal span sessions: 1

5/ SPAN Uiz Nig

Switch
Ylan2 Ylan3




5 set span source_ports destination_port i % , AP AIBEZMNREO, BREFIHENHSE
i SPAN BFrEw O , #AES 2 REXLRO,

BHITHRBREFEATEAEREFHEE —RIIKO.

ARBIRATXFAUEES N OMNIEE. TENRAIFmO 6/1 LAKRM 6/3 El 6/5 B9 =N im0
£ SPAN :

N o REEE—ANBAREO. SA%EE SPAN B AREEEREO.

<#root>
switch (enable)

set span 6/1,6/3-5 6/2

2000 Sep 05 07:17:36 %SYS-5-SPAN_CFGSTATECHG:Tocal span session inactive
for destination port 6/2
Destination : Port 6/2
Admin Source : Port 6/1,6/3-5
Oper Source : Port 6/1,6/3-5
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled
Multicast : enabled
Filter : -
Status : active
switch (enable) 2000 Sep 05 07:17:36 %SYS-5-SPAN_CFGSTATECHG:1ocal span
session active for destination port 6/2

S X : 5Catalyst 2900XL/3500XL3Z# LA [E , Catalyst 4500/4000. 5500/50007
6500/6000 A A5 28 T Z AT RIVLANM R O | iX Lim O K CatOSIRAME T5.1, UL RHIH
, Fr&EGim O 284 VLAN 1, 2/ 3,

£ FASPANYS #VLAN

B&Ja , A set span iR ELE W O LU IREAN VLAN AR E, 5 Hset span
source_vlan(s)destination_port,



Switch

Ylan2 Ylan3
3 d 5

uitl

FERA—NHZN VLAN WSIRERR , mMARFERIRASIE

<#root>
switch (enable)

set span 2,3 6/2

2000 Sep 05 07:40:10 %SYS-5-SPAN_CFGSTATECHG:Tocal span session inactive
for destination port 6/2

Destination : Port 6/2

Admin Source : VLAN 2-3

Oper Source : Port 6/3-5,15/1

Direction : transmit/receive

Incoming Packets: disabled

Learning : enabled

Multicast : enabled

Filter : -

Status : active

switch (enable) 2000 Sep 05 07:40:10 %SYS-5-SPAN_CFGSTATECHG:Tocal span
session active for destination port 6/2

RALEER , 2R A VLAN 2 ( 5 VLAN 3 ) INF R HN BN ESEFERA 6/2,

N o EREEBTHOKEENVLANNFIG RO £ 2T HESPANSE 248, 5 oper Source *
B L5 “Admin Source”x (3 FL o EZFJZIR , Admin Source F g 4 7)d2 4 SPAN £ gfel chorj o

» “Oper Source”x g £ 531 * SPAN shzgr o



AB/HASPAN

EfEH SPAN %412 VLAN Z2o I RElF  #AERORMNEEIROLXHNREZT|LE,

Direction: transmit/receive FERE RILEE. Catalyst 4500/4000, 5500/5000 1 6500/6000 % %1
RRMATFENEMEER OMNVKRER L ( H ) RETRNBERA (AL ) RE.

R HARBRM rx (W ) 3 tx (RIE ) KBF, BIAMEN both (tx M rx) o

<#root>

set span source_port destination_port [rx | tx | both]

EXRREIF , AFHFEA VLAN1 I VLAN 3 WFERE , A XS HEEEG IR0 6/2

Switch
Ylanl Ylan2 Ylan3
1 2 3 d 5

<#root>
switch (enable)

set span 1,3 6/2 rx

2000 Sep 05 08:09:06 %SYS-5-SPAN_CFGSTATECHG:Tocal span session
inactive for destination port 6/2

Destination : Port 6/2

Admin Source : VLAN 1,3

Oper Source : Port 1/1,6/1,6/4-5,15/1

Direction : receive



Incoming Packets: disabled

Learning : enabled

Multicast : enabled

Filter : -

Status : active

switch (enable) 2000 Sep 05 08:09:06 %SYS-5-SPAN_CFGSTATECHG:1ocal span
session active for destination port 6/2

EP g E3CHE SPAN

Pk 2R PSS BRAEM2RESD VLAN k0, mMEEREhgERRED b ek
iz FFTAE VLAN R E,

XE T MM VLAN By FE# TR

ETEMNEYT , w0 6/5 MERAEHMA VLAN R4k, X8 EXTiw O 6/4 A 6/5 B9 VLAN 2
FREMSEH SPAN, RELAHUTaSEIT :

<#root>
switch (enable)

set span 6/4-5 6/2

Swr1tch

Ylan2 Trunk
3 d

P11

EXMERT , £ SPAN in 0 E WK REFRAERES D4 6/5 FHMWFTE VLAN FUESRE

o




Flan | EBREDEREDEX S HIBEBEENRHE VLAN 2 FiE 0 6/4 E23KH VLAN 1 FRyiE 0
6/5, B—FaetE EX B VLAN 2 fEH SPAN :

<#root>
switch (enable)

set span 2 6/2

Switch

Ylan2 Trunk
3 d

1111

RALEER , ELTUMUEEREPHENET VLAN 2 BURE, RER , XNB2KRFIKRBKA
6/3 WA EENRE,

CatOS B85 —1MxEF , TATNPHPIAFERL VLAN #HITHE

<#root>
switch (enable)

set span 6/4-5 6/2 filter 2

2000 Sep 06 02:31:51 %SYS-5-SPAN_CFGSTATECHG:1ocal span session inactive
for destination port 6/2

Destination : Port 6/2

Admin Source : Port 6/4-5

Oper Source : Port 6/4-5

Direction : transmit/receive

Incoming Packets: disabled

Learning : enabled

Multicast : enabled



Filter : 2
Status : active

Switch

Ylanl Ylan2 Trunk
1 2 3 d

1 11

WA URIESR , RRNERHRAEZEEFE LA VLAN 2, FERALSERERAREES T
VLAN,

N X Catalyst 4500/4000F]Catalyst 6500/60003 4l % 5 bt i3 EBRIE I, Catalyst
5500/5000 F~ 3z 3%BE set span fi R IR ARV T B 2L IR,
B #rum O _E Ay A 4k

MREBETZATE VLAN iRm0, RN EAf4kis 0 EAYE T VLAN £/ SPAN |, N aT4E3E
EFRRTE B4R SPAN i M IR I 09 #4528 T W4 VLAN,

WMRESN SPAN BLElw A2 IS A Bfrim 0 LR gk | AT DU 1T BilR$RiR. X4 | AR BIRERR
HArEHEEEFHFAEHESEE VLAN ID B9#Ric.

N e seRBEEEARERNGRE,
<f#froot>

switch (enable)

set span disable 6/2



This command will disable your span session.

Do you want to continue (y/n) [n]?y

Disabled Port 6/2 to monitor transmit/receive traffic of Port 6/4-5
2000 Sep 06 02:52:22 %SYS-5-SPAN_CFGSTATECHG:Tocal span session
inactive for destination port 6/2

switch (enable)

set trunk 6/2 nonegotiate isl

Port(s) 6/2 trunk mode set to nonegotiate.

Port(s) 6/2 trunk type set to isl.

switch (enable) 2000 Sep 06 02:52:33 %DTP-5-TRUNKPORTON:Port 6/2 has become
is1 trunk

switch (enable)

set span 6/4-5 6/2

Destination : Port 6/2

Admin Source : Port 6/4-5
Oper Source : Port 6/4-5
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled

Multicast : enabled

Filter : -

Status : active

2000 Sep 06 02:53:23 %SYS-5-SPAN_CFGSTATECHG:Tocal span session active for
destination port 6/2

HESARNETHAE

FERIALE , REIET —/ SPAN &if, BXKHFM set span tp Tt , REELE &R Ko
CatOS Bl ERENETZ N ENIIEE , EIEETHET,—\ETHE’JEW%DO X set span
source destination create sy S LURIME ftt SPAN €%, EAFES , 0O 6/1 B 6/2 S 3|45
, AR, VLAN 3 Biw 0 6/3 th Z H|M532 -



Switch
Ylan2 Ylan3

11111

<#root>

switch (enable)

set span 6/1 6/2

2000 Sep 05 08:49:04 %SYS-5-SPAN_CFGSTATECHG:1ocal span session inactive
for destination port 6/2

Destination : Port 6/2

Admin Source : Port 6/1

Oper Source : Port 6/1

Direction : transmit/receive

Incoming Packets: disabled

Learning : enabled

MuTticast : enabled

Filter : -

Status : active

switch (enable) 2000 Sep 05 08:49:05 %SYS-5-SPAN_CFGSTATECHG:1ocal span
session active for destination port 6/2

switch (enable)

set span 3 6/3 create

Destination : Port 6/3

Admin Source : VLAN 3

Oper Source : Port 6/4-5,15/1

Direction : transmit/receive

Incoming Packets: disabled

Learning : enabled

MuTticast : enabled

Filter : -

Status : active

switch (enable) 2000 Sep 05 08:55:38 %SYS-5-SPAN_CFGSTATECHG:1ocal span



session active for destination port 6/3

HM7E , %4 show span i LABERBRMNEITHENEE

<#root>
switch (enable)

show span

Destination : Port 6/2

Admin Source : Port 6/1

Oper Source : Port 6/1
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled

MuTticast : enabled

Filter : -

Status : active

Destination : Port 6/3

Admin Source : VLAN 3

Oper Source : Port 6/4-5,15/1
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled

MuTticast : enabled

Filter : -

Status : active

Total Tocal span sessions: 2

BT HMAE, EREXRDMENAENR-LE2E, T ¢

<tfroot>

set span disable {all | destination_port}

HTF8N N2 EREE—MNERRO , Jit Birim 0 AHRiRKiE, BERATIENE - 2E , BIEA
A 6/2 EN BRI AN 1 -

<#root>
switch (enable)

set span disable 6/2

This command will disable your span session.
Do you want to continue (y/n) [n]?y
Disabled Port 6/2 to monitor transmit/receive traffic of Port 6/1



2000 Sep 05 09:04:33 %SYS-5-SPAN_CFGSTATECHG:Tocal span session inactive
for destination port 6/2

REAUREREBNHR -1 :

<#root>
switch (enable)

show span

Destination : Port 6/3

Admin Source : VLAN 3

Oper Source : Port 6/4-5,15/1
Direction : transmit/receive
Incoming Packets: disabled
Learning : enabled

MuTticast : enabled

Filter : -

Status : active

Total Tocal span sessions: 1

RHUATHT , MEE-INTRIZAMBELRE -

<tfroot>

switch (enable)

set span disable al

This command will disable all span session(s).
Do you want to continue (y/n) [n]?y
Disabled all local span sessions
2000 Sep 05 09:07:07 %SYS-5-SPAN_CFGSTATECHG:Tocal span session inactive
for destination port 6/3

switch (enable)

show span

No span session configured

H 2 SPAN £

set span W HSHIEEMT :

<{froot>



switch (enable)

set span

Usage: set span disable [dest_mod/dest_port|all]
set span <src_mod/src_ports...|src_vlans...|scO>
<dest_mod/dest_port> [rx|tx]|both]

[inpkts

[1 earning

[rmul ticast

[filter <vlans...>]
[create]



LEB D EEN AT AR AR

« sc0 — HEAFEERBRAEEEOscONRER , IHESPANBL B IEEscOXREF, Catalyst
5500/5000 1 6500/6000 3 ( {REBMRAN CatOS 5.1 REFARA ) IR LLIhEE

* inpkts enable/disable — MWIETIR AN EE, WARXEATAR , BEHN SPAN B Frim O &Y im0 3
B THIRH VLAN, B iR OBERNBEIMREERH AZ VLAN |, SiEZiEO R EEEARKO
— ., BUREBEEXMITH. WRMER PC EARIRE , B HLENZ PC T2EEE
VLAN, A, IR FERROEEIERNEPOERBHEMMNEZRE , LREETRETS
fek, B#F SPAN IwOFKIE1T STP , MAZ LB ARBKNFFERBIRRT, BHSRAX
R R ASPANS FE QI BT IR 2 39 , AT HXRBER AR E, R ERIARERN
2, XEWREBM SPAN mANEFZKOZRPEES, XHEFTRFIKORZHE
REHREE, CatOS 4.2 & RIELET,

« learning enable/disable — LED Al A T3 A B frim D HVIRBIZhEE. BUIABER T |, RBIL TR
AIRE , BEfRmOMNEZRHNE ABIESHIRA MAC ik, Catalyst 4500/4000 F
5500/5000 L&Y CatOS 5.2 LAK Catalyst 6500/6000 L#Y CatOS 5.3 ik IhEE,

+ multicast enable/disable — BIE 2 X , AT AFEARZEAZBEFEEZNKE, RIAR
BH. Catalyst 5500/5000 1 6500/6000 £&Y CatOS 5.1 RESRAFRMH I IEE,

« spanning port 15/1 — fECatalyst 6500/6000.t , FJLAER#A15/1 ( H16/1 ) fEISPANR.
Zi% O AT LA R %% & 2 Multilayer Switch Feature Card (MSFC) BRE., iZiw QIR 4K H
Z MSFC HEMZ MSFC HiE.,

=2 SPAN
RSPAN #5k

£/ RSPAN , I ANERREMEE—MNAENENRE AR TERE  MAMMNEENTER
SPAN ZhEER SR HL A AY3% O, Catalyst 6500/6000 R 5 # 4l LAY CatOS 5.3 FriR itk IhAE
, Catalyst 4500/4000 % %33#e#]l E#Y CatOS 6.3 R E S MRAS thig 0 7 b Th AL,

ZIWENTHELSXEEN SPAN 2ET2ME, B SPAN KRREAFATEEEH I BIREA , M
B2 R E—NEIIR RSPAN VLAN, Eitt , B#rim O AJ B T 1% RSPAN VLAN R EEVE, &
EAUEZNMERFRH,

THEERT RSPAN LEMNEH



Sniffer

Vlan of the sourceport

EARTRGIG | fF RSPAN BLE NS EN A BENRE, 3 A £R—N & B Bt , B Catalyst
6500/6000 Policy Feature Card (PFC) B & FISE R 3% (ASIC) MBI EFI BT E X RSPAN
VLAN, Eiﬁﬂﬁﬁ&ﬁ’aﬁ;ﬁéf FiZ RSPAN VLAN WFfE Hfbiz O, EFREFTE X RlE4E
IR  XEX RSPAN HER, NENEZEARORZBMRKO , ATEERRS (XBEEE
S4 M S5 )

THRAEXILIRITH —LEEHEA !

« S1HABRRGEN., BIETSRH#FALRERN RSPAN R R RA A RSPAN VLAN, BHI ,
P RGEHLREEERN — RSPAN £FHR , XERE —MNRERRIZXREEHN —1 RSPAN
VLAN RHEHIES,

+ S2 M S3 BH AR, ©IF=E RSPAN R , ZREBHRKA. —NRIRIATLMENEEE
£ RSPAN &R AR XML,

- S4 7 S5 REHRX#MH. EMNNHDwAOEEN RSPAN 2FENBHRKH. BT, Catalyst
6500/6000 AI X%k 24 4> RSPAN BfiwO , BT —1HENTEANKFE. BAEEITE
2, S4 BER B AR 2 iE) X dlo

- AELEE] , RSPAN #iE a2t E RSPAN VLAN, BNERAL T 180 B #rim O Ay B2 5 Y iR
Ml (30 S2) 2R F| % E RSPAN VLAN HiRE. EaKI , EBE I S1-S2 2 KAV £



Mtk VLAN + 28 .
« ASRINZH , AT RSPAN VLAN KR BIZhEE,
o ABLEFKRIREE , £ RSPAN VLAN ERE T STP, At , RSPAN Fi& K2 MRS
T (BPDU),
RSPAN B & R4l

AER RIS BB A A SEE M E A RSPAN RiTHRBEXERFM TE, S1HMS2EH A Catalyst
6500/6000%#l. T M S2 ISR F L S1 Mg O =K VLAN |, %IRE —NE AR RSPAN
VLAN, ERXMESMIEEE5ETHE SPAN &iEFFERANGSELL,

switch 51 Switch 52

/2 Sniffer '

ERANRIRA S1 M S2 2 AR E ISL 4k

NEFTHARIFE, FHERKH VLAN REHI (VTP) HET8AMARB®RNL , HE—REENER TP
#, VTP MERHITEREE. £S1 LREUTHS :

<#root>
S1> (enable)

set vtp donmmin cisco

VTP domain cisco modified

£S2 ERHBEUTHS :

<#root>

S2> (enable)

set vtp dommin cisco



VTP domain cisco modified
S2> (enable)

set trunk 5/ 1 desirable

Port(s) 5/1 trunk mode set to desirable.

S2> (enable) 2000 Sep 12 04:32:44 %PAGP-5-PORTFROMSTP:Port 5/1 left bridge
port 5/1

2000 Sep 12 04:32:47 %DTP-5-TRUNKPORTON:Port 5/1 has become isl1 trunk

£/E RSPAN VLAN

RSPAN £iEFEZEE4ER RSPAN VLAN, A1 VLAN, TEEFIIAR VLAN ##25 RSPAN
VLAN, THEHRHIEER VLAN 100 :

<#root>
S2> (enable)

set vlan 100 rspan

Vlan 100 configuration successful

E—NEERN VIP RS8BT E X HILdS. RSPAN VLAN 100 B ERRIFREEA VTP 5
B &%,

& S2 im0 5/2 BLE N RSPAN B #riwH

<#root>
S2> (enable)

set rspan destination 5/2 100

Rspan Type : Destination
Destination : Port 5/2

Rspan Vlan : 100

Admin Source : -

Oper Source : -

Direction : -

Incoming Packets: disabled
Learning : enabled

Multicast : -

Filter : -

Status : active

2000 Sep 12 04:34:47 %SYS-5-SPAN_CFGSTATECHG: remote span destination session
active for destination port 5/2



# S1 EELE RSPAN iRm0

EARHIF | BEwO 6/2 #A S1 WEAFRENZ ISR, FHUATHS

<#root>
S1> (enable)

set rspan source 6/2 100 rx

Rspan Type : Source

Destination : -

Rspan Vlan : 100

Admin Source : Port 6/2

Oper Source : Port 6/2

Direction : receive

Incoming Packets: -

Learning : -

MuTticast : enabled

Filter : -

Status : active

S1> (enable) 2000 Sep 12 05:40:37 %SYS-5-SPAN_CFGSTATECHG: remote span
source session active for remote span vilan 100

teEt | i 0 6/2 LA ABIESRIZHEE RSPAN VLAN 100 , A BT HAFAE S1 LERER B4R
ﬁﬁuﬁuo

REEE

show rspan @i A 12Xl £ X5 RSPAN BEENBIEEE. BA#H , —XReEBA—NR
RSPAN £1i&,

<#root>
S1> (enable)

show rspan

Rspan Type : Source
Destination : -

Rspan Vlan : 100

Admin Source : Port 6/2
Oper Source : Port 6/2
Direction : receive
Incoming Packets: -
Learning : -

MuTticast : enabled
Filter : -

Status : active

Total remote span sessions: 1



£ setrspan i B AISEIM M HMAEE

fiE RSPAN HRMEBEEFRAE THD1T. BRX—KX5I4, , SPAN 5 RSPAN 1T EHXZH
B, MBEEZ/BEH SPAN IwA , EE A EEANZ#RY LAt FH RSPAN,

Th e C S A BR
TEREFETESIANTRENEE , FRAEEET & LETX LN EMENRIE CatoS A :

Ihek Catalyst 4500/4000 Catalyst 5500/5000 Catalyst 6500/6000
inpkts enable/disable I 4.4 4.2 5.1
@ VLAN Ay Z4NaiE, iwa|5.1 5.1 5.1
scO I — 5.1 5.1
multicast enable/disable &I | — 5.1 5.1
learning enable/disable 1%&IT 5.2 5.2 5.3
RSPAN 6.3 — 5.3

TREEHET BN A8/ SPAN 2EHRERRS

Thae Catalyst 4500/4000 % Catalyst 5500/5000 % Catalyst 6500/6000 % 513Z
=]

Hl 32 AL Hl 32 AL Al
_I;X HMN[E SPAN & 5 1 5
Tx SPAN £1F 5 4 4
A ML D HTESS1E |[Not Supported Not Supported 1
Rx, Tx ?ERX@ 5 Not Supported 1%EEE€|¥72\O§%%/I\
RSPAN JR&1E RSPANR&1E,
RSPAN H #r 5 Not Supported 24
SFERH 5 5 30

BXRHEMERHMEERERE , H2H T :
Bl ESPANFIRSPAN(Catalyst 4500/4000)

« BLiESPANFIRSPAN(Catalyst 6500/6000)

Catalyst 2940, 2950, 2955, 2960, 2970, 3550, 3560. 3560-
E. 3750 f 3750-E &% SPAN

AR R7E Catalyst 2940, 2950, 2955, 2960. 2970, 3550, 3560. 3560-E. 3750 # 3750-E %
PR EBLE SPAN ThaEr 18/ ¢

« Catalyst 2950 R#Hl— X REEB A —1 SPAN &1 , MERERERRO, XEXEYLTEE



http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/52sg/configuration/guide/span.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/52sg/configuration/guide/span.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/52sg/configuration/guide/span.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/span.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/span.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/span.html

Y592 VLAN,

« Catalyst 2950 #1 3550 X #HLAT7E Cisco I0S FHARA 12.1(13)EA1 M E ShRAHY B #r
SPAN i A L X RE.

- Catalyst 3550, 3560 1 3750 Rk ZIF—RETZIAFMAN SPAN &1iF |, FH H A EEiRig O
M VLAN,

- EBLE RSPAN «i&8Y , Catalyst 2970, 3560 # 3750 R FE BB E X Fi8zim Ho

* Catalyst 3750 ¥R AL 2 £ fE A THES AR K A LAY REE O M B frig DTS EEE

o

- B8/ SPAN 2ERAWE—NBiriwO , MERBE w0 TeEENZA SPAN 21EH Birix O
o HiIt , B SPAN KEFREFEAR —NMBRIKA

Catalyst 2950 F Catalyst 3550 £#J SPAN hEEELEmm T =ELIM ., B2 , Catalyst 2950 FEEM:
2 VLAN, TJLAELE SPAN , 0 FEMN RBIFTR :

<#froot>
C2950#

configure term na

C2950(config)#
C2950(config)#

noni tor session 1 source interface fastethernet 0/2

!I--- This configures interface Fast Ethernet 0/2 as source port.

C2950(config)#

noni tor session 1 destination interface fastethernet 0/3

!--- This configures interface Fast Ethernet 0/3 as destination port.
C2950(config)#

C2950#

show nonitor session 1

Session 1---------
Source Ports:
RX Only: None
TX Only: None
Both: Fa0/2

Destination Ports: Fa0/3
C2950#



AU EAN R OB E N A SPAN 1 RSPAN W EB#riw A , AT EMEBMN VLAN RE, H4%E
NFANMNEBEENTRNTHEMNME VLAN WHRE  EEEEE 8RO KR L& Eix Lt
e, EARATRFIG , HIVET VLAN 5 BiEREFARERIN 2 BEBENRE

<#root>
c3750(config)#

noni tor session 1 source vlan < Renpte RSPAN VLAN ID >

c3750(config)#

noni tor session 1 source vlan 5

c3750(config)#

nmoni tor session 1 destination interface fastethernet 0/3

!I--- This configures interface FastEthernet 0/3 as a destination port.

EZERXBL , EANATEE :

<#root>
c3750_remote(config)#

nonitor session 1 source vlian 5

I--- Specifies VLAN 5 as the VLAN to be monitored.

c3750_remote(config)#

noni tor session 1 destination renpte vlan

ELE—RPlH , F—NwOBEERNA# SPAN Ml RSPAN BB #rim 0, LB TR KRILFH
[E— VLAN B &,

N 5x  52000XLM3500XL KBS HRR , Catalyst 2040, 2950, 2955, 2960, 2970,
3550, 3560, 3560-E, 3750F3750-E%& 534X ZFRx T B R AR E £
SPAN ( Rx SPANE{ A OSPAN ) RAETxA [ ( Tx SPANSHHOSPAN ) £, SF&EHE.
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WETEBIEDEHH |IEEE 802.1Q #Rid , BN SPAN Rim O ( REENKDO ) F—E=
802.1Q F#kis Ot 2t MRIBIRIERH PC MEE O F (NIC) To3EIRFTFA 802.1Q #r
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monitor session session number destination interface interface id encapsulation dot1qfp
LU A B#is O ENBIES %, MR KIEE encapsulation XEBF |, N & KIERIFCHEITE
‘& , iX2 Cisco 10S B#FhRAS 12.1(11)EA1 M E S RAFHERINRE.

ThaE Catalyst 2950/3550
A0 (inpkts) enable/disable 1E3i||Cisco 10S FFRRAS 12.1(12¢)EAT
RSPAN Cisco 10S BH#MRAS 12.1(12¢)EA1
Thak Catalyst 29401, 2950, 295357\5(2)960\ 2970, 3550, 3560,

Rx ¥ @ SPAN £1i&

Tx SPAN 1%

Rx. Tx XX @ RSPAN R&
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RSPAN B #x

2EEH

1 Catalyst 2940 ¥ H1X 2 3F A #: SPAN, IttF A F X 3F RSPAN,
BXBLE SPAN fl RSPAN Wi E , BZHA THIEREIER :

« BELi& SPAN (Catalyst 2940)

« BLE SPAN F1 RSPAN ( Catalyst 2950 &1 2955 )

 BLiE SPAN F] RSPAN (Catalyst 2960)

« fiti® SPAN F1 RSPAN (Catalyst 3550)

« BELiE SPAN F RSPAN (Catalyst 3560)

- ELE SPAN H1 RSPAN ( Catalyst 3560-E 1 3750-E )

 BELiE SPAN F1 RSPAN (Catalyst 3750)
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1&1T Cisco 10S R4 #4HY Catalyst 4500/4000 1 Catalyst
6500/6000 R %I A Y SPAN

&1T Cisco 10S RE K ##Y Catalyst 4500/4000 F1 Catalyst 6500/6000 %533 #4135 SPAN If
B, XHHMIMFEAFEANSTITRE (CLI) 5 Catalyst 2940, 2950, 2955, 2960, 2970,

3550, 3560, 3560E, 3750 #l 3750E %A FH SPAN B0 A tp T REMEE . A E
BS2RUNEE, AXMAXEE , BZRTIIXHE .

« Bt iESPANFIRSPAN(Catalyst 6500/6000)

- B BSPANFIRSPAN(Catalyst 4500/4000)
B i R

A LABL & SPAN , N FEKROIFTR :

<#froot>
4507R#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.

4507R(config)#

noni tor session 1 source interface fastethernet 4/2

!I--- This configures interface Fast Ethernet 4/2 as source port.

4507R(config)#

nmoni tor session 1 destination interface fastethernet 4/3

!I--- The configures interface Fast Ethernet 0/3 as destination port.

4507R#

show nonitor session 1

Session 1---------

Type : Local Session
Source Ports :

Both : Fa4/2

Destination Ports : Fa4/3

4507R#
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Thee Catalyst 4500/4000 ( Cisco 10S % # )
Rx XX [@ SPAN &1iF 2
Tx SPAN £1F
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N pEBEESE.

N EE  EfFinpkis B LT | S S RN RELASHRNER I —EEE, MENE
TaER S B4t 0 LB FAMIRBIThAEMSSH MAC 3R 3 15 E 5 B .

SPANRE LS MEEE ?

BEXHEE Catalyst FAMAENEIMNER | BSARRH TEES

« Catalyst 2900XL/3500XL %%l

« Catalyst 4500/4000 %5l

« Catalyst 5500/5000 F1 6500/6000 % 5!

BB 7 EtherChannel i 0O E#i & SPAN ?

MREEREAWH PR O 2 —R SPAN B#RiRA , WA &F K EtherChannel, EXFER T HIR=
HEE SPAN , TIRALFIR TR

Channel port cannot be a Monitor Destination Port
Failed to configure span feature

B O LAfE A EtherChannel £ #R48FRPAYIw O4EJ SPAN JRiw A,
=& A LAEIFNZE1TZ A SPAN £1F ?

£ Catalyst 2900XL/3500XL R FIRR#H L , PR SPAN FEHH R B3 L A A B fris DRI

B,
£ Catalyst 2950 RFIX#MH L , EEMTEI AR —NMEEKRKA,
MREERS —NROERNGEZRED  W2ERRERD , FEENEOFEAERED.

£X A CatOS 5.1 MESRAH Catalyst 4500/4000, 5500/5000 # 6500/6000 Kkt L , AT LS
ITETH R SPAN £1&,

BSRAXHEN B EZNERIETHESIEFNINEE PR #1205 o
£81%“% Local Session Limit Has Been Exceeded”

L AR SPAN £iEFB H Supervisor SIZHREIRT |, FERUTHEE :

% Local Session Timit has been exceeded



Supervisor Engines have a limitation of SPAN sessions. B X#MEE , TS HEEA b SPAN,
RSPAN #1 ERSPAN_A A ZAi#th SPAN. RSPAN F1 ERSPAN £ iF BR i3 4

ToEMIBR VPN BRSHER LB SPAN 1% , RRR K E41R“% Session [Session No:]
Used by Service Module”

HIM L RIBA , WARLE AL (VPN) ERWHFE D ELREA T KERERFER,
Cisco 10S #f4 B33 VPN fRSESR 4172 SPAN 2iEUAEBEZERE,
RHEUTESSAMBIZE4 R VPN REEROIZER SPAN 2% :

<#root>
Switch(config)#

no nonitor session session_nunber service-nodul e
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MRANBRANBFESRAFEMRBEREN , BALERRAEENMRRB[REERER —FL
fr L. REB/THITEMERRE,

Rt , EXBIAE , REBTFTREZFHEZ. X, FAUEFTRES.
HiR  REREREANRE2ES LT

MRTET By KIERSER (FWSM) ( BN , £ CATE500 FEREHEZEBR ) , E2BEFIRA
SPAN [z &35 8.

SPAN R GY85ZheEE NP EH — SPAN &1,

MRABEENIIEE , BRIZEEH ECATE5000 B E 4 = T % Ano monitor session service
module®s T , RE BN AFTENFHSPANELE

i8R O EF HIES

f= 5 85 O R NPT A 2 I 1R IR O RS MWK REN EIAR, MRRFF[HOAEALE , NTE
RERE,

XA RES B — N RS NF OB K.

1R R S8R O M 5% Bk B X AURIR AR E , WA EFBHEMES,
10/100 % ORI R 513 E R 100 Mbps, FIki AR R ETEE R 1 Gbps.
AT SPAN 21 5 Catalyst 6500 HLFEHH FWSM —i2fE

L AEHF Supervisor 5% 720 5iz1T Cisco Native I0S BHLFEHH FWSM —fERA , BRINERT
FER—1 SPAN £, MRFEA show monitor T HRERFEANRIE , ML session 1 :

<ttroot>

CatoK#

show nonitor

Session 1

3 Catalyst 6500 HlFEHRBHXEDH B, 2EHIZRUSEASGEAZEES , BN FWSM E
EEHZBBER,

WMRKB FWSM 2 EN S BBFERLAEE=ZREHFIZNELEF , ZAFLFLBI KT EE

FREE HZE Supervisor,

WMREKRE FWSM 2 G ERSBRBEBRVSER , WEEREM SPAN k525,



MR ZIEEE T/ VLAN , IR —EFEE SPAN K588, SPAN &8558T FWSM 7z
BPDU I~ # &

A LAfE A no monitor session service module 5 52 A SPAN k5188,
B — 3R HLAR SPAN F1 RSPAN £ FREBEEMHER ID?

TEE , TEXNEM SPAN £iEH RSPAN B iEERAMEBMNSIE ID. 84 SPAN #l RSPAN £
EH L ID ~E84E.

RSPAN & #8EBBETEN VIP B IHE?

Yes.RSPAN £iE AJ LABSHBAEK VTP i, EFEW{R RSPAN VLAN & TiX& VTP SN HE
FE,

SN, FERRLFERISFBMNBERPREELE=RERE,

RSPAN £iFRERHE WAN S AERIME T4 ?

T BE. RSPAN £iEFEBBAEME=R18% , B RSPAN 2 LAN ( 5= ) Th&E,
EEEE WAN SITEMENRE , AIEARERTE SwitchPort 74788 (ERSPAN),

ERSPAN THEEX FRER A LMREHRDO. & VLAN MBfris 0O , MNMIREIEMEKR N Skl

RYIZAE MR R,

ERSPAN @#F—“ ERSPAN IR &%, AIEEHEM ERSPAN GRE HEREMN — ERSPAN Bir&
o

A ETRN A L2 5B IE ERSPAN R EN B FR&1E.
4\l , X% ERSPAN ZHEEMI REWT -

* 1217 Cisco 10S ¥R 7 12.2(18)SXE HE S RARHH PFC3B 5 PFC3BXL By
Supervisor 720

« BHRAR 3.2 RESRAH BIE1T Cisco 10S BAMA 12.2(18)SXE RESMAKH A
PFC3A B Supervisor 720

FX ERSPAN WiFHEER , HSFHEE AR SPAN, iEFE SPAN (RSPAN) #1#i% RSPAN -
Catalyst 6500 %5l Cisco 10S B4 BB IR (12.2SX).

RSPAN R EN BIrREREEFETRE — & Catalyst Z#AlH ?
TEE. MR RSPAN F£iE5 RSPAN B2 iEMN TR —RX#Hl L , RSPAN FFLZETHE,

IR RSPAN R FEEEB S ER RSPAN VLAN , F HER—3##l L7 1% RSPAN VLAN BLE 7
RSPAN B#r&iE , B4 % RSPAN B2 1ER B #rim A R 2&#M RSPAN R IR BES
, XRBEARHBIEKH. 4500 RFIM 3750 RHIRMHF T RE,
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I A R 12 ERHESEID CSCeq08870 (X PRSEMES ) .

R

monitor session 1 source interface Gi6/44
monitor session 1 destination remote vlan 666
monitor session 2 destination interface Gi6/2
monitor session 2 source remote vlan 666

L B R A R R E R E M SPAN,

ZE#E| SPAN B frim DM &5 Mes/ 2 IRBTTEHE]

SPAN B#Rif ORI EARSM 2K SPAN AEFTENREN  FEREIARE,

MRFBEET SPAN BIRHOEA (IP Wikt ) RESME/RLEE , UEEBAAORBER

o

BRAARAMRE , SPAN Bris O REZEAREE ( XEREEUREREEERNFEXH#ITIRE
), AXNEBRITERIKR,

BLE SPAN Bfrim ARt , B NEERETEAAONRE , AREFEAB VLAN ZRKRIFIZHA D
HEE.

WMREET ISL HE , WFAFEEEAD VLAN , RRFTE ISL HEKTESHHE VLAN FRid.

REWAMIT STP #%Kk , BEHFSE STP, HtE B hRErFEEERE , LEEMEHEIA
£ RN

£ SPAN BA#rim A EREEAOMPHRB RS , Ziw A EAFREFMEES VLAN RFRITHER.
FAVFRTFER VLAN BLERN A D VLAN,

monitor session session_number destination interface interface [encapsulation {isl | dot1q}]
ingress [vlan vlan_IDs]

ARG E RANAEAS02. 1qH EEE B Frim O , AR A EAAIEVLAN 78 B A O BIE S,

<#root>
Switch(config)#

noni tor session 1 destination interface fastethernet 5/48
encapsul ati on dot1q ingress vlian 7

KALEER , 2F 52T 1 REKH SPANRR HEREE SRR AN 548 #EO 25, FX
A 802.1q 3,


https://tools.cisco.com/bugsearch/bug/CSCeg08870

HN{AI#E3= 1T Cisco I0SE {4 Cisco Catalyst 450033 #: 4]l _t fit & SPANFIRSPAN
SPANEfrig OB RAKIERE HEATEMENERITDBE
LAN X RTiE

o BARZEFFMNH - Cisco Systems



https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-1554?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-4792?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-4792?referring_site=bodynav
http://www.cisco.com/cisco/web/psa/default.html?mode=prod&level0=268438038&referring_site=bodynav
http://www.cisco.com/cisco/web/psa/default.html?mode=tech&level0=268435696&referring_site=bodynav
http://www.cisco.com/cisco/web/psa/default.html?mode=tech&level0=268435696&referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



