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ecomm 6500-2 (enabl e) set vlan 41 pvlan primary
VTP advertisenments transmitting tenporarily stopped
and will resune after the conmand fi ni shes.

VI an 41 configuration successfu

ecomm 6500-2 (enabl e) sh pvlan

Primary Secondary Secondary- Type Ports

41 - -

ecomm 6500-2 (enabl e) set vlan 42 pvlan isolated

VTP advertisenments transmitting tenporarily stopped

and will resune after the conmand finishes.

VI an 42 configuration successfu

ecomm 6500-2 (enabl e) set pvlan 41 42 3/9-10

Successfully set the following ports to Private Vlan 41,42
3/9-10

ecomm 6500-2 (enabl e) set pvlan mapping 41 42 3/35
Successful ly set nmappi ng between 41 and 42 on 3/35
ecomm 6500-2 (enabl e) set pvlan mapping 41 42 3/34
Successful ly set nmappi ng between 41 and 42 on 3/ 34

Port Name St at us VI an Dupl ex Speed Type

3/9 server_dnrl connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 10 server_dne2 connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 34 to_6500_1 connect ed 41 auto auto 10/100BaseTX
3/ 35 external _router_dm connected 41 a-half a-10 10/ 100BaseTX

¥ VLAN 89 VACL Bl

KEAXNFIEF DMZ LIRS MEXEE, 1 VACL 1 PVLAN B 2 HIPR #1289 PR | BN R
ZEBTHANTENHEE VLAN SE TR —NMEE VLAN , XGEENDEREFECIHEBRE. IR

RER|RZHEEEE , EMFBAT PVLAN METEES 2 ELEZERF. IRARERBXLERS

2, AERENXERSHEENFE—FNOBERLIAZEHSE , ZRARIFRIEREHE
E—FM , M PVLAN B B &R,

Hit , FEFEANUTERBEE VLAN (258K BRARNBIERD VLAN ) LEE VACL :

AR IP AEEEER IP BER

- LR B AR IP #E T 1% DMZ ¥RV EITER
- AR EREER

econm 6500-2 (enable) sh sec acl info protect_pvlan

set security acl ip protect_pvlan

1. permit ip host 172.16.65.193 any

2. permit ip host 172.16.65.201 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0. 15
4. permt ip any any

econm 6500-2 (enable) sh sec acl
ACL Type VLANS

protect_pvl an 1P 41

It ACL A& AR BRAE RN BIER ; ©F Ay LR HREEKERSR[NEFERERE -
VLAN, BIFMERRVFERH ST icmp EE @ icmp F A REFHE RIEL RS R-



B VLAN £/ VACL BB

UTEERSRATERNMIRE VACL UEEH RS BHFEXRNBER. BMIFEBIERE L VACL
KILLTERY :

- RFMIRSES ping ( AVFEH )
- Bh 1k echo replies MBRSS 88 L% HH
- RVIRBEINEBEY HTTP iE#
. 7 RADIUS i ( UDP # 01 1645 ) F1i20k ( UDP #%0 1646 ) $igH
. 24 DNS 335 (UDP #0053 )
ENHBERLEFIEERBER.

RoBmME , BIERSHIBRLEFDTRIR

- REBTF2ERD RNBIER
- ARSS 2R W RE ML E 0 RV B AR R

R 2 Catalyst 6500 KY Supervisor 1 ¥y PFC EE#i%1t , RIFABEIEL icmp 7 B. REZBEHIA
N ICMP M EIFE R EEE , BEHFEERIA R THAENBR AT SR, Hit , MRFHERE L
E5NERESEFRSES i’&%éﬁﬁﬁﬁ deny icmp any any fragment —{T3# {TRATRE &,

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out deny icmp any any fragment

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit icmp host 172.16.65.199 any echo
ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit icmp host 172.16.65.202 any echo
ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit tcp host 172.16.65.199 eq 80 any
established

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit tcp host 172.16.65.202 eq 80 any
established

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.199

eq 1645 host 172.16.171.9 eq 1645

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.202

eq 1645 host 172.16.171.9 eq 1645

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.199

eq 1646 host 172.16.171.9 eq 1646

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.202

eq 1646 host 172.16.171.9 eq 1646

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.199 any eq 53
ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.202 any eq 53

ecomm 6500-2 (enable) Commit sec acl all
ecomm 6500-2 (enabl e) Set sec acl map dmz_servers_out 42

ecomm 6500-2 (enabl e) sh sec acl

ACL Type VLANS
protect _pvl an 1P 41
dnz_servers_out IP 42

ecomm 6500-2 (enable) sh sec acl info dmz_servers_out

set security acl ip dnz_servers_out

1. deny icnp any any fragnment

2. permt icnp host 172.16.65.199 any echo

3. permt icnp host 172.16.65.202 any echo

4. permt tcp host 172.16.65.199 eq 80 any established

5. permit tcp host 172.16.65.202 eq 80 any established

6. permt udp host 172.16.65.199 eq 1645 host 172.16.171.9 eq 1645



7. permit udp host 172.16.65.202 eq 1645 host 172.16.171.9 eq 1645
8. permit udp host 172.16.65.199 eq 1646 host 172.16.171.9 eq 1646
9. permit udp host 172.16.65.202 eq 1646 host 172.16.171.9 eq 1646
10. permt udp host 172.16.65.199 any eq 53
11. permt udp host 172.16.65.202 any eq 53

Al

EELB6E PVLAN B RS A VACL B |, SFEREIATHH, iR ETR , AR TUMAEEEH
2% ping PIZBE% EBR M AR S5-8%

external _router#ping 172.16.65.193
Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 172.16.65.193, tinmeout is 2 seconds:
(NN

external _router#ping 172.16.65.202

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.65.202, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
external _router#ping 172.16.65.199

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 172.16.65.199, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns
LTRBIETR , BATTUMARS 2R ping BIASBREMRMIARX , EFEE ping 2R TE—HBY
VLAN # R 5538

server _dnel#ping 203.5.6.10

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 203.5.6.10, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.65.193, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

server _dnezl#ping 172.16.65.202
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.65.202, tinmeout is 2 seconds:

Success rate is 0 percent (0/5)

MG VACL 5 , SRENEBEE 2 ping HEFBER D :

external _router#ping 172.16.65.199
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.65.199, tineout is 2 seconds:

Success rate is 0 percent (0/5)

LR RBIE RIEISR B REBM LR HTTP GET ERAVARSS 25 :

server _dnzl#debug ip http url



HTTP URL debugging is on
server_dnzl#debug ip hhtp tran
HTTP transacti ons debugging is on
server _dnzl#debug ip http auth
HTTP Aut henti cation debugging is on
server _dnel#

*Mar 7 09:24:03.092 PST: HITP: parsed uri '/'

*Mar 7 09:24:03.092 PST: HTTP: client version 1.0

*Mar 7 09:24:03.092 PST: HTITP: parsed extension Connection

*Mar 7 09:24:03.092 PST: HITP: parsed line Keep-Alive

*Mar 7 09:24:03.092 PST: HITP: parsed extension User-Agent

*Mar 7 09:24:03.092 PST: HITP: parsed line Mdzilla/4.7 [en] (X11; |; SunGCS 5.5.1 sun4u)
*Mar 7 09:24:03.092 PST: HITP: parsed extension Host

*Mar 7 09:24:03.092 PST: HITP: parsed line 172.16.65.199

*Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept

*Mar 7 09:24:03.092 PST: HITP: parsed line inmage/gif, image/x-xbitmap, image/jpeg, image/
*Mar 7 09:24:03.092 PST: HITP: parsed extension Accept-Encodi ng

*Mar 7 09:24:03.092 PST: HITP: parsed line gzip

*Mar 7 09:24:03.096 PST: HITP: parsed extension Accept-Language

*Mar 7 09:24:03.096 PST: HTTP: parsed line en

*Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Charset

*Mar 7 09:24:03.096 PST: HTTP: parsed line is0-8859-1,*, utf-8

*Mar 7 09:24:03.096 PST: HTTP: Authentication for url /' "/' level 15 oprivliess '/

*Mar 7 09:24:03.096 PST: HTTP: authentication required, no authentication information was
provi ded
*Mar 7 09:24:03.096 PST: HTTP: authorization rejected

*Mar 7 09:24:22.528 PST: HITP: parsed uri '/'

*Mar 7 09:24:22.532 PST: HTTP: client version 1.0

*Mar 7 09:24:22.532 PST: HITP: parsed extension Connection

*Mar 7 09:24:22.532 PST: HITP: parsed line Keep-Alive

*Mar 7 09:24:22.532 PST: HITP: parsed extension User-Agent

*Mar 7 09:24:22.532 PST: HITP: parsed line Mdzilla/4.7 [en] (X11; |; SunGCS 5.5.1 sun4u)
*Mar 7 09:24:22.532 PST: HITP: parsed extension Host

*Mar 7 09:24:22.532 PST: HITP: parsed line 172.16.65.199

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept

*Mar 7 09:24:22.532 PST: HITP: parsed line image/qgif, image/x-xbitmap, image/jpeg, image/
*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Encodi ng

*Mar 7 09:24:22.532 PST: HITP: parsed line gzip

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Language

*Mar 7 09:24:22.532 PST: HITP: parsed line en

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Charset

*Mar 7 09:24:22.532 PST: HITP: parsed line is0-8859-1,*, utf-8

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Authorization

*Mar 7 09:24:22.532 PST: HITP: parsed authorization type Basic

*Mar 7 09:24:22.532 PST: HITP: Authentication for url /" "/' level 15 privliess '/

*Mar 7 09:24:22.532 PST: HITP: Authentication username = 'martin' priv-level = 15 auth-type =
aaa

*Mar 7 09:24:22.904 PST: HITP: received GET '
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AT DMZ

TERERERADHAERNRERK , FXNRHF , RINMER T 75 =N EOKIPIXE K i
DMZ. fEfAE—AREEREN Web IR 8 , H BB HTTP L& £ A E— RADIUS RS aa%
TR,

5 : 5\&8 DMZ K R



17216 65.201 ISCUOUS ports

198561

intermal router external rouber

secondary pors

AAA Server

1721617189

Server_dmz Ser\re-r_ﬂz_z
19956.199 19956202

BT R —RGDHHPEX PVLAN M VACL BEE# 1T T HABHE , EHARPBEMNIAMNEEXHH
T BE| AERME D .

PIX fi &

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 dnz security50

i p address outside 198.5.6.10 255.255.255.0

i p address inside 172.16.65. 201 255. 255. 255. 240

i p address dnz 199.5.6.10 255. 255.255.0

gl obal (outside) 1 198.5.6.11

gl obal (dnz) 1 199.5.6.11

nat (inside) 1 0.0.0.0 0.0.0.000

static (dne,outside) 199.5.6.199 199.5.6.199 net mask 255.255.255.255 0 0
static (dne,outside) 199.5.6.202 199.5.6.202 net mask 255.255.255.255 0 0
static (inside,dng) 172.16.171.9 172.16.171.9 net mask 255. 255.255.255 0 0
static (inside,dng) 171.68.10.70 171.68.10.70 net mask 255. 255.255.255 0 0
static (inside,dng) 171.69.0.0 171.69.0.0 netmask 255.255.0.0 0 O
conduit permt tcp host 199.5.6.199 eq ww any

conduit permt tcp host 199.5.6.202 eq ww any

conduit permt udp any eq domai n any

conduit permt icnp any any echo-reply

conduit permt icnp any any unreachabl e

conduit permt udp host 172.16.171.9 eq 1645 host 199.5.6.199

conduit permt udp host 172.16.171.9 eq 1646 host 199.5.6.199

conduit permt udp host 172.16.171.9 eq 1646 host 199.5.6. 202

conduit permt udp host 172.16.171.9 eq 1645 host 199.5. 6. 202

conduit permt icnp any host 199.5.6.199 echo

conduit permt icnp any host 199.5.6.202 echo

route outside 0.0.0.0 0.0.0.0 198.5.6.1 1

route inside 171.69.0.0 255.255.0.0 172.16.65.193 1

route inside 171.68.0.0 255.255.0.0 172.16.65.193 1



route inside 172.16.0.0 255.255.0.0 172.16.65.193 1
RADIUS fic &

NAS B iE

aaa new node

aaa authentication login default radius |oca
aaa aut hentication |ogin consol eauth none
aaa aut hori zation exec default radius |oca
aaa aut hori zati on exec consol eaut ho none

aaa accounting exec default start-stop radius
aaa accounting exec consol eacct none

radi us-server host 172.16.171.9 auth-port 1645 acct-port 1646
radi us-server key ciscol23

|

line con O

exec-tinmeout 0 O

password ww

aut hori zati on exec consol eaut ho

accounti ng exec consol eacct

| ogi n aut henticati on consol eauth

transport input none

line aux O

line vty 0 4

password ww

|

end

RADIUS AR35 8% CSUX

User Profile Information
user = martin{
profile_id = 151
profile_cycle = 5
radi us=Ci sco {
check_itens= {

2=ci sco

}

reply_attributes= {
6=6

}

}

}

User Profile Information

user = NAS. 172. 16. 65. 199{
profile_id = 83
profile_cycle = 2
NASNane="172. 16. 65. 199"

Shar edSecr et =" ci sco123"

Radi usVendor =" Ci sco"

Di cti onary="DI CTI ONARY. G sco"

}
Catalyst E{E

NiZEBRRELEES , FEEEETVLANLEEEVACL , RAPIXTEE MK A R —#ONHER.
W= VLAN £ VACL BB &R 5 A ARAY VACL R ZRET,




set security acl ip dmz_servers_out

deny icnp any any fragnment

pernmit icnmp host 199.5.6.199 any echo

pernmit icnmp host 199.5.6.202 any echo

permit tcp host 199. 199 eq 80 any established

permit tcp host 199. 202 eq 80 any established

permt udp host 199. 199 eq 1645 host 172.16.171.9 eq 1645
permt udp host 199. 202 eq 1645 host 172.16.171.9 eq 1645
permt udp host 199. 199 eq 1646 host 172.16.171.9 eq 1646
permt udp host 199. 202 eq 1646 host 172.16.171.9 eq 1646
10 pernmit udp host 199. 5 6. 199 any eq 53

11. permt udp host 199.5.6.202 any eq 53

ecomm 6500-2 (enabl e) sh pvlan

Primary Secondary Secondary- Type Ports

©ONOUAWONE

oo o o
© 0029090

41 42 i sol ated 3/9-10

ecomm 6500-2 (enabl e) sh pvlan mapping
Port Primary Secondary

3/14 41 42

3/ 34 41 42

3/ 35 41 42

ecomm 6500-2 (enabl e) sh port

Port Name St at us VI an Dupl ex Speed Type

3/9 server_dnrl connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 10 server_dne2 connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 14 to_pix_port_2 connected 41 full 100 10/ 100BaseTX
3/ 35 external _router_dm notconnect 41 auto auto 10/100BaseTX

5B X 3% 31789 VPN P8R

KR EEMERAME (VPN) B, RERANEEZ—TR2HATRI (W TEFHAR). AFBEE
EEXMRITEE , EAZEFERS SR , NOAERKRE/LFREXE , A ACAUANES it
RFREREUERTY Bo

EHITHES , VPN EFBEFEZIINI AL D R, FTE VPN 2EEREEDBLL
Téﬁﬂﬁ)&ki %, BE , VPN Client NI AT Z R &I I5 R NEME |, BERTEIIAE mﬂfﬁujﬂﬁ
B —HAERSEE (kSRR ). HPF—NBHFWIIERMNEN Internet IR P2 E H VPN
T, Bt (3 ) AR VPN Client i3 22 BBA A 31518 Internets

fl 6 : 5B AHRHF1THY VPN S8R




Firewall outside |r :'
y Internet B

|
LLLY l““““"“h

\{PH tun:'r;el

|
-y
i i
B !
i e

YPHN Concentrator

Sernvers

iR SPh A% HITH VPN SEHER

FEARRGIF , BRAOEAT —B VPN 5000 £HE5 , ERES PIX BFAIEFRITEREN, BEN Web R
SENANBEFEENNTRSHBFHLEREANIBIED, VPN Client RAFHFRIRSZHRE  HE
BIiZM VPN BHER (IPSec) FOEH Internet BifER. TERETRHEER.

B 7 : SB5AH3H1TH VPN SERERLE K

10.1.1.% isolated

172.16.65.203 188.5.6.203
22— = "

e 45

COMmimu nity

17216651 198.5.6.1

_ 314

ktenalmnter

206116
promiscuous

1721665201 198.5.6.10

iz0lated g
Saerue.r_1 Saerue-r_z

oM pte

206.1.1.10

172.16.65.199 172.16.65.202
ERFRPBENERNMBRNBHEEXE

- REREE 2 E3HRAL
- SNEREE 2 BAHRAL
NEEE 2 EXBRABBERRE TEHNEFTREL

- VPN Client EEXTE XY —HREMRS 25 ( BRS=[E ) TS THRNR
- PIERER P i th R] LA T (R AR 55 2R B



- AEEF I A AR Z BRI i5E) Internet
- APFR B VPN EFRESHBIERM PIX B K iERE
NEE 2 ERBANBRBRIZOTAARAHAITEN :

- REBHBFNBTERLAELFRE VPN EHIR[H PIX

- KB PIX WBERSMERE VPN WEERRES
e, EE R ATRRF LR LR BARMNENBERRE VPN 41, XATUBEEE VLAN EEE
# VACL k328 ( VACL FRIIER B AR ARV EER  FAEMERERBT2ZREW ) .

PVLAN fi B

HTRRITHEZEBRREEKRE PIX WBERSREKRSHZN VPN SRSENEERRERE Bt
BIERERS /M VPN £ 207 PVLAN BN PVLAN EEE PIX,

Sk B AR E I BIBE RAAES 15 W] BRS 25 8%, VPN 85 H PIX, Eitt |, EER RN LH %O
FREBEBEwO,

fRS5E8 M VPN £ 288 TR — /1B VLAN , RA eSS HERE.

X FAEBL23 YL , RVF G EInternetfIBE B R (B FEE T Internet RF IR M (ISP))iE 8 F) R 2w O

, MVPNEFRFPIXETRE—FTAFMBEVLAN (Bt ENTERREMARE ) . BIHRITUHIRE

, RERSRERUEBENBIERATLRAER VPN SEHERAEEHE PIX WERE. PIX M VPN 427
RATEFHRE , BACIIHERE.

RIS 2 E3XHHE PVLAN BB

sh pvlan
Primary Secondary Secondary- Type Ports

41 42 comunity 3/7,3/9-10
41 43 i sol at ed 3/12

ecomm 6500-2 (enabl e) sh pvlan map
Port Primary Secondary

ecomm 6500-2 (enable) sh port 3/7
Port Nane St at us VI an Dupl ex Speed Type

3/7 to_vpn_conc connected 41,42 a-half a-10 10/ 100BaseTX

ecomm 6500-2 (enable) sh port 3/9
Port Nane St at us VI an Dupl ex Speed Type

3/9 server_1 connected 41, 42 a-half a-10 10/ 100BaseTX

ecomm 6500-2 (enable) sh port 3/10
Port Nane St at us VI an Dupl ex Speed Type

3/ 10 server_2 connected 41,42 a-half a-10 10/ 100BaseTX

ecomm 6500-2 (enable) sh port 3/12



Port Name St at us VI an Dupl ex Speed Type

3/12 to_pix_intfl connected 41,43 a-full a-100 10/ 100BaseTX

ecomm 6500-2 (enabl e) sh pvlan map
Port Primary Secondary

3/34 41 42-43

ecomm 6500-2 (enabl e) sh port 3/34
Port Name St at us VI an Dupl ex Speed Type

3/34 to_int_router connected 41 a-full a-100 10/ 100BaseTX

S\EREE 2 RMALAY PVLAN B

sh pvlan
Primary Secondary Secondary- Type Ports

41 45 i sol at ed 3/ 7,3/ 33

ecomm 6500-1 (enabl e) sh pvlan mapping
Port Primary Secondary

3/43 41 45

ecomm 6500-1 (enable) sh port 3/7
Port Name St at us VI an Dupl ex Speed Type

3/7 fromvpn connected 41, 45 a-half a-10 10/ 100BaseTX

ecomm 6500-1 (enable) sh port 3/33
Port Name St at us VI an Dupl ex Speed Type

3/33 to_pix_intfO connected 41,45 a-full a-100 10/100BaseTX

ecomm 6500-1 (enabl e) sh pvlan map
Port Primary Secondary

3/43 41 45

ecomm 6500-1 (enabl e) sh port 3/43

Port Name St at us VI an Dupl ex Speed Type

3/43 to_external _router connected 41 a-half a-10 10/100BaseTX
A EE

BRI E T , RIEBEE S T UBITES ORI B (#2000 198.5.6.1 HOSVERRS A RS Fa B
) o

ping 198.5.6.1
Type escape sequence to abort
Sendi ng 5, 100-byte |ICMP Echos to 198.5.6.1, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

B ERUTER  XEEEMRERSER1:



- [R%8% 1 AL ping AEPEE RS

server _l#ping 172.16.65.193

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 172.16.65.193, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

- BR%88 1 AT 2L ping VPN :

server _l#ping 172.16.65.203

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.65.203, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

- R85 1 THE ping PIX AZREN

server _l#ping 172.16.65.201

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 172.16.65.201, timeout is 2 seconds

Success rate is O percent (0/5)

.- BR$ES 1 TBE ping SAEPREEHES -

server _l#ping 198.5.6.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.5.6.1, tineout is 2 seconds

Success rate is 0 percent (0/5)

UTFRBER , ATITHAMRIBRE SRS BR[EN HTTP 21&,

server _2#

iwld: HTTP: parsed uri '/'

iwld: HTTP: processing URL '/' from host 171.68.173.3

iwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mzilla/4.7 [en] (X11; |; SunCS 5.5.1 sun4u)
lwld: HTTP: parsed extension Host

iwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

lwld: HTTP: parsed line image/gif, imagel/x-xbitmap, inage/jpeg, imge/
lwld: HTTP: parsed extension Accept-Encodi ng

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line is0-8859-1,* utf-8

lwld: HTTP: Authentication for url /" '/' level 15 privliess '/
lwld: HTTP: authentication required, no authentication information was provided
lwld: HTTP: authorization rejected

iwld: HTTP: parsed uri '/'

iwld: HTTP: processing URL '/' from host 171.68.173.3

Iwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

iwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mzilla/4.7 [en] (X11; |; SunCS 5.5.1 sun4u)
lwld: HTTP: parsed extension Host

iwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept



lwld: HTTP: parsed line image/gif, imagel/x-xbitmap, inage/jpeg, imge/
lwld: HTTP: parsed extension Accept-Encodi ng

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line is0-8859-1,* utf-8

lwld: HTTP: parsed extension Authorization

lwld: HTTP: parsed authorization type Basic

lwld: HTTP: Authentication for url /' '/' level 15 oprivliess '/

iwld: HTTP: Authentication username = 'nmaurizio' priv-level = 15 auth-type = aaa
iwld: HTTP: received GET '

UTFxEBER , KB VPN ML HTTP BIER AT LUR R RS 258 (B EEut 10.1.1.1) o

iwld: HTTP: parsed uri '/'

iwld: HTTP: processing URL '/' fromhost 10.1.1.1

iwld: HTTP: client version 1.0

1wld: HTTP: parsed extension Connection

Iwld: HTTP: parsed line Keep-Alive

1wld: HTTP: parsed extension User- Agent

iwld: HTTP: parsed line Mzilla/4.76 [en] (Wndows NT 5.0; U

lwld: HTTP: parsed extension Host

Iwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept\

iwld: HTTP: parsed line inmage/gif, inmage/x-xbitmap, inage/jpeg, inmage/
lwld: HTTP: parsed extension Accept-Encodi ng

iwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

Iwld: HTTP: parsed line en

1wld: HTTP: parsed extension Accept- Charset

iwld: HTTP: parsed line is0-8859-1,* utf-8

ilwld: HTTP: Authentication for url /" '/' level 15 privliess '/

lwld: HTTP: authentication required, no authentication informati on was provided

TEE VPN EREHEE -

[ P Ethernet 0:0 ]
i pbroadcast = 172.16. 65. 255
nmode = rout edSubnet Mask = 255. 255. 255. 240

| PAddr ess = 172.16. 65. 203

[ General ]

| PsecGateway = 198.5.6.1

Devi ceNane = "VPN5008"

Enabl ePasswor d = "ww'

Passwor d = "ww'

Et her net Addr ess = 00: 30: 85: 14: 5c: 40

Devi ceType = VPN 5002/ 8

Concent r at or Conf i gur edOn = Ti meserver not configured
Conf i gur edFrom = Command Line, from171.68.173.3

[ IP Static ]

206.1.1.0 255.255.255.0
198.5.6.1 10.0.0.0
0.0.0.0 172.16.65.193 1

[ P Ethernet 1:0 ]

i pbroadcast = 172.16. 65. 255

nmode = rout edSubnet Mask = 255.255.255.0
| PAddr ess = 198.5.6. 203



[ IKE Policy ]
Protecction = MD5_DES Gl

[ VPN Goup "RenpteUsers" ]

maxconnections = 10l PNet = 172.16. 65. 0/ 24
Local | PNet = 10.1.1.0/ 24

Transform = esp(des, nd5)

[ VPN Users ]

martin Confi g="Renot eUsers"
Shar edKey="rmysecr et key"

mauri zi o Confi g="Renot eUsers"
Shar edKey="rmysecr et key"

UTamEREREAFNGIR :

sh VPN user

Por t User G oup Cient Local Connect Nunber
Addr ess Addr ess Ti me
VPN 0: 1 martin Renot eUser s 206.1.1.10 10.1. 1.1 00: 00: 11: 40

MiZEE , RSB LHNBRIAMNXERNEHEHEE8172.16.65.193 , B 4% H23172.16.65.203/icmpE
EE. RESSBIRERE , AANFNSMRBEERAERNE—INBES , ERIEERF
CHREEENREBRESLZIIMX , EEEABIRE, & , AFPUJUBEERSSHLE
%Wi/\THE’J%EE BUESF 10.x.x.X tﬂzﬂt}am VPN hE%E’J?&ﬁu.ﬁam 172.16.65.193, {IERR
Eﬂ&x%sma%smm* ﬂBA?tﬂ]%EFﬁﬁ%HH%EEDEFH ip EEOHITEE,

THREMNENLBEEZD —NEIAKZEHAR, MRENZHMRSI/EM VPN ping
198.5.6.1 —# M5 ERiat , MIARRRREREQSEAFHEHBR/ALT icmp EE@E
172.16.65.201.

Sending 5, 100-byte |ICMP Echos to 198.5.6.1, tinmeout is 2 seconds:

iwld: | CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: | CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.

Success rate is 0 percent (0/5)

LAt ARSS 2Rk VPN R & J% 172.16.65.201 E’Ji&ﬂtﬁ"ﬂﬁ’mi}‘( (ARP) #ER , HET &M 201 BRERB
FEAEE , RAECNFS—1#HbB) VLAN £ ; X2 PVLAN TR, RBrE , H—NMIENA
/J'ETU\ﬁ/J'El_ Na)E |, Bl 193 B MAC K% ?&ﬁum%ﬁﬁﬁ B#¥r IP 172.16.65.201,

BREER 193 2FHERXALCE —#O , EHTRARZEAREBESHO , BERFEE 201,
ERNZALME I, HEBE VACL F PVLAN ) B &R 51265 oh i 8,

VACL

AN FIRAMSBREMHZLHEXEE, 2 VACL F PVLAN BB FAmk . BIE
% %7 PIX § T A TENHE VAN , BE & DAE A EEEIHEBE, NRCNEREE
BE , T PVLAN 048 , BAINEARS. NRABERAXERSE 3 BRARTXLERS
ﬁﬁ%ﬁﬁﬁ—%mmﬁﬁmk#ﬂﬁm% BB TRERBEER — 7R , M PVLAN
EREEs

it , FEFEAUTREEE VLAN (ZHRKERHAS[HOBIERBN VLAN ) LEE VACL :



- AR IP REEHES IP BEER
?Eéﬁ/ﬁﬂl B#¥r IP %E?ﬂﬁx%ﬁ%ﬂﬂgﬁﬁuw
- RATFMEERBER

ecomm 6500-2 (enabl e) sh sec acl info protect_pvlan

set security acl ip protect_pvlan

1. permt ip host 172.16.65.193 any

2. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
3. permt ip any any

ecomm 6500-2 (enabl e) sh sec acl
ACL Type VLANS

protect _pvl an IP 41

It ACL T MRS AR PIX £ AR ; B4F By B8 B 2R B8 B3R B RS RR M BdiE i = 2
B —ANVLAN. IR MERAVFEHESR icmp EE@ icmp A A EAEH B RIAA RS R,

ENEBETEEATRSERENY VACLBEIEW S —/1NER , LHERMNAZTRERD VPN £
Mo DTSRI BER , ATLUF VACL BUSEIE VLAN (41) HFEESE —1 VACL &6

show sec acl info all
set security acl ip protect_pvlan

1. deny ip any 10.1.1.0 0.0.0. 255

2. permit ip host 172.16.65.193 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
4. permt ip any any

ARER

MAERNMEEH ST .193 (zundapp) ping 10.1.1.1 £Hl. TEMRES VACL 28I

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

£ VLAN 41 EBREF VACL BAJE , @ — ping FF<LRIh ;

Type escape sequence to abort.
Sendi ng 5, 100-byte ICWP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

B2 , RIVPATLL ping SAEPEE HI8S :

Type escape sequence to abort.
Sending 5, 100-byte I CWMP Echos to 198.5.6.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 100/171/192 ns

HXER

, ping BRI,
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