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- match access-group

- match ip dscp

- match ip precedence

- match any
AE X TIEIP VARES , MRHBFEIH AEFECoSHF 4RO , Nmatch ip dscpif A2 M —H 2
K%, TEHMH “‘match ip dscp’@ T HFMRBF ip FTRS , B NAE DSCP EE X —#~EA TR
BHREI, mMANNR P, MRFiHOBEENEE CoS , MFHESM L2 (802.1Q = ISL #RiE ) 1
fRIESE , HEM CoS E DSCP QoS WM g MEB DSCP, R J5 , BIAI1E KB H £ A match ip
dscp tFd itk A &S DSCP B,

BRHREEIREW TR

- set ip dscp

- set ip precedence

- trust dscp

- trust cos
BEfRE , BIEEH QoS B ATURES RIRBER. 7RMRENNS N TREER , AEREE
NEIPRAER 1T QoS ., EE IP EE%K TR DSCP L , RfFHEMMEAEORAGEER. iR



HZFEEM CoS, EEM DSCP UARAHENED, "R ATEEFMNFIRERES QoS K
A FER.

H{E1E CoS B , QoS FKFFEM ISL = 802.1Q HEEFEE I L2 Rk HiRE., HEE DSCP At
, AN EIE K DSCP FEH3RE QoS % 3l, E1F CoS Ry 4kiznAEN , MEF
DSCP {3t IP V4 BiEaE =,

HEORAER (X2 QoS BARMEINRE ) , WA DSCP k4 B R O/ ATELE KA
CoS = DSCP, IR HKREEERIA CoS 5 DSCP , BIAEBEFHNE (0). HIFEBBHIEFEL QoS & il—
ZWE , WG EAE DSCP 1, W& DSCP AIBEARCS KRR E HE N,

BIEELT QoS LB Z2/E , & QoS HHIFER (# IP Ky IP DSCP FER UK 1SL/802.1Q K
, IRA ) FMRE DSCP EHfo

R LSRG A A TR BIEEF N TAE QoS EEIIRHEHRIAE DSCP , R 2R, X LS
WTRFAR :

- “DSCP R 5 22/Y DSCP” ; A T HEMIE SR A RAEW K EL/Y DSCP,
- “DSCP"E|“CoS” : A FTMAEB DSCP k4 CoS fal , AFEH1=2 HEIES 1SL/802.1Q &k,
- “CoS’2|"DSCP” : TR # A4 T154F CoS At , MEA DSCP ( ISL/802.1Q &K ) ikE
AEB DSCP,
FER , HEOLTEME CoS EXET , £ CoS BRE& A CoS #iE, X—KRE2EHX
Catalyst 4000 SE3. SE4, SE2+ # QoS =M 45 <o

i s 20 SR

£ 10S FEERBIFEATISR

1. EX—PEEER.

2. EXAELIARE IR EREHRE,

3. ERAXRELRSKEE , AN —MIENRNA —NEESR,

4. RS REEN A T im0 = VLAN,
FERUAT RO, WwOS/M14EE—NMREBLEMDR , ZEKIBIFRIEL17 MbpsHUDPRE , B BimH
A1, BAIREFUREESH N1 Mbps , A EFIZHRE.

I enabl e qos

gos

! define policer, for rate and burst val ues, see 'policing paraneters
gos aggregate-policer pol_lmbps 1lmbps 1000 conform-action transmit
exceed-action

dr op

! define ACL to select traffic

access-list 111 permt udp any any eq 111

! define traffic class to be policed

class-map match-all cl _test

mat ch access-group 111

I define QoS policy, attach policer to traffic class

policy-map po_test

cl ass cl_test

police aggregate pol_lmbps

! apply QS policy to an interface

interface FastEthernet5/14

swi tchport access vlan 2



! switch gos to vl an-based node on this port
(oS vlan-based

! apply QoS policy to an interface
interface Van 2

servi ce-policy output po_test
!
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I enabl e qos

gos

! define traffic class to be policed

class-map match-all cl_test2

mat ch ip precedence 3 4

! define QoS policy, attach policer to traffic class
policy-map po_test2

cl ass cl_test2

! per-interface policer is defined inside the policy nmap
police 512k 1000 conform-action transmit exceed-action drop
interface FastEthernet5/14

swi t chport

! set port to trust DSCP - need this to be able to match to inconing |IP precedence
gos trust dscp

! switch to port-based gos node

no qos vl an-based

! apply QoS policy to an interface

servi ce-policy input po_test2

LT s AT RERHERE .

Yoda#show policy-map interface FastEthernet5/14
Fast Et her net 5/ 14

service-policy input: po_test2

cl ass-map: cl_test2 (match-all)

7400026 packets

match: ip precedence 3 4

police: Per-interface

Conform: 1166067574 bytes Exceed: 5268602114 bytes
cl ass-map: cl ass-default (match-any)

13312 packets

mat ch: any

13312 packets

Yoda#show policy-map interface FastEthernet5/14
Fast Et her net 5/ 14

service-policy input: po_test2

cl ass-map: cl_test2 (match-all)

7400138 packets

match: ip precedence 3 4

police: Per-interface

Conform: 1166088574 bytes Exceed: 5268693114 bytes
cl ass-map: cl ass-default (match-any)

13312 packets

mat ch: any
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! enable QoS globally

gos

! define ACL to select UDP traffic to 192.168.196.3 port 777
ip access-list extended acl _test4

permt udp any host 192.168.196.3 eq 777

! define class of traffic using ACL and ip precedence matching
class-map nmatch-all cl _test10

nmatch i p precedence 3

nmat ch access-group nane acl _test4

I all the remaining ip precedence 3 traffic will match this class
class-map match-all cl_testll

nmatch i p precedence 3

! define policy with above cl asses

policy-map po_test10

class cl _test10

' mark traffic belonging to class with ip precedence 6

set ip precedence 6

class cl _testll

! police and mark down all other ip precedence 3 traffic
police 1 nbps 1000 exceed-action policed-dscp-transmt

|

I adjust DSCP to policed DSCP map so to map DSCP 24 to DSCP 16
gos map dscp policed 24 to dscp 16

|

interface FastEthernet5/ 14

| set interface to trust |P DSCP

gos trust dscp

! apply policy to interface

service-policy input po_testl10

|

sh policy interface & A FRBHRiC. RAMENRERELENEREEPIIENE,
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Feature

Catalysto000

Catalyst4000 SE3

Egress Qo policies

Mot supported by Supervisor 1A
and Superviso r2 hardware.

supported.

Burst policing parameter
calculation

Burst should be at least the same
size as maximumn frame
supposed to pass wa policer and
no less then ratefinterwval, with
the interval being 250
microseconds

Mo such restriction.

Qolpolicing L2 & L3

By default, microflow policing 1s
only enabled for L2 on the supla
and 13 not enabled at all for
supetrvisor 2. 4 CLI commmand 13
available to enable it for L2 on
suplaand L2 & L3 for sup2.
LAooregate policing for supla &
supervisor 2 18 enabled by
default for L2 & L3

Always.

Egress CoS Always derived from internal If the ingress port 15 10 trust
DECP using DECP to Co3 Qoi | Cods mode, the egress CoS
map. will be the samne as the

ingress Col. Otherwise, it
will be derived fromm the
internal DSCE.

Microflow policing supported. Mot supported.

JoS behavior when pott 15 in Mo policy applied. Fallback to port-based Qol.

WVLAN-based Qo3 mode, but ne
policy 18 applied to the VLA,

Will apply policy attached to
pott.

HXER
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- AR FZF# - Cisco Systems
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