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Y%ACL_ERRMSG 4- UNLOADED: 1 fed: CQutput IPv4 L3 ACL on interface W 215
for label 19 on asic255 could not be programmed in hardware and traffic will be dropped.

Y%ACL_ERRMSG 4- UNLOADED: 1 fed: CQutput IPv4 L3 ACL on interface W 216
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for label 20 on asic255 could not be programmed in hardware and traffic will be dropped.

Y%ACL_ERRMSG 4- UNLOADED: 1 fed: CQutput IPv4 L3 ACL on interface W 218
for label 22 on asic255 could not be programmed in hardware and traffic will be dropped.

BR , HXEHEEINET , £ ACE TCAMABEFR2E RN E#H,

BRBER
BRiE— MACEBLFERA—1NVMREFEHEMN., AEACERUMFERR :

- 0MNVMR ( MR EELLEIMACESH ) -

- 1 VMR ( lIRVCUNATAFAEER ) .

- 3VMR ( IRATEXETHBNVCUNTT &) -
Catalyst 38507 B FME I X 1%3,000MNLLACLE B, BR , XEMME X T in{af Eix 3,000
ACE:

- VACLVImapH #1500 % B , A ECHIIREEARINTAQHRH —1,

. MAC VACLNVImapEE =/NVMR/ACE, X Z k&SN %M X #4460 MNACE.,

. IPv4 VACLNVIMapZEERH NMR/ACE, X ZkiE &1 %M X690 MNACE,

. IPv4 PACL, RACLFIGACLEZE —/VMR/ACE, XEWKEEN 5 EHMLE1,380MACE,
. MAC PACL, RACLFMIGACLEEHMNVMR/ACE, X EIk&E SN A HASHZF690MACE,
. IPv6 PACL. RACLFIGACLEEFHMNMR/ACE, XEWKE SN M SMEEH690MACE,

HEBRCatalyst 385032 ¥4/l £ Z £ ACL TCAMEFE

- REZELTCAMFI AR .

X RELREMNZEACEDTF3,0724 , BAREC ARSI EIRBIMNRE 2 —, Hlin , MBEE
FPEBMAFBNAT KZHRACL , NI4T LAEH1,380MN ] A F AMRACLIISREBE, ER
, TCAMZER BETELETR , ARFTAERAMES 0721 %H,

3850#show platform tcam utilization asic all
CAM Wilization for ASIC# O

Tabl e Max Val ues Used Val ues
Uni cast MAC addresses 32768/ 512 85/ 22
Directly or indirectly connected routes 32768/ 7680 125/ 127
| GW and Multicast groups 8192/ 512 0/ 16
QS Access Control Entries 3072 68
Security Access Control Entries 3072 1648
Net f | ow ACEs 1024 15

I nput M croflow policer ACEs 256 7
Qut put M crofl ow policer ACEs 256 7

FI ow SPAN ACEs 256 13
Control Plane Entries 512 195
Pol i cy Based Routing ACEs 1024 9
Tunnel s 256 12

I nput Security Associations 256 4
Qut put Security Associations and Policies 256 9
SGT_DGT 4096/ 512 0/0

CLI ENT_LE 4096/ 64 0/0

| NPUT_GROUP_LE 6144 0

OUTPUT_GROUP_LE 6144 0
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- RETCAMA ZERNACLIBHIRE -

3850#show platform acl info acltype ?
al | Acl type

i pvd Acl type

ipv6 Acl type

mac Acl type

3850#show platform acl info acltype all
HHHHHH R R R R R R R R R

HHHAHHH AR BHAHBHARHHHHHHRHHH
HHHAHHH AR BHAHBHARHHHHHHRHHH
HHH#HHHT Printing ACL Infos HHHABHHHHHHBH TR
HHHAHHH AR BHAHBHARHHHHHHRHHH

RHAHHH AR HH AR AR H R R R AR R R R AR AR

| Pv4 ACL: Cuest-ACL
aclinfo: 0x52c41030
ASI C255 Input L3 labels: 4
i pv4d Acl: Cuest-ACL Version 16 Use Count 0 Cients 0x0
10 pernmit udp any 8 host 224.0.0.2 eq 1985
20 pernmit udp any 8 any eq bootps
30 permit ip 10.100.176.0 255.255.255.0 any
<sni p>

3850#show platform acl info switch 1
BHBHHHHBH R R R R R R R

HHHAHHH AR BHAHBHARHHHHHHRHHH
HHHAHHH AR BHAHBHARHHHHHHRHHH
HHA#HH AT Printing ACL Infos HHHABHHHHHHBH TR
HHHAHHH AR BHAHBHARHHHHHHRHHH

RHAHHH AR HH AR H AR H R R R R R R R R R AR

| Pv4 ACL: Cuest-ACL
aclinfo: 0x52c41030
ASI C255 Input L3 labels: 4
i pvd Acl: Cuest-ACL Version 16 Use Count 0 Cients 0x0
10 permit udp any 8 host 224.0.0.2 eq 1985
20 pernmit udp any 8 any eq bootps
30 permit ip 10.100.176.0 255.255.255.0 any
<sni p>

- R E/MIBRACLET# Eacl-event logs:

3850#show mgmt-infra trace messages acl-events switch 1
[04/22/ 15 21:35:34.877 UTC 3a8 5692] START Input IPv4 L3 label __id 22
asic3 numles 1 old_unload 0x0, cur_unloaded 0x0, trid 236 numyvnrs 11

[04/22/ 15 21:35:34.877 UTC 3a9 5692] Trying L3 iif_id 0x104608000000100
i nput base FID 14

[04/22/ 15 21:35:34.878 UTC 3aa 5692] Input IPv4 L3 label _id 22 hw abe
22 asic3 status O0x0 ol d_unl oaded 0x0 cur_unl oaded 0x0 trid 236

[04/22/ 15 21:35:35.939 UTC 3ab 5692] MAC: 0000.0000. 0000
Addi ng I nput IPv4 L3 acl [Postage-Printer] BO Ox1 to leinfo le_id 29on asic 255

[04/22/ 15 21:35:35.939 UTC 3ac 5692] MAC. 0000.0000. 0000 Rsvd
label 0 --> New | abel 23, asic255



[04/22/ 15 21:35:35.939 UTC 3ad 5692] START Input |Pv4 L3 |abel _id 23
asic3 numles 1 old_unload 0x0, cur_unloaded 0x0, trid 237 numvnrs 5
<sni p>

. $TENACLA B 7] S 3 17 A% 28 (CAM):

C3850- l#show platform acl cam
—======= ACL TCAM (asi c O) —========
Printing entries for region ACL_CONTROL (135)

TAQ 4 Index-0 Valid StartF-1 StartA-1 SkipF-0 Ski pA-0:

Entry allocated in invalidated state

Mask1l 00f 00000: 00000000: 00000000: 00000000: 00000000: 00000000: 00000000: 00000000
Keyl 00400000: 00000000: 00000000: 00000000: 00000000: 00000000: 00000000: 00000000
AD 90220000: 2f 000000

TAQ 4 Index-1 Valid StartF-0 StartA-0 Ski pF-0 SkipA-0

Mask1l 00Of 00000: Of 000000: 00000000: 00000000: 00000000: 00000000: 00000000: 00000000
Keyl 00400000: 01000000: 00000000: 00000000: 00000000: 00000000: 00000000: 00000000
AD 00a00000: 00000000

- ITENET S| HACLas P R EF 1TSS ¢

C3850- 1#show platform acl counters hardware switch 1

I ngress | Pv4 Forward (280): 397555328725 franes
I ngress | Pv4 PACL Drop (281): 147 franes
Ingress | Pv4 VACL Drop (282): 0 frames
Ingress | Pv4 RACL Drop (283): 0 frames
Ingress | Pv4 GACL Drop (284): 0 frames
Ingress | Pv4 RACL Drop and Log (292): 3567 frames
I ngress | Pv4 PACL CPU (285): 0 franes
I ngress | Pv4 VACL CPU (286): 0 franes
I ngress | Pv4 RACL CPU (287): 0 franes
I ngress | Pv4 GACL CPU (288): 0 franes
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