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ERT2EZFRE , EMEKT2ZBERLE, KEFEFEHREXANAENRES  MEE
FXEHFED , SFERIZNEM QoS K5l ( DSCP R ) .
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AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMERZHNERAR
(BN ) BE, MRAEEANREXINEG  FRRARLKELTHREG STHBERN,

A
BARMN G EMHER. , #5H Cisco HARETHM,
B ERERE

FIRRR R A E 2 #F Catalyst 3550 LR RBEMIRIE. THIIH T HHMEERE. AXAEEZXE
RYZhEE | ESFLL 304,

- LB QoS

QoS KM MRS H

BiRERE  LTEX QoS REMHFHNATIRA, XBHANETIHRAK QoS.

XX : Catalyst 3550 HAIFXIHE T VLAN 9 QoS.,
BREBEBTBEUTLAEENN  BRNRRSH , UARHNBEHEEX A ENRENRE,
TEFEAT AR

. R&

ROIN
REGERERTHRAENAXRGINRE. IMIERFIIMEATEESNNAZIINRE.

A : #ECatalyst 3550L , REUERREBNATE -KBHNTER, FXREREEESMEO
o

Flan , NAREUERSS , NMFFE —KREEBRE AR EY customer1 3K 5 F customer2 3£ 5IH9 R E R H17
1 Mbps, Xt HI5EES B F customer1 £ BIF customer2 KB HHFEZF R 1 Mbps., IR
Jhar s EREs | MUSEREFN customert K BIHREPRFIN 1 Mbps , fF customer2 K BIEYRERFI
1 Mbps, AT , BNMNEERSHIEHRILIIH,

TREZTHERNNMNAAOREMN LA RBAERIEZA QoS #B1E :

Ingress policy
Eqgress policy Transmit | Drop Markedowny Mairk;
Transamit Transmit Drop Markdown, Mark;
Drop Orop Drop Cirop Crop
Markdown, Mark.down, Drop | Markdowny then Markdown, Mark; then Markdown,
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AE  ATLER-RBHEE—RERFPRTIFICNER, EXMHBERT , B EFICEERBINFR
BRE, BENERRETIRCENRE,

Catalyst 3550 F Y QoS KEEEMN U T RESLE
ETEBPELBATHE  TEBESRZARERESARDMHREL ; SHAKEZETEEIN KN,

REBFMEERRNAEHRENTHLERAMEFRER, MRBFREZEABTARMEARES
, ZHREERHEANBHEEXHAENHES , 2RBEAEEN RBREZFIER,

%’[,J Incorning tokerns |
p
-

In profile tokens
leaking at fixed
rate

M

AR REBERPAER , MALIFR. KEEREBRATRER ; BNATHEREIRFEE
2 BB S ALE

THRNRAIGEE T IX -8

ot of profile
tokens

AR ETINEMAXETRERTRE , BEEDELNFSIER,
LTSI HIRENIESTT

CEE - ELTESINEERPRERN TR, XHEREBERIEERERE, BT ZER
WATEREBFSHEXHAE. ERXIIFTLEN 8 Kops - 2 Gbps , I#EH 8 Kbps,
- EERE - BT AERRRSEAME, rtEERBEERN 0.125 Z ( BIEH 8000 X ) .
LEast Bl B PR A A ko
- RE - EXRECMARRTARNANBRATER. RAXIFEER 8000 - 2000000 F77 , HE
64 FI,
IE EARAGSITEPFEFRERTKEE , Brate-bpsETIFEBERENIRKOEE , BREFT
%gg%ﬁﬁzooooooi%o MBEMAEKRNE , EREENCHNECED LN , BN AIEL

NTHRFBEENRERR , RETEEBETUHERN M :



Burstmin (bits) = Rate (bps) / 8000 (1/sec)
Bilgn | T E&PNRREUREFIER 1 Mbps, EEREXHN 1000 Kbps , At , IEHRNIREBNLF
Nz :

1000 (Kbps) / 8000 (1/sec) =125 (hits)

XEFNRERAREA/DHB00FT |, LITEHNRNREBREEKX,
AR ATEARBNE K FRERNRRECMSHAIRRIINIEE,

BB RAERR , MAERBEFES BRI RWE LD H. S, BEX—IBES , &
AEE (TCP) FE OB — ¥, HTCPRAMBRILER | FHRIBFIMLRET , 25| RTCPH
BERPNBRE RN, MRTEREERENFIORR | ZRRIBEERREES, T , HTN
REREUSMESHAAR, BEMRRRIRENTENE (TCP RTT) AUMEERLZNRE
MM, R RTT KA, AJLLHRESHAVERIN—H.

HTHERRE K BUAFAECAEHOEZNRERGEERRBET. ENERLSEEEE TIESRESE
HIE R,

TEBEREXN TREEAREFTRRL, S, MEXHRS (NFS) AR , HPTRaa2 1M A
FEFERDY (UDP) Bz E. EF I HESTERSBETFSHREEEZRIMREFEZEN R,

THEHNREITE TCP 2EMNREA |, REEEZEN 64 Kbps, TCP RTT 77 0.05 ¥ :
<burst> =2* * =2 * 0.05 [sec] * 64000/8 [bytes/sec] = 800 [ byt es]
FUHRBIF | <burst> Top FMARXNMHF AT EBES M RFNTNHSER.

A EAR-ARE, EEHERT  EFRTERENNAZERUARTHNETARR , AELEE
RS,

PolicingREAJ AR EFHIE S , L TR EXHIEIHIDSCP(markdown) » EFEHIEIMELE , &4
PUS U ZE/Y DSCP BET, BRIAMVFTIAEE DSCP METRBIEEEFHIRIENE — DSCP, HIEtT
LEERE,

R FEANE HEE S E R BIE SRR RARIE N EA DSCP |, iz DSCP M4 E/7EF & DSCP

RYE bt HEASI |, M AR RINF RS ZHEE. IRBEESNIRFT2EE , FREHEEX
HAENBRELERFICERS T ERFEE B XA E R BIE AR5 HEA S
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Direction
Feature Ingress
Individual policers Yes, totally 128 for GEand B for | Yes, totally 8 including egress
FE ncluding ingress aggregate agJragate policers
policars
Aggregate policers Yes, totally 128 for GE and B for | Yes, totally 8 including egress
FE ncluding ingress individual indrvidual policers
policers
Marking Yes No
Policer Markdown Yes Yes
Match with ACL Yes ]
Match DSCP Yes Yes
Match IP precedence Yes Mo
Match COS Yes, for non-IP traffic NG
Trust DSCP Yes Mo
Trust COS Ves Mo
Trust IP precedence Yes Mo

BORMFAXEF-MEEET, AQKBHNARTEES

- match access-group
- match ip dscp
- match ip precedence

Eﬁ f£Catalyst 3550 £ , "% #match interfacef v , F EEEME b L AL FEH — matchup
o EHIt 1EXEﬁ]1ELiA$§D’[§AE’JFﬁ'ﬁ/mE gE ‘&1&3& —NEEBFREEFTERE, 18
SHATENMARE - NERENFEEO AR £HS,

THRHAXRBHERTEE

- match ip dscp
THRADRBHEYREERSE

b d

. set ip dscp (FRiB)
. set ip precedence (¥ric)
- trust dscp
. trust ip-precedence
- trust cos

TRIETZZRHMHAO QoS KIELERE



Trust | Match | Match | Trust Set
I/F |DSCP!| ACL | Class? | DSCP? | Police Result
Traffic is assigned default 05 level
of the port [0 by default)
05 level of incarming traffic is
| preserved, according bo what is
trusted
IP Traffic is matched by DSZP ard
| 'l | then trusted then policed, excess
traffic dropped or marked down
IP Traffic is matched by DSCP/TP
| 'l precedence and its QOS5 lewel is
preserved
IP Traffic is matched by DSCP/TP
4 9 precedence then marked
IP Traffic is matched by DSCP/TP
) ) ) precedence then marked then
policed
Traffic is matched by access list,
| 'l | 05 level of the matched traffic is
preserved, then traffic is policed
Traffic is matched by access list and
| 'l its 25 level is preserved according
ko what is brusted
Traffic is matched by access list
| 4 | then rmarked ard then policed
Traffic is matched by ACL then
| 4 rmarked with specified DS TP
precedence
MAC Match mon-TP traffic by M2C
AL ) EtherType ard 25 and preserve
WAZOS 05 el
M&Z Match non-TP TP traffic by MSC
AL ) | EtherType and J25 and preserve
WAZDS 05 level then police
P& Match non-TP TP traffic by M&C
AL ) EtherType and J2S then mark,
WAZDS ratched braffic
P& Match non-TP TP traffic by M&C
&L ) | EtherType and JCS then mark and
W ATDS then police

1. LEIEIN 5% & match IP precedence,
2. IEBUEEREE CoS, IP {LELKF DSCP,

3. W R EIRE IP L KK

THEZH O RBH A RRIRE

= I~

TRIE T ZZFHHEO QoS KuEER :




Match DSCP Police Result

Traffic is sent out with COS and IP precedence
according to QOS raps and internal DSCP after
ingress QDS processing

o o Traffic is matched by DSCP and policed

BEARE , BIEEH QoS KA AT LMRIE D RBKRBEMER, DRMREX DN AERD , AERE
TE X HYPRAERAT QoS A HE,

QoS A LN ER DSCP N &Eft ; HiF M QoS K7 EE, NEE DSCP RBB/EEBEREN. R
SXFHEME CoS, DSCP, IP EERMAZEENED, FEEEHNFR , SMIEESNRE
DSCP RMIZFEIRER , TR :

- {21F CoS Bt , QoS LK AIk4E B R ALIH EE& X (ISL) = 802.1Q HEHFEZHE 2 F (L2)
]k
. {51 DSCP = IP L e & ht , REMNBIEZRY DSCP = IP LR FBRMAIKE QoS HKxl.
ZHCoSRBEEHHAEOMERDSCPEIPLER) LEEN , REEATIPEEE,

WRREEENED , WNTEERBRIA CoS NHAMNEDIKEMNE DSCP, X2/ A QoS KA
IWRE, MRZBEBEIMIA CoS , MAINENE,

—BR#DSCPIAE , EWBEIRE, BEHRTERRIRE,

BIRIELT QoS AE 25 , H QoS KBIFE (4 IP B IP/DSCP FEA , 1£ ISL/802.1Q k™K
(WMREF) ) HMNAEB DSCP #HITEHM. THRSHREEMEXAEFHR QoS BRET

. DSCP-#is %2/ DSCP — A FEBRESR R REH SN DSCP,
. DSCPE|CoS — A FMAEBDSCP k4 CoSE Bl LA FE #4% H BIETISL/802.1Q3R k.
. CoSEIDSCP — AT HE#ZO4A FEECoSER BT M/E ACoS ( I1SL/802.1QFKkk ) ifk4E N EB
DSCP,
THEREETXENEETZEEM ;

- MBEFENOERE N EEET QoS EEFHR (710 CoS/DSCP = IP £ESR ) , WAORZSKER
ATk FEEO, EUCE DSCP/IP EARMA O KR , NAMEREA , MAREZEOLANBE
RAEEEE, ERIE DSCP/IP L EF#THRE , WA SEBEMEE.

- NEHH QoS WAE , RESE IPIRTIHUAR || &RHEIE EEE (ARPA) H3EMH IPv4
RETAA P RE. HMUFAERERNN SFEEIPHFIEIAIP , H40F M E iHi
(SNAP)H & IPHIPV6,

XTI IPBES , ‘ERIBRARE—MNIRSN , RATEERFE IP RELCE DSCP, B
ThE 2 S (MAC) G5k (ACL) A TiZB /Y ; JLURIEIR MAC Hitk, B #Y MAC HbakFEAK
FPRBE ST HIF AR ITEER, RARIX S IP REMNFE IP RE , FTATETE IP REE
MAC ACL.

B A e S

EfE Cisco I0S FELEREE , EERTUTIER -




NGRS (N TREEERS)

.EMW&M&?%ELﬁhg

 ESCEM S AR PTE MR AR RERE

CBEEERAXANNERENATEENER , EXRS K
5. MRS FKEE M A T im0

SEHUATHEEERE

A WODN TA

- WERE
- A
MEARSEESFENECAHNATHRBAFRERINRELMHTESE, TXEREEEREEN

o

AR REUEEJ[TRNATZIRR. BNKERUATHIRES

A

QoS: Cannot allocate policer for policy map <policy nanme>

BEELTRA -

% O GigabitEthernet0/3EE—NMNREL KSR , ZEKERE HNEO111KEKA17 MbpskHIUDPR
%o Eﬁ%ﬁﬁﬁuﬁDZOE’JTCPMLEo /U\% ‘gjzﬂﬁ/l\;ﬁi;ﬁﬁﬁﬂguﬁ'] Mbps ) #ﬂ%?ﬁ%ﬁﬁ%ﬂgﬁé
o FEMBWMATREIX—IE :

!--- Globally enables QoS. mMl's qOS !--- Defines the QoS policer, sets the burst !--- to 16000
for better TCP performance. mls gos aggregate-policer pol_lmbps 1000000 16000 exceed-action drop
!--- Defines the ACLs to select traffic. access-list 123 pernit udp any any eq 111
access-list 145 pernit tcp any eq 20 any
!--- Defines the traffic classes to be policed. class-map match-all cl_udplll nmatch access-group
123
class-map match-all cl_tcp20
mat ch access-group 145
!--- Defines the QoS policy, and attaches !--- the policer to the traffic classes. policy-mp
po_test
class e¢l_udpilll
police aggregate pol_1lmbps
cl ass cl_tcp20
police aggregate pol_1lmbps
!--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport sw tchport

access vlan 2 service-policy input po_test
1

B AITOIERATERELESR. SHBLESTRE , MY GERBINERCANATHENES
o MUMEBREXRBMRFLMENE LN, EEARHFT , BNREXRD BN G ER G
; cl_udp111 BRHITF 1 Mbps/8K 8% , T cl_tcp20 BR&IF 512 Kbps/32K X :

!--- Globally enables QoS. mM's qOS !--- Defines the ACLs to select traffic. access-list 123
pernmit udp any any eq 111
access-list 145 pernit tcp any eq 20 any
!--- Defines the traffic classes to be policed. class-map match-all ecl_udpiil
mat ch access-group 123
class-map match-all cl_tep20
mat ch access-group 145
!--- Defines QoS policy, and creates and attaches !--- the policers to the traffic classes.



pol i cy-map po_test2
cl ass el_udpilll
police 1000000 8000 exceed-action drop
cl ass cl_tcp20
police 512000 32000 exceed-action drop
!--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport sw tchport
access vlan 2 service-policy input po_test2

tean = A TR B R E

cat 3550#show mls gos interface g0/3 statistics
G gabi t Et hernet 0/ 3

I ngress

dscp: incoming no_change classified policed dropped (in pkts)
Others: 267718 0 267717 0 0
Egr ess

dscp: incoming no_change classified policed dropped (in pkts)
Others: 590877 n/a n/a 266303 0

WRED drop counts:
gid threshl t hresh2 FreeQ

1:0 0 1024
2:0 0 1024
3:0 0 8

4 : 0 0 1024

AR BIAMBRT , SRESDSCPLiHE R, Catalyst 3550 X#F& % /\AN TR DSCP E&EEA.,
BrBASIHEERE, HEKH mis gos monitor B H A H#ITERE. E%#% DSCP 8. 16,
24 M 32 WRITER |, BA4M K It per-interface 5% :

cat 3550(config-if)#mls gos monitor dscp 8 16 24 32

3% : mls qos monitor dscp 8 16 24 32 = Fshow mis qos int g0/3 statisticsT B HE &R -

cat 3550#show mls gos interface g0/3 statistics
G gabi t Et hernet 0/ 3

I ngress
dscp: incoming no_change classified policed dropped (in pkts)
8 : 0 0 675053785 0 0
16: 1811748 0 0 0 0 ? per DSCP statistics
24: 1227820404 15241073 0 0 0
32: 0 0 539337294 0 0
Others: 1658208 0 1658208 0 0
Egress
dscp: inconing no_change classified policed dropped (in pkts)
8 : 675425886 n/a n/a 0 0
16: 0 n/a n/a 0 0 ? per DSCP statistics
24: 15239542 n/a n/a 0 0
32: 539289117 n/a n/a 536486430 0
Others: 1983055 n/a n/a 1649446 0

WRED drop counts
gid threshl thresh2 FreeQ

1:0 0 1024
2:0 0 1024
3:0 0 6

4 : 0 0 1024

TER&THIRE TR -



- Incoming — ERMNENFEZEES L BIES

- NO_change — EREZ O FEEHET ( MAREXRH QoS 45l )

. Classified — E REZLVBEITES X ZEIESF/E T AL DSCP

- Policed — ERAEZ VBRI RFHEMER ; BRHF1ETH DSCP,

- Dropped — EREZ OB ETRERBBEER
BEBEUTEETRRAEESM :

. T8 % 1 mis qos monitor a5 S &R T /A4 DSCP {& , M#E % show mls qos int statistics
BENAALBN AT BETEERTFTEINES.

REREGSHATRIISNEESBNEAREERERERSE,

- BAMORMEHRRITEES , FRATTRE T TRERER, flin , KR, 2EREFNHRES
SEf£ABESNBETTRERERE,

g O s 2 10

HFEE BRI, FEERMITUTER

1. EXHEDEIRHE

2. EXERUBIE LW HED KN RERT

3. B REEARGY , PR ICIREN KB IREM T E XK,

4 FHEMNEORBAEEER

5. RS N A TF#EO
TEARRGIF | BFHEFEN 192.168.192.168 K15 A IP FHREIRIEH IPRER 6, HEHTF 1
Mbps ; ZRFELPTERIRICH IP LR 2 :

!--- Globally enables QoS. mM's qOos !--- Defines the ACLs to select traffic. access-list 167
pernmt ip any host 192.168.192.168
!--- Defines the traffic class. class-nap match-all cl_2host

mat ch access-group 167
!-—— Defines QoS policy, and creates and attaches !--- the policers to the traffic classes.
policy-map po_test3

cl ass cl_2host
! -—— Marks all the class traffic with the IP precedence 6. set ip precedence 6
I-—— Polices down to 1 Mbps and marks down according to the QoS map. police 1000000 8000 exceed-
action policed-dscp-transmit

!-—— Modifies the policed DSCP QoS map, so the !--- traffic is marked down from IP precedence 6
to 2. !--- In terms of DSCP, this is from 48 to 16 (DSCP=IPprec x8). m's qos map policed-dscp 48
to 16 !--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 swtchport

swi tchport access vlan 2 service-policy input po_test3

& 7 [@— show mis qos interface statistics T H AR, BXRAHMENENL , HSHEAX

X5 A
MARA— P ERBAFAEORRSE

£ Catalyst 3550 ' , 732 match interface &% , AN EMFRAEF —MEEiET. MA

, Catalyst 3550 & A iFfk#E MAC ACL TR IP RE., RH it , XIEBIR NI HIRIRE 7 IP RE
MEIP REDHE., X, RENEIEMEOEANIERED R , bBRERA —NEESERLE
FIERE. XENBEERATERX—FS., ELEEF , IP REFFE IP RESHNTENEBR
. A , XA REHLA —NEERSR.




access-list 100 permit ip any any

cl ass-map ip

mat ch access-group 100

!-—- This class-map classifies all IP traffic. mac access-list extended non-ip-acl
pernmit any any

cl ass- map non-ip

mat ch access-group nane non-ip-acl

!--- Class-map classifies all non-IP traffic only. m's qos aggregate-policer all-traffic 8000
8000 exceed-action drop

!--- This command configures a common policer that is applied for both IP and non-IP traffic.
pol i cy-map police-all-traffic

cl ass non-ip

police aggregate all-traffic

class ip

police aggregate all-traffic

interface gigabitEthernet 0/7
service-policy input police-all-traffic
! --- This command applies the policy map to the physical interface.

HXER

. #£ Catalyst 3550 L il QoS
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