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MMDS 90003 #4l , Bl F & “testuser’ , EZ B A & Anetwork-admin. HBREIZRF MK
EERARAP , LEERFHAN,

swl2# conf t

Enter configuration commands, one per line. End with CNTL/Z.

swl2 (config)# username testuser password cisco_123 role network-admin
swl2 (config)# cop run start

[HH#AHHSHAH A H RS RS HH R RHHAHHH] 1008

swl2 (config) #

£ £ —SRRPOIZER A/ B MLinuxENISSHEI R A

sj-1nx[85] :~$ ssh testuser@192.168.12.112

User Access Verification

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2010, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

swl2#

EAKE R 10242 rsaiy B Ftestusert Z X .

swl2# conf t

Enter configuration commands, one per line. End with CNTL/Z.
swl2 (config)# username testuser keypair generate rsa 1024
generating rsa key (1024 bits)......

generated rsa key

swl2 (config)# show username testuser keypair
R R R R I S R I I R I I I 2 b I 2 S S 2 h S bk S S 2 o

rsa Keys generated:Tue Apr 16 15:05:18 2013

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAS3RocZLGpOy0sTdKXydmIDQVG/ /wAWXys7xk2DrcgQco
fY8+bRUBAUfMasoOVUvrCvV0gOdC8woV4KgFOnQgfX/mhuKgjWHW6 IEBMmMPY8v+0jXn+Avj3CH8K7hlz
tmbtFPo04rR7ivdIx/boPQopk7mlpeocEzpVihOCIRiVJajo=

bitcount:1024

fingerprint:

8b:d8:7b:2f:bf:14:ee:bc:ad:d3:54:0a:9a:4d:db:60

Rk o R I b R i I R I Rk I R I b e

could not retrieve dsa key information
R R R R I S R I I R I 2 S I I e 2 S I 2 S b b S 2

swl2 (config)# cop run start
[HA#HAHHH AR HH AR B H AR B H A B H AR H AR H AR B HAHHHE] 100
swl2 (config) #

FZAF S HFbootflash: |, 12tPassphrase ( TIEERBEM AL , LEEELIETE. )

swl2 (config)# username testuser keypair export bootflash:testuser_rsa rsa



Enter Passphrase:
swl2 (config)# dir bootflash:
16384 Apr 15 15:21:31 2012 1lost+found/

18693120 Apr 15 15:22:55 2012 m9100-s3ek9-kickstart-mz.5.0.1la.bin
73579433 Apr 15 15:23:53 2012 m9100-s3ek9-mz.5.0.la.bin

5778 Apr 15 15:24:48 2013 mts.log

951 Apr 16 15:07:01 2013 testuser_rsa

219 Apr 16 15:07:02 2013 testuser_rsa.pub

Usage for bootflash://sup-local
143622144 bytes used
533487616 bytes free
677109760 bytes total

swl2 (config) #

ELinuxEHL LR AP ik %R AHFA

5 A Ftestuserfirsa M AN ML E HI B P B R “testuser’fLinuxE#Hl, BEE , FEERHEAF
HAtestuserfIH13 |, ZFWB ARSI EREI LRIENZRBAER |, wralsETHEE,

AR XLUHBAERA—INRB , Hitestusertk F B4 A /usersitestuser, 1R IE R B LinuxhR 24
, IR TBERE

swl2 (config)# copy bootflash:testuser_rsa.pub scp://testuser@192.168.12.100/users/testuser/.ssh
The authenticity of host '192.168.12.100 (192.168.12.100)' can't be established.

RSA key fingerprint is 91:42:28:58:f9:51:31:4d:ba:ac:95:50:51:09:96:74.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.12.100' (RSA) to the list of known hosts.

testuser@192.168.12.100's password:
testuser_rsa.pub 100% 219 0.2KB/s 00:00

swl2 (config)# dir bootflash:
16384 Apr 15 15:21:31 2012 lost+found/
18693120 Apr 15 15:22:55 2012 m9100-s3ek9-kickstart-mz.5.0.la.bin
73579433 Apr 15 15:23:53 2012 m9100-s3ek9-mz.5.0.la.bin
5778 Apr 15 15:24:48 2013 mts.log
951 Apr 16 15:07:01 2013 testuser_rsa
219 Apr 16 15:07:02 2013 testuser_rsa.pub

Usage for bootflash://sup-local
143622144 bytes used
533487616 bytes free
677109760 bytes total

swl2 (config) #
ELinuxRE 85 £ | BEE Ftestuser_rsa.pubIHF K A AR M EFauthorized_keys XX # ( B
authorized_keys2X f , E4FBUR T ERHISSHARA )

sj-1nx[91]:~/$ cd .ssh

sj-1nx[92] :~/.ssh$S chmod 644 authorized_keys2

sj-1nx[93]:~/.ssh$ 1ls -1rt

lrwxrwxrwx 1 testuser eng 16 Apr 7 2005 authorized_keys -> authorized_keys2
-rw-r--r-- 1 testuser eng 1327 Apr 16 15:04 authorized_keys2

-rw-r--r-- 1 testuser eng 219 Apr 16 15:13 testuser_rsa.pub

sj-1nx[94]:~/.sshS$ cat testuser_rsa.pub
ssh-rsa



AAAAB3NzaClyc2EAAAABIWAAATIEAS3ROCZLGPOy0sTAKXydmIDQVG/ /wAWXys7xk2DrcgQcofY8+bRUBAUfMasoOVUvrCvV0
gO0dC8woV4KgF0nQgfX/mhuKgjwWHW6 IEBMmPY8v+0jXn+Avj3CH8K7hlztmbtFPo04rR7ivdIx/boPQopk7mlpeocEzpVihOCT
RiVJaj0= root@swl2

sj-1nx[95] :~/.sshS$ cat testuser_ras.pub >> authorized_keys2

sj-1nx[96] :~/.ssh$ cat authorized_keys2

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEALIXMy4dbF5Vy4+wvYWS7s/1uE/HoyX+HD6Kwrre51EP7ZRKm1S3blWxZeYIYuhL7kU714
ZMOr4NzEcV2Jdt6/7Hai5F1InKgAO4AOAYH6j1Pcw0fjdLBI8g96B4G5XvaoV7/VP2HTNN 7Uw5DpQ3 +0DwjCgQE7PvBOS2yGKt
9gYbLd8= root@swl2

ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATIEAS3ROCZLGPOy0sTAKXydmIDQVG/ /wAWXys7xk2DrcgQcofY8+bRUBAUfMasoOVUvrCvV0
g0dC8woV4KgF0nQgfX/mhuKgjWHW6 IEBMmPY8v+0jXn+Avj3CH8K7hlztmbtFPo04rR7ivdIx/boPQopk7mlpeocEzpVihOCT
RiVJaj0= root@swl2

sj-1nx[97] :~/.ssh$

AENZ B LinuxEHLSCP,

Wik MR A BILinuxBRS B HISCP | HIIEMNIRNBIBS BWEA | TRASB, (His
CRIETMASE..." )

swl2 (config)# dir bootflash:
16384 Apr 15 15:21:31 2012 lost+found/
18693120 Apr 15 15:22:55 2012 m9100-s3ek9-kickstart-mz.5.0.1la.bin
73579433 Apr 15 15:23:53 2012 m9100-s3ek9-mz.5.0.la.bin
5778 Apr 15 15:24:48 2013 mts.log
951 Apr 16 15:07:01 2013 testuser_rsa
219 Apr 16 15:07:02 2013 testuser_rsa.pub

Usage for bootflash://sup-local
143622144 bytes used
533487616 bytes free
677109760 bytes total

swl2 (config)# copy bootflash:mts.log scp://testuser@192.168.12.100/users/testuser

mts.log 100% 5778 5.6KB/s 00:00
swl2 (config) #
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