AC| SPANIETE
Hx

LB

db ==

=2

BEHACIHHISPANZE R

IS Emn

EB
A SPAN (ERSPAN)

R
i & R4

EEASPAN ((Aith )
T
il & R

B SPAN - FHACLIY B 88

2 SPAN (ERSPAN)
FaEh R

iR

X EFESPAN (ERSPAN)
FaFRA
i & R4

GUIIE

HEFRACI SPANZE #Y

$# A SPAN (ERSPAN)

Bl 1.8“Leaf1 e1/11 e1/34FLeaf2 e1/11” | B #5“192.168.254.1"

224l 2.8 “Leaf1 e1/11HLeaf2 e1/11” | B #5“192.168.254.1"

24 4 7"l eaf1-Leaf2 vPC” | B $£192.168.254.1”
#EASPAN (_ZS#SPAN )

il 1.8 “Leaf1 e1/11 e1/34” | B ¥5“Leafl e1/33”

ZE I 2.Src“Leaf1 e1/11 e1/34FEPG133E 28 | Dst "Leaf1 1/33"

] 3.R“Leaf1 e1/11HLeaf2 e/11” | Dst‘Leaf1 e1/33" ( £HiREH

) 4. R“Leaf1 e1/11HMEPG33JEZR" | Dst‘Leaf1 e1/33” ( $HIRZEHI
=65 : JREPG1iIJERE" | Dst‘Leafl e1/33” ( £HiRZE B
5 6.Jf“Leaf1 - Leaf2 vPC” | Dst‘Leaf1 e1/33” e
=6l 7.R"Leaf1 e1/11 | Dst‘Leaf1 e1/33%1e1/33 EPG” (T B tHE
FHSPAN (ERSPAN)
fil 1 JR“EPG1” | H#5“192.168.254.1”
RIRFEFESPAN (ERSPAN)

£ 1.)R7“Leaf1 1/49-50" | B $5“192.168.254.1"

] 2.JR“Leaf1 e1/49-50FVRFIJEEE" | B $7°192.168.254.1”

26 3R “Leaf1 e1/49-50F1BDS 828" | B #7“192.168.254.1"




BEEESPANE TR E FHITH LBE?

Xt FERSPAN

ERSPAN KA
ERSPANZE#| Broadcom Trident 2

ERSPANZE & |||

ERSPAN#k & 7 6
FH P SPAN/# A SPAN (ERSPAN)

fai it
A ITRS AT B AT 72 BB SARL A 8 O B RNR FE(ACH) BB & R iR O 20 4785 (SPAN),
BERER

—R%RUL , SPANE =K A, KibSPAN, ZFESPAN (RSPAN)F#f2ZFZ2SPAN (ERSPAN), X
WSPANZ BN EZERFTEE TEFHBIESHWE MM, Cisco ACIZIFASPANFERSPAN,



AR ANHERIRIEE DL SPANKBETE | HlanZA i SPANFERSPANZE 7,

BRIACIHFHISPANSRE



== TY¥PE == = SR == == 05T ==
@ Fabric SPAN SPAN on Fabric ports on Spine or Leaf == ERSPAN (remote IP)

@ Tenant SPAN SPAN on EPG(=VLAN) on Leaf =3 ERSPAN (remote IP)

—r ERSPAN (remote IP)

® Access SPAN  SPAN on Access ports on Leaf —
—3 Local SPAN (Local port)

5 Infra SPAN = Access SRAN

BERIACIE=FIEBIAISPAN : Fabric SPAN, Tenant SPANFIAccess SPAN, NSPANZ [ £ 5 28 4|5 IE S 85K E.

LY B

« Fabric SPAN 2##3RM interfaces between L eaf and Spine switchesfs A #l{& HEY BB,

o Access SPAN ##iFR 3t Hi Binterfaces between Leaf switches and external devices$iE €.

«  Tenant SPAN %k H A EndPoint Group (EPG) on ACI Leaf switches#k iz

WSPANZ FRXT B F EE BRIACI GUI LB BRI E,

o IBRESPANELETE Fabric > Fabric Policies

o i5RISPANELE 1E Fabric > Access Policies



» FAFSPANELEE Tenants> {each tenant}

EFHNSPANKI B , REAccess SPANLocal SPANAEFIERSPAN, 2 #A N SPAN(FabricH Tenant) R 82/ FIERSPAN

PREIFI$E S RN

BEEEBNAPICHESBRIER MR EIFNE S FEN, £ Troubleshooting Tools and Methodology > Using SPANF1REIE

[T

FHNBEZNSPANEENREMAXRNEE R, EEEANETH , AXRXTOMEETEXENBERGIRM.

&> FASPAN A A XS SPANER B 31T 7 . BA .

UITTRES HRTIRATE , BEE S EZME,

##EASPAN (ERSPAN)

Lt

ik

[C | EPG

Dst EPG 182.168,254.1
8 . [( SRC : 101/1/11,34 Y SRC : 102/1/11
! |
Drestination Group L
vlan-751 vlan-752 vian-753 vian-T54 vian-T55 vian-756
“‘Hg oy Yy LY Ty L] L
35 g gﬁ b g g -2 g] ﬂ
WS B EPG1 EPG2 EPG3 EPG1
192.168.1.0124 192.168.2. 0724

EETA


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html

i
stmn v

sl ADMIN  OPERATIONS b i

TENANTS [ - .

SYSTEM

A

s
SPAN Source Group - SRC_GRP1 i
[ o | T |

oo |

2l
PROPERTIES
Bume: SRC_GRP1
Decrigtien:

| don Scate: ) bl
# Enatlet

DESTINATION GROUPS

TG Teom Gres

DRLPLIMNG DRUECTS 1 1:0F L

e LR e LRI, eSS LL

Hep .

S ZEIFABRIC > ACCESS POLICIES > Troubleshoot Policies > SPAN,

» SPAN Source Groups

¢ SPAN Destination Groups

SPAN Source Group $17 Destination#] Sources,

B

SPAN Destination - DST )

"o W )
[OF =
PROPERTIES
e—
Cwerptem.

Dot £5%: et T, SPAN_APP gy S8

PR e Wersin 1
Detrution B: 1921601541
St Bk 15 1601

o 0 1
™ 4
w131

[ S re——

SPAN Version :

ERSPAN Type
ERSPAN dst IP :

SPAN packet will be thrown to this IP. Need to be learmned as EP in Dst EPG.
ERSPAN src IP :

192.168.254.254 : every Leaf use this

192.168.254.0/24 : each Leaf use it's own node id { ex. 192.168.254.101)

SPAN Source - SRCL i

wmsars | vesromy |
SIS | scoes |
PROPERTIES

P SAE

Direction :

Both / Incoming / Cutgoing
Source EPG ;

Option. When you need EPG(VLAN) filter.
Source Paths :

Mormal port, PC, vPC




1. B2 SPAN Source Group(SRC_GRP1),

«  TESPAN Source Group (SRC_GRP1) T & SPAN Source (SRC1).

»  FSPAN Source (SRCLEBiX LS,
- B E-REPG (&3 )
SRERE (TUHRZANED)

W

AR ESHBER TESIMSBNEARS.

»  BIESPAN Destination Group(DST_EPG).
+  BIESPAN Destination(DST).

«  JSPAN Destination (DST)E BiX &£5#



- B¥REPG

-BE®IP
SRIPER(ATAREMIP, MRFERFE , MET LW KIDATFRENHNAL, Hl0, 574% - 1.0.0.0/8 on node-101 => src IP
1.0.0.101)

-HS B URE R BRINE

AR ESHBERTHESNSBNEAES.

+  F{RSPAN Destination Group5 48 B #J SPAN Source Group>< Bk,

o HRAdmMin State B Ao



AR HEEREERSTREECEMAN , SPANFEL, MREEESCAFMAEERRK , WEEMRE.

B, FRRFERSPANM BARIPET NIEE BFREPG T MK ik, EREMRHIA , HIFETenant TK > Application profile SPAN_APP
> EPG SPANT3RER192.168.254.1, & , IR BIMEZ2HREN , M TTAELEPGT ¥ B #5IPEL B N S LK.

FEASPAN (Zith)



L

Destination Group

Dst EPG 192.168.254.1

ECETA

alvaln gyerpg TEMANTS ARG
CISCO

=)

PROPERTIES
.
Beicreten:
| A St ) Dintied

# Dt

DESTINATION GROUPS

i

vian-754 vlan-755 vian-756

vy ¥

EPG2

¥ ¥

EPG3 EPG1

bl SPAN Source Group - SRC_GRP1

[ e e e e
[ scuos - |

_‘| Source Group I

SPAN Destination - DST

2]
PROPERTIES
Mame: DST
Description;

DESTINATION ACCESS PATH
I Destination Path: Node-101/eth1/33 l

B
D e pessteons Comam

Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN

- SPAN Source Groups

SPAN Source - SRCL

%)
PROPERTIES
Hame: SRCL
Descnplon:

Durecton: Bo o

Sowrce EPG: | urtn-T/sg-SPAN_APP) #5-3-E9GL

Node- 100/etY11

Noder 101/ eth2




- SPAN Destination Groups

SPAN Source Group i Destination 1 Sources.

1. B SPAN Source Group(SRC_GRP1)

SPAN Source
«  FESPAN Source Group (SRC_GRP1) T £ Z(SRC1)

«  JSPAN Source (SRC1)E & X LS8
-
-JREPG (3£ )
SRR (RSN ED)
XESHEA THRENSBNEAEE.
«  BJESPAN Destination Group(DST_L eaf1)
«  BIZESPAN Destination(DST)

«  JISPAN Destination (DST)#i B iX L5 5
- B O &

+  B{RSPAN Destination Group5#8 Bi#JSPAN Source Group2<Bk.

HRAdmMIn Statet T /8 RS,
MR EIIRAS ik EDisableddt | % SPANELL, MRBEESFERFAERE , WEERERE].

BEATRERBORKARTEMEE. FEMAMAACAEH R LHEOR | ZHELSREEM.

PRI



o XWFA##SPAN , BAREOMFRFEOASLTNER —KH LEE,

- REBHBEOLTUPRE , ERMAFEEEPGLE,

o HEHREOBE(VPC)EOEBEN R ON |, FTEFE AR SPAN
BR , E—1MRNAFE, EF—REHHIL L |, ERVPCHPCH R B2 /MK O AT B E A SPANIR. Atk AN #tb SPANT]
AFvPCiHO LR E,
BR , HIETEE M IR £ A A (CSCvcll1053), X , £2.1(26). 2.2(2e)RGLMRAH |, B CSCvcad6437% N T
“VPCHHPC' X SPANHI 235, X8 | EAE M E 7] SURE R VPCE A By % D BB B & 7 SPANIR . X A VPR — A
R ALITVPCHR O £ HY 7 & 8 F A #1 SPAN,

o BEF-AKRM LnOFEMN S NEOR2ERBIEEM 75 (2B FCSCvcll053).

+ PCHIVPCTBEF{EAR#BSPANK B H9% 0. M4.1(1)FF 88 , PCRI A {EZAS i SPANRY B ik 0o

JAIBISPAN -(EHACL TIEER

A LAR 15 Bl SPANIREFHACLIY E RS, LhIhaEiR BB ERERRA/MESPANRIEES
HEESPANREREREN , AP TLUESPAN Acl B AR,

R SERESPANRIFE P SPANIRA SRR AR X E,

ENESRERRITER K ENAFN , RRE TR L5FEATESRAENESNR R Ntcansk B

R ERA T BAKERE
-SpaniR : ﬁiﬁi%ﬁéﬁﬁﬁTﬁiﬁiﬁlﬁtSpan}J?TiME’JFﬁﬁ%DJ:E’Jumgo
-SpaniR4E : WIEESA ( fFlaix ) AT IREZSpanREAMN BN SpanR FEXWATEEOD LWRE,

EHEBRRT , TIRRENA T SpanlR4A


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc44643
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053

el ARIC = Q00000

Q
Pelicy Ot oy
(=] -,
Filter Group 0
associated with SPAN = =
source group ’
Source IP Prel Sourc Last Sous Destnation IP Fre First Destiraton Port Last pl"ulxd-
Port Deutin.
Per1
. You can also
— R associate a filter
F— Group with SPAN
Souce
) i ﬂ i o4

MR ESpan R EL ETIRARA ( Hliy ) KB , WA ZTIRERA(y) KSR IZASESpaniR TPAH O LA

- FERA N AR AR A B3 B A T iR A PR AR A IR

- TEJR B A B9 8 2R A OUE A Tz

- WIRERA RN B A T IRA AR ZIRA FRYR |, IR A EERA ML,

- BIBRRLA TIRATIRERAE , B NANA T RIFANIIRERE.

- RATIRAR IR AR EMIBR | ©FMZIRA P 2 51 SR P A IR 1B

fEF SPAN (ERSPAN)

T
R 2 ERSPAN only
% EPG(=VLAN) filt hole Leaf
[ DST: | X 102.168.254.1 ll EHE"E"E"E % No Interface fiter

‘ 34 111 BT 12| |Potieiny SPAN SRC
Dst EPG 192.168.254.1 SPAN SRC : |’ :] vian-756
vian-751,752 [ SRC : EPG1
: >hG 1
Destination Group

e L = B ¥ ~
VMs to be captured EPG1 EPG2 EPG3 EPG1




BB

0]

T ADMIN  OPERATIONS = i

afiealne geerew TENANTS FABRIC
cisco

SPAN Destination - DST_A

[Ol#]
PROPERTIES

Hame: DST_A
Decripaan:

DESTINATION EPG

[ (DT T |
=R | acnons |
PROPERTIES m
Name: SRC_GRP
Cwscmphien:
Adrun State: Criabled
® Enabled
TENAMT DESTINATION GROUPS
Py prrm
J

v

DesEnation EFG: wnl/tn-TK/ap-SPA_APP/epg SPAN
Sl vermon: Version 1
Destination [P: 191.168.1%4.1

Seurce BfPeefic 192068234 0/24

Flew B 1
T &4
UL URTIT
DSCP: Usrpecond

Same as Access SPAN

CCENCE S

SPAN Source - SRC_A

Tenants > {tenant name} > Troubleshoot Policies > SPAN

- SPAN Source Groups

- SPAN Destination Groups

» SPANJRH < Bk Destination®] Sources.

PROPERTIES
Name: SRC_A
> Description:
Direction: | Both -
Source EPG: | uni/tn-TK, ap-SPAN_AFP pg-EPGL @
Direction :
Both / Incoming / Outgoing

Source EPG :

SPAN source EPG.
(appropriate VLAN sources are automatically configured on each Leaf)
(Source Paths cannot be configured)




1. 8132 SPAN Source Group(SRC_GRP)

«  1ESPAN Source Group (SRC_GRP) T~ 812 SPAN Source(SRC_A)

«  JISPAN Source (SRC_A)EBiX &2
-5ME
- JREPG

XESHER TREBNSENEAEFEE.

«  BJESPAN Destination Group(DST_GRP)
« Bl SPAN Destination(DST_A)
+  JISPAN Destination(DST_A)f BiX 53
- B#REPG
-BH 1P
- RIPIETS
- Bt HaI R E R BIAE
XESHAER TR SENFEAGE,
+  B{RSPAN Destination Group5#8 Bi#JSPAN Source Group< Bk

o H{RAdmin Statekl T B RS,
YEREMEEIRA LIk EDissbledrt |, X SPANE L, MREBEESFERATEERRE , METEREBREA,

ZHFBESPAN (ERSPAN)

L

Destination Group

)

Dist EPG 152.168.254 .1

,

[. EPG ’?__]

EETH

“j Source Group I



stust]ns SYSTEM TERANTS = ‘ ADMIN

£
PROPERTIES
Rame: SRO_GRP
Descrpnen:

Acmin Sttes ) Driabbed
& Eatind

DESTINATION GROUPS

OPERATIONS

IR crumnmons | rmars | resrom |

Tl Given

SPAN Destination - DST_A

Ql[¥]

PROPERTIES
Hame: BST_A
Dot riptaon:

DESTIMATION E

= 192,148 1
Sousce BPrefte: | 192.168.254.0/24
Floow 105 1
T d4
MTU: 1518
DSEF: | Unpeified

¢ a3

SPAN Version (ERSPAN Type) : 2
Others are same as Access SPAN

SOURCES

Wk [~

[ ———r

Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN

- Fabric

- SPAN Destination Groups

% SPAN Source GroupDestinationFl Sources

SPAN Source - SRC_A

(]3]
PROPERTIES
Horm: SRC_A
Descriphon:

Drwton: | Both -
Prvie Metresri:
Erbdge Domain: | usi/tn-TH/BO-E01
Seurce Faths:

Ranbe L33 et

Mo Li3/ethl 30

-

Both / Incoming / Outgoing
Private Metwork / Bridge Domain :
Either of them, Filter packets on Fabric ports with specific VRF/BD




1. B2 SPAN Source Group(SRC_GRP)

«  FESPAN Source Group (SRC_GRP) T &I SPAN Source(SRC_A)

+  JISPAN Source (SRC_A)EL BiX LS

- 718
-TRMS (& )
- BreEsE (AR )

SRR (TBLRSANMED )
XESHERTHRENSBNEAER.

«  BJESPAN Destination Group(DST_GRP)
+  BIZESPAN Destination(DST_A)
«  JISPAN Destination (DST_A)E BixX 3 %

- B#REPG

-BH9 1P

- RIPIETE

- E S R E R BIAE

XESHERTREBNSHBNIEAES.
+  B{RSPAN Destination Group5#8 Bi#Y SPAN Source Group< Bk

o HW{RAdmIn State EE Ao
s tbAdmin State b %R B2 8T , SPANTHEL, MBEBEESFEAMEER , NTERBRET.

REGHMERSPANRRAS ( 3K ) "Eo X k31T TR |, (BET LB BIERSPANMRAI A F RIGIEFESPAN |, RARIAFHFFEA
SPAN,

GUI I



ADMIN  DPERATIONS P

¥ See Use Case for CLI verification

i
B

ADISWISTRATVE STATE  OPERATIOMAL STATE
Ropeligiipod-Unode-101  tn_TH_SRC_GRP_DOT_GRP_DSTA 23 tnabled w

opologuped-Linede- 101 tn_TK_SRC_GRP_DST_GRP_DSTA 3 Enabled w

¢I|I|I|I| " g M La-L7 0 0 ¥ i wedcoma, admin
clsco SYSTEM TENANTS FMC NETWORKING  SERVICES ADMIN OPERATIONS £ 1 - -

—
LAo) Session - tn_TK_SRC_GRP_DST_GRP_DST_A

[ operanonaL || meth || rauwts || mistory |

PROPERTIES
Hamne: tn_TK_SRC_GRP_DST_GRP_DST_A
o 23
Administrative State: Enabled
Source IP: 192.168.254.101/24
Destination IP: 192.168.254.1/32

Double Click

Flow ID: 1

{H Fabric source SRC_aBO-16387318 DSCP:inspacified

B infra_srC_GaP1_DST_Leaf1_DST TIL: 64
| Type: Gre encapsulated

(Bl source sne 1 Version: Version 1

{El source SRC1an-752 ] WHID ID: wxlan-3080192
I T shc e osT G 0T A | VEF: TR:VRFL

(5] ERSPAN Destinption MTU: 1518

b . §
Source SRC_Avlan-751
U8 20tiroe 57 ) Operational State: Up

Operational State Info: The sassion is up

1Bl source SRE_Avisn-752

o ISP SPANEL B KB

1. Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Tenants > {tenant name} > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

N\

BRZETRES R up.

i

o W KRB SFHSPANSEHTHRIE



1. MSPAN Configuration Policy Rt &N & 1& Fabric > INVENTORY > Node > Span Sessions > { SPAN session name}

|
N

BRRZTRS A up,

[
ai

SPANSTERBRYE :

- HEEFESPAN : fabric_xxxx

- JHEISPAN : infra_xxxx
- FHPSPAN : tn_xxxx

HEIRACI SPANERY

Dst EPG 192.168.254 1

vian-751

- e o mm mm mm mm mm mm Em =

l[[ epct | [ ePes ]] [[ EPG2 ]][[ EPGX ]]’I

vian-T55 vlan-756

L ..' ‘s’
EPG3 EPG1

ZEBD R T HAACI SPANZE R B 4 75 = (Access, Tenant, Fabric)e BN A RNERRIME E—2B2 1R,

MRETRxLGR | NALRESREERELMACI SPANKE | fINSFHRREEED LWHES , ELTHRIEEEPGL

WABEREE , MTZERLMHBRNEOEFS,

EEBACIH , SPANE source groupFdestination groupi# {TEL B, RATESNERE |, fINEOREPG, BENFEAZTEBRHER

, a0 it SPANRY B #7352 O SESPANRY B #R1P,



EWRRBESE , B MARINSPANIRIE" 8 0 LR MR BIE S

AR FERKESMIHFUEITREETHVM, SMHZIMEMRXLRE T RHOVMEBREES,

£ ASPAN (ERSPAN)

5l 1.;B"Leafl el/11 e1/34ML eaf2 e1/11” | B#R “192.168.254.1"



e

Dst EPG 192.168.254.1

WMs to be capiured

Destination Group

Pot(el)

vian-752

vian-753 vian-754
EPG2

vlan-T55

vian-758

¥

EPG3

Mg

EPG1

segzion 13
description
Type
versien
statce
erspan-id
granularity
wef-name
acl-name
ip-ttl
ip-dacp
deacination-ip
origin-ip
mode
souree incf

23

tx

both
source VLANS

3

tx

both
filcer VLANS

: Ethil/11

FabZ-Leafl§ show monitor session all

: Span session 13

: erspan

: wersion not specified
1 up (accivel

|

:WRFL

T 4

: ip-dsep net spacified
t 162.168.254.1/32

1 152.166.254.101724

: access
: Ethl/11 Ethl/34
1 Ethl/11 Ethl/ 34

Ethl/34

: filter not specified

¢ Source Group

. M1 el/11

o M1 el/34

- B2 el/11

¢ Destination Group

- EPG X t#1192.168.254.1

FabZ-LeafZ§ show monitor session all

session 127

erspan-id
granularity
vel-name
acl-name
ip-ttl
ip-dacp
destination-ip
origin-ip
node
seurce incf

fel

tx

both
source VLANg

£x

1=4

both
filter VLANs

: Span session 12
: erspan
: wersion not specified
i up (active)
1

: TR:VRF1

¢ B4

: ip-dsep not specified
t 162.168.254.1/32

: 192.169.254.102/24

1 access
: Ethl/11

¢ Ethl/11
: Ethl/11

: filter not specified

FabZi-Leafl§ show monitor session all
Note: No sessions configured

THRISPANTI AN —NSPANREIEE S MEN . TUMBRMNEEROZASEZHNABERES , MAEEIINWEPGHIT,




FEMEOBEENREBS IR ZRIARAN | BHRAXTRERSPAN , M RA#SPAN,

EEARHIH |, EAMEPGINEPG2 EMFFEVME #I3dEa,

CLI#&

[

EHRIRES R “up (active)”

“destination-ip” £ ERSPANRY B #5I1P

o “origin-ip” 2ERSPANKIRIP

=M 2.iF"Leafl el/11MLeaf2 e1/11” | B#F “192.168.254.1"

DST: X 192.168.254 1

Dst EPG 192.168.254.1

@\ A

Destination Group

vian-T51

>

WMs to be captured

_‘—] Source Group I

EPG1

vian-752

vian-753

vian-755

vlan-756

¥

EPG3

.

EPG1

FabZ-Leafl§ show monitor session all

session 2

n net specified
cive)

origin=ip
mode
source inef

source VLANS
%
%

Both

filver VLANa : filrer not specified

Fab2-Leaf2f show monitor session all

session 3

: Span session 3

: erspan

: version pet specified
toup (active)
erspan-id B ol

geanularity

: TK:VRF1

not specified
254.1/32

::I.est-ination-i.p s 2.168.
¢ 182.168.254.102/24

origin=-ip
mode T oaccess
source incf :
4.4 i Ethlf11
= i Bthl/il
both : Ethl/ll
source VLANZ :
£x
tx

both

filter VLANZ : filter not specifiad

Fab2-Leafl§ show moniter session all
Note: No sessions configured




- RA

. 1 el/11

- M2 el/11

- Bfrd

- EPG X_E#192.168.254.1

EARRHIF , N2 1R 511 B E K SPANIRA A I BRAE M1 e1/34,

ARBIFHRBRRTEICEREPGH |, # ASPANER RSB ER#ED

CLIEE R

o M1 _ERYIERE OB M Ethl/11 Ethy/34" B & “Eth1/11”

EH3.F"Leaflel/11 & Leaf2el/11 & EPG1EEES" | BEFF "192.168.254.1"



@ A

Dst EPG 192.168.254.1

1134
SRC
: SRC: EPG1

Destination Group

vian-751 vilan-T53 vian-754 vian-756
¥ w ~¥ ~¥
VM (o DS Captred EPG2 EPG3 EPG1

Fab?-Leafl§ show monitor session all rr.-hz—u #2§ show monitor session all H Fab2-Leaf3§ show monitor session all
session 12 ] ! Note: No sessions configured
= '
description : Span session 12 1 : Span session 11 '
eype : erspan " : erspan :
wersion : version not specified 1 : wersion not apecified I FabZ-Leafl#f show vlan id 35,39 extended
state i up lactive) : : failed (no-oper-src :
erspan-id t 1 i - ! | WLAN Name Status Ports
granslarity = ;i |
+ THIVRFL ' TH:VRE : 35  TH:SPAN_RPP:EPGL active
: 13 1 39 TH:SERM_RPPIERGL active
;64 : &4 )
t ip-dscp not specified | i lp-dscp not | Encap
destination-ip + 182 168.254.1/32 f 152,168,254 ] l .
origin-ip T 182 168_254.101/24 | erigin-i 35  enet vlan-751
medie ! BCCESS : o 33 enst vlan-752
source intf = | source intf
e : Ethl/11 |
e : Eth1/11 F
bath + Bthisfil e : - B
source VIANS : F1553 : Failed to configure SPAN with source SRC_A due to missingfinvalid EPG
r® : F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available
hoth : / % SPAN on Leafl works
ot] H 1
filter VIANs T 35,39 ilter : filver not '
|

o JEA

- M1 el/11

. M2 el/11

- EIEEPG1

- B4

- EPG X t£#9192.168.254.1

Z R B R IEASPANE /] AIE R O IR E4S EEPG, HZANMEPGEENMEO LRz BNEEHKIZE N LEPGIARER | XIEE
R,



HTEPGIAREIBELeaf2.L |, Leal2BSPANK PR |, PR IF1553F1F1561, B2 , Leaf1 EHISPANTRAE Ko

o, BTFEPGIfELeaf 1 EERBNVLAN (VLAN-751,752) , Bt & SPANSIE BRI NMVLANT KRS,

¥EER , CLILMVLANID (35, 39)2MEFVLAN , BIFFIEMPI-VLAN ( FAMIVLAN ) , EFRLE FHERERID. MEFR
, show vlan extended & & T T KEREEVLAN IDFIPI-VLANK U5t

BEid b SPANSTE |, BATATA REIREM1 el/11 EEPGL (VLAN-752) (9 $k3EE , BIEEPG2 (VLAN-753)fEE —M&EO L&,

CLIEER

o BRIEFEATIRBEMEPGHMTIESZVLAN,

o MRBRH R LZENRMEPG , ZRKRMH IR EAISPANSIE R KW

2 4.F"Leafl-Leaf2vPC” | BfF “192.168.254.1"

A

Dst EPG 192.168.254.1

—NIIB VAT

-\%: :vPC ]

[( ==
~

Destination Group

Fab2-Leafl§ show wpo extended wpo 2

Fab2-Leafl§ ahow monitor session all FabZ-LeafZ§ show monitor session all

Pol I sucoe Fucce +904-505 VCSA wEC 1

FabZ-Leafl§ show port-ch extended int po? | grep Fo
Froup Fort BundleGIg Frot i

BoZ {50) BCSA_VEC_1 LACE Ethl/&{E}

Fabl-L4aflll show vpe extended vpe 2

FabZ-leafi§ show port-ch extended int pod | grep Fo
sroup Fort By L Protocol Menk




.

M1 - 2e1/11

- Bir4

EPG X £#9192.168.254.1

YyvPCEOERENRN , BFRSMRIEEIP (ERSPAN) , MA RO ( A#SPAN )

JEASPAN (ZAihSPAN)

5 155" Leafl el/11 e1/34" | IR “Leafl e1/33"

Destination Group

2}

Dst EPG 192.168.254.1

VMs to be captured

- oo 10133 28

SRC : 101/1/11,34

vian-T81

“
| EPG1 I | EPG2

J

vlan-752 vlan-753 vlan-754

vian-755

wlan-756

R

EPG3

>

EPG1

source intf

rx
o
both
%
3
both

JOUECE VIANS

filter VLANs
destination ports

: Span =ession 14

: local

1 up lactive)

: access

: Echl/11 Ethl/34
i Echl/11 Ethl/34

i BEhl/11 Ethl/34

: filter mot specified
: Eth1/33

FabZ=Leafi
Note: Mo se

Fab2-Leaf3# show monitor session all
Wote: Mo sessions configured




.

M1 el/11

M1 el/34

- B4

M1 e1/33

A SPANE AT LAfE A A3 SPAN ( BI4SEEOENBHR )

BR, EXMERT , REOLMSEFREONCTE &Y L.

2 2.5rc* Leafl el/11 el/34FNEPG 1T 828 | Dst " Leafl el/33"

Destination Group

DST: 101/1/33

2O}

Dst EPG 182.1688.254.1

VMs to be captured

_

vian-753 vian-754 vian-755 vian-756
EPG2 EPG3 EPG1

: Span session 14

+ local
i up lactive)
i access
souree intf i
3 + Eh1/11 Ethl/34
o t Eth1/11 Ethl/34
both t Bthl/11 Ethl/34
source VLANS :
i

(4]

destination ports : Ethl/33

bath /
filter VLANS 1 35,38

_‘j Source Group l

Fabi-Leaf3# sho

Hote: Mo o

wnitor session all
configured

VLAN Name

35 enet CE
3% enet CE

FabZ-Leaflf show vlan

35 TH:SPAN_RAFPP:EPGL

/__/ 3%  THE:SEAN_APPIEFGL

VLAN Type Vlan-mode

dd 35,39 extended

Echl/34
Echl/11

active
active

vlan-751
vian-752




R4

M1 el/11

M1 el/34

EPGLYE s
- Bird

M1 el/33

B 57 SPANKY A SPAN 1 o] LA A EPGY 58 85 FIERSPAN,

EH 3.;B"Leafl el/11#1L eaf2 /11" | Dst*Leafl el/33" ((5IRZH )

Dist EPG 182.168.254.1

' |]

vlan-751 vlan-T52 vian-753

e ) [/ \[“J[“]
EPG1 EPG3 EPGA1

~

Unable to configure in the first place
"“Source GroServer Error:400 Span source and deatination group combination
not supported”

iter sessisn all ‘

=> In Local mode, SRC and DST port must be on the same Leaf)




. 1 el/11

M2 el/11

- B4

M1 el/33

=4 4.;F"L eaf 1 el/11HEPG33T JE 22"

D

L&,

Dst EPG 192.168.254.1

A PORT- ok e

| Dst“Leaflel/33" (#HIRZEH)

i down (me-oper

i Bthi/33

Fab2-Leafl§ show monitor session all
seszion 14

ssion 14

filter not specified

vian-751 vian-753 vian-754 vlan-758
""" LY
{ :
w ~F . ¥
EPG1 EPG2 ! EPG3 ! EPG1
L p——
Fab?-1 RCor sessien all Fab2-Leafl# shew meniter session all
Hore: 3 i qurad Mote: No ssssions cenfigured
IEC-CIt) -y
F1553 : Failed to configure SPAN with source SRC_A due to missinglinvalid EPG
F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available




- M1 el/11

- EPG3itiEa%

- B4

o M1 e1/33

X 54 ASPAN (ERSPAN) LB R3MEL , BEARRHIGS | BTFEPGIERH1 EFEE , HH1 ENXE—ISPANSBEAEHE, itk
, SPANIRAT#ER,

G5 : R"EPGLEIESE" | Dt“Leaflel/33 (FEHIRZEH)

mm

“DST: i 101/1/33 &

RS}

Dst EPG 192.188.254.1

]

vian-T51 vian-752 lan-753 \ 754 vlan-755 vian-756

Zeo® ] e\ N2 ) (2]
EPG1 EPG2 EPG3 EPG1
.

2t
Fabi-Leafl# show momitor session all Fab2=LeafZ# show monitor ses Mo Faults : Just capture nothing bw monitor session all
Note: No sessions configured sessio ured  Meed to use Tenant SPAN instead of Access SPAN  pns configured

1 L

- RA

- EPGIYiEsR



- B4

o M1 e1/33

#EASPAN EWEPGHE JEESREEE TRk O AN, MREPGRM —EIZEMIR , N AJ16E FFEF SPANT T 2 177 8 SPAN.

£ 6.;JB"Leafl - Leaf2 vPC” | Dst“Leafl el/33" ((EHIRZEH )

¥ R =Tn
Cat EPG 192 163 2548 1 [

Unakls to configars in ths first placs
£ Eereridd) - Span scirse and destinatisn

not I )
+ wBPC cannot be configured with Local Dest port J
I | |

- iRA

o #M1-2 vPC

- Bfr4d



- M1 el/33

ToERVPCEOE B N EEASPANIYER., EHEFAERSPAN, ES M4 T f##E ASPAN (ERSPAN).

= 7.8 Leafl el/11 | Dst“ Leafl el/33FNel/33@FEPG” (TEHAIE L INELPE )

Just a warning

_E"e:‘"'—PSFH'—-é'---_- 33

o

Dst EPG 192.168.254.1

: Port has invalid configuration of both EPG and span destination
But SPAN itself works

J (P’ J 5] (2

Fab2=Leaflll show menitor session all ‘ Fab2-Leaf2# show monitor =e

WRSPANK B #rI/FEE TEPG , NIEYNEIFTF A HIF1696 : ik 0 MEPGHISPAN B #rlit B To 30 bE.

BE 6 IMERELHE , SPANBALERE T/E, WHERIRNSPANSIBHNFINARENES  RANECAREAEEE—I/FLEFNIE
HEPGHRE,

fEF SPAN (ERSPAN)

I 1.F"EPGL” | BHfx "192.168.254.1"



3 ERSPAN only
¥ EPG(=VLAN) filter on whole Leaf
¥ No Interface filter

Dst EPG 192.168.254.1 SPAN SRC :

vlan-756

SPAN SRC :
vlan-751, 752 SRC : EPG1

Destination Group Source Group
vian-751 vlan-753 vian-756
WMs to be captured
= EPG2 EPG3 EPG1
FahZ-Leafl§ show monitor session all Fab2-Leaf2§ show monitor session all Fab2-Leaf3§ show monitor session all
session 15 Note: Mo sessions configured session 1
Fab2-Leaflf show vian id 35,35 extended Eer &
description i dpan session 15 description i Span session 1
1 apspan Seatus type ! erapan
: wersien not specified | | o0 ool e — varaion ¢ waraien not specified
I;p (active) active state " 114: factive)
active erapan-i :
TE:VRF1
s P 35 ener CE vlan-751 st
i ip-dacp not specifieq 39 enet CE vlan-752 scp ¢ ip-dacp not specifie
destination-ip 1 192.168.254.1432 destination-ip i 192.168.254.1/32
origin-ip 1 192.168.254.10102 origin-ip : 192.166.254.103/24
— A1IAELESS Fah2-Leaf3§ show wlan id 9 extended e =HBCCE3a
source intf : e
f: . Status Forts ‘::
both T ShispAmaBEEBRL | aciwe  BE BAFY. Bod both
solires VIANA . TH:SPAH_APPIEPGL active Ethl/l, Pol Il scuree viams .
X ¢ 35,39 Ex : B
v : 35,39 ta : g
both : 35,39 both =
filter VIANS : filter not specified filter VLANS : filter not specified

- EPGL ( BXiESR)

- B4

- EPG X t£#9192.168.254.1

P SPANEREPGE & ERIR , MiEASPAN{R fEFHEPGIER T IEES.

HESPANBXBRET , BEREESNTEMNIRO , ACI2BFRNB MM TRV EHELVLAN, Bt , EAFEREE
EPGHY TR ##E & B iZEPGHY L iR/ TR H AL LW S MEOR , XHREA,



ZRFEFESPAN (ERSPAN)

i 1.;F"Leaf1 e1/49-50" | BIfF “192.168.254.1"

# ERSPAN only
! ! # Capture traffic between Leaf & Spine

Destination Group

Dst EPG 192.168.254.1

@ ¥ I ’T —|_Source Group '
DST : X192.168.254.1 g

quQv]Q W

EPG1 EPG2 EPG3 EPG1
Fab2-Leaflf show menitor session all FabZ-Leaflf show monitor session all Fab2-Leaf3f show menitor session all
17 Hote: Mo sessicns comfigured Hote: Mo sessions configured

t Span gsessiocn 17
¢ erapan

i 2
toup {active)
1

© THIVRFL

not specified

destination-ip : 18 254.1/32

origin-ip 258.101/24
mode
source intf :
% : Bthi/f4% Bthi/%0
tx : Ethl/4% Ethl/50
bath t BERl/4% Eth1/50
source VIANS :
4
T
bath
filter VIAN= t filver not specified

M1 el/49-50

- B4

EPG X L #9192.168.254.1



R FERFSPANF SR AE R i QB E N IR , E P SXHRAEFFIR O 2 M WAL E T RS2 BEAED,

LREERH RN ET RN Z BEFHBIESH , LSPANEEER, BR , KM ME TR BN HEIESEAIVXLANIR K
THE, AEECEE—REKT, BSE MAREISPANKIE".

AR IVXLANIRL B8 BIVXLANTRL | (NEACIZTHRERE A ERE M

= 2./R"L eaf1 el/49-50FIVRFITIREE" | Bn “192.168.254.1"



Dst EPG 192.168.254.1

Destination Group

LSl
SRC : VRF

SRC - 101/1/49-50

—

EPG1

¥ w ¥

EPG2

Y

EPG3

Mg

EPG1

segzion 17
description
Type
versien
statce
erspan-id
granularity
wef-name
acl-name
ip-ttl
ip-dacp
deacination-ip
origin-ip
mode
souree incf

23

tx

both
source VLANS

3

tx

both
filcer VLANs

FabZ-Leafl§ show monitor session all

: Span session 17
: erspan

2
i up {accive)

;64

s ip-dsep net specified
: 192.168.254.1/32

T 152.168.254.101724

: fabric

: Ethl/49 Ethl/50

1 Ethl/49 Ethl/50
Ethl/49 Ethl/50

i wxlan-30801%2

:WRFL

Z |

o EA

- M1 e1/49-50

- VRFJESS

- B4

- EPG X L£#9192.168.254.1

FabZ-LeafZ§ show monitor session
Wote: Mo sessions configured

all

FabZi-Leafl§ show monitor session all
Note: No sessions configured

VENID: unknown

RD: 10.0.1%2.582:1

Max Routes: 0 Mid-Threshold:
Encap: wxlan-30801592

Table-ID: OXBD00000Z, RE: IFVE,
Table-ID: Ox00000002, AF: IPv4,

1]

Fwd-ID:

FabZ-Leaflf show vrf TH:VRFL detail extended
VRF-Name: TK:VRFl, VRF-ID: 4, State:

OxE000000Z,
Fwd-ID: Ox00000002, sState: Up

state: Up

AR B R SPANT LAE AR SR AR AT RISPAN, BB EIRE, SR AEFF SPANSE i BE #4138 B M 3% & (VRF) RBDEJ I IR 25




WMEFHR |, EERACIH | B R ER IR O N BIESFERIVXLANIRL B THEEE, iVXLANIRSLFVRFEBDIE BN B B M 445
REF(VNID), HEIEBEANE2R(L)FHE KA , iVXLAN VNIDHKERBD., HBIESERNEIR (LY KA , iVXLAN VNIDRERVRF,

Rt , SFEHRRERF RO LARBRERN , BEAVRHMENTIER.

Xl 3./R"Leaf1 el/49-50§1BDIT 2" | Bin “192.168.254.1"

e
SRC : BD1

Destination Group
Dst EPG 192.168.254.1 SRC: 101 51349;5

EQ, ! e =
DST: - X 192.168.254.1 f i

v v v »

EPG1 EPG2 EPG3 EPG1

<

FabZ-Leafl§ show monitor session all FabZ-LeafZ§ show monitor session all FabZ-Leaf3§ show monitor session all
= n 17 =

Note: No sessions configured Note: No sessions configured

: Span session 17
: erspan

Fab2-Leaflf show wrf TH:VRFl detail extended
VRF-Mame: TH:VRFLl, VRF-ID: 4, Seare: Up

: 2

1 up {active)
crspan-id i
granulacity

: : 1A L8621
wef-name TH:VRF1 F id-Thresheld: 0
acl-name : Encap: vxlan-3080192
ip-ttl ;64 Table-ID: 0x30000002, AF: IPvE, Fwd-ID: 0x80000002, State: Up
g 3 : ip-dsep not spacified Table=1D: Ox00000002, AF: IPvd, Pwd=ID: Ox00000002, State: Up
e ion-i t 192.168.254.1/32
igin-i : 192 SR

= etk £ 492.280.280-101/21 Fab2-Leafl# shew vlian id 17 extended
source incs : VLAN Status Forts

£x : Ethl/49 Eth1/50 . T

: Ethi Ethi/ -
= : Ethl/49 Ethl/50 / 17 ct Ethl/5, Ethl/6, Ethl/fll,

both : Ethl/49 Ethl/50 . ; [
Ethl/34, FoZ; Po
source VLANS : h1/34; PoZ; Po3
X =

% : —

both 3 -
a 17
filcer VLRANs i wxlan-16167318, vxlan-3080192

VIAN Type WVlan-mode Enca

16187218

vxlan-

- iR4A

M1 e1/49-50

BDiR 3%

- Bfr4d



- EPG X EM192.168.254.1

MEIBI2PAR | R 4ERESPANT] LAfE FIBDYE R B 25,

HERMIRRMIER RO LN ERER , EABDENTIRRS.

AR —RREEEE 1 BDRVRFIIESS.

RREESPANBIRRE EMITHAERE?



REEH LETHIESHIR A (Bl ftcpdump, wireshark)e THBLEERSPAN B IR EHEANE,

ST FERSPAN

HTFSPANBUIRBEHE LTI EFIP, TRARELEE B/RIPHED LIZTERSPANEIR T E,

WE MRS EFAGRERLHITEHE, BSREXUMAEBERSPAN GREFR LAY« in{a it ERERSPANEHE"EB 2 o

X F A HSPAN

BHREEEIACIHEM Y EWSPANEFEONED LETHIRTE,

WEOBERFEBRBES. TEELEERSPANRL,

AL EXERSPANEKIE

ERSPANKRZS (S£EY)

ERSPANHEE $IHHES , FEERIIZEB IR, GREA TIbH %, GREFR L _EERSPANAY LR H 0x88be,

Einternet TREESA(ETF) A F | ERSPANMA#B IR N LB MR 2 MR,

ERSPANE =F2EH, |, 1A, IWRECEZEHIENR TERSPANSER,, th4l | IWGRE REC1701% B B TS FPERSPANSE R,

UTRESMXHENHEEaEEN

ERSPANZERY| (EBroadcom Trident 2f8H)


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

Ethernet IP GRE Ethernet IP

Payload
header header | header header header y

] 2 3
1234567890123 456789012345678901
S TR SRRPY SRR PG SN NS NI PSRN NSISE NEEE NP SN NPT SRF WE SE NP RS NS SRS SRR RSN RS ST RYE BN RE RT BT SN S &
[0]010]10|0]00000]000000000]100000] Protocol Type (0x88be=ERSPAN) |
L Sl S s il sl (el S S A S S sl sl bl sl sl Sl Sl sl Skt S Sl s skl s sk s sl ks Sl Sl
GRE HEADER : 0x0000 88be

0
0

KRB REAGRERL LMW FIFR, SEEFFEAGRERL ( MR EZERSPANEEIFII ) FHESLMIRFENERSPANIRL, Broadcom
Trident 2R &z LLERSPANSEH |,

ERSPANZERY| 5§11

Ethernet IP GRE ERSPAN Ethernet iP
header header header header header header

Payload

MR FIFERASKEE , MiZFRAUFEERSPANIER|IFI11, ERSPANIRL FHRAF A THRIRERSPANS R, BFE201653 8
208 , ACIRZ#EERAI,

WRFE AR SPANFSPANIRAEE — K FMEZRTT R LEFER , MERSPAN B iraMNE — R 17 RIEWFHNERSPANSE B | 1 EK
#Ea8. B2 , Wireshark— X REEfERB E A —FPERSPANZE R, BINERT , BRI ERSPANSE | 3 {THE1D, MRS AERSPANSE
KRS , Wireshark T 2 fRBERSPANEK ||, ES R /R HEA X I{A#FIBWireshark L FIERSPANSE E I HEB 5o

R ERIE |, B A LAESPAN B FR4E LB BEERSPANSR R,




Policies SPAN Destination Group - SPAN_DST

(C» Quick Start
I Switches
B Modules
[ Interfaces
- [l Policies Mame: SPAN_DST
> [l Switch Description: | optiona
> [ Interface
» [l Global Destination EPG._uniin-SPAN/ap- AR eng-SEAN

,_
e

- [l Troubleshoating Enforce SPAN Version: []
« [l SPAN Destination IP: | 80.80.80.80

- [ SPAN Source Groups Source IP/Prefix: | 1.0.0.0/8
> B srer Flow 1D: |1 o~
> [ SPAN Filter Groups TTL: |64 o

o = SPAM Destination Groups MTL: 1518 o

B span_pst

DSCP: | Unspecified

o SPANKRA ( RAN1ZRARA2 ) : FEERSPANZER I

+ Enforce SPAN Version ( & ERiEF ) : RFRTREH LR T HMEENERSPANZER | XRE T SPANRIER T HAMEN

o

RIANERT , SPANARAFIRA2 |, M5 HISEHESPANMA RIEH, XEWRE , IRET REXIFERSPANEH || W FE2RBE F A
, EHEREELRBIIMNERSPAN, MRFETRAEFRTIFERSPANERIIME 1R ( JEFESPANERIL ) |, B EERRE , BAX
& Enforce SPAN Version, Bt , ERSPAN B Y it Ut | — fhiE & K B AYERSPAN,

R TEANBFSPANNENAE



SPANKRZ| | SEHESPANRRZE  [|SB 1MEXIRETI = E2BETTR
Version 2 |[ARi& fERER ERSER
Version2 || KW ERZEA
RS 1 Rk fERKR ERZERE
RS 1 pria EAER fEAER




ERSPANEETHI

fAF SPAN/#EASPAN (ERSPAN)

[(: EPG
Ecy

0

Dst EPG 192.168.254.1

vian-751 vien-753 vian-754 vien-T55 vian-T56
w il il by v il | il
35 F ?1 1 E F 2 P ‘
EPG1 EPG2 EPG3 EPG1
10216810024 162.188,2.0/24
[rootécentosd ~]§ tcpdump -i ethl not arp -w AcocsssERSPAN.poap (113 I5ource ¥ [Protocol |Length |#
1 0.000000 1%92.168.2.2 192.168.2.254 TCMP 140 Echo (ping) request
[rooticentosd ~]§ topd AccessERSEMN.pcap 2 0.000113 192.168.2.254 192.168.2.2 ICHP 140 echo (ping) reply
roading from file EASE nk-type ENL 3 0.350976 192.168.2.1 102.168.2.254 IcMP 140 Echo (ping) request
4 0.351100 192.168.2.254 192.168.2.1 ICMP 140 Echo {ping) reply
5 0.365184 192.168.1,35 192.168.1.254 IoMP 140 Echo (ping) request
6 0.365312 192.168.1.254 192.168.1.35 ICMP 140 Eche {ping) reply
7 0.6275912 192.168.1.1 192.168.1.254 ICMP 140 Echo {ping) request
8 0.628035 192.168.1.254 192.168.1.1 ICMP 140 Echo {ping) reply
9 1.000038 192.168.2.2 192.168.2.254 ICMP 140 Echo (ping) request
10 1.000183 192.188.2.254 102.168.2.2 ICHP 140 echo (ping) reply
11 1.352294 192.168.2.1 102.168.2.254 IcMP 140 Echo (ping) request
12 1.352417 192.158.2.254 192.168.2.1 TCMP 140 Echa {ping) reply

j

# ERSPAN = GRE encap'ed packet = Src/Dst are GRE IP
¥ 192.168.254.101 = from node-101

¥ "not arp” : suppress arp for ERSPAN src from capture machine (may not need)

BIESHERSPANK R 1#Hix  FEENH#THAB., XTLUBE WiresharkTE Ko

RIRNBIREMFMAER (ERSPANSEERY))

0000 Bfbe

3 After decode it on Wireshark = real IPs are shown
# See How to Decode ERSPAN Type 1 on Wireshark

ESE A RIS ERSPANZE B "2 45

R HEFESPAN (ERSPAN)



ERSPAN Type 2 is automatically decoded

by Wireshark

¥ be noted that this is still iVxLAN header

[Source.

j!xpm;s‘m._. Clear S0 Sarve

34 0.262855
35 0.262868
38 0.263458
148 0. T6B3IET

152 0.856142

234 1.185477

235 1.185606
253 1.250119

10.0.192.9

10 9
10.0.192.92
10.0.192.92
10.0.102. 92
10.0.0.1

10.0.192.92

10.0.192.92

10.0.192.95
10.0.192.92

239, 255.255.255
239.255.255.255
225.0.213. 250
10.0.192.92

225.0.213.248

10.0.32.66

10.0.192.92
10.0.0.1

Wireshark B B X ERSPANZE & | 13 TS, BER , ©ARIVXLANIR L 2%,

UDP

ucP
uce
upP
TCP

upP

uoP

upP
TCP

198 Source : 7248

160 Source 82672
156 Source por 38745
156 Source port: 38745

160 Source port: 43738

pestination

N’ 1
DESTINATION B
pestination port: 48879
pestination port: 48879
pestination port: 48879

116 56210-12151 [ack] seq=l Ack=l win=770 Len=0 -

164 Source port: 45334

198 Source port: 7248

pestination port: 48879

bestination port: 48879

198 Source port: 25168 oDpestination port: 48879
116 5720412375 [ACK] Seqel Ack=1l win=270 Len=0 -

BRINBERT , Wireshark o Z B #FiVXLANIRSL , BN ERACIRZIRL, BSR“WMEBIVXLANIRL,

HWHRNEUEEMFEMEE ( ERSPANIERY )

WN{AIAR IS ERSPANIERY|

% 1 M. S FIEdit > Preference > Protocols > ERSPAN , $Rfgi% AR “FORCE” LA fi# 15 FE R ERSPANM,

e Wireshark (GUI)



mﬁresharlcpreferences—PmﬁleeDefnull R —— - - - - — —1

DVB-Cl -
DVB-52
DVMRP
EDONKEY
ELF
ENIP
ENTTEC E|
EPL
ERF
ESL
ESP
ESS
Etch
Ethernet
EVRC
EXEC
FC
FCGI
FColB
FODI

Fibre Channel over IP

[Coc ) amy | [concel ]|

FORCE to decade fake ERSPAN frame: (¥

e —————

o Tshark ( Wireshark#9CLIRAS )

userl@i nux# tshark -f 'proto GRE -nV -i ethO -0 erspan.fake_erspan:true



IR FHRESIRERSPANIE R 511 5t 22 A iR T,

% 2 T.8 M= Decode As> Network > ICMP (if it sSICMP).



M Wireshark: Decode As

Decode

Do not decode

| Clear |

| Show Current |

Link

MNetwork

IP protocol 47 as

GRE -
HIP
ICMP

ICMPv6
IGMP
IGRP
IPComp

| TMh e

Help

OK

| Apply Close

BNMEIARESI VXL ANFR SL

00 4N X Ne DT L(|E] *DOecode Link | Network| Link| Network| Transport |
Filter: B UNISTIM =
MNo. Time Source vepu

14 2Ul>-1U-Z23 23023100, YU 398 du.u.u. 4 \iines FRP 'II‘:I=5_‘L1_ Lensu 1:
15 2015-10-23 23:25:00.905402 10.0.0.2 §in=331 Len=0 1
16 2015-10-23 23:25:00. 905405 10.0.0. UDP destination (~48879) |7 | port(s) as [VITA 49 Win=331 Len-0
17 2015-10-23 23:25:00.905484 10.0.0. wze-DHT =151 win=331 1
18 2015-10-23 23:25:00.905497 10.0.0. i) Win=331 Len=(
19 2015-10-23 23:25-00. 905964 10.0.0.2 Clear — M55 win=331 Le
20 2015-10-23 23:25:00.906111 10.0.0.3| " showurent. WASSP - |Mk=200 win=331
21 2015-10-23 23:25:00.945693 10.0.0. T win=331 Len=(
22 2015-10-23 23:25:00.945709 10.0.0. : i Win=331 Len=0
23 2015-10-23 23:25:00. 945830 10.0.0.7 (. Hele ’ ok || seey || gese {500 35
24 2015-10-23 23:25:00.945927 10.0.0.1 - - Win=331 Len=(
25 2015-10-23 23:25:00. 946480 10.0.0.1 10.0.0.2 TP 161 12567458322 [PSH, ACK] Seq=155 Ack=200 Win=331
26 2015-10-23 23:25:00.962085 10.0.192.92 10.0.32.66 uppP 198 Source port: 7248 Destination port: 48879

27 2015-10-23 23:25:00.962224 10.0.192.95  10.0.192.92  UDP 198 Source port: 25168 Destination port: 48879

28 2015-10-23 23:25:00. 986492 10.0.0.2 10.0.0.1 TCP 116 58322+12567 [ACK] Seq=200 Ack=200 Win=331 Len=(
29 2015-10-23 23:25:01. 039557 10.0.0.3 10.0.0.1 TCP 166 5019312567 [PSH, ACK] Seq=196 Ack=200 Win=331
30 2015-10-23 23:25:01.039671 10.0.0.1 10.0.0.3 TP 116 1256750193 [ACK] Seq=200 i gin=331 Len=(
31 2015-10-23 23:25:01.039933 10.0.0.3 10.0.0.1 TP 1415 5019312567 [PSH, o346 ACk=200 231
32 2015-10-23 23:25:01. 040066 10.0.192.92  10.0.32.65 uoP 160 source port: 62672 Destination port: 48879

33 2015-10-23 23:25:01.040079 10.0.0.1 10.0.0. TCP 116 1256750193 TACKT SA@ 0 Ack=1545 Win= ens:

iIVXLANIR L 55 B #Yi% 048879, EIt , tRIEEWireshark EFFUDPH #ri 0488798 & W VXLAN ,

VXLAN,

U AT ARSIV XL ANFR 3K F0



1. BHREIERIVXLANS ZENHIES,

2. §fnZElAnalyze > Decode As > Transport > UDP destination (48879) > VXLAN,

s RIBApply.

AR RREMFIRO LNAPICZAFEBERES, XEBEERAIVLANRLHE,

L IRTEIZ 1T Precisionit (B M (PTP)BY i = M 4& L il3kerspanit , B2 & ElWiresharkTTE SRR HIE , E 1 GREH $(0x8988) R F1E K
HHethertype, 0x8988:2 /5 I PTPHY il A B 5 iE T E HiE 2 P Ay ad (B 47 12 MY ethertype, T ethertype 0x8988f## 3 3 “Cisco ttag” AL REK
EaOWiEmER.
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Frame 25280: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
Ethernet II, Src: Cisco_f8:19;:ff (9@:22:bd:f8:19:ff), Dst: Dell_4b:aB:cf (ad:4c:cB:db:adicf)
Internet Protocol Version 4, Src: 1.0.0.104, Dst: 172.30.32.7
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis
Ethernet II, Src: Itsuppor_@d:0d:@d (@0:0d:0d:0d:8d:@d), Dst: ApproTec_Oc:8c:@c (PB:@c:0c:0c:0c:0C)
Internet Protocol Version 4, Src: 100.86.06.69, Dst: 180.68.160.65
User Datagram Protocol, Src Port: 31327, Dst Port: 48879
Virtual eXtensible Local Area Network
» Flags: ©@xcB38, GBP Extension, WXLAN Metwork ID (VNI), Policy Applied
Group Policy ID: 49203
VXLAN Network Identifier (VWI): 14974940
Reserved: 128
Ethernet II, Src: Cisco_c9:18:80 (lc:df:@f:c9:10:80), Dst: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
¥ Destination: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
<[Destination (resolved): 54:bf:64:a6:89:24]>
Address: S54:bf:64:a6:89:24 (54:bf:64:26:89:24)
<[Address (resolved): 54:bf:64:a6:89:24]>
veer oa@e waus sswe wese sees = LG bit: Globally unique address (factory default)
seas 224@ wuus sees sers wess = 16 bit: Individual address (unicast)
v Source: Cisco_c9:10:80 (lc:df:@f:c9:10:88)
<[Source (resolved): Cisco_c9:10:80]=
Address: Cisco_c9:10:80 (1c:df:0f:c9:10:80)
<[Address (resolved): Cisco_c9:10:88]=
ver wa®l tiit tive eues ewes = LG bit: Globally unique address (factory default)
weew = IG bit: Individual address (unicast)
Type: Unknown (@xBOEB)
ata (68 byies]
Data: fea691a6d34908004500003chbaal0@0Rf7019983a1874141, .,
[Length: 68]
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IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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