ETLEAR(WAP) LEE TEAH
H#5

THEARMFINEEFETLIEAR(WAP)EEBFETERE KRS S THEARMFERNEZNTLFE
M(LAN)Z B RE. SEREOXKHWAPERZMABARED , METLLANKEHN
WAPZ & N B2 O, WorkGroup Bridge R F R E AL IEZMRZIEZ D LM E,
UTL D RRE(WDS)IHAER A A AT |, BIUE A WorkGroup M8 AE H B R ER .

LANANVAN

VWP as Root Access Poink
[ Intrast ructure Client
Interface)

Mobile

. WAPZE] as WorkGroup Bridge
. (Access Point Interface)

-
Wired PC Gzeo IP Phane

RV130

SG300

AR EERHFIMEE T WorkGroupMFHEEUR A, BLigR SEEZIWAPHILANE ORI
WALMAE. WAPRIEARED , EEIEMREREO,

AN EHEBERRIMAEMNWAPZH E B T A M.

BERRE

. WAP100% %l
. WAP300% %l
. WAP500% %1

LTS

- 1.0.0.17 - WAP571, WAP571E
- 1.0.1.7 — WAP150, WAP361
- 1.0.2.5 — WAP131, WAP351



- 1.0.6.5 — WAP121, WAP321
- 1.2.1.3 — WAP551, WAP561
- 1.3.0.3 — WAP371

B¢ B WorkGroup R ##

BEhg R imiEn
LB BEFZEWAPHE TWebWSEARERF , RREBTL>“THEAF,

AR RERTARREMERARZFNESTR. BRIEZHEHA , BN TEHEEMN
WAP361#H#.

v wirless

Radio

Fogue AF Detection
MNetworks

Wireless Multicast Forwarg
Scheduler

Scheduler Association
Bandwidth Utilization
MAC Filtering

WDS Bridge
I ua‘! ! !EI"H']DE

N FWAP571FIWAP571E , & Wireless > Bridge > WorkGroup Bridge Mode.

v wirless

Radio

Fogue AP Detection
Metworks

Wireless Multicast Forwarding

Scheduler Erldgﬂ

Scheduler Association WorkGroup Bridge Mode ¥
MAC Filtering e

[ .

210
]2 % Enable WorkGroup Bridge Mode ( /B8 Al TEAMFESR ) Sik1E,



WorkGroup Bridge

| Fefresh |

WaorkGroup Bridge Mode: O Enable

X MREWAPLEAEE  BUEBONBHNEZEAER , UMEWorkGroup Bridge Tk,
B OKYR, EXAEH  FANSMBEEDPERREQRE K AREREASCEALERRE

o

Alert X

ﬁ Workgroup Bridge cannot be enabled when clustering is enabled

SEIBTTHEANMFH L EED, N—PLLBEE N TEHARFE , 5 —NEEBHR
¥i217, BEBEEOXNNTWAPHLTL BINH . WAPER A ER N RN TLBEZED LT

o N—NMNELKBEOREBERESTATWNE —MNLLBED, TLBEOEMAIEEERWAPE S
MmF. FLEWAPRRadio 1 2R N2.4 GHz , MELLWAPRRadio 2& R~ HN2.4 GHz,

ZEE . WPROGEA T AT XSRWAP:WAP131, WAP150, WAP351, WAP361,
WAP371, WAP561, WAP571, WAP571, WAP571E. EA |+ , #%#FRadio 1.

Radio Setting Per Interface
Select the radio interface first, and then enter the configuration parameters.
Radio: « Radio 1(2.4 GHz)
Radio 2 (5 GHz)
FSTRAESSIDFEH i ARSEFIRFF(SSID)ER , ELTFEREZUMETLZHRBSE.
XAERRERREEF R BRER, Bl A2Z32 N2/ EMIRER P iwSSID.

AR ERRIFAPKRNFEEE, ETHAXUMER LRENEAER , BRI,
FEARFR , RESTLREUEREWAP361_L1EREMIRER FikiEO/SSID,

Infrastructure Client Interface

s3I0 WAP3E1_L1 o I Faraciprs)| MAC Address £310
B0eBEr0asdee WAP3E1 11

Sacurity: Mong v |2l

WLAN ID: 1

Conneclion Statues: Disconnaciad

FI]5 EInfrastructure Client InterfaceX 18 , MSecurity FHL % &R A E R EER EHEWAPIRR
FHNEFIREFHTEARIINZ SRR, EIA


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5057

T —FARTZE. XRMINEE, MRIERIED , EREL 18,

- WPAN A — WPANA T X HKENS-6INFRNEH. BWWEAWPA2 , EATCEEERK
WinZir k., ESROHTEE.

- WPALR Ml — WPAR L EEWPANAEER , REENEHRIIZS. SEAZRPIAIT RS
BEIEHM(PEAP)NERR ZE(TLS). WELTRIOBITEE, WRLZLBEBEATHLNER , &
Ef B 5 HRIEE AR RS (RADIUS)IRSS 85, #hltal 7 ## B XRADIUSHRSS 2560 ¥ 4

1% =]
[= R -]

Infrastructure Client Interface

SSID: WAP361_L1

Security: WFPA Personal ¥
None

VLAN ID: WPA Personal

Connection Status: Disconnected

AR EAHF  EEWPADN A

$6. 8 H+HIEPWPA-TKIPERWPA2-AESE A AE , LATAE B MR MR P imiE O 568 B
WPANNZ,

XE  NRFELLEREHXIFIWPA2 , FREMIRREFHRESIRE NWPA2-AES, &5
EHAWPARIRCAFIWPAZH & R INZFRE(AES), BILFERAWPA2 , AAEEEER AN MNE
b, EARGIF , FEHAWPA2-AES,

Security: WPA Personal v | =]
WPA Versions: WPA-TIKP #/ WPA2-AES
MFE- Mot Required ¥
Key: Far

ST, (Wit ) MRELSEREHPRETWPA2-AES , i MManagement Frame
Protection(MFP) TR R AER —NMET , TREREZFLEWAPEEEZRIFHIM, ETH
BXAMFPHFMES | B2 EHIA, EWE :

- Not Required — Z A& FisXMFPHI X 1.
- XE — AT EMFPEFHMNAZEMFPHEFHIMAMNL, X2WAP LR ERIAMFPIEE

- F — REEDEMFPE |, F RFFFwKREK, MRRFAZEMFP , WA RFEITIMAMELE

AE : EAHIF | EiZECapable,


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5067
https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5302

Security: WPA Personal ¥ (=]

WPA Versions: WFA-TIKP ||  WPA2-AES

MFP: Mot Required ¥

Mot Beguired

Fequired

SR8 HEKey FERP M AWPAI ZFEH, BAKELMANS-63NFZN. XRFHE., HFNEHK
FRANAS. XRERNEEITEMENERANEB, RE , BEFR18,

Key:

Security: WPA Personal v | (=
WPA Versions: WPA-TIKP ¥  WPA2-AES
MFP: Capable v

HIRI.UMRIEIEZ IO IR TWPALR W |, i§REEAPT AR Bk EH,
ARRTE XL MNT -

. PEAP — iR IE XIFAESINBIR AN WAPEIMA R ZENBB HENTLAF RS, BT
PEAPRETEZBNZLAZE , AWI-FIZREBRTEF RN ZRREIL, NRENZFEEHR
B IRALZE , PEAPARESTREENZ AR, TREBTLS , BBREENEF K LRER
FiEP, ik , CESAFBNEBIRESHRIT,

. TLS - TLSERENMNAFHETIAWIER AR FIHRNE, MREGFANRSEFNLEZNER
BHRERRIEAFPH#HAME  NTLSEZZE,

WPA Versions: WPA-TKIP ¥ WPA2-AES
MFP; _Capahle v _
EAP Method: GPEAP
TLS
Username:
Fassword:

AR EABIF , EERPEAP,
S 10.7£UsernamefPassword Z kP A B MR E P iwl A EMEE, X2 A TiERE



IEMERESREONERER ; FERENERRBETFHRAEAERLER. RE , B

EHR18,
WPA Versions: WPA-TKIP ¥ WPA2-AES
MFP: Capable d
EAP Method: * PEAP
Username:
FPassword:

SR MRESRIOPETTTLS , FHE SO N LA 2RI AERBHEF imay S 5
o

WPA Versions: WPA-TKIP ¥/ WPA2-AES
MFP: Mot Required ¥
EAP Method: FEAP
2 TLS
|dentity
Private Key

Cerificate File Present: Mo

Certificate Expiration Date:

.
Transfer Method: HTTE
TFTFP
Certificate File: | Choose File | No file chosen
Upload

SR EEMAEXE , BHEA TR SRR !

. TFTP — fE & XL BM(TFTP) R EL N AR £ XA MM (FTP)RA, TEEATED
WREZ B D ERERBIRE, WREHFTTFTP , BEEEDSE15,

- HTTP — B X AE RN HTTP)IRME R MR — M S HARIEER | B % 0 AEHZE
BB PSR,



WPA Versions: WPA-TKIP ¥ WPA2-AES

MFP: Mot Required ¥
EAP Method: BT
® TS
Identity cisco
Private Key

Certificate File Present: Mo

Certificate Expiration Date:

[ ]
Transfer Method: HTTP
TFTP
Certificate File: | Choose File | Mo file chosen
Upload

AR MRWAP LEFEIEBXM , WEH X472 MEH 2 BB FERFEAMAXER
o BN, BATRRZE,

HTTP

SR B HERNMZRAUNERHEFIERXH. XHEXTEFEBNIER XG4T BE W
pem.pfx) , BNFAEZZXMH,

AE  EARTRAEIFR | EFEmini_bttpd(2). pfxo

=] HTTP
Transfer Method:
TFTP
Filename [ Choose File | mini_httpd (2).pfx

| Upload ]

F$B14. 2 HUpload L EZPTEEH X 4. BkELZE18,



@ HTTP
TFTFR

Transfer Method:

Filename (Choose File | mini_httpd (2).ptx

| Upload

“UE B X AR A UEA TR B HF B B B E

WFA Versions: WPA-TKIP ¥/ WPA2-AES
MFP: Mot Required ¥
EAP Method: PEAP
* TLS
Identity cisco
Private Key

Certificate File Present: yes

Cerificate Expiration Date: § Dec 23 22:09 58 201£

L]
Transfer Method: HTTP
TFTP
Certificate File: | Choose File | Mo file chosen
Upload
TFTP

FRISMRESRI2PFREL TTFTP , BEXHBFEPMAEBXAHHE.
EXE  EARTRAIF , FEAmIni_httpd.pem,



HTTP
@ TFIP

TFTP Server IPv4 Address: [192.168.1.20

Upload

$E16.7E TFTP Server IPv4 AddressFERH % A TFTP Serveriiit .

Transfer Method:

EXE : EARBIP, 192.168.1.20 HETFTPIR S 22ttt

Transfer Method: Rl
@ TFTP
Filenams mini_hitpd. pem
TFTP Server IPv4 Address:
Upload

ST B o LR L EIEE M XA

Transfer Method: z
@ TFIP
Filename mini_hitpd.pem

TFTP Server IPv4 Address: 192 168.1.20

Upload

“EBXHFRE A UATHEFREEDER.



WPA Viersions: Y weA-TKIP | WPA2-AES

EAP Method: PEA

° T3
Identity | cisco
Privale Ker om—
Carificate File Presant f&s

Cerlificaie Expiration Date: | Dec 26 22:09:53 20409«

Transfer Method:
2 TFTP
Filename mini_hitpd pem

TFTF Server IPv4 Address: 192 168.1.20

Upload
SE18. M AEMREFEF,HIZEOMNVLAN ID, BRIAMER 1,
X EAHIH |, FERABKIAVLAN ID,

VLAN D B )Range 1- 4094, Defaut
Connection Status: Disconnected

BEAREDO

S B1.1EFEnable Status & ELATEIEA 2320 £ /5 AfFE,

Access Point Interface

Status: ® Enable

SSID: Access Point SSID (Range: 2-32 Characters)
=310

Broadcast: TE

Security: Mone v

MAC Filtering: Disabled ¥

VLANM ID: 1 (Range: 1- 4094 Default: 1)

B2 IESSIDFERPH AZEALAISSID, SSIDEEXAN TR FEHF2E. BRIAREA
=SSID,



A EXfl+ , FAMNSSIDAbridge_lobby,

Access Point Interface

Status: «| Enable

s3I0 :.-"_'+L-ZLI'.-'.-':'.+:
g?t:!g]dcast: “l B

Security: Mone r

MAC Filtering: Disabled ¥

VLAN ID: 1 Fange: 1-4094, De

FIR3. ( Wik ) MRFAEHESSID , EEUHE R Enable SSID Broadcast& £ E, XFEMITE
BRITLEBEASNAFERIEAR ; EREHCLHAESSIDW AiERE, SSID/ ERIAEH

o

Access Point Interface

Status: + Enable

S5ID: bridge_lobby]
g?ﬁl?dcast: o 2L

Security: None v | @
MAC Filtering: Disabled ¥

VLAN 1D 1

F B4 MSecurity FHI IR AIEFENWAPH TiEE iR TE R RIEMN RS KH,
ATAEMEN T :

T — HFRELL, XERIME. MBRELET | ERESRI0,

- WPANA — Wi-FifR 15 18 (WPA) N A AT X35 K 8FI63 N SN B4, MBI =N TIPSR i
SHBER (RN S S HRIERBIIUCCMP). SEAAIRCAR AN G B xR
MEHM(TKIP)RLL | BB A% CCMPRIWPA |, B % & B/ B3R A IEHR i & SN A
(AES),

Security:

WPA Personal ¥
Mone

_ WPA Personal
WPA Version2®

Wi



FSIR5.IEFWPA-TKIPFWPA2-AESE 1A 4E , B EEA SE O REABMWPANNE. A
BRT , XEHEERA,

AR RMAXLLKEZHZEHWPA2 | IGEMIZERFIERESIRE NWPA2-AES, MEA

EAWPARIRCARIWPAZH & R INZFRE(AES), BILFERAWPA2 , AAEEEERE AN MNE
b, EARGIF , EHAWPA2-AES,

WRPFA Versions: If WPA-TKIP WPA2-AES I

=

Broadcast Key Refresh Rate: 300

HIR6. EKeyFERP AR ZWPARH . BHRNKEMLANE-63MZR , #RAUIEFHH
FEN. KNEZRFNEERFER.

WPA Versions: ¥ WPA-TKIP WPAZ-AES

Key: I .......... I

Broadcast Key Refresh Rate: |300

$PR7 #EBroadcast Key Refresh RateF P H A ER, | BEZARMTREESHZEARLKEK
NEFIRBFZERAN AR, BRELTNTF0FI864002 18 , BRHOFEMZINAE. BRIAMER
300,

WPA Versions: # WPA-TKIP WPA2-AES
Bey:  |ssassssas
Broadcast Key Refresh Rate: IEDD I

ST MMACHIE TR RPERENRAREORENMACTIRRE, SRR , BIEAS
FRERE FIRMACHEIE | B PR FEIELNTWAPK 15 R R,

A AETE LT
- BE2H — FAEEFImRE AT SAA R LML, X2EIAE
- Ay — TG B E R E P iR RN R T EAR#E X AIMACHE1E 5 R 15 EME F iR,
. RADIUS — i [8 LMK N & insE R TRADIUSIRS 28 EMACH ISR P IEEN B /%,

MAC Filtering: Disabled ¥

VLAN ID: Local
RADIUS

Save

AR : EARHIH , EEDisabled,



HIRI.ZEVLAN IDFERHP RN EA K ZOH AVLAN 1D,

AR EATHESRE  BEARBEONASLEONVIANE EN SEMIRER S imiE A8
VLANEL & LEg,

MAC Filtering:  Disabled ¥
| Save
FR10.EHREFRFER
MAC Filtering:  Disabled ¥
VLAN ID: 1

e ]

W , BNZEETLEAN R LERINE E TFERHF.
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