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Your connection is not private

Aftackers might be trying 1o steal your informantion from ciscobusiness. cisco (for example, password
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Getting Started

Status and Statistics

% Administration Use the following links to quickly configure your router.
System Configuration #% Launch Setup Wizard W Quick Access
WAN Initial Setup Wizard Upgrade Router Firmware
LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
¢%) Routing
3+ o : 5
B Firewall ¥ Initial Configuration [ihl Device Status
VPN Change Administrator Password System Summary
Configure WAN Settings VPN Status
Security . .
Configure USB Settings Port Statistics
QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License
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Initial Setup Wizard

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

Next Cancel
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Initial Setup Wizard

Interface WANT v
e 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detecled)
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T 1TREFERENKAR[IEIPHUANET, FRZRS , BFEREDHCP, £

Next,



Initial Setup Wizard

Configure Router - Select Connection Type
Q 1. Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

0 2. Check Connection (@ Dynamic |P Address, or DHCP (Recnmmended))

O Static IP Address
3. Configure Router

O PPPoE

O PPTP (Commen in Europe)

O L2TP (Common in Europe)

Back Next Cancel
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ROFRREREEHBFNHRE, X—KREE , EACHTEES HSHIBREHH
R SRIEEY, ERNK , RERET-F.

Initial Setup Wizard .

Configure Router - Set System Date and Time

® 1. Welcome Enter the router's time zone, date and time
(T\me Zone: | (UTC -06:00) Central Time (US & Canada) VJ

o 2. Check Connection

® Enable Network Time Protocol Synchronization

3 Cer g e e e O Set the date and time manually, or click here to import them from your computer
2020-11-17 =] (yyyy-mm-dd)
18 41 v 05~ (24hh:mm:ss)
Back Next Cancel
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Initial Setup Wizard -

Configure Router - Set Router MAC Address
0 1. Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

o 2. Check Connection Lhere.

3. Configure Router

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel

S|7

UTHHERMELTNHEE, WRHEE  BEEHEH TP,

Initial Setup Wizard .

Summary
O 1. Welcome Please review the following settings and ensure the data is correct

O 2. Check Connection
Connection Type: DHCP

3 BETiiE IR MAC Address:  ec'bd-1d:44'912a

Back m Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference

o 2. Check Connection
O 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel
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VLAN Table
+ (&
Inter-
VLAN Device
& VLANID § Name Routing Management IPv4 Address/Mask
~ 1 VLAN1 o 192.168.1.1/24
o 255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
&3
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File Management

System Information

Device Model: RV345F

PID VID: RV345P PP

Current Firmware Version: 1.0.03.15

Last Updated: 2019-Mar-22, 01:43:16 GMT
F!2

£“Manual Upgrade(F s/ H L) D T , £dH“File Type(XHEH) "B “Firmware
Image(El IR )" £ 1% ZH,

Manual Upgrade

File Type: ® Firmware Image | O Language File O USB Dongle Driver
Upgrade From: O cisco.com ® PC USB o

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

(O Reset all configurations/settings to factory defaults

The device will be automatically rebooted after the upgrade is complete.

S| 3
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https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver

Upgrade From: O PC OUSB &7

O Reset all configurations/settings to factory defaults

Ulolo|zle[sW The device will be automatically rebooted after the upgrade is complete.

Download to USB

S|4

& FHUpgrade.

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From:  ® ciscocom O PC O USB &5

O Reset all configurations/settings to factory defaults

Uele|=le[XW The device will be automatically rebooted after the upgrade is complete.

Download to USB

W5

EHIANEARRERHME,

Confirm

Are you sure you want to upgrade the firmware right now?

EHEREFETTHMIZT. ARSEFR , FRLLKERUTHEE.




o ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® ocomplete.

ARTRE , REFRE—NMBAEQ , BRLKREFREHNES , AEBMETTERY
BEHNE. 2& , BFEH.

A\ Restarting

Please wait for 176 seconds...

$H,6
EfMERXETWebWZARBFURITIRBSNEGRETEHR , R T System
Information, “=81 B AR X IEN E R E F R B

File Management

System Information

Device Model: RV345P
PID WID: RW345P-K9 V01
(Current Firmware Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com:  1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT
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MCheck Every THIBIZR A | 1R EX HER R0 B EHMAYIMER,

Automatic Updates

Check Every: Week  w Check Now
MNotify via:
MNotifications will not be sent unless an email server is configured.

O Email to i i .
Click here to manage email server settings.

$]W3

EBAXES AP EEBFEREENEIRE. RIAELT , “EEGUI"EIRLE
ERR , TEEM., EFTARE , ETWebMEEFFERBEH,

MREREEFERHRSERRE | FRTUA T MM,

Automatic Updates

Check Every: Week Check Now

MNotify via:

MNotifications will not be sent unless an email server is configured.

O Email to i ) )
Click here to manage email server settings.
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Automatic Updates

Check Every: Week Check Now

MNotify wia:

Notifications will not be sent unless an email server is configured.

¥ Email to @gmail.com i ) )
Click here to manage email server settings.
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Automatic Updates

Check Every: = Week Check Now

MNotify via: ~
. Notifications will not be sent unless an
O Email to ) ,
Click here to manage email server set
Automatic Update
P —
Notify | Update (hh:mm) = Status =
System Firmware =~ MNever | Version 1.0.03.20
USB Modem Firmware ~ MNever w \Version 1.0.00.02
Security Signature 4 23:00 w | Version 2.0.0.001%
S—
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CISCO - w

:
00:00
Automatic Updates o
03:00

04:00
Check Every:  Week ~ ST QNGTY 05:00

06:00
Motify via: o] 07:00
08:00
& Email to terizepnick@gmayl| 09:00
10:00 i
11:00
12:00
13:00
14:00
15:00
16:00
Notify = 17:00
18:00 v =

LI

Automatic Update

Q

Neve v
Y o

System Firmware

USB Modem Firmware %4 MNevel ~

Q

Security Signature 23:00 v
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& F Apply.
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It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.
Smart Accounts are required to use Smart Licensing

Get a Smart Account ( Learn More ) Mot Now )
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> Smart Software Licensing

Smart Software Licensing

Inventary

Virtual Account: S

Licenses

Manage Licensa Tags

License

License Reservation C # Show L

Hide Alerts

By Name

4

;

:

.
pagt

Advanced Search »

Balance Alens Actions
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:_ Cisco Software Central

Download & Upgrade

Software Download

Download new software or updates to your current software.

eDelivery
Get fast electronic fulfillment of software, licenses, and
documentation.

Product Upgrade Tool (PUT)
Order major upgrades to software such as unified
communications.

Upgradable Products
Browse a list of all available software updates.

F]2

® © &( https://software.cisco.com

alra]n
CISCO

@
Network Plug and Play

Plug and Play Connect
Device management through PnP Connect portal

Learn about Network Plug and Play
Training, documentation and videos

v O /1N

License

Traditional Licensing
Generate and manage PAK-based and other device licenses,
including demo licenses.

Smart Software Licensing
Track and manage Smart Software Licenses.

Enterprise Agreements
Generate and manage licenses from Enterprise Agreements.

MABHHEFEHE FHHNBBEUZREEKS . £ELlogin.
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CISCO

Log in to your account

Username or email

Password
Forgot password? e
Log in 3
W3

S ZInventory > Licenses , H R UIRVR I Z £ IR55iF JUiF—R B SIEENERENKS L.
MBEBABBFAPIMF AL |, HERRENERESEREE,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Product Instances Event Log

Available Actions « Manage License Tags License Reservation... (P
[] License Billing Purchased
]
G) RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=
Family:

GATEWAY




B4
SMEBFEE>EN . ET@LOEMTHT , LETRSE
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

( New Token... ) e

$W|W5

REFERUEIMSEED, "EAK S XEERFEHR L OIBEM T A E LK S
o HRIEZMTH L , ERUATRE

- EUEFERY  MATHNE—WE, EAMG  MALTESVFANE — MR,

. FEExpire AfterFEBH , AN T1E365RKZHWE, AREBNHFERNENIOKX ; BER
, BAI L RIEREEREE.

- BRERARBFRAA - NMEUENEFRAZTHEEAK. SEINRBEBZAERREK
i, FERE .

. & A Allow export-controlled fonuctionals on the products registered with this token& 1%
1, S AEEMK S @RS ENS HIEHITheE, MREFEALTS HIERGTIEER
ATFUHSHE  BEUHEPLHEEE, NYEHFESFHEFTIEN S EALED, ELHO
EHIThREZ EERS RS, BUEE PRI EEERN |, XLEIhEe(CER TFEA LS EEMN
Fm. ERAEN , NELFLHTIMTHRLED .

- BEABSEMUERS M,

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:

Description : o ((security license - web filtering )
e y _ 9 P— -




SEIUE B AR S & A mR SR BE 5 R

Token Expiration Date Uses Export-Controlled Description Created By Actions

- ItMGZiN..B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions

The token will be expired when either the expiration or the maximum uses is reached

$W|6

BEFRSIPHNE AN, RERERRHNNR  RAERER Efctr +c,

(Press ctrl + ¢ to copy selected text fo cﬁpboard.) e

ST (k)

B ifHActions THIRE | %EFCopy BT EEH EIBEMR , HikZEDownload...,A T & AT M
H & I 5 R XA XX BRI AR

Actions

& 0
T

Showi

Download...

Revoke...

$M|8

SMEVANE H B U FHRS BREE AN REMR , “WAERIRES BREE RN F
R =,

Y QoS Smart Software Licensing Status

Registration Status: A% Unregistered e
#~ Configuration Wizards

License Authorization Status: A% Evaluation Modeg 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

e )



SMERGEB>0E |, FHIOUE 257 AR AR F67 X RE EHRBT IEHIET X,

alaf, . ]
e Lt RV340-routerda6751

¢%) Getting Started

Time

@ Status and Statistics

& Administration .
Current Date and Time: 2019-]

Time Zone: [ v
Set Date and Time: ® Aute O Manual
NTP Server: ® Default O User Defined

]| 10

SMEFAE, E8E E&EFctrl + v, NEHIK S EREM BT T iFED -+ T B ERE
RV IR6, 2 h“RegisterGEM)”,

& Getting Started i
License
@ Status and Statistics
& Administration
£ System Configuration @ You are currently running in evaluation mode, to register an account:
« Ensure this product has internet access.
Q WAN « Click here 1o access yol Rer
« Navigate 1o the Virtual Accour section whicl rcmtaiwshtenses
& LAN + Generate and copy a token for the specific license to be applied to this device.
. Paste the token into the box bellow.
) Routing SEALTE 1NicSMzU5%0A0DAAMTh8dFhOT
Firewall
VPN
Sacur e 5

QoS

Smart Software Licensing Status

Configuration Wizards

Registration Status Inregistered
License Authorization Status: Evaluation Mede ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

Export-Controlled Functionality: Not Allowed

EMARFER/LD . FOERAREHERTF RS SFAET ZRE.

SEIAE R 1% O 68 A B REVF AT UE A2 E M 3T RANRVI45PRIIER e, MRERE LINE
BHAUEM AR, BLHL | SR T EAE REMRZALE R A EEM, iF TUERIRASE TR A

Authorized,



=
@ Registeration completed successfully

W12 (Tik)

EEEWFIEEMRAZHWESHAER , BREHREEIMRE LT, REFER
—&NEEHE , HPERUTEERE -

License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered

Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (1 Next Renewal Attempt: 2020 11:01:36
Smart Account: Reqgistration Expire: 2020 10:55:01

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

- WIEEIEM — Db XIS R R GEMF TTUERY B HA R A E)
- Next Renewal Attempt — Itk X835 R % 88 = IR 4L 1T ¥ AT ERY B HAFI AT E] .
- Registration Expire — Ith Xigi#g REM 2N HARY B HA R B8] o

S| 13

EYTIEREL , BiFZE2IFTIERS R BN, E&E A LLE H“Choose License(i%
T¥1‘F_I1IE)”H:€HJ«,{5& iF“Security-License ( Z2 WL ) "REERE A,

MREWRSRPBIEMRZ , TReREEFN SR AER




Choose Smart Licenses

Choose Smart Licenses 1o be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable & Name (Version) % Description % Count %
4 Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel

W14 (Tik )

BRI FiF TIEAS M BERZREHE T AL BT ERE T EEFRFTNXE AT
ﬁ*¥_/|\?§ﬁﬁlﬁo

Smart Licensing Manage Actions - ' o

9 Refresh License State

Deregister

WIE , CHETIEEBHREL  2EEERT—HHHSR,
RV345P3& H 8§ L FWebid i

BUOERIOR , LA GEREAMETIR, RRIZARE , MREBKEFERALLIRE  WE
EWMXVFAE. EHEEEHS .

F15

BEFIETWebWZARF , RE1%EFSecurity > Application Control > Web Filtering.

Application Statistics




P]2

EFEON"HIR R,

Web Filtering

Web Filtering: ® On O Off

M]3

B H NI E R,

Web Filtering Policies

==

(J Policies ¢
S|4

MARBEN, WHNEAERE,

Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: 1



MRENBEHF[LEATHNEIE  W2ER—FBH , BNENRILECER , #ATE

EIAt/E XA IZhAE, 2B Apply &R E.

M5

%&£ Web ReputationE & ELL/Z A E TWebEE2 R 5L,

Web Reputation 1

AERRFEMIGHURLEE R REWebFEREIHITEIR. MRDBIKT400 , s8R

B, ETHBEXWebEERARWFAEE , 1§ Lhbi THRFMAES.

$]|6

MDevice Type THIFIZKRF | BFESENHEFEINR/BIR. — X REGEE—NED,
®RIA -

« ANY — JE R b 1% 10 A SR B LA TR R

- BBk — ERNET A RN A TEEL (flmPREEEL ).
ITEN — EFRIGETU YRR A Tt E L.

. Game_Console — 3% #2 1% T 7] 1~ SR B& S A T3 Ao

- Media_Player — 1%£$F tb 3£ 10 AT {5 SR B& N A T IR AR 3B BES o

- Bo) — ERMET A RENA TBHIER,

- VoIP — &2 It 1% 10 0] 5 5K #& S A T Voice over Internet Protocoli% & o

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ (£ W
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MOS Type T HNEKAH |, EBRRBENZHIEIERS(0S), —IRRBEEBR—NIET, &
mA :

- ANY — NERBNATEAXRENRERSE, XRRINRE,
. Android — {C¥ 5K B& R A T AndroidR¥ER 4

. BlackBerry — {Xf %K & R Al TBlackberry OS,

. Linux — R B N A FLinuxRER S

- Mac_OS_X — { ¥ % 8 B A FMac OS,

- Hth — FREER AT RIEHBRERS.

- Windows — ¥ 5 B& N A T WindowsiRER 4,

. i0S — {UF KR BE R A Fi0S 0S,

Application:

Application List Table

Category =

ANY
Android
BlackBerry
Linux
Mac_0O5_X
Other
Device Type: Windows
0S5

IP Group:

0OS Type: ANY v

$M|8

B TR E T B, HERSRHFSEFRNIEI



+ & W

O Type % Always On
ANYTIME
BUSINESS B
EVENINGHOURS
WORKHOURS
Schedule: Always On v
H|O
B HimEEE.

HE|10

£33 R A B (Filtering Level)Fld | ST EZRAMUPRIEE U HEEAME RIS IEEE
o EIMAHiIgh, Medore, LowHICustom, RLFUTEMTERS , THREIEINES
NEBANWebAARLFINBEMENL FERF. MENWIES[TEBHEER , HEKX

=
M o

AR — XERRIET, WETMEATZe M.

-HE — FEREETERARA/RBAR, EEARNES,

- B — FRREMAEARA/RBAE, LEARE, FETR, ITRRNZS,
- BEN — RIEEFMAERIAEUA TR ENXHTIE.

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level
O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O llegal/Questionable +
O Custom O IT Resources +
SE| 11

WMAETENWebNE, MEEFMTHE—MEH |, FREMNSEIR,



Web Filtering-Add/Edit Category Back

Filtering "Web Content )
Level

0 Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O llegal/Questionable +
O Custom O IT Resources +

O Lifestyle/Culture +

O Other +

B Security +

\. J

SE|12 (k)

EEEMAEWebN AR FRBIMULA , TR ERIT K.

Apply Back Restore to Default Categories

W13 (Wit )

BHiTRAITE 7B MEA,

Apply Back Restore to Default Categories Collapse

S| 14 ( Tik )

EREFRINES |, BRERENMINEB,

\

Apply Back Restore to Default Categories Collapse

HB|15

B HApply R FELE H IR E EIFilter AR B

Apply Cance

ENASEREKF , ETEALER B BN FRBIFERZK.

HW16 ( Wik )

HMAT 2 FURLE KA =15 R A9 T E K FE LA R REVE R



URL Lookup: ‘ ‘

Category: ==

Reputation Score: --

Status: —
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)
S
ST (Wik)
& & Apply.
Apply Cance

BEXRARGFEE , BRESH/RFEE R , RPHRNE LBV RFEIR.
=)
W19 ( Wik )

ERIEMIEHURLE A ELIEIPELL |, F /53 WebRI 5 85 AL 5T 25 R T FF #& T+ .
WACH MBS SIENELERIELRHE

ERFIF | FEAEEHAwww.facebook.com,

= C f [nttps://www.facebook.com
i Apps BB Cisco Small Business

ol I ol I |, Access to the requested page has been blocked.

cisco Web page: https://www.facebook.com
Category: Social Network
Please click here 1if vou think there has been an error

OK

WE |, BRZEERV345PHEHEE ERIIELE T WebdiE, AT EEARVE S FAERH
TRKEE , B TEEFEEUmbrella, TIREEEUmbrella , FE ks, MBELRE
EBNZeM  FEHBET -,

W B BR
WMREMRTEIE , BZEFTIEREREERMUKSF , MEEFHIED

1. BREZLWEE , ERMAIIH#THIL,
2. BREARRN , RITHELEERR,



BERRT, "‘1*37&143_#13& BMREFNEXFZTFERO , RINBASRMUBE | B
ERERARESE , ??—;EJ:E%'?E’J TUELAR T 5 A E iF,

WAL RE 5 FUF ] LM S, LS B B PRt S T B R R 2 s
SR ET RS G EEEE A S REULE S, )
Bk ETIAANEE SR TRARENS , WESENNAREE, NREFRERESE | T

RREBHE
—BEBATTE  ELEERITHESR , BUEBRRERE,
ETHARSBEMEIENTE , BSATX , THRBETENRERSNEE.

- Windows B O R Z
- MAC

. iPhone/iPad

. Android

Umbrella RV L4 ATE ( ATi% )
Umbrella@ BREEMERN=LZEF A

UmbrellaE =HET , AT TEZ 5L L2HERXOIEBRS. NEEARBIEFREE,
Umbrella& 3 3 Bh LEFR B 3% A FH I SR B,

UmbrellafE ADNSERBF N EEHR N, HAFEER K[ R\ AURLH LR Enterss

, Umbrellafis 5%, ZURLMEEZ|UmbrellalIDNSHEATES , MIRL LB ESiEX
Ef M&PRIEER, WENBFEEAEHAUBBD RN ENHITON , LFTFXENER, 2
ﬁﬂﬁ&ﬁﬁﬁ AEFNERRIRES R T2 DNSER, HBELLATER | FHEHXEKE
2B, THEREFBRRERN, EXFAEE , BSHERNWBRILBER | TEEK.
FERAE, FEMNBEAINIEMN Elﬂ&iﬁﬁiﬂﬁ%&ﬁo

E1H B Cisco Umbrella T R iFEH A EKF ., WREBEARZA |, BEEH A IREUIHY
, HEEIAFKEUmbrella Supporti I .

g1

EFUmbrellatk P j§ , MDashboard R & £ #Admin > API Keys,


/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages

Cisco Umbrella

Accounts

User Roles

Log Management

Authentication

Bypa

B

APl Keys

wliay,  Admin o ‘ \f
© Uil APl Keyso® 2

Token: Created:

Legacy Network Devices afd

4]

Documentation Our Legacy APIs Investigate

Read here to get authentication Some of our older legacy APIs Looking for information about the

set up for your first endpoint use a different authentication Investigate API? That APl is managed
queries, explore what you can mechanism than what you are separately.

do and search for any answers setting up here and have

you need. unique functions.

VIEW DOCS VIEW DOCS VIEW DOCS

APIZREZN (EAMAFEENAPIESA )

1. NIAPIZ — B FBANEE , BUESUmbrella API—2 A,
CHiER —mT/ELEEsS  HPastRENHEE,

PR — @Bk RENFIERANSE. (HEBAFER)

. XE X — iEEUmbrellath 5 £ S8 IR0 K T BARR K UMM 5

A WO DN

|2



BiA - AKADD APl Key ( RINAPIZ4R ) 24 , ¥ dCreate API Key(8IZAPIZ4A)
B, ei8IhEEMERE,.

alialn, L+
© tiie AP| Kevs .
APl KEV5 0 . A

The APl dashboard can generate authentication for two types of integration, A key and secret are generated for
access to the Umbrella Network Devices APl The Legacy Network Devices AP| generales a token used for
Integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router (ISR4K series)
integrations.

You have nol generaled any API

RE . o j\_-‘l >

Documentation Our Legacy APIs Investigate

LHNRSBERUTES XTI RRENEFINRE,

$]|3

i%&#“Umbrella Network Devices” , /5 % ti“Create”’i2 4,

What should this APl do? &

® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

O Umbrella Reporting

Enables API access to query for Security Events and traffic to specific Destinations

O  Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management AP|

e ¥

TR EERR (WIEELR ) |, AREGAPIHAPIZRA MK E4/EF |, 3 8 ER
NERHEEHEEER, —R— MR ENEANAPIZHAMME X EH | FR2EI
HERSE, AP, HIRLE R UmbrellaMBREEZHR". RAERNEXHRER R
EVE , MERRBTF,



© i APl Keys o &

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices APl generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:
Legacy Network Devices oen e v

Key: Created:
Umbrella Network Devices ¥ ’ ~

The API key and secret here are used to perform APl requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: 64 u@

Your Secret: 895 | @

/

) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

_|Umbrella keys - Notepad = O X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895

|5

ERFBANZRERNBLTL2MUER , MUmbrella APIE# 5 o 8EAE LA A 5C 5T i Bt
ERRHANEIN , RAREHXRARE.

) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

& Deck out the documentation for step by step instructions.

DELETE | |

MREXRLEBABIBRERS , WRBEDHEIXZFSHAREFAURRLEZR. MREX , £F

EMIBRE | H EFEE A Umbrellaf i 15 4 18 & I FAPIZ4A,

#£RV345P L& [®Umbrella

WE , RMNEEUmbrellaF SIZ TAPIZEH , EAUKNXLEZAARALES
RV345P L,

g15

FIRV345PEE SR fE , #EH M=K Ry Security > Umbrella,

LAN
Routing
Firewall

VPN

| ®

Application Statistics

Client Statistics

Application Control




S 2

Umbrella APIREE —XR¥&M , B &2 4 /8 AE % 4EFF 135 AUmbrella.

Cisco Umbrella m

Advanced Configuration

W3 ()

ZRIANER T |, & HBlock LAN DNS Queries(BE1ELAN DNSZE#)HE, LESENINESE
FELENEHIF LG RIEFSIR , NMBFIEDNSHREREERKMN, IIEEREBIFTE
H#ERIERBETRVI4SPH ITER , HASHAF KRR —NFEE,

S|4

T—SRUBRFTENARIT. SNEBBRTENREZEE, WRFEADYNDNSE
NolPZERRS , MRB BN BH R Network”, BEBEEFIXLEMK S | LEARUmbrellatt
REHAPHNEXLERSHTED, HTFEIMNWEN , RITKBFERZ” , BLERE
TSRS kIR,

Cisco Umbrella

Civming Searinad

M5

BEHAT,



Cizeo Umbrella | oy

$]|6

TN AE P AAPIZHMEZSR.

PRI R XFRRAEXRER | MIREXIEISNMBRZS |, WKBHERZIFSH A

HARURRNEZ, EREHRIPELZS, MREEL , BREEMKREZE , HEFENERF
AUmbrellafR I VT 512 ZBIFTAPIZ A,

Enter Credentials

Sacrat | 1 |

—
SW|T7

BWAAPIMZATE , B Next'#&H,



Enter Credentials

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.

SW8

ET—1REH , BEEERHFRRNALN, 25 Nexto

Select An Organization

Organization Table

Name #

o (O (CESCOD

W9

EEENATRVI46PEHNREN K. XTASHAF , MARBRRHEBNE

=EHE.



Select Policies

Policies Table

& Name &

) (I? Default Policy

HM|10

NEBEEBN , HEZEUmMbrellafREFEE. ERIMNWREF , BRI FEBEN
RV345P-Lab,

Enter Device Info

Device Name:[[ RV345P-Lab D

(2]

S| 11

T MNREGRIEZERNZE , HERINREKMIRMEERH, Click OK.



Success

Register... Success

Associating policies... Success

Ak

BB, BIEZ BICisco Umbrella®y &1, LE‘I’F’? ERMNA—NRFIBRTNERE
, LR CiscoBRIE— /"ML , TITARBEZNENNEERE, 2HaR7Ex s
¥ fh £ A https://InternetBadGuys.com.

MBUmbrellaBiBIEH , RENELULLE R,

SECLRMY THREAT DETECTED ANC X ey 3

€2 C 0 (@ sinkhole-umbrellagsco.comTclient ip SBetype = phishiue = ug see o | Q Search nwm =

i
cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access to the web site Not_Found has been blocked to prevent an attack on
your browser.

Malware protection has shifted from the endpoint, deeper into the network, in order to cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Security Business Group have jointly rolled out Umbrella pratection for Cisco's corporate DNS infrastructure. This service will
block access to hosinames that are known bad and has been depioyed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, open a case providing the following information

= Text or screenshot of the corresponding debug information below
« Business justification for use of lhe websile

Block Reason: Umbrella DNS Block

Date: July 26, 2018

Time: 22:58:17

Host Requested: Nol_Found

URL Requested: Not_Found

Client IP address

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; xB4; rnv.61,0) Geckol20100101 Firefox/61.0
Request Method: GET

HZ£EM

ZREBALEASZHBEIMNREIREIK T AR M B85 HFEEEINE R RELRNG
B ? EXHHBERT , XTEM - ATFEZEETRAB[/HOEN , HIPibutF
MACH#iE & B o ﬁ?&iﬁﬁﬂ , B2 M“Configure IP Source Guard on the RV34x Series
Router ( #ERV34xR g Mzr LB E PR ) "—

VPN% 10

B AMSVPNEZATAFBELALHHEZEME ( Minternet ) A, RIEMEWK


https://internetbadguys.com/
https://internetbadguys.com/
https://internetbadguys.com/

BRERINETAMZANTRAMEERRE  ENBREEENEEMIREN T 2IEZUR
FERMERERTIR,

VPNRREE MY — ML AME , ZTAMETUERANZENSHRIERZ S RERE, o
ANNERZERVPNIERE , RAEFERAIRENANE , UAFHBEELYANEERE
At R HER,

VPNAFZRENGUTE - MNE - T, ZBHBRZZXIF50MBE, £KH
R E T Interneti®E /5 |, TTAERHS ML IR ZBIREVPNIERE, VPNEF %S K
FVPNEEHES IR B F REE I iE$E,

MR EFEEBNVPNEFESEMER , iI5EF Cisco Business VPNELAR I S {ESSEE

AnyConnect VPNRAE EEEH I HAVKE—Z BRVPNZEN~m. BRFAXEFEE=FF

BRI~ , @¥ETheGreenBowHIShrew Soft. ™HEUIESHNEMN. NREBEEENNEZHW
XERHEREXRE , NERZE=ZFIKEE.

MBLETURIREVPN , TUBHBRET—T,
VPN f&i%

BE K SAKRHASBIFIMEmUERNAT) , LEEEFEXIFEGHEInternetiE
WEANEFPHRNTE P, ER , SNIBEBN(PPTP) M EKNBHINE S
(IPsec)VPNF X #FNAT, VPNEBER2EXEHINMN, VPNEREIIEE L TFMIEZT LK
HESMWVPNEFIRERWVPNREBE S KBS HIEZEIVPNLIR, VPNEBEARHF
PPTP#IPsec VPN{UET MVPNE Fis KM Internet , RBERZEVPNMX, 1thIh
REEEEZINATHRARMEER LFER,

MINERT , IPsec, PPTPHIL2TPEEEEA. REEEFHRRXLRE | BikE
VPN > VPN Passthrough, RIEZFEEFRRE,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VPN Passthrough

VPN Status

IPSec Passthrough: & Enable

IPSec Profiles
9 PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN
{# A Cisco AnyConnectB A JLMESR -

1. R& B ANELE

2. FEN R LMK

3. AIMNBEMNEZLIRZASARET L RHGHBBERAILE
4. T E &I F AT EF

5.5 TBE

6. XIFEBEMBIL L 2 (IPsec) ML L EEFE(SSL)
7. X ¥ BB M2 A KRR A< 2.0(IKEV2.0) 7Y

#£RV345P L& {BAnyConnect SSL VPN

B15
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Optional Gateway Settings

Idle Timeout: | 3000 N sec. (Range: 60-86400)
Session Timeout: 60 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout: 360 sec. (Range: 0-3600)

Keep Alive: 40 sec. (Range: 0-600)

Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)
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Group Policies

SSL VPN Group Table
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SSLVPN Group Policy - Add/Edit

Basic Settings
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Policy Name: Group 1 Policy

Primary DNS: 192.168.1.1

Secondary DNS: 192.168.1.2

Primary WINS: 192.168.1.1

Secondary WINS{ | 192.168.1.2

o Group policy with split tunnel
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|IE Proxy Settings
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Split Tunneling Settings

' Enable Split Tunneling
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® Include Traffic O Exclude Traffic
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Split Network Table

+)@

0O Ps

$W|8

HERHNZERPWMAMEN P,

Split Tunneling Settings

& Enable Split Tunneling

Split Selection @ Include Trafic O Exclude Traffic

Split Network Table
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Split DNS Table
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Split DNS Table
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Contacting 10.10.10.1:8443.
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Please enter your username and password.

Username: Group1 user
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Password:
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Welcome to WideDomain!
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Connected to 10.10.10.1:8443..
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Client to Site Cancel

$]W3

%1% Cisco VPN ClientitIm

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client
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i EnablelE , EVPNEFIHEE XKL T EZIRS. BINETRELSH |, &
WAN#EDO | Ham AMAEERA,

FIER LAEM MAZEZR , eNEeNEREE M wAER.

Enable: v
Group Name: Clients
Interface: VAN

IKE Authentication Method

® Pre-shared Key: seeee

Minimum Pre-shared Key Complexity: [0 Enable
Show Pre-shared Key: J Enable

O Certificate:
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User Group:

User Group Table
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O Group Name =

Mode: ® Client] O NEM

Pool Range for Client LAN

Start IP: 172.16.10.1

End IP: 172.16.10.10|

e X
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. X DNS [RS8 - MR EENEHDNSIRS 2SR E AN EDNSIRSS 28 , FTATEbbAb 5 A
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Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: {IP Address or Domain Name)
Backup Server 2: ({IP Address or Domain Name)
Backup Server 3: {IP Address or Domain Name)
Split Tunnel: T4

Split Tunnel Table
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& IP Address = Netmask #
& 192.168.1.0 255.255.255.0/

# $Savefd , ZA1AT LL#EIPsec Client-to-Site Groupsil £k & 2 &l B 24



Client to Site

IPSec Client-to-Site Tunnels

+ =
O Group/Tunnel Name + WAN Interface & Authentication Method +
O Clients WAN1 Pre-shared Key
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EEATRIEVPNEFHAFNAFE, E'REER>RAFET , 2H0SERRN
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User Groups

Status and Statistics

Administration

User Groups Table
O Group = Web Login/NETCONF/RESTCONF =
admin Admin
Log
guest Disabled

Email

User Accounts
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Overview
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1£Services > EzZVPN/S35 T , #HAdd 1tk A P 4A 8% 2 3 58 B B & #Y Client-to-Site
Profile,



Add Feature List
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EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table
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(0 # 3 GroupName =

1 Clients
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Gy Gelting Started

User Groups

Status and Statistics

Adrministiration
User Groups Table

+
] Group ® Web Login NETCOMNFIRESTOONF 5 SX5-VPN = EZVPN/3rd Party 5
acimin Admin Desabled Disabled
Desabled
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#£System Configuration > User Accounts P ECBFTAF . 2EmMSEBHRLIEHAS.

Local Users

Local User Membership List

_—

O #= User Name = Group ™ »
cisco admin
2 guest guest

* Should have at least one account in the " admin” group
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User Accounts

Add User Account

user Nam

Mew Password = soeen ( Range: 0 - 127 )
New Password Confirrm | seeeeees

Group VPN ¥
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HAPFRERERBAFFIRF,

Local Users

Local User Membership List

+F o &

O #% User Name = Group*
O 1 cisco admin

O 2 guest guest

O 3 VpNuser VPN

* Should have at least one account in the " admin® group
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VPN Site Configuration ]

General | Client | Name Resolution | Authentication | P < | *

Eamaote Haer



P]2

BB FFWIET <, EAFH , RMNRE TRIARE,

VPN Site Configuration | 2 |

General | Client |Name Fesolution |Authenticatin:un | FPlA

Firewall Options

MAT Trawersal ’enable - ]

MNAT Trawversal Port 4500

Keep-alive packet rate 19 Secs

IKE Fragmentation enahle -

Maximum packet size 540 Buytes
Other Options

Enakle Dead FPeer Detection
Enable ISAKMPF Failure Motifications
Enahle Client Login Banner

[ Save ] ’ Cancel ]
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E B> DNS"T |, /5 AADNS™E , Hit B3R,



VPN 5ite Configuration X

| General | Client | Mame Fesolution | Authentication | =1

DNS WIS

V| Enahle DNS [¥] Ohktain Automatically

Serser Address #1

Serser Address #2
Serser Address #3
Serer Address #4

Ohbtain Automatically
OMS Suffix

Sae | | Cancel

W4

E£Name Resolution > WINSIEI+ T , it Enable WINS 1 , #{®#Fi% H Obtain
Automatically4E.



VPN 5ite Configuration |. X .|

| General | Client | Mame Fesolution | Authentication | (=i I 4
OrE WM
V| Enahble WING [¥] Ohktain Automatically
Serser Address #1
Serser Address #2
Sae | | Cancel
SH|5

& FHAuthentication > Local Identity,

- FRIREH AR FARRA
. BHIDFHER M AERV3I45P LB ER AR
VPN Site Configuration g

| General | Client | Name Resolution | Authentication IE ]

Autherfication Method | Mutual PSK + XAuth -

' Local Identity | Remote Idantty | Credentisls

Save || Cancel |

$M|e

#£Authentication > Remote Identity T~ ZEA&FIF , BIRE T BRINRE.



. ¥RIAEH: P Address
. Myht F R <blank>
. FRAEEAANZTEENUE . 2k

VPN Site Configuration

| General | Client | Mame Resolution | Authentication E a]r]

Authentication Methad | Mutual PSK + XAuth - |

Local identity| Remote Identity | Cradentials

ldentificaton Type

Address Sting

Bjse a dizcovened remote host address

| sae || cancel

SHT
1£Authentication > Credentials T , BLEUL T AR :

. TNIEA &% FEMutual PSK + B RAE
- MAEFH M ATERVMSPEFIREE X HHPEENTIXZRA

VPN Site Configuration

| General | Client | Name Resalution | Authentication E a]x]

Autheriication Method
| Local Identity | Remote Identity| Credentials

Server Cerificate Autarity File

Client Certiicata File

Client Frivate Key File

| Sae || Concel |
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AT HMBR1"&ET . EAHH , RETIRINRE



. Exchange&® : Xzt

. DH3# : 42
. BBEE . 89
. BOIEE - B3

VPN 5ite Configuration

| Client | Marne Resolution | Authentication | Phase 1 | F 4 »

FProposal Parameters
Exchange Type laggressive v]
DH Exchange ’gruup e v]
Cipher Algorithrm lautu:u v]
Cipher Key Length -  Bits
Hash Algorithm lautl:u v]
Key Life Time limit 86400 Secs
Key Life Data limit 0 Khytes
| Enable Check Point Compatible Yendaor 1D

[ Save

] | Cancel

M|

EAH|F | Phase 2T FHRINMERIZETE,

. BREE B9

. HMACH % : B3
. PFSX#% : BEH
- EREE . B2 EA

VPN Site Configuration

MName Fesolution | Authentication | Phase 1| Phase 2 || 4
Froposal Farameters
Transform Algarithm lautu v]
Transform Key Length ¥ | Bits
HMAC Algorithm | auto - |
FFS Exchange ’disabled v]
Compress Algorithm ’disabled v]
Key Life Time limit 600 Secs
Key Life Data limit 0 Khytes
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X FPolicyit T+ Rl , RAIFEATUTRE :

- RERRD : B3
- GFP/REEZLXE : B&EF
- BRI RNLIBERE : S&P

BT HMERV34SPLEE T 7 EIfZE , Rt RNTHELARTEE.
VPN Site Configuration ﬁ

Authentication | Fhase 1 | Fhase 2| Fobcy
IFSEC Falbcy Configuration

B-!am:um Persistent Secunty Associations
E‘.)hlm n Topolodgy Automatcally or Tunmel Al

FRemote Metwork Resource

(e ) concm
SERJE , Bif Save (RT7F) o

e Y

BIE S HERZFNRIERE, E“VPN Access Manager(VPNT5 [/ B1283)’H , RHE RE
BB XX H ¥ T5“Connect(E#2) 12 H..

'3 VPN Access Manager

. View Help

Add  Medify Delete

onnection Name ¢ Host Name Authenticat...
€192.168.75.113 192.168.75.113 mutual-psk..
S| 12

£ HIBIVPN ConnectE O |, FAKIERVI4SP EOIZW APPSR ARRS
MBZE (LB®13/14 ) . TRE , EHConnect,



#) VPN Connect - 102.168.75.113 i S

Connect | Metwark

config loaded for site "192 16875113

Credentials
Lsamame vpnUsar

Fazzword ssssssss

Connect Exat

HW]W13

WIFRBEEREERE, BRZEIRECEA.
#) VPN Connect - 102.168.75.113 el S

Connect | Metwark

local id configurad -
remote id configured
pre-shared key configured
bringing up tunnel
netenrk dewdes configured
tunnel enabled
| -

Credentials

Usemame |vpnuser

Password

Shrew Soft A/ELLEL B/ R, BT Shrew Soft FE2ER& R , MREFEERAREBE |, FH

REE=F,

H4VPNI%IR
EE— e H A AVPNI LT, BXiEMES | BaE U TEE

. {5 H GreenBow VPNE I i i 2RV 34x R 5l % H 88

- ERV34xR I E L EEEEITEARVPNEF K

- FERv34xFR 51I3E 88 - BB S R BRIE I (PPTP) AR 55 88

. fERV34xF 53% 88 L &t B Internetth iU 2 £ (IPsec) BB X4
- ERV34xigH ez FELBL2TP WANIR B

- ERV34x L E B R B IE ]VPN



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
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BLEVLAN ( T )
EEUBEM (VLAN) A F 2 BER(LAN)ZE 2 BB TR #HiE, ES8BBETUE
WEETBEBERT , TG EVLANRKRBED N BIEEA IS EVLANFRIEEZ S,
VLANZ AT LUBE B A MAMSEB Mt KIX BREBNERKIGEMERE, BRI AQE

VLAN , BiXEVLANZE D FHEFEEZR — MO 2 T E2ER, wAXMBLET
—ANHZAVLAN,

HTEESAVIANBESBAZL B RUREESES.
MBFARBIZVLAN , BT —4.,
21%

S#ZLAN > VLAN Settings.

» Getting Started
Status and Statistics
Administration

System Configuration

Q@ WAN

@ e

Port Settings

( )X

Option 82 Settings

Static DHCP

802.1X Configuration

Router Advertisement
%) Routing

Firewall

VPN

Security

S 2

B HANINE R 6 ZFRIVLAN,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

VLAN Table

+| (& W
SH|3

WA ZLEMVLAN ID , H# AL, VLAN ID;EE R 1-4093,

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $# Name Routing Management IPv4 Address/Mask
O 1 VLAN1 (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
ez ¥

MRFE BOELTVLANE R M RZEENERAE. VLANEREA T RHEES
M—VLANEE B 2 5 —PMVLAN,

BE , FEUNHEMEEALIIGE  RALFELEREBFERF , FVLANERRZ S,
ARt , VLANZ B AJREFEEMERH., IRHEINXMER , B FInter-VLAN Routing
on an RV34x Router with Targeted ACL Restrictions , LAEL & & o £ VLAN Z (B 4% %l
HNEFERE,

REEERATEFERANKI[/MVLANEFKRV345PHIWeb UIHEERV3I45PH . Lt
WREt NELEMSE LA

FEARBIAR | FAIKBFAVLANE A 1RE EERFRIEVLANB 2214,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ @ w

Inter-

VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
O 1 VLANT1 (i ] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 o IPv4 Address: 192.168.2.1 | 24

Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server

O Relay

$]|5

TRIPvA I BB IERE P 4" FRP ., MREEFE  WTLLFARLE, E4FH
, TM%E192.168.2.100-192.168.2. 149N Pith it ATHDHCPEA ., 192.168.2.1-
192.168.2.99#1192.168.2.150-192.168.2.254 7] A T &8 75 IP i it .

VLAN Table
+ @ w
Inter-
VLAN Device
O VLANID # Name Routing Management IPv4 Address/Mask
0 1 VLAN1 o 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e |IPv4 Address:  192.168.2.1 /24 |
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
S$H|6

“FRERE T A FEEFEIER, MREHTER , IFEHARFR,

EARERT , BITHRE 7 M #75255.255.255.080/24,



VLAN Table

+ & 1y
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
0O 1 VLAN1 (i} 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4d Address: 192.168.2.1 | 24
ISubnetMask: 255.255.255.0 ]
DHCP Type: @ Disabled
O Server
O Relay
|7

&

BN A FHEE W (DHCP)EHE, LATFIERTA

ZH — ZHVLANLHDHCP IPV4fRSE 88, BiIENRHRERFER, Flkipss  ETE
FHEEMAIPHIU , HEMBEBEEHRRNIBESE.

AR 78 — X R & H AT

. AR — AN FEESE43,2009 4, BINER 144094 ( ZF 24706t ) o
EEFRABELS R — WA S DN IPi B E TR LS
- DNS Server — N\ TR 5I &R PR FFDNSIRS 238 AEREHMISPERA,
- WINSHRS 88 — 5 AWINSHRS 88 & #ho
. DHCP Options ( DHCP &1 ) :
o JEIN66 — M ATFTPARS 25V IPHb L,
o ET150 — W ATFTPARSS 88 5 RV IP e 31k,
o IET67 — M ABREBEXHB.
- g — M ARFEDHCPAR S 25 IPvAtt it LABL EDHCPH R IE, X=RESRNWEE.

200 VLAN200 0 0 o IPv4 Address: 192.168.2.7 [ 24
Subnet Mask: 255.255.255.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v

WINS Server:
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& FHApply A B ZEFTVLAN,

Apply Cance

FVLANS B RO ( 7l )

RV345P L AT A B16NVLAN , e —ANVLANAE T/ 8M(WAN), FEHO L
VLANRI # HEER. X 2FiZigO0 LWRERBLEAFIBEENVLAN/NVLAN, EHEMARE
X%,

¥ O A BAIR B 9 8 A i O S AP ki 1

- EARO — 28 —VLAN, 121 FTHRIEM,
- kim0 — AT LME R ZNVLAN, 802.1q, FHARFARAMVLANTIRIE, BAREEPHE
B VLAN R HEBR o

—/NVLANZE T HEHiwA

 MAEARO,
. D HEL4A s O B VLANRIARIE R FRIB"
W FiZEwO , FfrEETVLANRFRIE FExcluded,

/\E_/l\ﬁﬁuﬁ A Elgﬁ/|\§i%/|\VLAN

- B kiR O

. s —ANVLANT BRI 3 “ KRR IR

- B F 4k O 8 L RVLANRIARIE J“FRig”s

- TE F 4% O AVLANRIFR 12 39 Z % O B9 Excluded,

EARBIR | SRBPY,

£1%
R fHEAIVLAN ID,

EARGIF | FAEE TVLAN 1FVLAN 200,



Assign VLANSs to ports

Z;

O VLANID LAN1 LAN2
[N I Untagged v Excluded
& J 200 Excluded v Untagged

B FEditVLAND B A LANIG O |, RS MEEIBE RN Tagged, Untaggedsk Excluded

o

EARF S |, ELANTE | RAVFVLAN 19 8 A Untagged , FFVLAN 20047 B R
Excluded. *¥FLAN2 , BEATRFVLAN 15 & N Excluded , FVLAN 2004 & ¥ Untagged

o

Assign VLANSs to ports

Z

O VLANID LAN1 LAN2
& 1 Untagged v Excluded T
& 200 Excluded v Untagged
HW]3
& HApplyRFELE

Apply Cance

B ENZERIEFVLAN , FFVLANEERIRV345P LM RO, EE TR
EHMVLAN, i, VLAN3OOREIZATES , MH7192.168.3.x , MVLAN40OFRF &I
BERATFM7192.168.4.xH 121K,

AINEZERIP ( FIiE )

MRFEXEBRZAULGRIEMVLAN |, AJELRZIRZ R HEFBS AP Uk 7 612 75 RIM
MEREAFR, XZHBAVLANERREEN | T EER, BERRT , #SIPAEE
. AXRREBSIPHUNFAES  FSHAEERLSEH LR EESIPHIaYHE
Xik.

MBELRFERNESIPHH , AJHEIEAIHT -9,
15
S ZELAN > Static DHCP. #5i15 B#x.

@ WAN Static DHCP Table

@ + s

Port Settings O Name



https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

P]2

IR BB ESDHCPER . EASIH | RZERITHH.

Static DHCP Cancel
Static DHCP Table ~

+Fw &L

O  Name MAC address Static IPv4 Address Enabled

¥ | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

EHIUEH (i)
HFIUEBBEDIEBEE TN QAN ENETIALE. X 72 FRB U5 KRB R AFTE
MERHMS , ZRANNTRINEN2H, RARTUEREBLRIES , HHNEE
ERUEMNIES, ©ETUARIERMEINMCARERERFFMIEPNER, NE=
FRARBEELEHIFEER,
EBMRAE(CARTEHRRIE. AINEERENE=ZFUR/MRIES., X2IEHEKR
UREBEZEMNEARAR. FRL , CARAUEBARE , ATRIEZAREED L BTAIE,
BELENER , AREHRSTREFIES, CAREHE , —BANRIEENER | i]a
EEMAUEB. WIEBAMUMEANXHETRIENITEN L. AR, SR U#H ARAR
( VPNBRSS 2R ) H LR E,

4 B CSRAEH

£15

ERIBHESNETWebHERAER , AF%EEAdministration > Certificate.
Getting Started

(‘- Status and Statistics

File Management
Reboot

Diagnostic
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¥ #Generate CSR/Certificate. #&fF#t A “4 K CSR/E$"(Generate CSR/Certificate) 7T
Mo

Import Certificate... I Generate CSR/Certificate... I Show Built-in 3rd-Party CA Certificates...

$W|3
RUTRAREERE :

CIEBREHIEPRE
- BERIUP — XRAHECHAUEESEN L2 EEFTR(SSL)IEF, kP
AARAE, AN NRMARBEEAERARAR , WEEBUEIZIES,
c NEZBRER — XRBOMAEMIRHE(PKI) , KEBEBMENBEULRERF S
PEH. CHHELEEERZSE , ARAFARREN,
. £ Certificate NameZF ERH i AME BN BMUIRIRER,. LFBTENZE , U FETEE
BAFTRFR
C(HE ) A EBRABWXET , fERIERA, WA
o IPHbiE — % AlnternettfM S (IP) b 11t
- FQDN — # A X2 [RE15% (FQDN)
o BBFHBHF — % A BB FER Ak

. f£Subject Alternative Name=E&# , % AFQDN,

- MNER/MXER TRIIRPERRALSEEIMPVER/MBXER.

EERBEMST)FERPRMARHALREM,. &, BXFIHXHEHRREE.

- #ELocality Name =2 B 7 i A 48 B9 48 43 5 Aift = Pl 2 A9 3tb [X =38 T B9 & #Ro

AR EEEMN B, MBLEMAPESWSIRESN , FEADAZH FTERFR
ANEHREENESR. TeeEASKRFER.

EARRNBERFTEPRMAERT , UK ALRNHNEI T,

- ENABRFERTRARN. LEMUAREANEFERIEIRNNIENTLREFS,

- BAEERERR A BB B FHB it

- MKey Encryption Length Tz 5lZ&k 9 , EBRBHAKE. EIMN512. 1024F2048, HiFK
E#k , IPRdze,

- EERIFLRTE (Valid Duration) FEH |, MIAEBHNERKRE. BIAER 360,

- BEHEM.



© rvassp-rvasse »

Certificate O -

Generate CSR/Certificate

/" ™
Type: Self-Signing Certificate v
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms

O IPAddress ® FQDN O Email

Country Name(C): US - United States v
State or Province Name(ST):| | Wisconsin

Locality Mame(L): Oconomowoc o
Organization Name(Q): Cisco

Organization Unit Name(OU) Cisco Business

Common NMame{CN): cisco.com

Email Address(E): @cisco.com

Key Encryption Length: 2048 v

Valid Duration: \ 360 j:iay:i (Range: 1-10950, Default: 360)

ERBERRENE REERRF,

Certificate Table A
O Index = Certificate s UsedBy + Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G == e
To 2023-Apr-04, 00:00:00 GMT

O 3 Rauter - Local ... CiscoTest-... From 2020-Cct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = e

To 2021-Nov-14, 00:00:00 GMT

Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...




IR % EHERVI45PEE H AR £ BT BB UE+H
S HIEH
F15

HIEHRAP , ARESHNIIEPHNERE  RELESHER.

Certificate Table ~
O Index $ Certificate + UsedBy = Type s Signed By + Duration % Details Action
O Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

o 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

M 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 G E .‘_f!

o To 20271-Nov-14, 00:00:00 GMT e

- BEHERNUAS HIESR, EIE
- PKCS #12 — 2NMANEAT H#(PKCS)#122 %A p 128 BN S HiT B, BMBX
HUEXHSE., SANBIRNSEFTRE , FEBB,
> PEM - Privacy Enhanced Mail(PEM)E H TWebfr5F 25 , BN El1EBEILE
R X ARmERS ( MiER ) BONERN IEKE,
- MRERPEM , RE & ZExport,
- ERAZBTFERPEAZBURFES H G,
- EHRINEEFERPEFEMAEB,
. £Select Destination ( EF B #r ) Xif , PCEkF , &AM — 7 ARIET,
- B HExXport,

Export Certificate

® Export as PKCS#12 format

Enter Password | seseeees

Confirm Password | sseeee

O Export as PEM format

Select Destination to Export:

@Pco
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“‘Download” ( T8 ) BB T ARER—FRIER FTHREIEVER . XHEFTHER KR F
T &, Click OK.

Information

o Success

N
[ es ]

BUENZERIS HRV3I45PR IR HEE FHIEH,
SAEH
®15

& FH“Import Certificate...”s

Certificate Table ~
)
O Index = Certificate + UsedBy 5 Type s SignedBy = Duration = Details Action
0 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM == X

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 Gl E _!;
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == o

To 2021-Nov-14, 00:00:00 GMT

| Import Certificate... ) Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

F|2

- NTHISIRFERBES AWIERRE, ETAH :
o AN UEFS — BE R AR £ A BBVIE o
s CAIEH — HEEENE=FVIANLENILES , EWAERPIENEE2HER

o PKCS #1248 X 1 — LNMAMNEFRE(PKCS)#12 R F i RSB/ IE P A E R

. fECertificate Name = EX # 5 A UE 5 B9 B 5o
- MRIEFR TPKCS #12 , iETEImport Password 2R XHF R A ZE, &N , BHRELSE



3o
- BHRSAULES, EWE
s MPCH A
- MUSB& A

- NREAEARENEIUSBIRFIES , “MUSBE N IETFE X EE o
- MREFNUSBE A", BEAHSFTZIRFNEHUSB |, ELHRHIF".
BRSO IRE IR IR E B 3L

. B HUpload,

Certificate (3] Cancel

Import Certificate

Type: PKCSH#12 encoded file v
Certificate Name:| cisco o

Import Password

Upload certificate file

® Import From PC

9 TestCACertificate

Import From USB C

BIJE , & B3 A ECertificate NH, IEPRMFERZKIES ARIES,

Certificate Table ~
)
0 Index # Certificate + UsedBy # Type s SignedBy s Duration % Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _t_
To 2022-0ct-01, 00:00:00 GMT

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == e
To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

BE , BRZEKIHTERV3I45PEEHER LS AEH,

f£ADongleMIRV345P R 53§ HER B MBS R & ( Wik )

BRI REH EEARRB[ANRVIMSPHEHFEERZ D BIMNE, WREXHER , B



&“Configure a Mobile Network Using a Dongle an RV34x Series Router ( £
DonglefIRV34xR IR R E BB ME ) ",

ML, BEZKRVI4SPEHBHNEE | EUEREELNERELTLIRZ

B ECBW140AC
CBW140ACH58EP H

B SR AR M B4 MCBW140ACHI PoEix O #f ARV345PHyPoE#w 0., RV345PHIRI44
i O A BAURHPoE , Rt AT AR AR EM— MmO,

REERTHRS. BARBIKAEZEEI10DHM. LEDEUSHEXNERE , RIER
EEL&E, A8NMRHE  RAEHERENEE, LEDHERENCHEER T 2B A8
BPNE, HLEDERITE&ENRE , FHRET -5,

FAPLEHPoELA AR L1788 w0 REEFH TIREBILANG LT85 | TREEREEEME
X EAPE MR BEFHIRE,

MRAECHEBEASTIRTN , THEA , FHAREEENH] MIARE , UE
CiscoBusiness-Setup SSIDE RIEZHIWI-Filk A, xS HEMAE | HitFHow to
Reboot and Reset to Factory Default Settings on RV345x Routers.

EWeb Ul LB 140ACETLBEA R

BRI LERABI R AEWeb UNRBEA R, AXERAWeb UIFTIRIEE , XNEBERM
TEZRT , BENER. IREBET B EABINA , FREEUBRBINA
W
MREZENHIRD |, FSHA XN TR AR R D -

F15

EPCL | BHEWI-FilBl#F , RE%E £ CiscoBusiness-SetupFo kM4, # i Connect,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html

WAPS571

CiscoBusiness-Setup
* Secured

v/ Connect automatically

Airplane mode

MRENBALITRTN , THEEDA , FHRFGEHEENET RIARE , UE
CiscoBusiness-Setup SSIDE RE EHIWi-Fiik T4,

S 2

# A O cisco123, A /5 £ diNext.

CiscoBusiness-Setup
Secured

Enter the network security key

EREBIUTRER. AT -RAREE—aRE , FEER.



& (_:lscn Business-Setup

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No

REEN — AR BIERE D CiscoBusiness-Setup SSID, MR R —ARE2AERE |, NFE*E
EE, WREZEFEFSSIDHACKRIETHE , MAEREMESRZHTTIERE, &
HEIAPHER,

M4
EEE , WebRIMBRNEHEEMBICBW APRE[S . BN , HTFFWebil a7 , 5l

Winternet Explorer, Firefox, Chrome=Z Safari, FE#ut#=d K £ A
http://ciscobusiness.ciscoFf #ZEnter, # & StartiE M T L,

]

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.

MREARBIMT , BEF/LOHRNEFTMRAE. TRDRIRES , SFEA




https://ciscobusiness.cisco®& k., MR WebX¥HEFEZNIEFR hitp/, WEEBFHEA

https://SAZRBR 1 [E] A BR

SH|5
BEm AL TARREETEAKS,
- BERAFPE (RZ24NMER)
. Admin Z£%5
. i\ Admin 218

BH B R R FE ENERERERE FEL, BHITHE.

MM
CISCO

Cisco Business Wireless 140AC Ac

Welcoma! Ploase stan by creating an admin accownt.

=
B -

3

B Showy Fossword 4

Crgdantials will ba usad 10 managn 1 ACCESS. Poing

Start 5

BAERAFBRBRFRPER ciscoBl A&k, MREXHEM , BFRIERER , O
TR Ro
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L

s Wireless 140AC Access Poin

This site says...

ciscn a5 Username Password i not allowed 1o configure far
SECLEIRY FEAAONE.

$H|6
BEWAU T 58 EEAP:

- EAPE#
- ExR/MX
. BEAFIAY[H]
- X

- PR



aifean]n,
CISCO

Cisco Business Wireless 140AC Access Point

1 Set Up Your PrimaeyAP

Primary AP Name | Test

Country United States (US) v © 9
Date & Time  04/09/2021 M 9117 9
Timezone Central Time (US and Canada) - © o

Mesh () © 6

RGBT R QIR RRMER , FRBERAMKRMN. BRINMERT , e TEARS.
SWT

( Wik ) B AR CBW140ACE AABASIPLLATEE., &1 , #ONMDHCPARSE 23K
EUPiit, EREHASIP, BRMAUTHS

. B P sk
- FREHE
ia-__l Nexto

é:ﬂmhhﬂﬂhm AP (Wanagement Menwork)

Managoreas 152.168.1.50

Tutran 2252252250 B

Dotwsh 152.168.1.1 |

==

MINBRT |, kIt TERARS,

SW8



BEBAM TR A RENT LR -
. MEEH
ER2
. 15
. BIAEH
(A ) SIS E RS,

B & Nexto

2 Create Your Wireless Network
v

Network Name | CBWWian eo
Security | WPA2 - ee

Passphrase sescnene ee

Confirm Passphrase | esssesse 0

@Show Passphrase ) e
Back l Next ' e

Wi-Fi{R 47 1 18] (WPA) S 24k (WPA2) B Wi-Fiz £ #9 X4 BT AR

e )

AR B H 2 T Apply”s

Cisco Business Wireless 140AC Access Point

CISCO

Please confirm the configurations and Apply

1 Primary AP Settings

Usermame Admin

Primary AP Name  Test
Country  United States (US)
Date & Time 04/09/2021 9:14:16
Timezone Central Time (US and Canada)
Mesh No

MManagement IP Address DHCP assigned IP Address

2 Wireless Network Settings

Metwork Name Test123
Security WPAZ2 Personal

Passphrase: *%*%*x
~—
Back ' Apply ’

S| 10

BHOKUR AIRE,



Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

.
( OK ) Cancel

S S—
REREAEFEIREN , BFBIUTER, XAEEE105H.

Saving the configuration...

This may take a minuta.

EEFBDHE , BASFWLEDHLY ZHEEER, HLEDES BN | BFHE
T—%, MRLEDKRBEI I BNGKEN , NRBABHNEZFEEDHCPRS . R
APERERZR YR EBDHCPRS SR IR ES.

S, 11
HIBPCLMTTLIED , EREEBENME, #F Connect,

E# F50/5 , CiscoBusiness-Setup SSID¥FH %,

/r,:l

Secured

+/ Connect automatically

Comect

7 @
Mobile
Airplane mode hotspot

HB|12



T FWebiil ¥ 85 H %8 A https://[CBW APHIIP# 4], & |, AT LAIE b2 h A
https://ciscobusiness.ciscoH ZEnteri@,

» ) & https://ciscobusiness.cisco/

ull

BREWLS TS @ Ahttps , WA Ahttpo

HW]W13

& Login

Al .
asco Cisco Business

Cisco Business Wireless

Access Point

Welcomel Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners

T]|14

FRCEBMNEIEEF, Click OK.



I

asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.
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TR M ELERR IR
MREEEMEE , FEFUTERT
. BRIER T FRN RS EMRIRG(SSID), XE2ENTLRME 2N E .
- I BN AREICABMAEMVPNIERE, CEEUREEZEIBIRSELFEAN
VPN , MEEZE AR & iZVPN, /0 , Android(Pixel 3)F#l ( Google FifE N BRS 12
1) BE— 1 NHNEBVPN , H3ERE  TEEH. EERIAP , EEZA I INEE
. ﬁﬁﬁhttps:lkiAPE’J|Piiﬁijt>7éiiAPo
. ERVBRER , TR & F S ciscobusiness.cisco , & 2 1EWebX| ¥ 88 Fr 4 A IP 1t 1t
, B REAhttps:/, BBEWRE , BWITENTREC BaE T http:/ , RAXREE
REBEFZEMERN,
- BRBYERRIEME FAAPHEAE 7RI\ Web UIZi ¥ 25 0] BAE <Y B |, ETEWebX| 588 ( A4l
R Firefox ) PRI L | %R HEE>HEHRER" , KRG 2T RIFFirefox’,
{#FAWeb Ul BCBW142ACMM'R T B 28
BELTFIRERMEWES , LERMFRYT BT !
£15
FHHANPRYT BRAAREVNEBNES, ETESNFRYT BEEHMACH L,
S|2
E£FN100%8 , ERRTEESE3.
$]3

EWebi ¥ 85 Ef A EiEA S (AP)IPHEit, 2 HLoginihRIEAP,



Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

Co)

W AR AR EZRBERLARIEAP, Click OK.

e ¥

Authentication Required X
https:// is requesting your username and password. The site says: "Cisco Business
Wireless"”
User Name:ﬁ h ‘
Password: ) ‘
o O
HW|5
SMETLRE>MR. BRARMESH. 25 Apply.
e "cl|'s'él‘;‘ Cisco Business Wireless 140AC Access Point A @ z
*R Monitoring
? Q

i‘.‘k Wireless Settings
N WLANs —

% Access Points . m
& WLAN Users

& Guest WLANs

’

ﬁ' Management

-ts Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access [;IJ

Mesh Backhaul RRM




HM|6

MRMRMERER , MWAPAIREZEBNITEMNEZ . REEOFNERNENRED. B
he XRKATE107%. EEFEHHA , LEDRUSHEXNLKEZE , REXEEL
G, deNRPe  REBRENEE, LEDAGBEENMGHEL T 2B ATRE /MY
Z1to

£ fin ZWireless Settings > WLAN Users > Local MAC Addresses., # &Add MAC
Address,
o e '::I|lsl¢l:lol' Cisco Business Wireless 140AC Access Point A ® = &
@@ Monitoring
L (Wireless SN ?2 Q
N WLANSs 1 WLAN Users
@ A Point
ccess Points 0
)
% Guest WLANs (3
& DHCP Server WLAN Users (Local MAC Addresses) (2]
% Mesh
Search
M- Management (4] ©
-‘ﬂ Advanced Refresh @ f? Number of Blacklist:0 Number of Whitelist:2
Action MAC Address Type Profile Name Description
 x 68:ca:e4:6e:15:58 AllowList Any WLAN/RLAN CBW142 Mesh Extender
@ % a4:53:0e:1f:e4:88 AllowList Any WLAN/RLAN CBW140AC-e488

S8

BMARRY BESHMACHEUE AR, EE“Type as Allow’FlIFR, MTHE £ FLEREE
XHE#. B Apply.

Add MAC Address

MAC Address ( 68:ca:e4:6e:15:38 ) o

Description (CBW142 Mesh ExtendeDQ e

Type (O Block list ® Allow Iist_) e

Profile Name (Any WLAN/RLAN D o

o@=

WO



BESYLERBALER LN R BEIRRERAEE.

2 Q A oB)= =

HNEINRT BERESLI R,

£ AWeb Ul EMEF ARG

TEURIXNEBRSR | I EATUEFRRGE , BRUERAT ZRER FEHWeb
UINN&RBZMITHI SRR,

EEFNEREAPH IR RMARE , BHRITUA TSR,
15

BHWebREA LANEREN , AEE T “Primary AP Information(EEAPER)"

Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries - US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50
SW|2

HETHRASRMRERAETLER. —BNEREREENRMF , FXAED,



AP Information

Primary AP Name

Model CBW140AC-B

Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50

MRZTHREKIFRAWERMGE , TUABREBIEWLAN IS .
P$|3
M % hi%EManagement > Software Update.

LR FE R MAERER , HIRERSIH 7 Se R RE S

Software Update

<10.0.251.24>0

ﬁ- Management) @

@ Access

% Admin Accounts

@ Time

v Transfer Mode  TFTP v

Advanced IP Address(IPv4)/Name *  172.16.1.35

BRI AEFCBW AP |, H EEAP LR HBIEL E T 2 #HMIER.

M4E =0 TR B &R, B HECisco.coms

Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )

HM 4

EFFAPRENBIRERGEN  FEAFIRBREZEFTHNIRPEREER. RIABER



TBRZ#EOD,

Transfer Mode Cisco.com v

Automatically Check For Updates (Enabled v)

HEHRET K ACisco.com L RFEEMN R UEENREERE , M

- Web UELANRUHEFREIRERNESLE (KB ), [RHEZRREEARGEER
M H,
- “BERE#" (Software Update) T H K ZBEY“ E#7"(Update) IR BB Ao

Wil C
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q o

Software update is
available for your
Cisco Business
Wireless AP/APs on
cisco.com

Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled N
Last Software Check SEriVar2710:44:29 2020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 e (2]

$M|5
Click Save. X FRFEEEMEXNNMBIREE T H AR E XEX,



Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Recommended Software Release _ 0

(_seve L updae

‘ERBAREFREREREIHIFIRGREN AR, RHERHRAZLHE
SERTEREIR.

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled o v

Latest Software Release 9 9
(?)

Recommended Software Release

e 1

BRI LA BT S VR E FHETHHRE.



Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ o

|7

EREHHER , E 8 HUpdate,

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled

Recommended Software Release _ 9

REFLE R A EFET", MESHE|SEEINELT =METF -

- RARTF — EEREEN I HEFEN R RAEE BRI KRR
- Updatelt B~ — IEE MBI N EBAP, B LU BT , REHUEHEE. BEFE
APRENERGM THEREEHERES , FEPEAIEREIERE,
- INERIF — BINRRYIER,

BRROSHNHBARE. EETWIN e, AR R EEfIEDT o



Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0

$KS
& #“Confirm ( Bk ) 7

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

e AP will be reset after all Access Points are updated

- =D

#ZEWeb Ul L RIZEWLAN
B S VR BI T BEF (WLAN)
%1%

ALLEBET S EWireless Settings > WLANsKSIZWLAN, A/Fi&EAdd new
WLAN/RLAN ( #in¥WLAN/RLAN ) .

NI
e lterls Cisco Business Wireless 140AC Access Point
e - CISCO
@ Monitoring

1

ﬂ Wireless Settings
2 W1 ANe




S| 2
RN STFT  ALTES

. WLAN ID — FHWLANIER —NE=
. KA EERWLAN

- MEXHE — BWABWE , SSIDRENEZTHENER. BNLTH— , BEFAMESY

3INFH

UTFRERRHPRENRIAME , BER , MREEUAFTAAXBEEEH] , NI HR

Ao

. SSID — BB HEMBA®ESSID, NREEE | L EHRLLI, BIRATME—
MBI NEE,
- B — NREFBAIRAS , WLANF BEIEE T1E,

TLBREE —BE , BLFZEFHERERNAI, LUE2.4GHzF5GHzZ /= i 7] B 1/ 6] M 4%

. J"¥ESSID — BE , BFLEXUSSID , LAMEFERE NEnabled,
. AN AT — ‘@R%‘%’Eﬁ&tiﬁﬁ&ﬁ%%)ﬁﬁ#‘atiﬁﬁ’ﬂ ERGHREETERAF B,
B & Applyo

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLANID | 2 v o
Type | WLAN - 9

Profile Name * Engineering

SSID * Engineering 9

WLANSg with same 551D can be configured, unless
layer-2 security settings are different.

coe @D

Radio Policy = ALL v | @

Broadcast S5ID ()
Local Profiling (2]
e
B AWLANZ £ 410+,
EAHIR , LTRTRE N BINE -

- EME, BEIMEBEMMACEREREEARS. BRXREBEMENEAER



%QI}E'—J-F_:'I;FO
- WPA2N AN — H M A Z 24 (PSK) Z B EIE R N WI-FifR#P 5 F12 - ASCll, BLIETIRR
T Tl Z %40 (PSK) B Wi-FifR 47 15171 2,

WPA2N AR 2 — TP EFAPSKE M RIERI MK 5 E. PSKIEFEAP, WLANZ 2K
THMEFIRLDAEE, WPA2MN ARTAETME LN B HRRIERS S

. RIBEIEE - ASCIHRE R BRIAE,
EHZSERMATUTFE :
- Show Passphrase — R i 8 EE AT EE E i AN E,
- BBREE —WABBEEE (EB) NEN.
- WIAEB — B ABBHRHITEIA

B & Apply. X¥F B IEUERAIWLAN,
General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network

Captive Network Assistant

MAC Filtering o
Security Type WPA2 Personal v
Passphrase Format ASCII v

Confirm Passphrase *  VerySecure

Passphrase *  VerySecure e

0 Show Passphrase

Password Expiry 9

o= &
TR 4

FSLETWeb UIRFA LER ENRFEFEREFEE

?QA@J:aa

EEEFLRBENWLAN |, FiEZEWireless Settings > WLANs, &5 &5 ZI5E3IWLANKIEL
EEmME2 , #L/‘F%ﬁ'ﬂ’]WLANo

1) Wireless Settings
Y 2 WLANS

& WLAN Users

& Guest WLANs

¥ Mesh Add new WLAN/RLAN

ﬁ- Management Action Active Type Name ssiD Securlty Pollcy Radio Policy

3 @z x Enabled WLAN = Ppersonal (WPAZ)
=n Advanced

)z x Enabled WLAN Engineering Engineering ~ Personal I(WPA2)



NECENHEMWLANEE LRSIR,

ARTLRER

ROECREMBESIERE , ACERHRE, BF LRI, Rt &R BRI A TEM

o -

- fEAWeb UIBIZHEWLAN (A% )

- NARFSH (A% )

- BT (AT )

- REESFEEATRERARNPLE |

ffEFAWeb UIRIE 5ZFWLAN ( Tk )

THEWLAN A AR RN BRI T4 M &R 175,
£1%

BEFZEAPHIWeb Ul, FTFFWeb| ¥ 85 3 Awww.https://ciscobusiness.cisco. E#¥4E
2, B EEARIIEYL, MALNEIL., SR LB H A ZTAPHIPHUEFRIFFIE.,

2

Bt S E Wireless Settings > WLANs , AT LG T4 BIEM(WLAN), RFiEFEAdd
new WLAN/RLAN ( B IN3WLAN/RLAN ) .

HIRL
e e 'cllslclo' Cisco Business Wireless 140AC Access Point
@R Monitoring
1
£ Wireless Settings
N 2 WLANSs
L Access Points N\ Active WLANs [EETEN 2. Active RLANs [l
& WLAN Users
& Guest WLANs &
e Add new WLAN/RLAN |
Action Active| Type MName| S5ID| Security Policy| Radio Policy
*a Management @ x Enabled WLAN EZ1K EZ1K Personal(WPA2) ALL
& x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open N/A

-‘.’- Advanced

S| 3
ERRETFT  BAUTES

WLAN ID — HWLAN®%E R —NRS
K EEWLAN



HEXHEH —BWABHE , SSIDNBEFEXHEBN B BHRLA— , BFNBES
NN FEFR,

UTZBREARFPRENRUNE , BER  MREBUFELAREEA] , WEFHBE
B,

SSID — BB HE Mt AESSID, REEE | AILERMT, EHH4AM—  BF
NBE3INZER,

B — NREHBBIRES , WLANSF BEEE TR,

TLhERE — BE K BHEEFEEERERAI, SAME2.4GHzFS5GHzE F i 7] LA 8]
¢,

J#ESSID — BE |, BFERUSSID , UEFEREZHEBH

Aip ot — RRFLERALEMUNEEE R LETHREREIEETEAF B,

& F Applyo

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type  WLAN v 9

Profile Name * CBWGuest

©

WLANs with same 55ID can be configured, unless
layer-2 security settings are different.

S510 | CBWGuest

Enable ()

Radio Policy | ALL vy 6
EBroadcast S5I0D ()
Local Profiling (2]

$W|4

B AWLANZ £ 300+, FTEABI | &8 T TR,

- HEMSG — B



- BHEIMKEIE — MREEAMacRIOS |, B EH LS AL IIEE, LIt BNEERERIT
MR KIEWebERRENBFIME TP REFE. LiFERERIPhoneESHE — &R
EMER(URL) , MR WEINER , MBRIZREBRMFRITH , TEH—PRE, WRRUENE
BRI, MMRI%58 &M% R IE B BXR AR , H B Applef) 38 &M 4% Bi3E (CNA) 2 B3 B 3h
PAREES , ESEEOFRBERINTFAER, HEEOD S MRS 5IZ(ISE)5E HI MK et
, CNATJAEL T, TAPTAIBH L h MBS K,

- BEIMEI R — NYUBRABEMEETN , BFEFTN. XATEETATEHORIE
MWebl 1 E, ERANTEHITEUAEARIANET ERWeb TF N G BRI, WRE
FERAMENZBHIWeb RS EFHITRFIME T B ORI , HERBABBIRN, WA, £
Site URLF B I8 ERSEHIURL,

Add new WLAN/RLAN

General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network () o
Captive Metwork Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v 9

Access Type Social Login v
ACL Name(IPv4) None v (2]
ACL Name(IPvB)  MNone v (2]

EARARGP  FUBEATHRXBRHRXENHEWLAN, AFREEILFE
WLANfG , REE@IENRUNERTE , BEZRES , 4T 0K EGoogleM
FacebookHy & & i#z4l, A o] LA A HGooglezk Facebookifk /7 & F AR EXInternetif 8]

o

SW5

ER—-GEM+E K NTHREFAEZFRRE, ERFH  EBTHRBEFRK, XRAT
1Lfig{ﬁ}fﬁHGoogIej?,Facebook lfthﬁ%ﬁE\_LlE*ﬂlﬁlﬂlx—XJi%E’Jﬁﬁo

“ESREVN Bt s

b P — BRINIETR, 1R IE I LA GE A P B M ﬁww@a_ﬁ%ﬁfﬁu't &
L& IZEE > WLANA " T HEWLANW A RAFIEERFENEB, X ?Jquﬁﬂ
B3R R,

sillvanfis
CISCO Lagin



A LUBE S S| Wireless Settings > Guest WLANs R EE N IR E, S LRI A
AR BHENTEHEE. £ Apply. EHFK"

Web[@Z — RFHEEEZERHNERNKZEFBHRWLAN, HERFEERARFSA
F 22 45 EN 0] 157 A WLAN,

Email Address — TF E AP EE W A H B 7R 4 b uk = 8815 R M K,

RADIUS — BERA TG B RIULRSES.

WPA2PMA — T HZ 24 (PSK) B Wi-FifR 37 17 8] 2

& F Applyo

Add new WLAN/RLAN

Guest Network ()
Captive Network Assistant ()

MAC Filtering
Captive Portal | Internal Splash Page

Access Type | Social Login

Local User Accoun t
ACL Name(IP

Web Consen t
Email Address o
ACL Name(IP

RADIUS

$I|6

BEEYEEWeb UREE LER ENRFEFRKREFEE,
2 Q A © -~ % O

BOEEACETCBWHNE LA AN THEMNSE, BARNEREREENER,

fEAWeb Ul TRIARF ST ( 7% )
PHREIRFRRALRBENNEN TR, CATECEREXREABERER LR, EM
n—#  ANELRENFANREHTHERER. BERULSHRELREXAES K
MRADH. ENAFPGRMBHNITAEERHTIZEERR  HPEERREXRE
o REEHPHMIREUSISHER , RERE—#, HXBWKRBKINESE . HEIFR., 7/
[B] 42 &l 51 &R F QoS.

g1Y

MRAEBIEMRKEE  BFEMIEFENHEE,

=

|2



RINBERT , BREZNASMF LR XE, BEEH T “Wireless Settings(TLL& iR RE)

o

an Monitoring

1]
[ ] |
Access Points
Clients
Guest Clients

Mesh Extender
© Applications

v} Rogues

Access Points

Clients

® Wireless Dashboard

AP Performance

Client Performance

£ Wireless Settings

I‘l'- Management
<

Advanced

TRESEL TLIRE #EEN T BN E &KL,



aluafn 5
e CIISCIO Cisco Business Wireless 140AC Access Point ?2 Q A ©® =

®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >
N Active wLANs [
& WLAN Users

& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssip Security Policy Radio Policy

2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

SW3

B EERANANTLREMNEN N REER.

1NInr
e cllsclo Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs B

Add new WLAN/RELAN

Action Active Type

' 4 'x Enabled WLAMN

HTFESKERMTWLAN , At BN BHEWLAN TTHE A EE RECUTFUTHEA -



Edit WLAN

General WLAN Security  VLAN & Firewall Traffic Shaping

Scheduling

WLANID

Type WLAN
Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy | ALL r 9

Broadcast 551D ()
Local Profiling () (]

W4

BEREBE AT,

Edit WLAN

General WLAN Security  VLAN & Firewall Scheduling

WLAN ID

Type Lol
Profile Name * | MAP

S§SID* | wmAP

WLANs with same $8ID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL '3l )

Broadcast $51D ()
Local Profiling () ]

RS ITRERAOT



General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping  Scheduling

Qos  Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps

Per-client downstream bandwidth limit [} Maximum
No 1 2 E 4 s 3 7 8 E 10 500
limit
Per-B55ID downstream bandwidth limit ' Maximum
No 1 2 E 4 s 5 7 8 E 10 500
limit
Per-WLAN downstream bandwidth limit (] Maximum
No 1 2 z 4 s 5 7 2 s 10 500
limit
Per-client upstream bandwidth limit . Maximum
No 1 2 E 4 s 3 7 2 s 10 500
limit
Per-BSSID upstream bandwidth limit ' Maximum
No 1 z 3 4 s 3 7 8 a 10 500
limit
Per-WLAN upstream bandwidth limit ' Maximum
No 1 2 E 4 s 3 7 8 a 10 s00
limit
Fastlane | Disabled v

Enabling Fastiane will update QoS value to platinum.

Application Visibility Control  Disabled v

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate

W5

ERERS , SFRI AT E2H e, RMIAMER TERALLIhEE. BHThdlE

, REER B

Per-WLAN upstream bandwidth limit [ ] Maximum
No 1 2 2 4 5 ) T 8 El 10 500
limit
Fastlane Disabled v

Enabling Fastlane will update Qo5 value to platinum.

Application Visibility Control ( Disabled -)

AVC Profile (Enabled )

Add Rule

Action S.L No. Application Action Average Rate

e 1

B HNAEE.



Application Visibility Control | Enabled

AVC Profile ~ MAP

Average Rate Burst Rate

|

BB RALIRE , BN ZIEERTEET.
FB7

BREUEREXAWLANTRE, AR EAEMRNEEZ LN EE RS, —BEReR% &
T M RARF KR,

@ Monitoring 1

=8 Network Summary

Access Points
Clients
Guest Clients

Mesh Extender
o

< Rogues

Access Points

Clients

® Wireless Dashboard

AP Performance

Client Performance

£ Wireless Settings

I‘l- Management
<

Advanced

WERBEROEMRRNRE , REFAZE , MTAR.



e 7
e 'c||s'c|o' Cisco Business Wireless 140AC Access Point 2 Q A © = o

Applications ©

LREMERRATES

- R — 8T ZFRRE

H —BERNRARFARNRE | UEERNEEF
- BEEABR — WRSBEEANSEE

- BHE — NRACHANTRE

BUUKERTF , NKEINEF , S THEMNZ T RNKERE.

LEIEEEEBA , T ERHARINEERWLANER. ATR—ERANERNAMBMASE
B, ENIIRAEKSEEZSAR , SEUTEANTRH

- BT
o BlEN B IWEE , SSL
. RIEEBHF
o f5l#n : Outlook, Secure-pop3
- IEF M
o 530 : WebEx, Cisco Spark,
CWEHNITHERERIE
« )70 : Microsoft Office 365,
- Z P AIEME
o 40 . Windows-Azure,
- HTRE — EBN
o iCloud, Google Drive
- MK
o 30 : Twitter, Facebook
- RUGER
o Bl : Google-Play, 10S
- BNEEE
o BlGn - W, EE

N

b4k B /R Y R AR 7T T E A AR



stfuan]e =
e cisco Cisco Business Wireless 145AC Access Point
Applications
&

BONRNRBH ARG UARITHF , INBFEEANETLEFHL N ER,

$]8

Applications

[

|9

B HAction THAE | BRI BIZHRESR



Add AVC Rule

Application icloud

DSCP | Silver (Best Effort) »
Select ANl ]

AVC Profile @ WLAN 551D

0O EzZ1kwireless EZ1KWireless

wWivirelgss wariflgl@ss
CBWWirel CEBWWiral

[0 DEFAULT_RLAN none

EARPIFR | AR ETUE £ Marko
X B SRENAY R4
- IE — FRERBERAZS RS KB I(DSCP)IRHN — — EEMARE A ANRIR

- BF — BREFREBATRITEARE
RERF — AT IREFIIERR, RRER (LKbps £V )

SW|10

B EDSCPFERHMN FAEUMNA TR P H1TIER,



Add AVC Rule

Application  icloud

Action  Mark

Platinum (Vaice)

Gold {Video)

Bronze (Background) 5

DT REMNICHHRENDSCPIET, XEETMNELPHNERHEABRENRERR A
HEZEIR,

R (BR
- R (RD
- EHE ()

- BER (B )EZ
- BEX —AF&%

N N
|
2
&

ERAWebE B, REESITBRISSLARK , XA ILEEHRFEINMEEHEIWANEEZ
HRNEBRE. Hitt , KEFD5WebREFEASSL, NRIEMLERRESSLREATRLT
W 3] S8 44560

S 11

O, ERESTHRENEANSSID , EH 2R



Add AVC Rule

Application icloud

Action  Mark

DSCP | Silver (Best Effort) »

Select Al ]

AVC Profile (¥ WLAN SSID

EZ1KWireless EF1KWirsless
CBWWirsless CBWWIireless

DEFAULT_RLAN none

S 12
£ B HApplyFT 46 L SR B
[0 DEFAULT_RLAN nong

XA geEARMMIER

- GE/APRERAERE  BIEESKBEREEY, ZUUESESWMRLHR , BE
Netflix REIL LR , LHEER-
. AIEDAEE TEABERAEHBUE L £ R R HIESR,

BT | NARFIMB—MEERANTIE  BIERAEFHITAUNG—SER
, I —FrriFk.

fERAWeb UI#{T& P44 ( Wik )

EEIMEE  REXREFHINER. MANBRT , FLHEIMETERRS. 1t
EEARREEHE



- EHB — HIRBHEH
- BRERS — RBORORYE
- BERSMA — ERRER N RE

BXRZXEEFIRNSITHERSREANBEENETLE,

REFEFIREEXHIUEFBEHTEREN. E , SrLLRERFEEMIIER
BE. Bl , ERAFRNENLSERESRBEBIENNARGIRERE,

BRE , RENEFHFMAE R TEWeb UIFIMonitoringEB 2 # 2
£1F5

# FHWireless Settings.

&% Monitoring

1]

L1 ]
Access Points
Clients
Guest Clients

Mesh Extender
© Applications

vt Rogues

Access Points

Clients

® Wireless Dashboard

AP Performance

Client Performance

ﬁ Wireless Settings

I'l- Management
<

Advanced

LTARRLUTRET TLREEENBTINRE



9 "I:Ills'::lcl,' Cisco Business Wireless 140AC Access Point ? Q A © = o

®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >

N Active wLANs [
& WLAN Users
& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssiD Security Policy Radio Policy

K2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

B2

BEERATRANWLAN , AR EEMNFEET.

Inr
e C|ISCI0 Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs |

Add new WLAN/ELAN

Action Active Type H

' 4 'x Enabled WLAN E.

HW|3

HRBTRMTAIR, WEEHSRELSTNEREME LRSS, BHRHEE,



Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?

e

% L ocal Profiling Y] i 1% 0 Y1 IR 7= ik 2 4T,

Edit WLAN

General WLAN Security VLAM & Firewall Traffie Shaping Scheduling

WLAN ID v
Type BIESN v
Profile Name * EZ1K

SS5ID *  EZ1K

WLANs with same 3510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL * @

Broadcast 551D ()
Local Plofilingl::

$M|5

B Applyo



Edit WLAN

General WLAN Security  WLAN & Firewall Traffic Shaping Scheduling

WLAN ID
Type DUEAHN
Profile Name * EZ1K

351D EZK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v ©

Broadcast 551D ()
Local Profiling () (2]

W6
B HZEM K MonitoringZB 7 £, BFEIEFAHBREFBEIEHEEET RN E
FIE R
CLIENTS o ME x
Client Identity - Device Type * Usage = “ Throughput l
I & Anthonys-iPad Apple-iPad 1.0 GB 2E0.3 bps
2 @ Galexy-58 Android-Samsung-Galax 2.4 MB 1.2 kbps

Zie
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