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“Troubleshooting the Internet Connection(BEBRInternetiE 2 H f)”,

A

Your connection is not private
Aftackers might be trying 1o steal your informat from ciscobusiness. cisco (for example, password

ards). Learn megre
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Getting Started

¢
* This page will provide you with easy steps to configure your network device.
* #~ Launch Setup Wizards % Quick Access
@ Initial Router Setup Upgrade Router Firmware

V etup Wizar onfigure Remote Management Access
& PN Setup Wizard Configure R Manag A
= Backup Device Configuration

x Initial Configuration l.lll Device Status

Change Administrator Password System Summary

Configure WAN Settings VPN Status

Configure USB Settings Port Statistics

Configure LAN Settings Traffic Statistics

View Systems Log

Other Resources Support | Forums

0 Do not show on startup

S| 2

3

SR IABRS BiERE, HTEE\WNLDT , FEEHE T

Initial Router Setup

1 Welcome This Setup Wizard helps you to install your Gisco router

Before you begin, make sure your router is connected to an Internet gateway device
(such as a cable modem or a DSL modem) as described in the Quick Start Guide.

& Don't show on startup

HW|3

S ROFERFRIRAFCERNELASR, ATECHIALT , FREH T



Initial Router Setup

o Check Connection

2 Check Connection

A\ Please follow these steps to ensure your router is connected properly:

1) Make sure your Internet connection device (such as a cable modem or a DSL
modem) is connected via Ethernet cable to the WAN port on the back of your new
router.

2) Make sure your Internet connection device is plugged into an active electrical
outlet and turned on.

3) Did you connect and power on both the router and the modem in the manner
outlined in the quick start installation guide? Power down both devices and repeat
the indicated installation process at this point.

B4

T TREFERENKAR[IEIPHUANET, FRZRP , EFEREDHCP, £

Next,

Initial Router Setup

Configure Router - Select Connection Type (Step 1 of 4)

Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
O Static IP Address
O PPPoE

QO PPTP (Common in Europe)

QO L2TP (Common in Europe)

Learn more about the different connection types

BREMIERDHCPH AT IRIRE |, BRI LUR R £ FBEES 7B X T [EERER
HHNEMAES  UHRSE, AXUEATENFAGE , BSANUATNE :

- RV160xAIRV260xig & L BYWANEL
- #£RV160HIRV260.t Fi B #2558

o Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.
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https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/kmgmt-2334-Static-Routing-RV160-RV260.html
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Initial Router Setup

Configure Router - Set System Date and Time (Step 3 of 4)

Enter the router's time zone, date and time.

3 Configure Router [Time Zorie: (UTC -08:00) Pacific Time (US & Canadat‘ ] o

©® Enable Network Time Protocol Synchronization

O Set the date and time manually, or click here to import them from your computer

Date: 2018/09/14 (yyyy/mmijdd)

Time: 0518 :

Back eCancel

e 1

EEREBL ERERESRARZFNMACHU, BFE , LNFEAR AU, B2E

Next,

Initial Router Setup

Configure Router - Set Router MAC Address (Step 4 of 4)

Each device on your network has its own unique identifier called MAC address. In most

cases, you should choose 'Use Default Address! If your ISP requires you to connect using a
3 Configure Router specific MAC address, you may change it here.
Choose a MAC Address

® Use Default Address (Recommended)

O Use this computer's address

O Use this address

e
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Initial Router Setup

o Summary

o Please review the following settings and ensure that the data is correct.

Connection Type: DHCP
3 Configure Router
MAC Address:

$ 8

ET—F4 , SRR FRRARNEANED, BONIREREDETS8NFR (KD
BENNE ) HEBEBF. FRAFSBREERNED, £& Next, 12 TENBDAEE
KEF,

Initial Router Setup

Enable Security - Set Router Password (Step 1 of 4)

The administrative router password protects your router from unauthorized access. For
security reasons, you should change the router password from its default setting. Please

o
o
O write this password down for future reference.
Enter a new router password: (At least 8 characters composed of lower and upper case
letters as well as numbers)
Router Password:
Confirm Password:
Learn more about passwords

O Disable Password Strength Enforcement

Back Cancel
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File Management

System Information

Device Model: RV260P
PID VID: RV260P-K9 V01
(Current Firmware Version: 1.0.00.1 5)

Latest Version Available on Cisco.com:

Firmware Last Updated: 2019-Apr-17, 18:28:12
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f£“Manual Upgrade(F a1 H LK) EBo T , B File Type(XHEBE) "W “Firmware
Image(E 4R &) "2 £ 4,

Manual Upgrade

File Type: (G) Firmware Image | O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC O USB £

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulsls|i=lsc0 1 The device will be automatically rebooted after the upgrade is complete.
SE|3

EFHALR N L , By ERAEREcisco.com, HINREEEH At —LLiEm |, BiX2H
ITARNBE RS E, EEREZEMNBRRGTRMNR LR AR

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC O USB S

O Reset all configurations/settings to factory defaults

Ulolo|=le[:W The device will be automatically rebooted after the upgrade is complete.

Download to USB

|4

# FHUpgrade.

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From: @® cisco.com QO PC O USB 3

O Reset all configurations/settings to factory defaults

Uels[=E8 The device will be automatically rebooted after the upgrade is complete.

Download to USB

HM|5
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Confirm

A Are you sure you want to upgrade the firmware right now?

ENESEFETHMMET. ARSER , BELLETRUTHEE

o ® @ Upgrade is in progress. Do not power off or
® @ reset the device. It may take a few minutes
®o® ocomplete.

ARTRE , REFRE—NMBAEQ , BALKRBEBRENES , AERBMETTERY
BHNE. 2& , BFEH.

A\ Restarting

Please wait for 176 seconds...

$W|6
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File Management

System Information

Device Model: Current Version:
RV260P

PID VID: RV260P-K9 VO1

Current Firmware Version: 1.0.01.01

Latest Version Available on Cisco.com: -

2020-0Oct-

Firmware Last Updated: 26, 20:23:3
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MBE  ENRARERREC TR | B - LEEERNESE,

REWESERPANEXE , AT HEXRIXLEET KX L LD
B, MRLES , TUARHETEEEREET,

. IEVLAN ( 3% )

- REBIPH I ((ATi% )

- RINE AP (AT )

- BEHEZTERFEHNMRITLE D!

ECEVLAN ( AT )

Language File

1.0.0.0

—RRERATENFAE

EUFE M (VLAN) R F &R BEM(LAN)Z B2 REI AR g, EHRBIETE
M LT BRERT , TABIEVLANRKRESH B8 EAL S EVLANFRIERBZ =%,
VLANE AT B B A A MSER Wb KA BHNABHNERKIGAEMRE, B2
VLAN , BEXTEVLANED FHRIDEZET —NMr A2l FEER, wWOSTBRLET

_/I\EQ%/I\VLANO

MREFREEVLAN , AIRET—T,

F1F

Q@

@& e

Port Settings

S/ ZLAN > VLAN Settings.

Getting Started
Status and Statistics
Administration
System Configuration

WAN
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afnatfn. ~
(=) sths Ry160W-routers64F71

VLAN Settings

Create new VLANs

&

Inter-

VLAN Device
o VLAN ID Narme Routing Management IPv4 Address/Mask
o Default Enabled Enabled 192.168.1.1/24

255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149

$H|3
WA ZLBRHVLAN ID , H#WAE#. VLAN IDEE51-4093,
BT A200#HVLAN ID ,Engineering#E I VLAN#I Name.

i), ~
9 tetlie Rut6ow-routersear71

VLAN Settings

Create new VLANs

-+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
92.16 124
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O j200 Engineering ] m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy
WINS Server:

B 4
MRFE , FUBES Inter-VLAN RoutingfDevice Managementty Enabledfi..

VLAN[E B A TREFESN—IVLANEHBEEI S —1NVLAN, BF , TEUNEEMNSE
FRALIEE  RAEBFLEREHEFAF , FVLANERZ S, A8, VLANZ B OJEEE
HERE, MBHILXFMER , Fik+PInter-VLAN Routing on an RV34x Router with
Targeted ACL Restrictions , AE B & A FEVLANZ B{E B ERE,

REEERATEFERARNKI[/MVLANEFRKRV260PHIWeb UIHEERV260PH . Lt
WREth NELEMSE LA


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
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VLAN Settings

Cisco

Create new VLANs

il oy160wW-routerssaF7

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering [m] [m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.2565.0
DHCP Type: O Disabled
® Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy T
WINS Server:

M5

TRIPV4MIE R BN EXREIPH A" FRP, MREIEE | ATUEELE,
. FMAE192.168.2.100-192.168.2. 149N IP# it (f £ DHCPEAH., 192
192.168.2.9951192.168.2.150-192.168.2.254 7] i T # A IP# 31t o

i),
CIsCOo

VLAN Settings

Create new VLANs

RV160W-router564F71

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.265.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O 200 Engineering m} m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.2565.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.

$]|6

“FRBE T A FRIEERENER, IREHTENR ,

Range Start 192.168.2.100

Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:

XF B BEFER,

EAERY , BAIVRHRE 7/#£75255.255.255.08i/24

£ 2S5
.168.2.1-
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VLAN Settings

Create new VLANs

+ @0
Inter-
VLAN Device
O  VLANID Name Routing Management [Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering m} m] IP Address: 192.168.2.1 .fl24 I
Subnet Mask: |1255.255.255 0 |
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy
WINS Server:

W7
R AFYEEMR(DHCP)XHE, LLTIETUA :

Z2H — ZHVLANLHDHCP IPV4fRSE 88, BiIENRHRERFER, Flkipss  ETE
%ﬁJEﬂEFﬁ*ﬁ‘lei& , HEFMEEEBRRNIBEE.

AR #8 — X R &R AR

- ARt E — W AR E{ESE)43,20070 ¥, BRIAMERN 144008 ( ETF24/DeT ) o
EEFHRASEE SR — WA TS D B IPH LT E T i 4
. DNS Server — N\ T 15 TR FI1EZNHDNSIR S8 A ERE R MISPERA,
- WINSHRZ 88 — M AWINSHR S 25 & #ro
. DHCP Options ( DHCP &It ) :

o EIN66 — M ATFTPIRSS 25 Y 1P 1t

o 150 — M ATFTPARSS 85 51 RV IPHb it

o JET67 — WM ABREBEXHE.
. Pk — | AIFEDHCPRR S 85 IPv4A b it AL EDHCPH 4R E, XRESHNEE

] _
@ Uil Rvicow-routersear71

VLAN Settings

Create new VLANs

+ @0
Inter-
VLAN Device
O VLANID Name Routing Management [Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O 200 Engineering m} m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.2565.255.0
DHCP Type: Q Disabled
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149

DNS Server: Use DNS Proxy
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& FHApply A B ZEFTVLAN,
Apply Cance
3 VLAN 2 B0

ERV260 L AT LB E161MNVLAN , EfF—4VLANA T/ EM(WAN), FERKO LR
VLANRI # #EBR, X &FiZzisA LW RERBEALRAFIEENVLAN/VLAN, SHEINRE
KER,
WA LLRE N IEA AR A HIHO
CEARDO — 28 —1NVLAN, %% TERigm,
- AR O — AT MR ZNVLAN, 802.1g0 FHARFARIEVLANTHRIE, BAEERY
EARVLANRBERR
— ANVLANZE T BEEW®O :
M ?ﬂﬁﬁlﬁﬁlﬁﬂo
. OB OB VLANRIARIE R “ KRB
W FiZEwO |, FrEETVLANRFRIE FExcluded,
HE—-NmONFHENHZMVLAN:
M *ﬁ?‘mﬁ‘] Epé&(ﬁﬁ‘ﬁuo
. Hp —/NVLANTABUARIE R ARIRIE
- B T 4kin O ERVLANRFRIE R 4RIE”
- AB T o4t O VLANRIFRIC 7 iZiw A BYExcludedo
XEE  EARRBIG | EEHRH,
S|
ERE 5HEHVLAN ID, B3 Edit,

EARBIH , JATESE TVLAN 1FVLAN 200,



Assign VLANSs to ports

@

O VLANID LAN1 LAN2
1 Untagged A Excluded
200 Excluded v Untagged

B FEditVLAND B A LANIG O |, RS MEEIBE RN Tagged, Untaggedsk Excluded

o

EARF S |, ELANTE | RAVFVLAN 19 8 A Untagged , FFVLAN 20047 B R
Excluded. X FLAN2 , ZAiTIFVLAN 15 Bt I Excluded , FVLAN 2004 &t 7 Untagged

o

Assign VLANSs to ports

®e

O VLANID LAN1 LAN2

& 1 Untagged v Excluded

& 200 Excluded v Untagged

I 11

& HApplyRFELE

Apply Cance

EIENZ BRI EFVLAN , FFVLANEEFIRV260 EWwmO ., ESHTRENGIE
HAVLAN, filfn , VLAN3OORIZATESH , FMN192.168.3.x , MVLAN400FF €&
AT FMAN192.168.4 xHIiE MK,

XEVLANRYE A, SBHBEEE , FATH (ANt EBEBNVIANSESENZS
) o

REIPH I (T )

ERNBREDE TR , TUBELREVLANIREERHR LIREFSIPHbI, B EH
BITHRERNS , BEUTSRITHER,

MBEREEREBIPHI , TUBIEIH T -2,

£1F%

EEMFE 2D | H5HLAN > VLAN Settings.
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https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
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Static DHCP Cancel

Static DHCP Table ~

+Fw &L

O  Name MAC address Static IPv4 Address Enabled

Printer 00:11:22:33:44:55 192.168.2.10 Enabled

ML , MEFZKRV260PEHBNEE, RNAEFEELENIRELTLIRZ

Bt ECBW140AC
CBW140ACFH58EP H

B SR LR M 45 MCBW140ACHI PoE iR Al ARV260PHIPoE#: 0. RV260PHI T4
i O A AR EPoE , Bt AT AMER H R {EM— MmO,

REERTRES. BARBIKAZTEI100HM. LEDEUSHEXNGFERE , RER
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BPNE, SLEDERITE&ENRE , THRET -5,

EAP EHPoELLARN E1T8E I O R BE A TIRAFILANS E1THERE | TREEZIEME
e IFEAPHFRY RBERAVIRZ

MRAECHNEBASTIERTN , THEA , FHAREEENH] RIARE , UE
CiscoBusiness-Setup SSIDE R EZRIWI-Fils B, XA EMEEY | E%kFHow to
Reboot and Reset to Factory Default Settings on RV260 Routers.

£Web Ul LR B 140ACETLBEA R

ERILAERA B R AEWeb UNREEA R, AXERAWeb UITIRIE , XNEBERMHE
TEZ®RE , BRNER. IREBET B EABINA , BREGUBRBINA
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MREZENBIRD |, FSRA XN TEAEIBRR R D .
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https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5858-reboot-and-reset-rv16x-and-rv260x-routers.html
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CiscoBusiness-Setup
* Secured

v/ Connect automatically

Airplane mode

MRENBALITRTN , THEEDA , FHRFGEHEENET RIARE , UE
CiscoBusiness-Setup SSIDE RE EHIWi-Fiik T4,

S 2

# A O cisco123, A /5 £ diNext.

CiscoBusiness-Setup
Secured

Enter the network security key

EREBIUTRER. AT -RAREE—aRE , FEER.



& (_:lscn Business-Setup

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No

REEN — AR BIERE D CiscoBusiness-Setup SSID, MR R —ARE2AERE |, NFE*E
EE, WREZEFEFSSIDHACKRIETHE , MAEREMESRZHTTIERE, &
HEIAPHER,

M4
EEE , WebRIMBRNEHEEMBICBW APRE[S . BN , HTFFWebil a7 , 5l

Winternet Explorer, Firefox, Chrome=Z Safari, FE#ut#=d K £ A
http://ciscobusiness.ciscoFf #ZEnter, # & StartiE M T L,

]

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.
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BH B R R FE ENERERERE FEL, BHITHE.
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CISCO

Cisco Business Wireless 140AC Ac

Welcoma! Ploase stan by creating an admin accownt.

=
B -

3

B Showy Fossword 4

Crgdantials will ba usad 10 managn 1 ACCESS. Poing

Start 5

BAERAFBRBRFRPER ciscoBl A&k, MREXHEM , BFRIERER , O
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s Wireless 140AC Access Poin

This site says...

ciscn a5 Username Password i not allowed 1o configure far
SECLEIRY FEAAONE.
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- EAPE#
- ExR/MX
. BEAFIAY[H]
- X

- PR



aifean]n,
CISCO

Cisco Business Wireless 140AC Access Point

1 Set Up Your PrimaeyAP

Primary AP Name | Test

Country United States (US) v © 9
Date & Time  04/09/2021 M 9117 9
Timezone Central Time (US and Canada) - © o

Mesh () © 6

RGBT R QIR RRMER , FRBERAMKRMN. BRINMERT , e TEARS.
SWT

( Wik ) B AR CBW140ACE AABASIPLLATEE., &1 , #ONMDHCPARSE 23K
EUPiit, EREHASIP, BRMAUTHS

. B P sk
- FREHE
ia-__l Nexto

é:ﬂmhhﬂﬂhm AP (Wanagement Menwork)

Managoreas 152.168.1.50

Tutran 2252252250 B

Dotwsh 152.168.1.1 |

==

MINBRT |, kIt TERARS,

SW8



BEWAU Tl BB LML

- MR
ERRE
. 15
- BIAZEG
« (AE ) EHPEERENE REBREIE,
B & Next,
2 Create Your Wireless Network
v
Network Name . CBWWilan _ eo
Security | WPA2 - ee
Passphrase .oooooooo | ee
Confirm Passphrase | eesesese 0

@Show Passphrase ) e
Back l Next ' 6

Wi-Fi{R 47 1 18] (WPA) S 24k (WPA2) B Wi-Fiz £ #9 X4 BT AR

e XY
AR B H 2 T Apply”s
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CISCO

Cisco Business Wireless 140AC Access Point

Please confirm the configurations and Apply

1 Primary AP Settings

Usemame Admin
Primary AP Name Test
Country United States (US)
Date & Time 04/09/2021 9:14:16

Timezone Central Time (US and Canada)
Mesh No
Management IP Address DHCP assigned IP Address

2 Wireless Network Settings

MNetwork Name Test123
Security . WPA2 Personal

Passphrase; **%%**

FE|10

B HOKUR AIRIE,

Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

e
(| ok |) cancel

~————
REREAEFEIREN , BFBIUTER, XAEEE105H,




Saving the configuration...

This may take a minute.

EEFBFHE , BASFWLEDNALN ZMEEER, HLEDEE BN | BFHE
T—%, MRLEDKRBI I BNHEN , NRABHNEZFEEDHCPERS . HR
APEREEI Y EEDHCPIRE 3B H S,

S, 11
BIPCEMLLIEI  MBREEHENMLE, £ Connects

E#F3)/5 , CiscoBusiness-Setup SSID¥FH %,

/fl

(] -~
Secured

+/ Connect automatically

Comect

7 @
Mobile
Airplane mode hotspot

HE 12

T FF WebiXl ¥ 85 H 8 A https://[CBW APBJIPH# ], B& , &0 LATE otk #2 eh 2 A
https://ciscobusiness.cisco #ZEnteri,



» ) & https://ciscobusiness.cisco/

ull

BRELLS TS @ Ahttps , WA Ahttpo

HW]W13

& Login

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcomel Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners
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FRCEBEMNEIEEF, Click OK.



I

asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.
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MREEEMEE , FEFUTERT
. BRIER T FRN RS EMRIRG(SSID), XE2ENTLRME 2N E .
- I BN AREICABMAEMVPNIERE, CEEUREEZEIBIRSELFEAN
VPN , MEEZE AR & iZVPN, /0 , Android(Pixel 3)F#l ( Google FifE N BRS 12
1) BE— 1 NHNEBVPN , H3ERE  TEEH. EERIAP , EEZA I INEE
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Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

Co)

W AR AR EZRBERLARIEAP, Click OK.

e ¥

Authentication Required X
https:// is requesting your username and password. The site says: "Cisco Business
Wireless"”
User Name:ﬁ h ‘
Password: ) ‘
o O
HW|5
SMETLRE>MR. BRARMESH. 25 Apply.
e "cl|'s'él‘;‘ Cisco Business Wireless 140AC Access Point A @ z
*R Monitoring
? Q

i‘.‘k Wireless Settings
N WLANs —

% Access Points . m
& WLAN Users

& Guest WLANs

’

ﬁ' Management

-ts Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access [;IJ

Mesh Backhaul RRM
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MRMRMERER , MWAPAIREZEBNITEMNEZ . REEOFNERNENRED. B
he XRKATE107%. EEFEHHA , LEDRUSHEXNLKEZE , REXEEL
G, deNRPe  REBRENEE, LEDAGBEENMGHEL T 2B ATRE /MY
Z1to

£ fin ZWireless Settings > WLAN Users > Local MAC Addresses., # &Add MAC
Address,
o e '::I|lsl¢l:lol' Cisco Business Wireless 140AC Access Point A ® = &
@@ Monitoring
L (Wireless SN ?2 Q
N WLANSs 1 WLAN Users
@ A Point
ccess Points 0
)
% Guest WLANs (3
& DHCP Server WLAN Users (Local MAC Addresses) (2]
% Mesh
Search
M- Management (4] ©
-‘ﬂ Advanced Refresh @ f? Number of Blacklist:0 Number of Whitelist:2
Action MAC Address Type Profile Name Description
 x 68:ca:e4:6e:15:58 AllowList Any WLAN/RLAN CBW142 Mesh Extender
@ % a4:53:0e:1f:e4:88 AllowList Any WLAN/RLAN CBW140AC-e488

S8

BMARRY BESHMACHEUE AR, EE“Type as Allow’FlIFR, MTHE £ FLEREE
XHE#. B Apply.

Add MAC Address

MAC Address ( 68:ca:e4:6e:15:38 ) o

Description (CBW142 Mesh ExtendeDQ e

Type (O Block list ® Allow Iist_) e

Profile Name (Any WLAN/RLAN D o

o@=

WO



BESYLERBALER LN R BEIRRERAEE.
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HNEINRT BERESLI R,

£ AWeb Ul EMEF ARG

TEURIXNEBRSR | I EATUEFRRGE , BRUERAT ZRER FEHWeb
UINN&RBZMITHI SRR,

EEFNEREAPH IR RMARE , BHRITUA TSR,
15

BHWebREA LANEREN , AEE T “Primary AP Information(EEAPER)"

Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries - US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50
SW|2

HETHRASRMRERAETLER. —BNEREREENRMF , FXAED,



AP Information

Primary AP Name

Model CBW140AC-B

Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50

MRZTHREKIFRAWERMGE , TUABREBIEWLAN IS .
P$|3
M % hi%EManagement > Software Update.

LR FE R MAERER , HIRERSIH 7 Se R RE S

Software Update

<10.0.251.24>0

ﬁ- Management) @

@ Access

% Admin Accounts

@ Time

v Transfer Mode  TFTP v

Advanced IP Address(IPv4)/Name *  172.16.1.35

BRI AEFCBW AP |, H EEAP LR HBIEL E T 2 #HMIER.

M4E =0 TR B &R, B HECisco.coms

Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )

HM 4

EFFAPRENBIRERGEN  FEAFIRBREZEFTHNIRPEREER. RIABER
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Transfer Mode Cisco.com v

Automatically Check For Updates (Enabled v)

HEHRET K ACisco.com L RFEEMN R UEENREERE , M

- Web UELANRUHEFREIRERNESLE (KB ), [RHEZRREEARGEER
M H,
- “BERE#" (Software Update) T H K ZBEY“ E#7"(Update) IR BB Ao

Wil C
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q o

Software update is
available for your
Cisco Business
Wireless AP/APs on
cisco.com

Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled N
Last Software Check SEriVar2710:44:29 2020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 e (2]

$M|5
Click Save. X FRFEEEMEXNNMBIREE T H AR E XEX,



Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Recommended Software Release _ 0

(_seve L updae

‘ERBAREFREREREIHIFIRGREN AR, RHERHRAZLHE
SERTEREIR.

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled o v

Latest Software Release 9 9
(?)

Recommended Software Release

e 1

BRI LA BT S VR E FHETHHRE.



Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ o

|7

EREHHER , E 8 HUpdate,

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled

Recommended Software Release _ 9

REFLE R A EFET", MESHE|SEEINELT =METF -

- RARTF — EEREEN I HEFEN R RAEE BRI KRR
- Updatelt B~ — IEE MBI N EBAP, B LU BT , REHUEHEE. BEFE
APRENERGM THEREEHERES , FEPEAIEREIERE,
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BRROSHNHBARE. EETWIN e, AR R EEfIEDT o



Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0

$KS
& #“Confirm ( Bk ) 7

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

e AP will be reset after all Access Points are updated

- =D

#ZEWeb Ul L RIZEWLAN
B S VR BI T BEF (WLAN)
%1%

ALLEBET S EWireless Settings > WLANsKSIZWLAN, A/Fi&EAdd new
WLAN/RLAN ( #in¥WLAN/RLAN ) .

NI
e lterls Cisco Business Wireless 140AC Access Point
e - CISCO
@ Monitoring

1

ﬂ Wireless Settings
2 W1 ANe
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RN STFT  ALTES

. WLAN ID — FHWLANIER —NE=
. KA EERWLAN

- MEXHE — BWABWE , SSIDRENEZTHENER. BNLTH— , BEFAMESY

3INFH

UTFRERRHPRENRIAME , BER , MREEUAFTAAXBEEEH] , NI HR

Ao

. SSID — BB HEMBA®ESSID, NREEE | L EHRLLI, BIRATME—
MBI NEE,
- B — NREFBAIRAS , WLANF BEIEE T1E,

TLBREE —BE , BLFZEFHERERNAI, LUE2.4GHzF5GHzZ /= i 7] B 1/ 6] M 4%

. J"¥ESSID — BE , BFLEXUSSID , LAMEFERE NEnabled,
. AN AT — ‘@R%‘%’Eﬁ&tiﬁﬁ&ﬁ%%)ﬁﬁ#‘atiﬁﬁ’ﬂ ERGHREETERAF B,
B & Applyo

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLANID | 2 v o
Type | WLAN - 9

Profile Name * Engineering

SSID * Engineering 9

WLANSg with same 551D can be configured, unless
layer-2 security settings are different.

coe @D

Radio Policy = ALL v | @

Broadcast S5ID ()
Local Profiling (2]
e
B AWLANZ £ 410+,
EAHIR , LTRTRE N BINE -

- EME, BEIMEBEMMACEREREEARS. BRXREBEMENEAER



%QI}E'—J-F_:'I;FO
- WPA2N AN — H M A Z 24 (PSK) Z B EIE R N WI-FifR#P 5 F12 - ASCll, BLIETIRR
T Tl Z %40 (PSK) B Wi-FifR 47 15171 2,

WPA2N AR 2 — TP EFAPSKE M RIERI MK 5 E. PSKIEFEAP, WLANZ 2K
THMEFIRLDAEE, WPA2MN ARTAETME LN B HRRIERS S

. RIBEIEE - ASCIHRE R BRIAE,
EHZSERMATUTFE :
- Show Passphrase — R i 8 EE AT EE E i AN E,
- BBREE —WABBEEE (EB) NEN.
- WIAEB — B ABBHRHITEIA

B & Apply. X¥F B IEUERAIWLAN,
General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network

Captive Network Assistant

MAC Filtering o
Security Type WPA2 Personal v
Passphrase Format ASCII v

Confirm Passphrase *  VerySecure

Passphrase *  VerySecure e

0 Show Passphrase

Password Expiry 9

o= &
TR 4

FSLETWeb UIRFA LER ENRFEFEREFEE

?QA@J:aa

EEEFLRBENWLAN |, FiEZEWireless Settings > WLANs, &5 &5 ZI5E3IWLANKIEL
EEmME2 , #L/‘F%ﬁ'ﬂ’]WLANo

1) Wireless Settings
Y 2 WLANS

& WLAN Users

& Guest WLANs

¥ Mesh Add new WLAN/RLAN

ﬁ- Management Action Active Type Name ssiD Securlty Pollcy Radio Policy

3 @z x Enabled WLAN = Ppersonal (WPAZ)
=n Advanced

)z x Enabled WLAN Engineering Engineering ~ Personal I(WPA2)



NECENHEMWLANEE LRSIR,

ARTLRER

ROECREMBESIERE , ACERHRE, BF LRI, Rt &R BRI A TEM

o -

- fEAWeb UIBIZHEWLAN (A% )

- NARFSH (A% )

- BT (AT )

- REESFEEATRERARNPLE |

ffEFAWeb UIRIE 5ZFWLAN ( Tk )

THEWLAN A AR RN BRI T4 M &R 175,
£1%

BEFZEAPHIWeb Ul, FTFFWeb| ¥ 85 3 Awww.https://ciscobusiness.cisco. E#¥4E
2, B EEARIIEYL, MALNEIL., SR LB H A ZTAPHIPHUEFRIFFIE.,

2

Bt S E Wireless Settings > WLANs , AT LG T4 BIEM(WLAN), RFiEFEAdd
new WLAN/RLAN ( B IN3WLAN/RLAN ) .

HIRL
e e 'cllslclo' Cisco Business Wireless 140AC Access Point
@R Monitoring
1
£ Wireless Settings
N 2 WLANSs
L Access Points N\ Active WLANs [EETEN 2. Active RLANs [l
& WLAN Users
& Guest WLANs &
e Add new WLAN/RLAN |
Action Active| Type MName| S5ID| Security Policy| Radio Policy
*a Management @ x Enabled WLAN EZ1K EZ1K Personal(WPA2) ALL
& x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open N/A

-‘.’- Advanced

S| 3
ERRETFT  BAUTES

WLAN ID — HWLAN®%E R —NRS
K EEWLAN



HEXHEH —BWABHE , SSIDNBEFEXHEBN B BHRLA— , BFNBES
NN FEFR,

UTZBREARFPRENRUNE , BER  MREBUFELAREEA] , WEFHBE
B,

SSID — BB HE Mt AESSID, REEE | AILERMT, EHH4AM—  BF
NBE3INZER,

B — NREHBBIRES , WLANSF BEEE TR,

TLhERE — BE K BHEEFEEERERAI, SAME2.4GHzFS5GHzE F i 7] LA 8]
¢,

J#ESSID — BE |, BFERUSSID , UEFEREZHEBH

Aip ot — RRFLERALEMUNEEE R LETHREREIEETEAF B,

& F Applyo

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type  WLAN v 9

Profile Name * CBWGuest

©

WLANs with same 55ID can be configured, unless
layer-2 security settings are different.

S510 | CBWGuest

Enable ()

Radio Policy | ALL vy 6
EBroadcast S5I0D ()
Local Profiling (2]

$W|4

B AWLANZ £ 300+, FTEABI | &8 T TR,

- HEMSG — B
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EMER(URL) , MR WEINER , MBRIZREBRMFRITH , TEH—PRE, WRRUENE
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PAREES , ESEEOFRBERINTFAER, HEEOD S MRS 5IZ(ISE)5E HI MK et
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- BEIMEI R — NYUBRABEMEETN , BFEFTN. XATEETATEHORIE
MWebl 1 E, ERANTEHITEUAEARIANET ERWeb TF N G BRI, WRE
FERAMENZBHIWeb RS EFHITRFIME T B ORI , HERBABBIRN, WA, £
Site URLF B I8 ERSEHIURL,

Add new WLAN/RLAN

General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network () o
Captive Metwork Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v 9

Access Type Social Login v
ACL Name(IPv4) None v (2]
ACL Name(IPvB)  MNone v (2]

EARARGP  FUBEATHRXBRHRXENHEWLAN, AFREEILFE
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A LUBE S S| Wireless Settings > Guest WLANs R EE N IR E, S LRI A
AR BHENTEHEE. £ Apply. EHFK"

Web[@Z — RFHEEEZERHNERNKZEFBHRWLAN, HERFEERARFSA
F 22 45 EN 0] 157 A WLAN,

Email Address — TF E AP EE W A H B 7R 4 b uk = 8815 R M K,

RADIUS — BERA TG B RIULRSES.

WPA2PMA — T HZ 24 (PSK) B Wi-FifR 37 17 8] 2

& F Applyo

Add new WLAN/RLAN

Guest Network ()
Captive Network Assistant ()

MAC Filtering
Captive Portal | Internal Splash Page

Access Type | Social Login

Local User Accoun t
ACL Name(IP

Web Consen t
Email Address o
ACL Name(IP

RADIUS
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®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >
N Active wLANs [
& WLAN Users

& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssip Security Policy Radio Policy

2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

SW3

B EERANANTLREMNEN N REER.

1NInr
e cllsclo Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs B

Add new WLAN/RELAN

Action Active Type

' 4 'x Enabled WLAMN
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Edit WLAN

General WLAN Security  VLAN & Firewall Traffic Shaping

Scheduling

WLANID

Type WLAN
Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy | ALL r 9

Broadcast 551D ()
Local Profiling () (]

W4

BEREBE AT,

Edit WLAN

General WLAN Security  VLAN & Firewall Scheduling

WLAN ID

Type Lol
Profile Name * | MAP

S§SID* | wmAP

WLANs with same $8ID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL '3l )

Broadcast $51D ()
Local Profiling () ]
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General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping  Scheduling

Qos  Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps

Per-client downstream bandwidth limit [} Maximum
No 1 2 E 4 s 3 7 8 E 10 500
limit
Per-B55ID downstream bandwidth limit ' Maximum
No 1 2 E 4 s 5 7 8 E 10 500
limit
Per-WLAN downstream bandwidth limit (] Maximum
No 1 2 z 4 s 5 7 2 s 10 500
limit
Per-client upstream bandwidth limit . Maximum
No 1 2 E 4 s 3 7 2 s 10 500
limit
Per-BSSID upstream bandwidth limit ' Maximum
No 1 z 3 4 s 3 7 8 a 10 500
limit
Per-WLAN upstream bandwidth limit ' Maximum
No 1 2 E 4 s 3 7 8 a 10 s00
limit
Fastlane | Disabled v

Enabling Fastiane will update QoS value to platinum.

Application Visibility Control  Disabled v

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate

W5

ERERS , SFRI AT E2H e, RMIAMER TERALLIhEE. BHThdlE

, REER B

Per-WLAN upstream bandwidth limit [ ] Maximum
No 1 2 2 4 5 ) T 8 El 10 500
limit
Fastlane Disabled v

Enabling Fastlane will update Qo5 value to platinum.

Application Visibility Control ( Disabled -)

AVC Profile (Enabled )

Add Rule

Action S.L No. Application Action Average Rate

e 1

B HNAEE.



Application Visibility Control | Enabled

AVC Profile ~ MAP

Average Rate Burst Rate

|
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Add AVC Rule

Application icloud

DSCP | Silver (Best Effort) »
Select ANl ]

AVC Profile @ WLAN 551D

0O EzZ1kwireless EZ1KWireless

wWivirelgss wariflgl@ss
CBWWirel CEBWWiral

[0 DEFAULT_RLAN none

EARPIFR | AR ETUE £ Marko
X B SRENAY R4
- IE — FRERBERAZS RS KB I(DSCP)IRHN — — EEMARE A ANRIR

- BF — BREFREBATRITEARE
RERF — AT IREFIIERR, RRER (LKbps £V )
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Add AVC Rule

Application  icloud

Action  Mark

Platinum (Vaice)

Gold {Video)

Bronze (Background) 5
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Add AVC Rule

Application icloud

Action  Mark

DSCP | Silver (Best Effort) »

Select Al ]

AVC Profile (¥ WLAN SSID

EZ1KWireless EF1KWirsless
CBWWirsless CBWWIireless

DEFAULT_RLAN none
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®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >

N Active wLANs [
& WLAN Users
& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssiD Security Policy Radio Policy

K2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

B2

BEERATRANWLAN , AR EEMNFEET.

Inr
e C|ISCI0 Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs |

Add new WLAN/ELAN

Action Active Type H

' 4 'x Enabled WLAN E.
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Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?

e

% L ocal Profiling Y] i 1% 0 Y1 IR 7= ik 2 4T,

Edit WLAN

General WLAN Security VLAM & Firewall Traffie Shaping Scheduling

WLAN ID v
Type BIESN v
Profile Name * EZ1K

SS5ID *  EZ1K

WLANs with same 3510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL * @

Broadcast 551D ()
Local Plofilingl::

$M|5

B Applyo



Edit WLAN

General WLAN Security  WLAN & Firewall Traffic Shaping Scheduling

WLAN ID
Type DUEAHN
Profile Name * EZ1K

351D EZK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v ©

Broadcast 551D ()
Local Profiling () (2]

W6
B HZEM K MonitoringZB 7 £, BFEIEFAHBREFBEIEHEEET RN E
FIE R
CLIENTS o ME x
Client Identity - Device Type * Usage = “ Throughput l
I & Anthonys-iPad Apple-iPad 1.0 GB 2E0.3 bps
2 @ Galexy-58 Android-Samsung-Galax 2.4 MB 1.2 kbps
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