BEHSTHRE (CL) BERRINBRLRE
BiF

BXBIEHEEZRRIE , XAEARNAFBNEBBEcisco). Al , REFRTREHAHF
REERKFHEDL, RABERLTEAZBERYE., MREBERNEBTIBER , REG2RRE
ﬁIJE%_ | g\ﬁgo

HTZBATRIEDRRENAS , RtEEZBTRLTREZLEBE. Bt , AR T 2B
WITEBERMER , HATRSBREFTEHRTEE.

AN RBUABE R HITRE (CL) EXRBRINERFBRE, LRED, BABN, RSED
RE, APKFEBERERN R ZBIBIRE.

AR BETUBIRRHNETWebHIEAEFRERDBEEMERMIRE, 2L IRES A

o

BARE R

. Sx300% %! | 1.4.7.06( FHZEHIR)

. Sx350 K5l | 2.2.8.04( T H R FR)

. SG350X %5 | 2.2.8.04( F &R HkR)
. Sx500% %l | 1.4.7.06( FHZEHR)

. Sx550X 25l | 2.2.8.04( F & B AR)

ENCLIEKRFDRE

MO FETR | S ERBHEDBRE |
REEAEDEE

L g

B AEmEE
RERSEBREE

BLEZMERMIRE

RERDENMIRE

Bl E A2 50
HSRBRZRAES B RINAPBRED Hcisco,

SR ARG RETREEERNBBUEF AT ML, ERE FBRYRREIENKRTE


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-250-series-smart-switches/smb1014-configure-password-strength-and-complexity-settings-on-the-s.html
https://software.cisco.com/download/home/283019611
https://software.cisco.com/download/home/286311197/
https://software.cisco.com/download/home/286311197
https://software.cisco.com/download/home/284099526
https://software.cisco.com/download/home/284099526

XX EARHIG | B,Y,
SERIBMAIBRE , AGRER EAEnter,

S5 £ Aenabletn HTH ARHITEN, EXRINBERITERT  WAUTSHS , HEEN
RERFREHEE XM :

SG350X#copy running-co

“Nol’o

_______________

£ e £ -3 &

EREMZEBELCLHE RN LRBEAHBRE,
e i A B 1 1

59«1 BRI EZEHEHE, BRIAAFBMERE Hcisco, MBCEEHFNWAF BHHD |, B AIX L
AT

[User Name:cisco

Password : *¥**&&&&kkk

I AR ERPITERT , HAUTHSHALREEER :

SG350X#configure terminal

SR EEERF A, Telnet, ZEINFT(SSHIFLB LREANT , FRAAUTHTHEAOTLREE



B

SG35@X(config) fline telnet
Cers , SG35@X(config-line)#
SG350X (config) #line [line-name]

EE . EARGIP , ALK RTelnet,
SERABAUTH SR ALK Npasswordii®

SG350X (config-1line) #password [password] [encrypted]
b k=

. password — EEL BN EE, KESEENOF159NFH,
. encrypted — ( At ) EEZBEMZEAMNEMEZEES .

AR ERGIG | ATelnetdk B8 E 3 Cisco123$,
5635@X(config)#line talnet

56358X(config-1ine  #password Ciscol23$
SG350X(config-line)#

SRS, (L ) BREBFHMENRUNED , FRANTHT

SG350X (config-1line) #no password

HIR6. 5 Aendin T IR B IR ALY R ITE R,
SG350X (config) #end

ST, (AR ) ERBRANBIMTERT  GAU TSRS , FREENREREFIEIIEE XM

QX#cop running-config sta D Ko
SG350X: ‘copy running-config startup-config
Overwrite file [startup-config].... (Y/N)|M] ?

#8455, ( Wik ) HI“Overwrite file [startup-config].... 18 RE , B E LIRYR T Yes"EINRK R
“No”,

SG35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?¥
27-Apr-2017 ©97:33:50 ¥COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 07:33:52 %COPY-N-TRAP: The copy operation was completed successfully

SG350X#
BHREMNZEBICLIFER R LR EL B FRGIRE.
[ =R

HEREFNE ARG  ZBB2EINEARFISTERENSF, TRBBUAAA , B2E
BITERENHHETR , HPXEFencrypted M MEHZT,

BRUATSRBICLIER R LEESARBIRE



FR1BRMIIEH B, BMIAAFBNEBEE Fcisco, MREMEFNAFBRNEDL , FRAXLE

ik,

liiiiliiiiiiiiiiiillllll

Passworg = sk sk

SR AR ERRTERT , AU THSHALBREEER
SG350X#configure terminal

SEIEEXRINLABERF BRI EERBEZD , FRALTHS

SG350X (config) #enable password [level privilege-level] [unencrypted-password | encrypted
encrypted-password]

®RIA -

- level privilege-level — IEE BB R AN K. RASEEN1E15, WRAKEE , WHKH
REHNEBINE1S5. AFPRAMT :

— RIRCLIFE(1) — AR FEBRIGUI , A BREHEFERRERENCLIGS,

— REUVAERBACLIGR(7) — AP TEBRIGUI, FERBEHRELERRZEEN
CLitnf. BXFHAEE , SH (CLIZEE®M) .

— R/EEEIFRE(15) — AP ALIERIGUI , H A EERE .
SG350X (config) #enable password level 7 Ciscol23$
AEE  ERROP  ATRAF K/ IRERECisco123$,
- unencrypted-password — B LB EANAF BN EB, KEBERNOE59MNFH,
SG350X (config) #enable password level Ciscol23$
EXE  EERRGIF , EHAEBCisco1238,

. encrypted encrypted-password — IEER B ENE, BUUFEALGSRACAS —
BENS —MREXHNZENEB, XFAFEERAERNEBERER & KR,

SG350X (config) #enable password encrypted 6£43205030a2f3ale243873007370fab

AR EARTRAIF , £ H6f43205030a2f3a1€243873007370fab, X & Cisco123$HY
DNERRRA o

SG35@X#configure
SG350X(config] #enable password level 7 Ciscol23$

S635@X(config)#

AR ELEBIFR , RTRFFIRE EREZ D Cisco1233,

SRA. (L ) BERAFFERENRINED , BRANTHS
SG350% (config) #no enable password

S5 Aexitin T, IRE IR ITER.

SG350X (config) #exit



HER6. ( Wik ) ERRHWENMITERT , AU TH S , SRENRERFIBIEENH

OX#cop running-co a b-confiqg
SG350X: ‘copy running-config startup-config
Overwrite file [startup-config].... (Y/N)|M] ?

F75, (Wit ) HIM“Overwrite file [startup-config]...." IR RE , ERE LIRYR R ‘Yes"BINR R
“No”,

SG35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?Y
27-Apr-2017 87:33:50 ¥COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 @7:33:52 BLOPY-N-TRAP: The copy operation was completed successfully

SG350X#
BIENZEBYCLIERRY LEERRAEBRE,

HERER
RS ERRENH AT AR AT RENBHRREQEHEHD

-MRBERATATRE , WALGREHREAERIREFMEOTRE. REMA
B & SRR P 3

- MRERATASTRE , WALGREHIREAERIREFMEATRE. RKEXH
F A P ST AR BR

MR RREENEAAFEANZEHBBEZERRFEHBEE , NAEEAT
ZHENE , B REMNBIREMEFRDIRE.

RABRT , REEZEBRECER, REUTIREZICLIERRI LEERSZHRERE !
FR1BRMIIZH B, MIANBAFBNEBE Fcisco, MREHMEFHAFBRNED , FhAXLE

Fik,

User Name:cisco
Pusﬁwurd:tttttitttt

S22 AR ERPITERT , AU TRTHALREEER

SG350X#configure terminal
ST (W) EERBRINLEAOSTMERE , BWANUTHS :

SG35@X#configure
SG350X(config) ¥service password-recovery

SG350X(config)#

SG350X#service password-recovery
STA (W) EEARBRINLEAOSMERE , BWANUTHS :

SG350X#no service password

S6358X(config] #no service password-recovery
Note that choosing tu use russwuru recovery option in the Boot Menu during

the boot process will remove the configuration files and the user files.
Would you like to continue 7 CY/N)[N]



S5, (AL ) HILTRTE , ERE LEYRRR | ENKTE,

SG35@X#configure
SG35@X(config)#no service password-recovery
Note that choosing to use Password recovery option in the Boot Menu during

the boot process will remove the confiouration files and the user files.
Would you like to continue ? (Y/N)[N] Y
SG35@X(config)#

AR EAREIH RY,
HIR6.5 Aexitin T, IREI IR FNEXECHEK,
SG350X (config) #exit

HR7. (TR ) EXRHWBIITERT , AU TS T , FEENRERFIEHEE XM

OX#cop running-co ig 3 h-config
SG350X: ‘copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?

$8%, ( Wik ) HIM“Overwrite file [startup-config).... 1 RfE , ERE LRYR T Yes"'HINRR
“No”,

SG35@X#copy running-config startup-config
Overwrite file [startup-configl.... (Y/N)[N] ?Y
27-Apr-2017 @7:33:50 ¥COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 @7:33:52 ®(OPY-N-TRAP: The copy operation was completed successfully

SGI50X#
BIENZEBEICLIERRIN LBEEXBRERE.
EEFESRMRE
RPN EBERMEENZBEAERMEMN, RS ALINEE , WHHELTAFS U TERIAR
B :
- RPEERNFR,
- GEELOANFRENTES , IKREFE, MNEFE, BFNERE AN
7 XS
* Eé/ﬁﬁ‘n??ﬁgl;[:lﬁlo

- FEEEZEEZIRUENFR,
- BAEERREAFBRERFZHFT R NEFERB M,
- FNEERREHEFENIERFHFNEFRE S EFEE

AL ERARESR TR LRABRBERMEYE. NREZRE T HERXMIRE |, NFEAXLER
B,

RABERT , YEEEA. ZERUATIREBICLIEXR BRI LEEZBERMRE !
FR1BRMIIZH B, BMIABAFBNEBE Fcisco, MREMEFHAFBRNED , FRAXL

ik,



User Name:cisco
PﬂSSﬂﬂFd:tt"‘.....

S22 AR BERPITERT , AU TR THALREEER

SG350X#configure terminal

SE3. (k) EERBRINLEEAEBERMRE , BRAANTHS

5G35@X#configure
|5G350X(config #passwords complexity enable

SG350X(config)#

SG350X (config) #passwords complexity enable
STA (W) ERARBRIN LANFBEFMHRE , BRANUTSHS :
SG350X (config) #no passwords complexity enable

S, (k) EREEBHNREER , BAAUTHT

SG350X (config) #passwords complexity [min-length number] [min-classes number] [not-current] [no-
repeat number] [not-username] [not manufacturer-name]

®RIA -

- min-length number — IR EZBN RN KE. SEENOEIANFRF. BIAER 8,

- min-classes number — R EfHERE LAWK NFRE , WKEFE, NEFH,
BENBHRF. SEERNOE4NE, BIAMER 3.

. not-current — I8 EF H BT EES LRI Z B AEE

- no-repeat number — IEEMNZHE P A ELEENHRAFTHAN. TEENEEFRHEE
BR#l, SEERNOEM16NFRF. BRINEN 3.

- not-username — EEXZBAEEEIREAFBREXFHFNNEMEEIEMAZ A

- not-manufacturer-name — EEEZB TR EE IR EHEFNEMNIABIERNFHFKX
NER B EAIE A,

SG35@X#configure
SG35@X(config)#passwords complexity enable

SG35@X(config )#passwords complexity min-length 9
SG35@X(config M#passwords complexity not-username
5G350X(config )#passwords complexity not-current
5635@X(config)s

AR ERRHF , BREXMRENZDINFEN , THREESIRERASE , ARTREHNED
R

HIR6. M Aexitin T, IRE IR N EXECE

SG350X (config) #exit

ST, (A ) ERBRINBRMTERT  GANU TSRS , FREENREREFIEIIEEXH

OX#cop running-config 3 r-config
SG350X: ‘copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?




8%, ( Wik ) HIM“Overwrite file [startup-config]...." IR RE , ERE LIRYR T Yes"HINKR T
“‘No”,

5G35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?Y
27-Apr-2017 @7:33:50 ®COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 @7:33:52 ¥(OPY-N-TRAP: The copy operation was completed successfully

SG350)#
BOENZEBICLIER R LB EFBERMRE,

EERXMYICLILMNZEBERERE , BHEE RHRIOHEERE,

[ SRS AN

ZRERRR BN 150 A E F P ME BRI FRE BN 15K EREZ DR, BMIAEEN
180K,

BREUTIREICLIER R LEERIBELRE

59%1 BRIV ZEHE. BRABPEBNZHB Hcisco, MROCEHEFNALEREZE |, FRAXLE
ZEAk,

User Name:cisco
PﬂSSﬂﬂFd:‘t“'...-.

SR ARV ERHRTERT , AAUTHTHALBREERR
SG350X#configure terminal

SEIEBEEXRN LN ZBENIRE , BRWALTHS

SG350X (config) #passwords aging [days]

. days — EEERFIERNEBIN R, ATAERAIEAZIL. BENOE365XK,
X ERflh | BBELIREN6GOK,
SG350X#configure

SG35@X(config) fpasswords aging 60
SG35@X(config)#

R4 (L) EEATBRINLNEDEL , WAL THS

SG350X (config) #no passwords aging 0

SIS, (A ) BENEBECRENRIARE , FRWANTHRS

SG350X (config) #no passwords aging [days]

SIR6. M Aexitin T, IREIIRIAFNEXECHER
SG350X (config) #exit

ST, (AR ) ERBRANBITERT  BANU TSRS , FREENREREFIEIIEE X

SG350)X; ‘copy running-config 5turtup-c:::n1’1.g

Overwrite file [startup-config].... (Y/N)|[M] ?



8%, ( Wik ) HIM“Overwrite file [startup-config]...." IR RE , ERE LIRYR T Yes"HINKR T
“NO”O

5G35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] 7Y
27-Apr-2017 ©7:33:50 ¥COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 07:33:52 %COPY-N-TRAP: The copy operation was completed successfully

SG35@X#
BOENZEBYCLIER A LB BB ELIRE,

ESRXHHCLILMWEBREBRE  EHRELIEBRBRE.
EREZEBEERE

ZRERNRR BN 150 A Iz E M - ME BB RE BN 15K EREZ DR, RMIAEEN
180K,

SRIERINBERNTERT , WALUTHS

SG?)SOX(CO ig) #sho passwords onfig ation

$G35@X tshow passwords configuration

Passwords aging is enabled with aging time 6@ days.
Passwords complexity is enabled with the following attributes:
Minimal length: 9 characters

Minimal classes: 3

New password must be different than the current: Enabled

Maximum consecutive same characters: 3

New password must be different than the user name: Enabled

New password must be different than the manufacturer name: Enabled
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