£Sx200. Sx3003KSx50033## L T &=k & 9 8L
B M1

B R

RPN ZHEEXHHAEN THEHBRIBAEEREFEETR. 28R THLERSEXA
REF R ERERSHXENFHEIR, S0, BALLNEGEE. BIHEEREZTERESF
HREFHZHXM. SR SMER XA RIR A B HIREF H IR

ENBRENHAIREFEMEXHEHMIPNTFTP)RS SR, Z2EHI(SCP)RFHRENITEN
LEo AXRESENMEAET TIME—FETHRIFMREEEXH :

« BEUTFTP — BTFTPAHEBITFTPTH/ZMEEXH. TFTPEERA FLANFHIT
BHEs , hES TEH X,

« BEHTTP/HTTPS — BB X AEH ML (HTTP) B XA EZ iR EHTTPS) 5%
BEHTTPHTTPS TE/ZHREMENX M. WEEZEERTXHTEH , EATCERZS,

- B SCP(EIISSH) — i%&#BSCP ( BIYSSH ) FEBEN L2 NFE(SSH) TH/BZHE B X
#, BEXHNTHR/ZORBIZEMETHN.

EAIRE

+ Sx200% %l
« Sx300% 5%
« Sx500 %%l

R R AN
. 1476
TR E XX

SEBR1IEFZFXBNNETFWebHIZARERF. BRIAAFBFZEE A ciscolciscoo

E MRECEREBRQEIMKST , FRALNFEIL,



Jlealre Switch
CISCO Usemame:

pasowor:

Language:
~ Login || Secure Browsing (HTTPS)

B NATTHRZOBHEZPIREFE—T

- BYTFTP
-« BENHTTPHTTPS
- BXNSCP (JENSSH )

BETFTP T HEE 0 R4 HE & XX

AR TRANXERTAR2EREZFESMR, EAMF , £RASG300-283#Hl.

S E Administration >File Management > Download/Backup Configuration/Logo



.,

Console Settings

» Management Interface
LUser Accounts
Idle Session Timeout

EG-P}I'J'EE?H Configuration
DHCP Auto Configuration/image Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



=4 . &£Transfer Method X8 & , B divia TFTPE & 1R4 .

Download/Backup Configuration/Log

Transfer Method: @via TFTP
via HTTP/HTTPS

via SCP (Over 35H)

5% =% . BiSave ActionfDownloadZiBackup# it U RRE THERZHE EXHE
H/:I‘:L:\o EZKQUI:P ,ﬁ?%BaCkUpo

Save Action:

Download
El"'.l.lp AT
$M%5 : SETFTP Server Definition X1 ARy %124, EIMA :

By IP address — & FE M ATFTPARSS 2821V IPHEst . AR | EIZF T L&D,
« BEN — ERBMATFTPRSSFNENE. MREFHED , BHRELSERG,

TFTP Server Definition: @y IP address By name

S5, (AL ) MREFRIPHEHE(By IP address) , i MIPARZA(IP Version) X 3 fr % #2 i A

4(IPv4) SRR A6(IPVB), INRIERIRAG , iB51EIPv6 Address TypelXiZ 15 EIPv6 =2 AN i 55 1%
HatA RS Fitit, MRE2EERAM MU | EHMLink Local Interface TR FI R A ixiFiEO,
MRERRARS , ERELS LG,

TFTP Server Definition: ) By IP address By name
IP Version: Version EFE-iCI-I'I =



AR EARRAIFR , EEFETIPHRAS,

HIR6. (A ) MRELSBRAHIERE TBy name , FETFTPIRE SBIPiut/ B FERPEA
TFTPERSZ B ENE. BN , F AIPH L,

TFTP Server Definition: ) By IP address By name
IP Version: Version 6 ) Version 4

TFTP Server IP Address/Mame: | 192.168.100.147]

AR EARAF , BEXHRHREFRIPHHE192.168.100. 147 TFTPAR S 88

PR 7.7 Source File TypeXiHH , REEROHXGREN B EZRE, KRNEFUTEHE
X,

c ETEE — S84 RENREXY , SEE LXEFRBHURNATEMNEEXEN
EAER

- BYEE — REINNFHHEEXHF,

- FOEE — REERI LA TR0 NEE XX,

- BEEE — WRETERENHEDE24/NNRRENR , WIZXHT B RIFEEGE
B X frRE AR,

* Flash Log — @& F&ERNEFHH B ST BEX .

source File Type: @Hu nning configuration file
Startup configuration file

Backup configuration file
Mirror configuration file
Flash Log

AR EARMP  RRETEEX M. ERILETRZ G UINEITREERE,

SR SEBRRE XEH , ARF 04PN ESHBHEN AN, £TH :



« HEBR — TER O BEBRBIE.
- BNE — UNBEFERXNER D P ISR
- X — BAXERAEZ O P ESBRBLKE,

sensitive Data: Exclude
Encrypted
@’Iaint&ﬂ

AR EARGIP  ERANEK, XFUANXERAR DA RE.

PR 9% Destination File NameF R AZ B X &, EAHIF , EHSG300-28.txto

* Destination File Name: SG300-28.txt (12160 characters used)

ST 102 HApplyFF IR 10121,



Download/Backup Configuration/Log

Transfer Method: 0 via TFTP
via HTTR/HTTPS
via SCP (Over 35H)
Save Action: Download
O Backuy NN —
TFTP Server Definition: 0 By IP addrass By name

IP Version: Version & ) Version 4

TFTP Server IP Address/Name: | 192.168.100.147]

Source File Type: ) Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

Sensitive Data: Exclude
Encrypled
D Plaintext
Avvanls

Destination File Name: SG300-28 txt (12160 characters used)
Ern ) e

ST 1MBEZRE , £HDonetk,

Download/Backup Configuration/Log

Bytes Transferred: 10422
Status: Copy finished
Error Message:

o]

WE , ENZELEISTFTPER AR THWME D T MR E & X

ible sensitive data oplions are delerminad by the curment users S50 rulas



B rootfs88xx.11-0-1MPP-477.5bn Jun 27, 2017, 11:03 AM BEZ.1MB
M rootfs288xx.11-0-1MPP-477.5bn Jun 27, 2017, 11:04 AM 52.7 MB
M sb288xx.BE-01-0203P.sbn Jun 27, 2017, 11:03 AM 432 KB
Jun 27 2017 11:04 AM ol KB
Today, 1:41 PM

FH=d47 7. loads Jun 27, 2017, 11:04 AM 2 KB
B s5b288:xx.BE-01-005.5bn Jun 27, 2017, 11:04 AM 130 KB

[RERE]

BEHTTPHTTPS TR RO RAEE XM

S EFEAdministration > File Management > Download/Backup Configuration/Log.



Ceme

Console Settings

» Management Interface
Liser Accounis
Idle Session Timeout

Eﬂp}r.fsﬂ?ﬂ Eﬂnﬁgum’nnn
DHCP Auto Configurationfimage Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



= . & Transfer Method X1 H , Sivia HTTP/HTTPS#£1E R4,

Download/Backup Configuration/Log

Transfer Method: via TFTP
@via HTTPHTTPS
via SCP (Over SSH)

$£ =% : B i$iSave Action®Download=Backup B ik IR LIE RE THIE R Z M E B X4
H&E., EARHIF |, EFEBackup.

Save Action: Download

o I — L)

M : £Source File TypeXFHF , SEERMHXHFRBN L EIRM, RIRYLEF A TE
B X

- BTERE — S8 RENEEXY , BEA LREFRBHURNA TEAERLKEN
EMER

- BHEE — REINNFHHEE XM,

- FOEE — REERY LA TR0 NE &,

- BREE — REZTEEXHEDE24/NMTRRENR , NZXHFEHRFIEEE
B X fFRE A,

* Flash Log — @& FMENF R B S A&

source File Type: @ﬂu nning configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

AR EARMP  RRETEEX M. ERLETRZ G UINEITREERE.



BHE  H'BRREXES  ARFOXM4PNEISHBHEEN SN, EIEH

o« HEBR — T EZR OB EBRBBIE.
- BENE — UMERREE 0T LESHBREE.
« AX — BHANEREZ O F L EBBHIE.

=ensitive Data: Exclude

©r

AR EARRGISP  ERAN, XFUANEARD A RE.

ERE . B Apply.

Download/Backup Configuration/Log

Transfer Method: via TFTP
O via HTTP/HTTPS
via SCP (Owver S5H)
Save Action: Download

0 ecnr . T — L)

Source File Type: @ Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration file

Flash Log

Sensitive Data: Exclude

Encrypted
L) Plaintext

Available sansitive data options are determined by the current user's S5D rules

=

SBR7TBETHE , 2HDonei® .,



Download/Backup Configuration/Log

Bytes Transferred: 10422
Status: Copy finished
Emror Message:

o]

WE , BNZELEIHTTP/HTTPSE R G AR TR EE D 7 KIRHVE & X 4.

© 2010-2014 Cisco Systems, Inc. All Rights Reserved.

running-config (1).txt

[RE T E]

fEFSCP ( BYSSH ) THHZF D RSB E X

EERFEE  ERERFEASCPHEZH , BHAREE ASSHRS == & MWL H S & EM IR
B, BXRNAERRY LEESSHE HRIFREN A |, TR G,

S 1:EEFE Administration >File Management > Download/Backup Configuration/Logo


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html

-k

Console Settings

» Management Interface
LUser Accounts
Idle Session Timeout

EG-P}I'J'EE?E Eﬂnﬁgum’nnn
DHCP Auto Configuration/image Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



% =% : £ Transfer Method X1Zi# , R TiviaSCP(Over SSH)# ik %4, XBESCPHEEET L
2ARSSH) TEH/BOHEEN K. BENHNTH/ZRORBIZEMETHEN,

Download/Backup Configuration/Log

Transfer Method: via TFTP
via HTTPMHTTPS

@.ria SCP (Over SSH)

F=% : BRIZESSHRSZ [ E N RILIRE NEnabled, LEIhEEX SSHARS 25 #HITH DR IE
, BRTMHINWSSHIRS S = ERM RS 8. RRINVBR TEZAZEAR, EMERZR |, kIt FTLS
B RIENSSHERE. MRERZINEE , TR EEJLE AiZIhse.

SSH Settings For SCP:

Remote SSH Server Authentication: Enabled | Edit

M5 . £SSH Client Authentication X HiEFE —MNRIERHE , BESERZNKRINERS
FMISSHEIE, #%#¥Use SSH Client System Credentials A F R #a 4/l _E 176 B9 K A SSHERE
( ATLAEE R T System Credentialsi® BiX L EELAMGRAER | X FHFFSSH User
AuthenticationTUH ) , 5i%$ZUse SSH Client One-Time Credentials LA 5 F I B £ 48

AR CRMEENRAFENERT2REFEREXAF.

SSH Settings For SCP:

Remote SSH Server Authentication: Enabled Edit

SSH Client Authentication: Use SSH Client System Credentials
G Use SSH Client One-Time Credentials:

Username CISCO ( [ he usemame IS

Password unuunnl d is




SEE : EARGIP |, %BUse SSH Client One-Time Credentials , F 48R #tb 4 A F /2 & M 253
HHER.

$£HL : BiESave ActionfDownload=Backup B it R4 LUIE RE THIE R & B E X4
H&E., EARHIH |, EFEBackup.

Save Action:

Download
@ TN ——
$ARY : S EHSCP Server Definition XI5 Ry B kiR, EINE :

« By IP address — 1% #F % ASCPRRSS 2RI IPHsit, EABIA | IEIF T HIED,
« REWN — ERMASCPRSSH|NENE, MREFHED , BFRELERS,

SCP Server Definition: @y IP address By name
IP Version: Version 6 ) Version 4

ST, (WL ) RIERZIPHEUE | EMIPHRAS(IP Version) X13iE 2 R 24 (IPv4) S AR AR
6(IPv6). INRIEZEMAG , iEFEIPV6 Address Type XI5 EIPVe R A b4ERE it E 2+ F/
Modt, MBEREERA i | FEMLink Local Interface TR FIR PR O, REFRMRA
4, BHELERS,

SCP Server Definition: ) By IP address By name

IP Varsion: Viarsion rs-nn 4

IR EARBIR | BE T IPHAL,



SIS, (WL ) MBELSEE6HERE TBy name ( LB ) , IEESCPServer IP
Address/Name ( SCPServer IP#tisit/E %5 ) FERHABMATFTPRSFNENE. B , BFHA
138: 05718

SCP Server Definition: O By IP address By name
IP Version: Version & ) Version 4

SCP Server IP Addresa/Name: 192.168.100.148

EE EARAD | BE XA ISFEEEIPHHE N 192.168.100.1489SCPARSE B8

$ IR 9% Source File TypeXiBA , REER M NHFRE PN RIERE, RBENHEFLUTERE
X,

- BTEE —SEHERENEEXH , BEB LLREFEHKNATEAEESTEN
EREHR,

- BEEE — REFERNEFPHEEXH.

- FHRHE — REERRY LA T 00 B E XX

- BEREE — NRETHREXHELE24DRARIER , NZXHFBEIREDERE
BEXHEREA,

* Flash Log — @EF#ENFHE B LT B EXH-

source File Type: @M nning configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

AR EARMP  RRETEEX M. ERILETRZ YN ETREERE.,
SRAVEBREE XEF , ERFOX4PNESBRABIEN AN, E]E

« HEBR — TER O EBREBRIE.
- BNE — UNBEFEXER D P ISR



- AX — BN ER 6 T2 EBRBEKE.

=ensitive Data: Exclude

Encrypted
@’Iainte:d

AR ARG ERANER, XFUANXEAR DA RE.

PR 117 Destination File NameFZERFRAZ B X4 &, EATRHF , FOEEXHFREF
E£SG300-28.txtXXHH,

* Destination File Name: SG300-28.txt (121160 characters used)

SR 128 HApplyFF A% 191216,



Download/Backup Configuration/Log

Transfer Mathod:

SSH Settings For SCP:

via TFTP
via HTTRHTTPS
D via SCP (Owver 55H)

Remote S5H Server Authentication: Enabled Edit

SSH Client Authentication:

Usarmame

Password

Save Action:

SCP Servar Definttion:
IF Version:
PvE Addrass Type

Link Local Inlerface:

SCP Server I[P Addresa/Mame:

Source Fila Type:

Sensitive Dala:

o Destination File Manme:

= o

Lz S5H Client System Cradentials
D Usa SSH Client One-Time Credentials:

Ciscn (The usemama is not saved in the configuration file)

i (The password is not saved in the configuration fila)
poen TTTTEE -

D Backup

0 ByIPaddress By name
Version 5 ) Version 4
Link Local Globa

WLAN 1 &

182.168.100.148

D Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration fila
Flash Log

Exclude
© Encrypled
Plaintext

Available sensiive data oplons are deferrmingd by the coment users 330 rules

Sﬁﬁm-iﬂhcﬂ (12160 characters used)

ST 13RETRE , BHiDoneizfl,



Download/Backup Configuration/Log
Bytes Transferred: 10422

Status: Copy finished

Error Message:

==

WE , BN ZELBEISCPER AR THREED T KIRHLAVE & X .

[RERE]



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



