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https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb3173-configure-a-vlan-protocol-based-group-on-a-switch.html
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BEECLIER®RN LEEE TIUAVLANA

B2 E THIAIVLANA

S BEZXBNZHEE, BRIAFAF B MBI Rcisco/cisco, MNREEEFHHAF B HNHG
kTN AT

User Name:cisco
PCISSHDFL":““....-.

AR T UREXRINBIRESTR, EARFF , SG350XRRHLE Telnet i,
S22 AR BERPITERT , AR TRTHALREEER :

| SG350X#configure ‘

SEIE2REEEXT , AUTHT , BEETHNHZEAN

| S5G350X(config)#vlan database ‘

SG350X#configure
SG350X(config. #vlan database

SG350X(config-vian)#

SBRAEFIPRF R —AD , FRANATHS

S5G350X(config-vlan)#map protocol [protocol] [encapsulation-
value] protocols-group [group-id]

®RIA -

. protocol — FEE16L U AEBHREBEBMHZ —. SBEHN0X0600E0xFFFF, {E0x81001E
NUKFMEEHNDE TR A THBEHRRERA TFUARNEE

-IP — BEIPVABIE B A ARRV215, M5 J30x0800,



- IPX — BT MBRBIE SRR (IPX) B AKRV2M0, i mSSeE I 0x8137%]0x8138,
- IPv6 — G EIPVEEIEZTH ARV 200, #50x86DD,
- ARP — i tth 31t FRAT L (ARP) B4R 2R AR FV215i, 141557 0x0806.
— AP ENX — AT+ 7t &l A B A A LB
. encapsulation-value — ( AJi& ) EENUATEZ— :

— DA — kS HRIBUAMER EWBIEE, XEMNEE, NRRELHRE
, M BAA PR FERRRE,

- rfc1042 — WS RISFEH 7MWK B ML (LLC-SNAP) B B 88 BRI 4, XL
EI% , LBRBIBEMNSERNIBE L H.

- licother — Lt SR IEZBBERKEF(LLC), TREBEERENTE , ZYNRTIHEE
HFEMMEE 2 FREEQ,

. group-id — IEEERENARS. HIDKSEE TJLAR1512147483647,

5G35@X#configure
SG350X(config)#vlan database

S5G350X(config-vlan  #map protocol ip protocols-group 180
5G350X(config-vlan  #map protocol ipv6 ethernet protocols-group 2080
5G350X(config-vlian)#

AR BRGNP | FOEETHIAVLANEA 100200, A100FEIPLAARMBIL , A
20034 SR IPV6 A K 1o

SEREBERHBEOBMELTX , FRAANUTHT

| SG350X(config-vlan)#exit

5G350X#configure
S5G350X(config)#vlian database
SG350X(config-vlan)#map protocol ip protocols-group 100

SG350X(config-vlan)#man nrotocol ipvé ethernet protocols-group 200
SG350X(config-vlan #exit
SG358X(config)#

HIENZEBEYCLIE RN LRBE T HMVLANA.
FET A VLANA RS BVLAN
SBIELREBERXT , AAUTEPEAROREES

| S5G350X#interface [interface-id | range interface-range]

®RIA -

- interface-id — I8 E BB EMEOID,



- range interface-range — I§EVLAN%|&k, RiESHZER D RIEELVLAN, EREFH
EEVLANSE B,

5G35@X#configure

SG350X(config)#vlan database

5G358X(config-vlan)#map protocol 1ip protocols-group 1880
SG350X(config-vlan)#map protocol ipve ethernet protocols-group 200

SG350X(config-vlian)#exit
5G6358X(config_#interface gel/0/20
SG350X(config-if)#

X ERFIP , FHZEOe1/0/20,
TE2EEOBEERFSF , £ Aswitchport mode@ T ELEVLANR R E :

SG350X(config-if)j#switchport mode general

- B — EO T XIFIEEE 802. 1B E MK B IEE, EOTUR —NMHZNVLANK
BRIEEEFRIEH A o
5G35@X#configure
S5G350X(config)#vlan database

SG350X(config-vlan)#map protocol ip protocols-group 100
SG350X(config-vlan)#map protocol ipv6 ethernet protocols-group 200

SG350X(config-vlan)#exit
5G350X(config)#interface gel/@/20
SG350X(config-if) iswitchport mode general
SG350X(config-if)#

FSI3. (k) BEFHmORENRIAVLAN , @ ALUTGS :

| 5G350X(config-if}#no switchport mode general

SRAEREET UM DRAN , FRAUTHS :

| S5G350X(config-ifj#switchport general map protocols-group [group-id]
vlan [vlan-id]

®RIA :

. group-id — EEATRREBERIEONRENE TIMUAAID, SBEM1F12147483647,
. vlan-id — EEVLANAH R REFH K FRIVLAN ID, SBE1E/4094,

A EARSIP | O S O R ERSTEVLAN 2009 & T M AIE 100,



SG350X(config)#interface gel/0/20
SG350X(config-if)#switchport mode aeneral

S5G350X(config-if)¥switchport general map protocols-group 18@ vlian 20
SG350X(config-1f)#

SO ERHBEOMELTX , BRAUTHS :

| SG350X(config-if)#exit

SG350X(config)#interface gel/9/20

SG350X(config-if)#switchport mode general
SG350X(config-if)#switchport general map protocols-group 100 vlian 20
SG350X(config-if) #exit

5G350X(config)#

HUR6. (I ) ENm O s OSEEPRERD RZAN , FRANRTH T

| S5G350X(config-if}#no switchport general map protocols-groups group |

SR7. (k) EESRIEZUBEESEN RO H 7 ELMENHNETHILEVLANE,

S5G350X(config)#interface gel/0/20

SG350X(config-if)#switchport mode general
SG350X(config-if)#switchport general map protocols-group 180 vlan 20
SG350X(config-ifl#exit

5G350X(config)#interface range gel/9/31-35
SG350X(config-if-range)#switchport mode general
SG350X({config-if-range)#switchport general map protocols-group 20@ vlan 3@
S5G350X{config-if-range)#

XX : EARHIF |, Mge1/0/31F3589#Z O o ELEIE T M AYE 200 , H 2B FVLAN 30,
S8 .M Aendip TR BN ITIRS

SG350X(config-if-range)#end




5G350X#configure

5G350X(config)#vlian database

56358X(config-vlan)#map protocol ip protocols-group 18@
5G350X(config-vlan)#map protocol ipvé ethernet protocols-group 200
SG350X(config-vlian)#exit

5G358X(config)#interface gel/0/20

SG6350X(config-if)#switchport mode general

5G350X(config-if)#switchport general map protocols-group 10@ vlan 2@
SG350X({config-if)#exit

5G350X(config)#interface range gel/0/31-35
5G350X(config-if-range)#switchport mode general
56350X(config-if-range)#switchport general map protocols-group 200 vlan 3@
5G350X(config-if-range i#end

SG350X#

E , BNZEBEYCLINE T A VLANA MRS 23254l EAYVLAN,

£ RETHUAIVLANA
ST EETETEEXNETHUMN S RANGHE , BEBFREXECEX THANTHH

SG350X#show vlan protocols-groups

5G35@X(config)#interface range gel/8/31-35
5635@X(config-if-range)#switchport mode general
S56358X{config-1f-range)#switchport general map protocols-group 288 vlian 38
SG358X{config-if-range)#end

SG35@X#show vlan protocols-groups

Encapsulation Protocol Group Id

ethernet
ethernet

SG358X#

SE2. (k) EERVLANEREROAMN S XA , FHWAN TGRS

| SG350X#show interfaces switchport [interface-id]

. interface-id — ¥8E#EOID,

AR S MRORXNBEEBCW T HEE., show interfaces switchportis & RATE X L
B, BERESEEEAN X E RN YaE BN M EOEXEEL T EHRS.



5G350X#show interfaces switchport gel/8/20
Gathering information...

5=VLAN Ethernet Type: @xB10@ (88Z.1q)

M . H LS oS LW

Switchport: enable

Administrotive Mode: general

Operational Mode: up

Access Mode VLAN: 1

Access Multicast TV VLAN: none

Trunking HNotive Mode VLAN: 1

Trunking VLANs: 1

General PVID: 1

General VLANs: none

General Egress Taogged VLANsS: none

General Forbidden VLANS: none

General Ingress Filtering: enabled

General Acceptable Frame Type: all

General GVRF status: disaobled

Customer Mode VLAM: none

Customer Multicast TV VLANs: none

Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuocus-association Secondary VLANS: none
Privaote-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

VLAN Mapping Tunnel - no resources
VLAN Mapping One-To-One - no resources
Classification rules:

Classification type Group ID VLAN ID

Protocol 188 28

SG350X#

AEE  EFGIP , ERTEOG1/020EENEZTRS. 2XANKEREOERFINET
B VLANZE 100 |, REFE R EIVLAN 20,

T3, (Wit ) EXBIHNEBENHTERT  BAUTHS , NEENIREREIBIEENX
% -

| SG350X#copy running-config startup-config

SG350X ‘copy running-config startup-config

Overwrite file [startup-config].... (Y/N)|N] ?

$4%5, ((Wik ) HI“Overwrite file [startup-config).... "1 RfE , BRE LRYR T Yes s
NZR TR “No”,



5G358X#copy running-config stortup-config
Overwrite file [startup-config].... (Y/N)[N] ?¥
16-May-2017 @5:45:25 BLOPY-I-FILECPY: Files Copy - source URL running-config destination

URL flash://system/configuration/startup-config
16-May-2017 05:45:28 B(OPY-N-TRAP: The copy operation was completed successfully

SGISAXE
WE , BRZELEXBRIN LERTETHPUAVLANA M OB EIRE.
EERE  E48EMI EEEVLANARE | HEE LRER,
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