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FI3.1%E FRADIUS Server Status ( RADIUSHRSSEIRZ ) BEnable(8 ) E1%4E,
RADIUS Server Global Settings

RADIUS Server Status: OEnaIﬂIe

2 Authentication Port:

8 Accounting Port:

F R4 5 ARADIUS RS 250k O B9 A P BB R M (UDP)Im O 5 LA T B B RIEER, SBE R
13165535 , ZRIAE N 1812,

RADIUS Server Global Settings

RADIUS Server Status: | Enable

0 Authentication Paort: 1812

8 Accounting Port:

HIR5. 5 A 12K B SR FWRADIUS AR S5 88 im 0 FYUDPuR 0 5, SBE N 13165535 , BRIAER
1813,

RADIUS Server Global Settings

RADIUS Server Status: | Enable
2 Authentication Port: 1812
2 Accounting Port: 1813

6L, ( Wik ) ENRADIUSICIKSH44 AR , & Trap Settings T i& H Enable S 1 4E XA
EFERADIUS Accounting Traps.
Trap Settings

RADIUS Accounting Traps: OEnabIe
RADIUS Authentication Failure Traps: Enable
RADIUS Authentication Success Traps: Enable

[—Awly—” Cancel ]

FIR7. (k) ENRMIBZFEREH , iHEFRADIUS Authentication Failure Trapsi#y
Enable & 1% 4E,




Trap Settings

FADIUS Accounting Traps: +| Enahle
RADIUS Authentication Failure Traps: OEnable
RADIUS Authentication Success Traps: Enable

[—Ap.p.h,r—” Cancel ]

E8L, (Wik ) BEARIMBFERM , HEFRADIUS Authentication Success TrapsHy
Enable & i%&4E,

Trap Settings

RADIUS Accounting Traps: + Enable
RADIUS Authentication Failure Traps: |« Enable
RADIUS Authentication Success Traps:@nable

[—Ap.p.h,r—][ Cancel ]

SRR B HMA,

$210.H HRRREECEKIRE, EXAREEE , BEE XHRETE , R
B EE FTETSNERR, BN , #$HClose.
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S (W) MBEEE | HARIARADIUSE 4, #EDefault Key R AN EFMAFHEE
FLEM RS 2% ( #£AJd RADIUS ServerTiH ) , LAEFABRIAZ 4R

RADIUS Server Keys

Default Key: O keep existing default key
Encrypted

Flaintext

MD5& Digest: bed128365216c019988915ed3add75th

[—P.p.p.h,r—][ Cancel ]
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®RIA -
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BT BB RIE,
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AN — ERAXEXN TRARATRS,

MDSHE — E AR ARBHMDSHE,

X EARGIF | EEDefault Key T BIKeep existing default key,

HIR3.BHNMA

HR4B HREAREECRIRE. EXARERE  BRE4RETE , 3 BES
EHH N E IR B4R,

S5, ( Ak ) E£Secret Key TableXiZ T , #HAdd IZH R INER4R

Secret Key Table
MAS Address | Secret Key's MD5
0 results found.

Add...

SB6.ENASHE I F ER 4 ANASEEERADIUSE FimkI X VAT IPHb 3L
B ETES |, 192.168.1.118 AEIPHb 1t B =l

£ MNAS Address: §192 168.1.118

Secret Key: o se default key
Encrypted

Flaintext

FRTIERENEERNR
AR ETEF , ERAEXXRERN B,

& NAS Address: 192 168.1.118

Secret Key: Use default key
Encrypted

= Plaintext |MySecretkey

|Apply—|| Close
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S B ﬁxi%ﬂ"xﬁﬂﬁaﬁilbﬁﬁo EAAGREERE K BREUHRETE , 5 B
#3ETNERBHET. &N , #EClose.
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TACACS+ Client
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+* RADIUS Server
FADIUS Senver Global Seftings

RADIUS Server Users

HIR2. B H'RADIUSERS B4 "3k T 4“7 0" 1R 4.
RADIUS Server Groups

RADIUS Server Group table
Group Mame | Privilege Level | Time Range VLAMID | VLAN Name
Mame | state

0 results found.
Add..

FRMIEHRHEOF , £Group NameFEH ALK EHR. HZRZALUBMA 32 NFHK.
AR £ AT |, LAGroupA1 R B,

2 Group Name: IGrDupM

& Privilege Level: Range: 1-15, Default: 1
Time Range: Enahle

Edit

SRAMAEDBALANNRE R, NRREFRELFTF 7 EALEQENENANB AL, &
LUK AR E N 1-15. BRIAMEN 1.

AR EXREIR, £/,



# Group Name: GroupAl 32 characters used

£ Privilege Level: 7 Range: 1-15, Default: 1

Time Range: Enable

Edit

-1 ( RiECLIAE ) —AFMNAPTEBRGU , HEREBRFAEHRRZEEBNCLIGS,

-7 (B/BEZRCLIER ) —AFHNAFRTEBRGUl, #BEREHHELFHIEREEHCLIG
T, BXEMEE_BESH (CLIBZERE) .

<15 (WEEEHR ) —APNAFRTHERIGUl , HAUBREIRE.

S5 (Wit ) MRENALANESER , FEFHEEENBASEE. a0 , FRES
15

£ Group Name: GroupAl 32 characters used

£ Privilege Level:

7
Time Range: @Enahle

S IR6.% dTime Range Name 35l (EditsE AR B Timelk &,

£ Group Name: GroupAd 32 characters used
£ Privilege Level: 7 R e e
Time Range: | Enable
@)

SR ARGFER—MBHER , FIFELHBEOFXRA , UESTURE N ESEERE,
Click OK.

[ Cenfirm dialog closing - Google Chrome — O x
A Mot Secure | b#5://192.168.1.116/cs61cad552/kubrick/co

The navigation to the Time Range page will close the
currentwindow. Do you want to continue?

b

- oK [ Cancel

ARiE | R E R ESEETH,
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https://www.cisco.com/c/dam/global/zh_cn/td/docs/switches/lan/csbms/350xg/cli_guide/CLI_Switch_350.pdf

Time Range

Time Range Table

Time Range Name = Absolute Starting Time | Absolute Ending Time
0 results found.

Edit... Delete

SR IEBESEE B FE i AR EEE S TR
¥ : £ TET , LlReconnect} fl,

£ Time Range Mame: Reconnect (9/32 characters used

Absolute Starting Time: ® Immediate
Date | 2010 » lan v 01 v | Time |00 » 00 * | HH:MM

Absolute Ending Time: @ Infinite
Date | 2010 v | |Jan ¥ 01 » | Time (00 * 00 * [ HH:MM

\hpply|| Close |

FIR10.J8T B 5 % R HIE R A K BiEAbsolute StartingFIEnding Time,

& Time Range Name: Reconnect (12/32 characters used
Absolute Starting Time: jgte

o Date 2016 v | [ Sep v | |15 v | Time |14 v | |00 ¥ I—I—:I.II.]

Infinite
o Date 2006 v | |Sep v | (23 | Time (13 r |55]‘r| HH:MM

|apply—|| Close |
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- 2R (Infinite) — MR F LS ESTEKFLE R , HIRFIIET,

- B, BYE — MRBREERESEE SR B HMEE , FERET,

AR EARGIF, EEFEEHAEE
ST BT BMA

Absolute Ending Time:

5110 ﬁi%/%ﬁﬂliaﬁiliﬂ%ﬁo BAARERE , BRECAHRETE
OEL £ EREMBHNER. AN, % HClose.
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RADIUS Server Groups

SBR14F BN ANENE RERADIUSIRS LR T, EHRHBMEWIE  REEHRE"
(Edit).

RADIUS Server Groups

|#| | Group Mame | Privilege Level | Time Range VLAMN ID | VLAMN Mame
Mame state

GroupA1 7 Reconnect Imactive

HBR15. (AL ) FEEFEVLAN, BIME :

- 7o — RIEEEVLAN,
- VLAN ID — #8EVLAN ID,
- VLANE# — JEEVLANE R,

Group Mame:
& Privilege Level: |‘.|' (Ramge:1-15, Default: 1)
Time Range: |« Enable
Time Range Name: Edit
VLAN: ) Mone
® VLANID |8 (Range: 1 - 4094)
0 VLAM Mame | (0/32 characters used)

[Apply || Close |

XX EAflH , FRAVLANID 8,
SE16. 2 HRA"

%. &T\ﬁﬁﬁﬂiaﬁi%ﬁﬁo EXAREEE , BFES XHRETE , R
EBRHREMEBHBEIR. BN , #dClose.
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RADIUS Server Users

$E2 B HRADIUSAF R TNz,
RADIUS Server Users

Filter: [ Group Name equals to [ Go ] [ Clear Filter

ser Mame Group Mame Passwords MD5

E[ Edit. || Delete |

$B3.7EUser NameZ R A A E#Ho
XEE : EARHIH | fERHUserA,

& User Mame: JUserd I (532 characters used)
Group Mame: | GroupAl -
Password:

® Encrypted | |
1 Plaintext | (064 characters used)

[Applyf | Close |
SB4.MGroup Name T 5k FIEFERAFFIE A,

& User Name: |UEEFF|. | (5/32 characters used)
Group Name: | GroupA1 v |
Fassward:

® Encrypted | |
i Plaintext | (0/64 characters used)

[Apply| | Close |

S5 mdiPassword X i3 A Y &% 3240,
SE6. M AR E IR R,




& User Name:  |Usera 532 characters used
Group Mame: | Group&l «

Fassward: Encrypted

® Plaintext |PasswOrda 9/64 characters used

|apply—|| Close |
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WMIE |, BRZE RN B RV EHRADIUSIRS SRIRE.
©2016BRRAE LN T, MRINFTAE.



	在交换机上配置远程身份验证拨入用户服务(RADIUS)服务器设置
	目标
	适用设备
	软件版本
	配置RADIUS服务器设置
	配置RADIUS服务器全局设置
	配置RADIUS服务器密钥
	配置RADIUS服务器组
	配置RADIUS服务器用户


