EREXRLZY LEEBETMACH THRI#HI5IFR
(ACL)FiA R #E51%& B (ACE)

H#5

HHEZEEIFIRACLRATRESZSMNNERETESRMMARIRIENTIR, SHIESATFAFH

B ERR. ACLEERTFRIEL FRIMERZNEN. BEF ARG EIZESI(MAC)HI T |2 H5] &

(ACL)BRMACH Bk , FAE2EFEEATRIELI RENHE, MEBBEINLTLEARER
HR(LAN)R O |, SiEMNTLZEASIBEMLAN)EHO | Mg 20 EHESHNREMACH I EF
S RAWEMEZE TE , HIBEBWHNABSREACLAN, RE , eEATEMNERKATFSHIE
b BIEE, BR , TR EMLANELANGG OMERIES, HREEI5% E (ACE)ZEEBr1A EH N

%, BIRBACER , FENATACL, ZBRNZMERAFRFIRAHRMERBERINZERG. MR
FEMFZRZ LHREEHRZEZ , MAFESIREVREHBWFIERESHEARNEZNMERS .

AN REAXMAEEE R LR EBEFVMACHACLIACER HH,
BRRE RAFRRA

. Sx350 %5 | 2.2.0.66( F & R kR)

. SG350X %5 | 2.2.0.66( T &R k)
. Sx500F %! | 1.4.5.02( FE &I IR)

. Sx550X %5l | 2.2.0.66( F & B 4R)

EEE TMACHACLHMACE
Bl E TMACHACL

S E2ZFETWebWIZARF , AR FIAccess Control > MAC-Based ACL.,



https://software.cisco.com/download/home/286311197/
https://software.cisco.com/download/home/286311197
https://software.cisco.com/download/home/284099526
https://software.cisco.com/download/home/284099526
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Access Control
MAC-Based ACL

S22 B HRM R,
MAC-Based ACL

Delete

PR3 FEACL NameF R 5 AFACLEY & #5,



& ACL Name: |ACL1| ﬂ 4/32 characters used

fApply| | Close |

SRABTNA", R EEHRA"

7 Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

I £ ACL Name: 032 characters used

[estopd [ ciose |
FS|5. (Wi ) BHREUERIEEXHHRFIRE.

P 28-Port Gigabit I-'m: Managed Swm:h

MAC-Based ACL

MAC-Based ACL Table
ACL Name
ACL1

[ MAC-Based ACE Table ]

E , BNZEERRY LEE 7 ETMACHACL,

EEE TMACHACE

MmO EWR BT | SSHRHLETE 5 —PNACLA IR iZ M, MRS %E —NACLIWACESESTE |, N
2WITACERE, MEMNTFETEFMACETESS , NALET—/MACL, MMREFFEMHEXACLEFHRT
B S{ERACELEACE , MEIAE R TEEF LM,

EtZEH | FHEIZACELUES MEFE A F E X HREMACH 1 & 3% BEM B Artb it R &

X BB ATFFTEREMNKRL X RACE T8 & 1tk BRIARE,

SH1EETWebEHRER L |, #BAccess Control > MAC-Based ACE.
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Getting Started
Dashboard
Configuration Wizards
Search

Status and Statistics
Administration

Fort Management
Smartport

V0LAN Management
Spanning Tree

MAC Address Tables
Multicast

IF Configuration
Securi
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IFvd-Based ACE
IPvE-Based ACL
IFvE-Based ACE

ACL Binding (WVLAM)

ACL Binding (Port)
F Quality of Service
EEER : EXxSAARBNNTABSMENIEE , BATEEG LANE RER TR IIRFEEE
&, UEHHERER,

Display Mode: [NIETISR R looout Aboul Hep

CrTS— O

Advanced
FSI2 MACL Name TR R HIEIEACL , RFEHGo.

P 28-Port Gigabit PoE Managed Switch

MAC-Based ACE

MAC-Based ACE Table
Filter: ACL Name equals to

Priority = Action L“AGLE I?ange Destination Source
State MAC Address  Wildcard Mask = MAC Address

0 results found.

| MAC-Based ACL Table |
XE XRPHETRENACLEEMACE,

SIR3. B HAJIRA NG FRNFINEIACL,

1°]
1°]
=
12}




AEE : ACL NameFERE RACLBY B R,
H R4 T Priority BRI AACEM L ERME, EERERSHACEE ELE, B1RERSMELR.

ACL Mame: ACLT
I Priority: 1 Range: 1 - 2147483647
Action: * Permit
Deny
Shutdown
Logaging: + Enable

#5%, ( Wik ) P Enable LoggingE %4 LA /S A SACLALNI ITELHY B F1EFKACLR.
FI]6. N SMUH EACEN TR KM AT ITI AT B IREX R A £k E .,
EE  EARHIP , EFIEL,

£ Priarity: 1 Range: 1-2147483647

Action: j
| = Deny
utdown

AW — RGN ERFEACEF R AN BIES.

B4t — RN EEFESACEFBRENBTES.
K — RRNEFTFESACERMERENBESIHEABERBEINRED,
XE : ZAKY O W TEPort Settings A H £ EFEIE

S]7. ( Wik ) £ Enable Time Range & i%4E |, A ARt ESEEE EZIACE, BHESEE A TR
HIACEE MK B H &

Time Range: # Enable
Time Range Name: 1 = | Edit

8%, ( Ak ) MTime Range Name TH 3k |, R EN A SACENKASEE .

Time Range: « Enable

Time Range Name:

AR T RT YRR ASHE NEEE A ER BN EEE.

& Time Range Mame: 1

Absolute Starting Time Immediate
® Date (2016 | |Jan v | |01 « | Time |00 »| |00 v | HHMM

Absolute Ending Time: Infinite
o Date 2097 v | Dec v | |01 v | Time 23 v |59 v | HHM

lhpplyl | Close |
5 PR9.1EDestination MAC Address XA , SE SEACEFTESRGX MY E LR,




Destination MAC Address: o Any ]

User Defined
£t tination M / M I 0s for matching, 15 for no matching
EMA

& — FiE B#RMACHE31E 35 N A TACE,

AP EN — £ BARMACH I E R B ARMACEB BT FE i A BN A FACERIMAC 1 1k H]
MACEBEF81E, BESEBATENYMACHUSEE .

AR EARBIF | EFEAnY, ERNETIERE ZEQENACERELACERE,
$¥%10.7£Source MAC Address X1l , RTEEACERNFIE&RHGX MY EIE R,

ACL Name: ACLA
£ Priority: 1 (Range: 1-2147483647)
Action: Fermit
» Deny
Shutdown
Logging: #| Enable
Time Range: #| Enable
Time Range Name: 1 v | Edit
Destination MAC Address: o Any
User Defined
# Desting AC Address Value |
£ Destination MAC Wildeard Masl | (0s for matching, 1s for no matching
Source MAC Address: Any
® User Defined
£ Source MAC Address Value: azh2c2d2e2iz
& Source MAC Wildcard Mask: oooooooo1in (0s for matching, 15 for no matching
VLAN ID: 2 (Range: 1-4094)
a021p: #| Include
£ 802 1p Value: 1 (Range:0-7)
& 302.1p Mask: 0 (Range:0-7)
Ethertype: A2AR (Range: 50D - FFFF)
[—ﬁﬂﬂh—] [ Close
®RIA -

I3 — FrARMACH HE35 R FACE,



APEN — EREMACH U EFNREMACEE AFERFER PR AEN A FACEFMACHE 11t F]
MACBE 17#E, BEABERTENXMACHUTE,

XEE  EAXRGIS  EBRBAPEN

ST, ( Wik ) EVLAN IDZEEH |, S A S VLANFRIE EEAIVLAN 1D,

F12:85, (AL ) EEACEMRERTE802.1pfE , iFiEFInclude in the 802.1pEi%E4E., 802.1pF K
KRR ZESI(CoS)e CoSERUAMMAATFX D HREMNIMNFER,

SRR TE802.1pfE , FHMAUTFEE :

802.1pfE — M A ECHAAY802.1pfE. 802.1pR—IHE , BEF2ERAESHER
ERABTHDERIIE. EOT :

YL

[

-0 — BR. HFERERZENHSE , tEBEE. BERS.

-1—RAOMA. FEEEEZBLANREAR ERDERNVEE. WETRERRBARIL , ERERER
BIREURIE E /Y LU R AL i B (Ao

-2— RAMA. FEERNEZAFRER DI MNBEIE,

-3 — XENA , WMLinuxkE LIRSS 2R (LVS) B iE 2 ERNAR T I(SIP),
-4 — M, FEEMEFNT1002H,

-5 — BRIATEFCisco IPEiE, ZERMEBN/NT10EY.

- 6 — MR HILVS BIRKFHE R IPIU(RTP),

-7 — MGERH, NBESEFNIIEMEEMIRBHERRS.

802.1p#H — M A802.1pERVEEFREDE, BEEAFRIEAHTEN802.1pENERE.

HE14. (k) WAZETEA A Ethertype. Ethertype @ AR M M H #Y — 24— S\ B F R
, FT 1Ry a8 62 A AP o
SRI4 5 HNA", REETRE". ACEERIEH SEACLAHKE,

SR BT REFVRERFIEIEENH.



Save

J ZB—Pnrt_Gigabit PoE Managed Switch

MAC-Based ACE

MAC-Based ACE Table
Filter. ACL Name equalsto |ACL1 v [E]

Priority | Action  Logging @ Time Range Destination
Mame @ State MAC Address

] 1 Deny Enabled 1 Active  Any

(] 2 Permit Enabled 1 Active at1b1cl:dielfl
Edit .. Delete
[ MAC-Based ACL Table ]

I, BNZEEXRY LEE T ETMACHACE,
B RS RN HMLFNERN &

- 350RFI A= G T
- 350X F FI R~ i I
- 550R IR g T
- 550X F H 3 7= an I

BEESAHEXHMA......
8 il ab 25 B BHR GV B R U



https://www.cisco.com/c/zh_cn/support/switches/sg350-8pd-8-port-2-5g-poe-managed-switch/model.html
https://www.cisco.com/c/zh_cn/support/switches/sg350-52mp-52-port-gigabit-max-poe-managed-switch/model.html
https://www.cisco.com/c/zh_cn/support/switches/sg550x-24-24-port-gigabit-stackable-managed-switch/model.html
https://www.cisco.com/c/zh_cn/support/switches/sg550x-24-24-port-gigabit-stackable-managed-switch/model.html
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