AR L T DB B X A
B#r

RPN B DEE XA A SN THEFBRIREEFANEEFEEA. XBERATHLEREX
ARG ERERSEF W XHNFIHREE, Sl , EUNHEREERE. BIRERNEITRES
A RFR RO M. BT AGEA T X R E R R E 2 H I seRTS.

EFNREXHAIRFENSHAFIRGN LIEZNUSBIRE ., &8 XHERIDTFTP)RS
2. REEH(SCP)RFHFHIUTEN L, AXHESENMEZLUTEAMTETHREZML RS
Be B S AF

- BETFTP — B8 X 4ERDI(TFTP) A EBETFTP TH RE M E & X 4
TFTPEEAFEHLANFHITEN, , 1EE TEHI .

- BEHTTP/HTTPS — BB X AEZMID(HTTP)RE XA E MM Z £ (HTTPS) A%

, LBEHTTPHTTPS FHBBFHEEXH. LAZEEATXHTER , RAEERZS,

. B3 SCP(Over SSH) — & ## %4 £ #|(SCP)(EiI(SSH)) 5 B3 £ /A= (SSH) T & =
ZFRMEXH. BEXHNTHRIAZMEREBEILZEMNETRMN.

. BHUSBHAZBARF — ER WA ETRRXH THRZ AR ANFRRRN LEZEN
USBIEZI &S H,

ERRE

. Sx250 %%l

. Sx350 &5l

. SG350X %%l
. Sx550X R 5l

R

- 2.3.0.130

=10 B XX H

SR BRXBNNETWebHIZHAER. BIABF B FZERB N ciscolciscoo
AE MRECERZEHCIETHK, |, BEWAFTERE.




el Switch
CISCO Application:

Usormare

Language: English 3

_ Login | Seoure Browsing (HTTPS)_

B2 MDisplay Mode I35k Hi%#FAdvanced,

Display Mod VB TP ogout SNA About Help
L By 00000 ¥

SERI B HEE > NHEE>XHRE,
AR THAREEMAERIEERETMT. EXFF , FHSG350X-48MPR# 1,

TRAIBT RO RERARHEEN .



Operation Type: Update File
ackup File
Duplicate

SRS AR AXEXE , RHEZ OB XFRENRERRE, ML U TEENH,

- EBTEE — S SnkENEEXH , B8 LXEHMBIURNA TEANEEREN
ERER,

- BHEE — REINFAEENH.

- BREE — MRED24/DIRIBBSTEENH , NiZXHFEHREFIREEEH
KEAR,

- BFIERXH — RRHERF#ERE B S

- HEXH — RN ERFHESER.

Source File Type: @ﬂunning Configuration
Startup Configuration
Mirror Configuration
Logging File

AR EAHIF  ERETEE.
SO MUTZRHEREFE—H

- BEHTTP/HTTPS

. BUSBRK AT

. BUTFTP

- B SCP (EISSH )

BEHTTPHITPSE B RAREXH
SW1 B HHTTPHTTPSIEAZ 4 A it B4 L BB B X4,
Copy Method: TTPHTTPS
@m e - L)

Internal Flash
TFTP
SLCP (File transfer via SSH)

SE2 A BRBELEXE , RRZF 04PN ESHBRBRE. &WE

- BB — Z R T RSB,
- IE — EEOPIUNMBRER T EBRBEIE,
- BIX — EZ O UANE A S BRRIE.



Sensitive Data Handling: Exclude

AR EARSIR ERTHEN, XFUAXEREBFERE.
SW|3. B HRA"
File Operations

Operation Type: Update File
) Backup File
Duplicate
Source File Type: © Running Configuration
Stariup Configuration
Mirror Configuration
Logging File
ERS & iramE s — L
Internal Flash

TFTP
SCP (File transfer via SSH)

Sensitive Data Handling: Exclude

Encrypt
) Plaintext

BRETHE , XHRFERHPHFER KD ER.



File Operations

2 suceon.

Ciperation Type: Update File
) Backup File
Duplicate

Source File Type: £ Running Configuration
Startup Configuration
Mirror Configuration

Logging File

Copy Method: L) HTTPHTTPS
e R
UsB
Internal Flash
TFTP
SCP (File transfer via SSH)

Sensitive Data Handling: ) Exclude

Encrypt
Plainbext

\Apply | Cancel |

W , BNIZEBIHTTP/HTTPSE i 73 E K& 0 KRN VB B XX+
(RERE]

B USBER N EF N7 % 10 3R 45 Bl i 34
FB1.1EFEUSBH Internal FlashfE R EHI 5%, EARHIF , % Internal Flash,

—m

Copy Method: HTTPHTTPS

USE
@nlamaﬂ Flash
TFTP
SCP (File transfer via SSH)

SR2E XM EFERD , WABRXHFNER.
AR EALIF |, BHSG3I50X-48MP.txtHYIE 1T H B A RHRIFE KRB A EBN 7+,



File Operations

Operation Type: ) Update File
Backup File
Duplicate

Destination File Type: ) Running Configuration
Startup Configuration

Language File

Copy Method: HTTPHTTPS
i uss AT - |-

£ Internal Flash
TFTP
SCP (File transfer via SSH)

File Name: For SG350X-48MP.xt

FR3. £ Sensitive Data HandlingXigiH |, EEFEZ A XM4PRITENHRKIE, £WE .

-uplora the intémal flash an tha Fila Direclony page

- BERR — RO R T2 EBRARIE
- nE — EROPIUNBRER T EBRBEIE,
- X — AR P UENE AT S BRRIE.

Sensitive Data Handling: Exclude
Encrypt
Plaintext
X EARHIP | ERAXAR, XFUBXERNZHFERE.
SBR4. B HApplyFELE X H MR BN 7 E H B KR



File Operations

Operation Type: Update File
) Backup File
Duplicate
Source File Type: ) Running Configuration
Startup Configuration
Mirror Configuration
Logging File

. ¥
Languag [

Sl SRS S ) [
use
) Internal Flash

TFTP
SCP (File transfer via SSH)

= File Name: SGIS0X-48MP
Full path and file name. Explore the internal flash on the File Directory page.

Sensitive Data Handling: Exclude
Encrypt
O Plaintext

E o=

BRIETRE , “XHERFE TEHFRHEREIHEE,



File Operations

[ﬁ‘ Success.

Operation Type: Update File
) Backup File
Duplicate

Source File Type: 0 Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTRHTTPS
use BT - :é:l
) Intemal Flash
TFTP
SCP (File transfer via SSH)

File Name:
2 Fila Direclory |

Sensitive Data Handling: ) Exclude
Encrypt
Plaintext

Apply | Cancel |
UE |, BNZBEESNENIERUSBEFI A ER I E D RN LN RAE B XK.

BETFTPE B REE B X4

SEAIEEHFEXHF , BHTFTPRIERE, BETFTPAEZBITFTPRS SR TRIE
PEREXF. BEXHANTHIZHRBEIREMETHAR,

Copy Method: HTTPMHTTPS

o L R W

Internal Flash
o

SLCP [File fransfer via SSH)

SEB2 B HTFTP Server Definition[X i3 #y Bt #Z 40, kA :

- BIPHbHE — WM ATFTPRRSS 8RRV IPHE s, A | IR T AT
- BER — ERWATFTPRSSH[NEN S, MREFRIIER , BHEL R,

Server Definition: @B}r IP address ~ ' By name

SB|3. (AL ) IR%EZEBy IP address , EMIP VersionX g% Version 4(1Pv4)=iVersion 6
(IPv6), INSRIEIFERAG , FETEIPV6 Address TypeXiZi1E EIPv6 2 4N ith 8% 5% #th 11 3 2 £ /it 41t



o MRTEEERAMIHE , FMLIiNK Local Interface TR F| R PEFEO, MBERIFRAE
4  ERELSEA4,

Server Definition: ) By IP address By name

IP Version: Version E@Iﬂminn 4

AR EAHIF  EERIPRRAE4,

Fa%, (k) MBEHE2S5F%EE TBy name , i Server IP Address/NameZ X #i A
TFTPARSE 589 W B . BN , i AP,

Server Definition: ) By IP address By name
IP Version: Version 8 ) Version 4

Server IP Address/Name: §192.168.100.147

AR EAMLIF | BE X NREFERTFTPIRS 288 RYIPHE3E 9 192.168.100.147
F 5. DestinationFERPHMIA R A XHR . EABIFR | £HSG350X-48MP.txto

Server |P Address/Name: 192.168.100.147

Destination: S5G350X-48MP.txt

SO E BRRELEXEP , ERNEROX4PIENBRBEE, EWE

- R — BT IS HREIE.
- IE — EEOPIUMBRR R LS BRARE,
- BIX — EZ O PN S BRRIE.

Sensitive Data Handling: Exclude

S

Plaintext

EE  EARGIS  EENEF, XFUANEERZBPERE.
SIRT 2 HApply T i & 1R 1E,



File Operations

Operation Type: Update File
) Backup File
Duplicate
Source File Type: 3 Running Configuration
Startup Configuration
Mirror Configuration
Logging File
Language File
use
Internal Flash
D TFTP
SCP (File transfer via S5H)
Server Definition: 2 By IP address By name
IP Version: Version 8 O Version 4
IPvE Address Type: * | Link Local Global
Link Local Interface: VLAM 1 5
o Server IP Address/Name: 192.168.100.147
“ Destination: SGI50X-48MP txt
Sensitive Data Handling: Exclude
© Encrypt
Plaintext

Lo ) oo

BRAFSTRE |, SRR TUE R R R R E B



File Operations

Qﬁ Success.

Operation Type: Update File
) Backup File
Duplicate

Source File Type: ) Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS
e e — L
Internal Flash
O TFTP
SCP (File transfer via SSH)

=Server Definition: ) By IP address By name
IP Version: Version 8 O Version 4

Server IP Address/Mame:

Destination:

Sensitive Data Handling: ) Exclude

Encrypt
Plaintext

Applyi | Cancel |

BOENZEBITFTPE S5 AR & 2 IR ALAVES & X4 o
(RE T E]

{FHASCP (EXSSH ) 23 RGE B 4

EERFE  EARFEMASCPHEZH , FHRAESEASSHRS RS NRIEHEE THNIRE
o ARMMAERMRY LEESSHE BRIEREMN A |, FEELUA.

£ 1.1ECopy Method X 15 , B SCP(ESSHER 4 ) ®Rikit4, *ZESCPHEET RS
AFBSSH) THRZHEEX . REXHNTHEIZHRBELLZLEMETHN.



ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4006

Copy Method: HTTPHTTPS

Use e - [

Internal Flash
TFTP

@cp (File transfer via SSH)

H B2 #{RRemote SSH Server Authentication ( ITF2SSHRS 88 A IIE ) iIRE R

Enabled (B ) . LLIBEXISSHARS B 1T H B RIL , WRAMHAKSSHIRS SR EH, BRINE
RTREAZER, BMERALLINEE , EFTSFMXHRENSSHERE, MEEAR , FE &R
#®/ g FiZ e,

Remote SSH Server Authentication: Enabled

$PR3.7ESSH Client Authentication X iHiEFE £ EZE , UEEEESZE VKRN ERAN
SSHEIE, i%£#Use SSH Client System Credentials A i Fi R4/l £ Ff# B9 K ASSHEIE(E
i & & System Credentials ( RAFKIUE ) A REXLEFULAZFIRER , ZIET2FTFSSHA
FERRIETE , Hi%#FUse SSH Client One-Time Credentials ( fEFISSHZE ik — X ERE
i),

A AMEITINAFENEEETARTFERE XM+,

Remote SSH Server Authentication: Enabled Edit

SSH Client Authentication: Use SSH Client System Credentials
@Jsa S5H Client One-Time Credentials:

Usemame: cisco

Password:

us ....“....l

EX  EARABIF | EFEUse SSH Client One-Time Credentials ( {# FiSSHZ /= i — /X M AEIE
), HAERHEARFENBBEAES.

R4 1ESCP Server Definition X388 o #1441, EIA :

. EIP#hat — %R ASCPIRS B8RP, FEABIG | % T IR,
- BB — BB ASCPIRESEBNENG, MREFIIED | FHRELS G,

SCP Server Definition: @y IP address By name

IP Version: Version 6 ) Version 4

SRS, (AL ) INREEBy IP address , IEMIP Version X iFik#EE4hR (IPv4) R E6HR
(IPv6), INRIEFRIRZA6 , FETEIPV6 Address TypeX 1318 EIPv6 2 4 ith % 5% #th i i 2 4 /5 o tit
o MREEERAMMHE | EMLink Local Interface FRIFIRFEREEO, MRERIMA

4, BERELSEG.



SCP Server Definition: ) By IP address By name
IP Varsion: Viarsion rs-nn 4

AR BRI EEIPRAE4,

S6. ( Wik ) MBELSERA4HERE TBy name , iEFEServer IP Address/NameFER % A
TFTPARSESHI EN B BN , Fi AIPHbiE,

Server Definition: £} By IP address By name
IP Version: Version 8 D Version 4

Server P Address/Name: 192.168.100.148

A EARSIF , BENHRREFRISCPIRS R (IP#h11E192.168.100.148 ) H,

HPR7 HEDestinationF RFRAR #XHB, EXRGIF , FOEEXHRFREFESGC350X-
48MP.txtXHH

Server IP AddressMName: 1892 168.100.148

Destination: SGIS0M-48MP Ixt

S P%8.7 Sensitive Data HandlingXiFH , BEZ G XEFF NI ENBBREIE. ETE

- HER — BT IS HREIE.
- IE — EEOPIUMBRE RS EBRBEIE,
- BIX — ER O PN T S BRRIE.

Sensitive Data Handling: @Exduda
Encrypt
Plaintext

AEE  EALIF | EFExclude, B NHFRTEBEBBREIE

SR %2 HApplyFF 1A% 10 R 1E.



File Operations

Operation Type: Update File
3 Backup File
Duplicate

Source File Type: © Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS
USB [ G

Internal Flash
TFTP
) SCP (File transfer via SSH)

Remote SSH Server Authentication: Enabled Edit

SS5H Client Authentication: Usa SSH Client System Credentials
) Use SSH Client One-Time Credentials:

Usemame: CiSCo
Fam: [TSTTTTITET T
Server Definition: ) By IP address By name
IP Version: Version 8 D Version 4
.9 Interfac -
o Server IP Address/Mame: 192.168.100.148
~ Destination: SGI50X-48MP bt
Sensitive Data Handling: ) Exclude
Encrypt
Plaintext

N

BRAFSTRE | SR TUE R R R 7R B



File Operations

Success,

Operation Type: Lipdate File
£} Backup File
Duplicate

Source File Type: D Running Configuration

Startup Configuration
Mirmor Configuration
Logging File

S g TIES O -
UsE

Intemal Flash
TFTP
£ SCP (File transfer via SSH)

Remate SSH Server Authentication: Enabled Edit

S5H Client Authentication: ) Use SSH Client System Credentials
Usa 55H Chant One-Time Credantials:

Server Definition: D By IP address By name
IP Version: Version 6 ) Version 4

Server IP Address/Mame:

Deestination: (150 characters used)
Sensitive Data Handling: ) Exclude

Encrypt

Plaintext

\hpply | Cancel |

W , BN EBESCPERI G A& 7 X RALAYEE X+,

(RERE]

ETHNAERRRY LBEEXHS , FRGIA. EEFIERENXH , TR ELLIREULA,



/content/en/us/support/docs/smb/switches/cisco-550x-series-stackable-managed-switches/smb5095-update-configuration-files-on-a-switch.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-250-series-smart-switches/smb5744-copy-or-duplicate-configuration-files-on-a-switch.html

	在交换机上下载或备份配置文件
	目标
	适用设备
	软件版本
	备份配置文件
	通过HTTP/HTTPS备份系统配置文件
	通过USB或内部闪存备份系统配置文件
	通过TFTP备份系统配置文件
	使用SCP（通过SSH）备份系统配置文件



