HEEPHEAIS0R IR LEBRZ LT
(SSH)A F & RiFiRE

B#5
R R < WA #E Cisco Business 3505 Rt LB EF Fin A - 5 AR IER %8,
&

Z2IHFE(SSH) R — R , THREIBEMNRRZFNZEREERE. HEERMSTelnetEERL
KIZheE , BEREEME, SSHAWEERBE e STRAE(CCL)EAFS=AEFEER.

EBEISSHHCLIEEXT , EBEAUUELZSEEPHITESANEE, ERNEXEEAXRTAEN
EILRRT , SSHEZEZEHRNEMEMNIIEEERA, KRV ATFEEABISSHI AF#TE 4
BWIFTAMER , UEEIINE, SHRIEESAFTATELIBEMNEZNSSHEZEN A HHIT,
SSHEF IR IEE R BN SSHIMUETTUERZRR FHRIENMBNNA, SFEREZEESET
SSHERFEBEMNEZ —RBEVZEBEMBNERE, BIFHRIENMNE , SSHEFHATFBEITFEZESE
M TelnetEFEH#TEZLBEE.

BARE | BRHRA
. CBS350_( =@ F A} ) | 3.0.0.69( T2 H )

. CBS350-2X_( F=mFfft ) | 3.0.0.69( T FZ#)
. CBS350-4X_( F=mF#ft ) | 3.0.0.69(F & H)

B ESSHE iR F 5B RE

B SSHBES
HTZBEDRERE (HMRURENHRE ) , RNMDR TRASSHERS # 5 BRI

FR1.BFETWebIZARER , AF1EESecurity > TCP/UDP Services
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RADIUS Client

$ 2 1% SSH Service £ E LUE T SSHIE Ao SR REFRH B,

TCP/J/UDP Services

HTTP Service: [+ Enable
HTTPS Service: [/ Enable
SNMP Service: [ Enable
Telnet Service: () Enable
SSH Service: @Enable

SB35 T Apply A B FASSHERSS -

TCP/UDP Services Cancel

HTTP Service: [~/ Enable
HTTPS Service: f Enable
SNMP Service: ([ Enable
Telnet Service: ([ Enable
SSH Service: (¥ Enable

ECESSHAF 5 HWiERE



AL AIERESSHAFR S HRIESE. MREFETEBSZE , WANERE LREAFBNEE
o WMREET LNARIPFE , BIETLLEKRoN Rivest, Adi ShamirfllLeonard Adleman(RSA)=k
BFEEEEDSA)EH,

BHREN , 2R IRELERRSAFIDSARINE AN . H—PNEARA T IMBEMSSHIRS 28 THAI K
2. MINMERA TEARSARH, MRAFMBREF - IIFEIRHA , WLEREREA].

TR EBFIXRTNETWebWKARER , A/FEDisplay Mode T H15kHi%&#FEAdvanced.

Advanced w

Basic
Advanced

=18

L2 NF 8 hikiESecurity > SSH Client > SSH User Authentication.
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¥ SSH Client

#HPR3.7Global Configuration ( £ BEE ) T , REFTHEMISSH User Authentication
Method ( SSHA A BARIESE ) o

Global Configuration

SSH User Authentication Method: ((®)) By Password
() By RSA Public Key
() By DSA Public Key

LiZE (SSHEFIRK ) ZIRB U BISSHARSE 2RHISSHAERT , SSHIREZ B FERAUT A E2 —#1ITH
F i B 3 18I -

. By Password — lLIETIA T AERERAF SHRIENEB, X2RIANRE , BRIAFEBR
anonymous. HRIEF IR , EHEARCESSHRS R/ LB AP B NFBEIL,

- By RSA Public Key — Itk A2 F & EFARSALNA#H TR BRI, RSAFHARE T AERK
PO MER, LFPARATSSHAF SHRIINRENLZRHRE,

- By DSA Public Key — &I 2 F & EFADSALN AR THAF EHRKIE, DSARARET
ElGamal BB EZEZN MBZH. UWBATEATSSHAFRSHRIE , RN ESHRIEIESE
EFEZrE,

FEARFIF |, %EFBy Password,
SRAEFEI XN AR B FEFHARFE,

Credentials
% Username: ciscosbuser (12/70 characters used)
& Password: (® Encrypted AUy3Nne84DHjTuVuzd1Ays(

() Plaintext (Default Password: anonymous)

EAXRHIS | fEFciscosobuseri,



S5, ( Wik ) MRBIELSB2FIER T By Password |, i5RE % , RBETEEncryptedZiPlaintext®
B A 258,

Credentials
% Username: ciscosbuser1 (12/70 characters used)
2 Password: (O Encrypted | AUy3Nne84DHjTuVuzd1Ays(
(®) Plaintext C1SCOSBSwi+ch ) (Default Password: anonymous)
®EIE

. Encrypted — BLiETR o ¥ #8 5 A 2258 B9 022 AR AR o
- BESCAR — BEIRT A R S A SR,

FARBIR | B A F A XA RRD,
SR LT NARFEHRIEEE,

SSH User Authentication

() By RSA Public Key
() By DSA Public Key

Credentials
“ Username: ciscosbuserT (12/70 ch
» Password: O Encrypted | AUy3Nne84DH|TuVuzd1Ays

(®) Plaintext  C1SC0OSBSwi+ch

B7H, (k) BEMERAER UNERARFENED , REEHREMSZIEE,

SSH User Authentication Cancel

Global Configuration



Confirm Restore Default Credentials X

U The Username and Password will be restored to the default values

(anonymous/anonymous). Do you want to continue?

RPENZERIRENRINE : ER/ER,

8%, ( Wik ) EdDisplay Sensitive Data as Plaintext A48 X AKX E RN E AN BBEE , AR5
BB HOKMREL,

Global Configuration

Confirm Display Method Change X

U Sensitive data for the current page will be displayed as plaintext. Your HTTP web

session is insecure. Do you want to continue?

ECMSSHAF#ZHAR

FRIIEPEEENZHANEIRE.
SSH User Key Table

Generate E?: ]ﬁ]’ Details

() KeyType Key Source Fingerprint
@ RSA Auto Generated MDb5:c0:b4:8a:25:26:52:56:8f:4e:f5:a4:fa:a/:cc:0a:b2
() DSA Auto Generated MD5:03:c8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb

EARHIF | EERSA,
S0, ( 7ik ) BEGenerate NV EMF HH. MEARBZETNER AL T RERE.



SSH User Key Table

‘ Generate ’ E?: '@[ Details

() KeyType Key Source Fingerprint

(v RSA Auto Generated MDb5:c0:b4:8a:25:26:52:56:8f:4e:f5:a4:fa:a/:cc:0a:b2

() DSA Auto Generated MD5:03:¢8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb
Confirm Key Generation X

D Generating a new key will overwrite the existing key. Do you want to continue?

ST ((Wik ) BERETUARE SR E
SSH User Key Table

@r

Key Type Key Source Fingerprint
(v RSA Auto Generated MDb5:c0:b4:8a:25:26:52:56:8f:4e:f5:a4:fa:a/:cc:0a:b2
() DSA Auto Generated MD5:03:¢8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb

HB12. ( Wik ) MKey Type FHL %R PikFBR4ART,



Edit SSH Client Authentication Settings

When a Key is entered, it should contain the " BEGIN™ and " END"

Key Type:

2 Public Key: SSH2 PUBLIC KEY --

RSA Public Key
7a(CTve2FAAAANAOAR,

EARflH | EFERSA,
HI13. ( ik ) EPublic KeyFZ &% A F2\4A,

Edit SSH Client Authentication Settings X

When a Key is entered, it should contain the " BEGIN" and "END" markers.

Key Type: RSA v

“ Public Key: ---- BEGIN SSH2 PUBLIG KEY ----

Comment; RSA Public Key

AAAAB3NzaC 1yc2EAAAADAQABAAABAQCYIBJ+eTyaNva9u8G8VZglL gYuMBNHNoVhIWtPAKmBp004VVhTXPgGCzg4/IIFlpm
hf4lmgpX+XB7alLCI3ChOvsulL JEahjrCS5IRCVEPrh9oUocec/GBCFhe7zXYHpRXkoGBC4I0SXBYS5xKpxuSwLIDsxgY 10
[9IpXWKKBUN2r7P2PVJITAPr2RnjlUe 1LVZTTrpMSgZ6UB+QtNtvaed46vTOwjgCb4+y +zFYpQjlvZCAuMoaWkljQFsIXMBOLL
/D/cydxLa887DJQaM|PnudGOPuQALWIT88h5hsHpZEhmcptoCO0B+AubyOmXG6leESbKFDpb2UFLJzHodDOfC9b

—__ NN QL) DHIDH I VEV

# Private Key: (® Encrypted

O Plaintext

Apply Close Display Sensitive Data as Plaintext

HRR14. (W ) ERAFZRPRMAIIELA.

BRI L gmiEFALR , H R EEncrypted UL BIFAAE RAMB XA |, A THPlaintext ABA X EF X5
Fh4A,

%15%, (Wit ) 2 EDisplay Sensitive Data as Plaintext(FBUBBBEBE RN A XAER)AE RR
HENMBHE , RAEEHOKWE) AL,



Edit SSH Client Authentication Settings X

When a Key is entered, it should contain the " BEGIN" and "END" markers.

Key Type: RSA v

# Public Key: -~ BEGIN SSH2 PUBLIC KEY —---

Comment: RSA Public Key
AAAAB3NzaC1yc2ZEAAAADAQABAAABAQCYIBJ+eTyaNva9u8G8VZgLgYuMB8NHNoVhIWPAKmBp004VVhTXPgGCzg4/IIFlpm
hf4lmgpX+XB7alLCI3ChOvsulL JEahjrCS5IRCVEPrh9oUocec/GBCFhe7zXYHpRXkoGBC4I0SXBYSS5xKpxuSwLIDsxgY 10
[9IpXWKK8UN2r7P2PVJITAPr2RnjlUe 1LVZTirpMSgZ6UB+QtNtvaed46vTOwjgCb4+y+zFYpQjlvZCAuMoaWkljQFsIXMBOLL
/D/cydxLa887DJQaM|PnudGOPuQALWT88h5hsHpZEhmeptoCO0B+AubyOmXG6leESbKFDpb2UFLJzHodDOfC9b

—___EnIh U DRI I VEV

= Private Key: (® Encrypted

O Plaintext

Confirm Display Method Change X

Sensitive data for the current page will be displayed as plaintext. Do you want to
continue?

() Don't show me this again

Cancel

SR BT NAREFER , REETHRA"



Edit SSH Client Authentication Settings X

When a Key is entered, it should contain the " BEGIN" and "END" markers.

Key Type: RSA v

# Public Key: -~ BEGIN SSH2 PUBLIC KEY —---

Comment: RSA Public Key
AAAAB3NzaC1yc2ZEAAAADAQABAAABAQCYIBJ+eTyaNva9u8G8VZgLgYuMB8NHNoVhIWPAKmBp004VVhTXPgGCzg4/IIFlpm
hf4lmgpX+XB7alLCI3ChOvsulL JEahjrCS5IRCVEPrh9oUocec/GBCFhe7zXYHpRXkoGBC4I0SXBYSS5xKpxuSwLIDsxgY 10
[9IpXWKK8UN2r7P2PVJITAPr2RnjlUe 1LVZTirpMSgZ6UB+QtNtvaed46vTOwjgCb4+y+zFYpQjlvZCAuMoaWkljQFsIXMBOLL
/D/cydxLa887DJQaM|PnudGOPuQALWT88h5hsHpZEhmeptoCO0B+AubyOmXG6leESbKFDpb2UFLJzHodDOfC9b

—___EnIh U DRI I VEV

= Private Key: (® Encrypted

O Plaintext

Apply Close Display Sensitive Data as Plaintext

SBA7. (WL ) BEHERERIE P RYR,

SSH User Key Table

Generate @

(] KeyType Key Source Fingerprint
(v RSA User Defined MD5:02:26:b2:5¢:56:51:b6:cf:db:fa:f/:b5:1a:26:/e:33
(] DSA Auto Generated MD5:03:¢8:0b:9b:a2:88:86:18:49:0d:d2:51:81:f3:cd:cb6

HE18. (Wik ) EHIWINEER TG , £EHE SUBERER.

Delete User Generated Key X

U The selected user defined key will be deleted and replaced by an auto generated

key. Do you want to continue?

$B19. ( Wik ) B dDetailsEFEP RV FMES,



SSH User Key Table

Generate :‘ il Details
()] Keylype Key Source Fingerprint
SSH User Key Details

SSH Server Key Type:

Public Key:

Private Key (Encrypted):

RSA

---- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key

AAAAB3NzaC1yc2EAAAADAQABAAABAQCXBoUggll UWILBwkarVUG9jbM40QUDsPdr
VmHGNKIRJVg3nxO2wmw 10xckYy7YZLPaoriNd/obTuGZ 4jOghSgfQckghibcSNdlaUrw:
w1v4QBWH8BUbGNw 1yV/SaECMuFre/VzYdRP
/RVGDNCNOphgMMJyCQ3D+WG21361+1li+U3Kn9BOb0OsSn+gz7c10vNoXQ9t+NvtJDF
3MfMhmvwx0XIEKgMZgV+ennjipMPjaOFP8HGbIh
/hOPdhUIPmMaRheE3hsDS1S9TJXLu7RnGOTrknL+QUFqZeRT3jSablwZsaGyE8okIpP5EF
K9gsLJZlgeMm2gWijziB

---- END SSH2 PUBLIC KEY ----

---- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----
Comment: RSA Private Key
AKNK2himPem?2VeoSwyp0U+1FXk8 1mva9RGX2rBMhCDIj/79rYDLBnYKdSHk3A7HggO0

aDjeLKVROxyRccQOUiVFp70SYz6mmijfrvwAXgCnZoNkhv8WO+KtzOtLIIHAj2gWaXerYB
NRanz¥+ROAI RNANZI INRGARAMEMY T

HER20. ( ik ) BRE N EINESaveRE , HEQRFEE B E XM

IR
CISCO

CBS350-8P-F-2G - swi... Q

SSH User Authentication cancel E

&I 7E£ E £ Cisco Business 350 R JIRMY LB E T EFImA R B HRIEIRE,
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