EEEERRPEAzUre P EB R BB BHMFTDV

AN BMAEBEEHRE P EAzUreH B E B3 R K BRIFirepower BB B EE £ (FTDV).
FTRFH
L33
Cisco BWE T U T =&
. NGFWHIFirepowere & i\ BB FAH IPEE
- ABABIERTNEBELEIP,
- EEM N A NS EIPER
SERNEAH
AXEPNEEETATRERE R

- Azure
- Firepower & A/
- BRI RE

ANHEPHNEEHRETREXRERNEFHNREZFEEN, AXEFEANARRZRAERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERSHBERIE,

HRER



FTDv BRI AYFirepower T — AP XIBIIRESI AEHMUIN R | E—BNRERBEEBREYIE, B
PR AR = Z R TR

mTFXEBEERIMFEATA | BANGFWRRRHA, Eit , T RUBTAMBALE 8
AT — 185 X 3 (NGFW)FI Al Azure ) 25t T AE (20 7] Fi M SEFUE BIALY R £ (VMSS)) , ENGFWE EE
WA, HEEBREKORRER.

ANHEEINFBIARENGFWERET ESERT BN TRSHFERRNGFWELE 5 AutoScale,
XBEEFEEMFEAFirepowerB B R O(FMC)WEARA , ZHP LA ERERESR O ER , FEE
FEEENGFW , MEEFAHEFMCHAFTDES A RIPHITEREUAEERE,

ERATREENRITEZEREIZE , LT RN ZEAzure P 0 EE K L MES:

- AARK: TARR—MEATAMSH , AIRFENNANBREESHEPOLHRENZE, TAX
RAzure KEAK K —ENE, SMXEHA-—NHSNIMEEROAR , XEHEHOEZMIL
RYERIR, AWML,

- VNET: AzureEE#l M4 (VNet)RAzure T AR EHEARER, VNetfFAzure ERAL(VM)ES
MEBNAzZUre R IREB T RILBEE. EBRMMAE ML, VNetRLTEEZB SHWHESF
DHEBITHEASERE , BETRTAzure ERZROFIMES , iy R, ATRMNRE. RiAE
T, VNETHW SN FRELEERR , BEFREVNETHH FMREEHEE.

- RAKE: TANERE —MRAEDMNITRNTAENBEFOEE, BEFONNLEE
AHERET AR RN G E4EE |, EOE-PNEBYL AT HRFE99.95%H Azure SLA.

- VMSS: Azure EEI T REATEEIBZNEE - AR FENELAN . VMRHINHETTLURE
FERJELWITR BHENTELD . T RETHNEHVNARHSTAYE , ARTFEEFEE,
BEMERAEELN. BEBELMNTRBE , EUURNITE, ABENASEITEARSAEY
BAAERS

- EHBBA  AzureEB R RERENERS , TRESTNARFIEN THE RN EMIZHE
MER. R EZEIEPERNRREENRBERL , MAzureEBNIAIBE XKL, BAIBUE
FAzure B ZEWeb AP, MINHEEER. LEBloTHR. BEEEENMNIE, It B3 HHE
RERF | AzureEBEBFMCE HEHMAPIER , BT RIBXN R, EM/ECEEIMFTDV. ¥
BESHE,

-BBENA  AzureBEBNAR-—TIERS , IRBEEEEESWSRARERNA. BE. RE
MBS REE, BLAMMAES. LSREBIMIER. Logic AppsFAIB{LIB AN AER.
FER. REER. A SAEREANFEILFI(B2B)EE ( TeRERHERE NI
E,ERRNERES ) RITNWETYT BBRARNER, HBERSFRERBEHITHINEEDN
BEEF , MEEDREBERSRNIIRELEEZT,

B Al , EATNGFWHAutoScalef R F RFIBHEVNet R FABIPBENERITR , HEFE
NEIPER#Firepower& B /O FMNGFWZ EHEE,

AN ERBRIEEZE , BRI RS A TFirepowerB B2/ OMBEL LB IPHINGFWESE.

Bl


https://azure.microsoft.com/services/logic-apps
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-overview#logic-app-concepts

ATEIRBZY BNGFWERES R , HEAUTEERRS :

https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/azure/ftdv-azure-gsg/ftdv-
azure-autoscale.html#Cisco Concept.dita cOb3cf0d-9690-4342-8cba-e66730e70c47

BELIE R, LEREBHRUTERARS

- Function® M A RisE 5 & FHAZIPHEREE
- MEEHBETIRNER A HIP
- NGFWHRIFMCz BV EBRENBT T AIPME R,
E6lZAutoScaled NGFWHER AR , ELRFEARAG , CRFEEEENEFEMPREERNTRDE
BUX LEfE ARG

1. Azure ARM# R
ARMERA FHEAzure R A EZIL. BRIEBREALIRITIVARMENR , TR TRIZ BT BHER
=, BR , LkARMAER AT #EPublic Github https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6. O/ARM%ZOTempIateté’?EE& TRIRT —NheEN A
, ZIMEEN AT EEEFHNNIBNEEE , R E4I]_IJ«,{JEJI’|‘%1EE§EH173IH1 Hit , BRINEEBE
&2k , BAMEFunction AppIl E A AERASREXM T2 ERER. Hit FﬁmE’JARMﬁ*}iTE
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan. gltt?iz £

2. BhgEAPP
RN AR —HAAzure L, EAXRTHEEIFE :

- EHIBEARMAzureIEFR.

- WSEFTDv S 8 H i & Scale In/Scale-Outig 4k,

- BFMCEMFHEIFTDv,

. BEFMCELEHFTDv,

- MFMC3E45 ( Bk ) 3 BHIFTDv,

MERPFTIR , WIEENGFWEIZ M BRI A2 Z b Ihee S E TNGFWH A HIPERK. Eit , &
NESRRCHBLRRAEIPTI R 2AEIP, REABE , 7FE
https://github. com/Madhur|150791/FunctlonApp_W|th_Prem||um_PIan.gitt?ﬂ‘z;zélJFﬁ F ol IheEN A
I zip X 4

B FAASM_Function.zip, X fEFunctionsi i TTE LA HIPEIA EREEFEE

3. 1 BEMHA

B RAEBENAR—IHER , FIPTRNES, AzureBNBRILMAISKE |, BEMERE
o WIMARBRXN X EENMITHITHEF , AECINZRAREE,

. BN TEBEISERAzureShREZ B AR E B,

. NS BRER T —MAuto Scale Azure BB N BIR HEIZ 18,
. BN A LISON 4R iR,

- BENATBEEGUISJSON 4# TR E L.

ERE : BF41E Hnttps://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git t
RENZENAFMAES , AEALAABBEMAFE. FUNSAPPERR, FRAEBWH. iTH
IDE#HRUATIE,


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
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1. B2 AutoscaleiB BRI A 4,

£ FAARMIEHx H 6172 VMSS, Logic APP, Function APP, App Insight, F$&ZR£4H,

SMEER>BBRER>BRER , AFEFRRBR . UE TR AERERTEEE
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o Formated i determinad tused on
T Heam Frode

> OO«

Home > MNew » Template deployment (deploy using custom templates) (preview) > Custom deployment

Edit template
Edit your Azure Resource Manager template

T Loadfile - Download

+ Addresource ‘T Quickstart template

& | 598 {
: 597 “name": “MNGT_NET_INTERFACE_MAME",
> 1 Parameters (32) 598 "walue": “"mgmtNic"
> [ Variables (34) 599 ¥
Gea {
8 Resources (12) 6@l “name®: “MNGT_PUBLIC_IP_MAME",
. LogicApp 682 “yalue": “mgmtPublicIP"

" [Microsoft.Logic/workflows) 603 }.

o [variables'mgmtSecGrp’)] 604 {

" (Microsoft.Metwork/networkSecuri. 685 "name": "NAT_ID",

) 606 "value"; “5678"
o [variables('dataSecGrp’)) 607 }
~ (Microsoft.Metwork/networkSecuri 608 {'

— [variables('storageAccountMame’)]  G@g “mame*: “NETWORK_CIDR",

T (Microsoft. Storage/storageAccoun.  g1a yalue”: " [parameters(’virtualNetworkCidr')]"
[variables("hostingPlanName’)] 611 b
(Microsoft Weby/serverfarms) 612 {
iables(functionAnoN ; 613 "name": "NETWORK_NAME",
lva."a es(func SRR ame) 614 “value": " [concat(parameters('resourceNamePrefix'), '-vnet')]"
(Microsoft.Weby/sites)
615 Fa
® [variables("appinsightsName’)] 616 {
“name* > “POLICY_NAME",

(Microsoft.Insights/companents) 617
- - ane Pl At . R1g

Mualiats "lascamatarcel 'aal i suklamst 110



2. B H“Save(R )"

Home > New > Template deployment (deploy using custom templates) (preview) >

Custom deployment

Deploy from a custom template
lempiate

71 Customized template 2 f f

12 resources

Deployment scope

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Edit template Edit parameters

Subscription* © ‘ Microsoft Azure Enterprise v I

Resource group * ‘ ~ ‘
Create new

Parameters

Region* (@ l East US Vv l

Resource Name Prefix _ l

Virtual Network Rg © l madewang ]

Virtual Network Name (O | madewang-vnet ‘

l < Previous l l Next : Review + create >

N ERHITIRNER , AR EE+0IR"

3. X FFeE ERFIRA THWRBAL N



madewang =

Add Edit columns Delete resource group Refresh & Export to CSV Open query » Move Feedback

“ Essentials

=1
iSpal( 04 i East US
& Tags
venl Type all Location all i Add filter
Settings of 11 recor e
Deployments Type TL Location T
= Policies EastUS
Properties East US
EastUS
Cost Management EastUS
Cost analys EastUS
Eas
EastUS
Advisor recommendations EastUS
Moritosing ty group EaxstUS
[ " ) EastUS
v NSGREs (Preview)
E us

4. FFURL
https://<function_app_name>.scm.azurewebsites.net/DebugConsole

¥ 324 ASM_Function.zipFftdssh.exe - £ Fsite/wwwroot/ X% ( AN H EEFEENE , B
M|Function App TR B Z /P INEE, )

MiZIMTERR

€ cC o --function—app.scm.azurewebsites.ne:-|:c:hu-_;r“.(-n-u--lr- r @ 0 1

.../ wwwroot + 18items # @ A

Name Modified Size
Y- ™ AutoScaleManager 12/4/2020, 9:18:25 PM
9 I— & 12/4/2020, 9:18:25 PM
EY-) C reFtdinterfaces 12/4/2020, 9:18:32 PM
FY-) = C 12/4/2020, 9:18:32 PM
Q9 [— 2 12/4/2020, 9:18:32 PM
Y- =0 12/4/2020, 9:18:32 PM
Y- 4 12/4/2020, 8:18:32 PM

Kudu Remote Execution Console
Type "exit' then hit "enter' to get a new CMD process.
Type 'cls' to clear the console

Microsoft Windows [Version 10.8.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\home>
C:\home\site>
C:whome\site\wwwroot>

5. # AFunctionS FAR&F> Function. &R 1ZE 2T B Ih8EE,



Home > madewang -fun:t.‘l.".-;lpp
[f\lr-function-app | Functions

Function App

£ Search (Crnd-+/) + add () Refresh
* Overview

B Acivitylog |2 Fiter by name

Fr Access contral (IAM)

- [ mame Trigger T4 Status Ty

¢ Diagnose and solve problems D AutoScaleManager HTTP Enabled

9 Security O configureFrdinterfaces HTTP Enabled
Evaits Goraiend O createstatichoutes HTTP Enabiled
) D DeletelnRegisteredFTD HTTP Enabled

Rnstions D DeployConfiguration HITP e
:urx:nnn D DeviceDeRegister HTTR Enabled

S :p:‘ [ oeviceregister HTTP Enabled

- PPP “ D DisableHealthProbe HTTP Enabled
o O redscatein HTTP Enabled

Deploymant [ Fedscateout HTTP Enabled

i Deployment slots D GetFtdPubliclp HTTP Enabled

@ Deployment Center O minimemconfigvenfication HTTP Enabled

@ Deploymint Center (Praviev D WaitForDeploymentTask HTTP Enabled

Settings D WaitForftdToComelUp HTTP Enabled

Il Configuration
Authentication / Authorization

T Application Insights

6. ESHRIMNR , LMEVMSSH LR IT IR R A A9 ThEe
£ fin Z <prefix>-vmss> Access Control(IAM)> Add role assignement., 73 ltVMSSHE HX <prefix>-
function-app S5 &5 A



Add role assignment *

Bow
[ il .
ASEgn S00EIE 10
o A
S o *
IER] T &k I =
Sk
| e o
0™ it A 10 - TITO-A316-529- L TS HER
L i &
# b & » Gkl TH5
b on - apE
$E S bt RSl 00 THTO -4 G- 55204 | TS a7
| SR
5™ fuibreetont S ead 10 TITO-A3 164529, DU TSHEIT

. a
£ fiubecriplic c:r o ] ITHIFR
Click Save.

7. SMEBENAS>BRBABIUIE , AFEARKBERESENRE
https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Loqic%20App

Beak , Azureil B, BRABMNEHBNABMECANTEER , SNETATRIRF,

8. Click Save. & EZ BN ABLAH 5 HB B A,
ISr
BRZBNAG , ©REFBRESSD M EREARIT.
MRFFEERELHER , NEAETAEBEERT.


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Home > madewang

|-, NN logic-app
Legic app

£ Bearch (Cmd +/) «

[ RunTrigger () Refresh @ Edit

14 Overview

B Actitylog

A Access control (LAM)
& Tags

&2 Disgnase and sobve problems

Development Tools
o4 Logic app designer
“* Logic app code view
B versions

& AP connectiong

Wi Quick start guides

Lettings

€ Workfiow sattings

¥ Authorization

@ Access kiys

+ ldentity

Il Properties

B Locks

Monitoring

R Alerts

O To improve traffic flow, we're acding rew outbound 1P addresses: for Logic Apps. Review action reeded ify

Recunmence

FREQUENCY
Runs svery 5 minutes.

EVALUATION

Evaluated 285 times, fired 285 times in the last 24 hours
See trigger history

Runs history

[i] Deete () Disable

ema [) Cone @& Expont

g 1P addresses with

36 actons
Wiew in Legic Apps detignes

Al w || start time eartier than

| Pick a date

rags bedone 08/31/2000. Click 1o beam more. =+

0| | Pick atime

Specify the Fun identifier 1o Gp8n Mmanitar wew difsctly

5L, VMRIEVMSST 817,

Home > madewang » TRt s

2 [lllout-vmss | Instances

Virtual machine scale set

|2 Seasch Emden ] «

B Overview

B Activity log

. Access contral (1AM)
@ Tags

& Diagnase and sobve problems

B Benctios

Status Start time Identifier Duration Static Results
O Succeeded 12/8/2020, 1241 AM (B5E594238582773095 3992 15041BCU63 9.68 Seconds
@ Suxceeded 12/8/2020, 12:36 AM DESESIZISEBETRETN J02ATEIETARILIGE 9.99 Seconds
© Succeeded 12/8/2020, 1231 AM (8585942391834 090466 3084060560042 10.53 Seconds
& Succeeded 12/8/2020, 12:26 AM DESE5I42IE9313TEE602125TE4140L43 5.63 Seconds
© Succeeded 12/8/2020, 1221 AM (858594239797 16522333855424050U95 9.76 Seconds
@ Succeeded 127872020, 12:16 AM 0858594240 100250748 55585643 560L88 10:88 Seconds
S Succeeded 12/8/2020, 1291 AM 08585942404034 146570 7688291400U46 10,04 Seconds.
@ Succeeded 12/8/2020, 12,06 AM (B5E594240706483438493 14592 TOCUEE 10.23 Seconds.
S Suxceeded 12/8/2020, 12201 AM 0B585942410101813534 775025693 0UT 10.24 Seconds
@ succeeded 12/T/2020, 11:56 PM 0B5E59424 13124684374 17B4T 1T03CUGT 9.69 Seconds
-3
Ctart " Restat [ Stop O Reimage Pr P
[,"3 Search virtual maching inslances
Mame Computer name Status Health state Provisioning state Protection palicy Latest model
(m] e - mss000000 O Running Succeeded Yes
jm| TR 000002 @ Running Sucteeded Yies

BERFMCHREFMCHINGFWR BB IFTDVIAEIPES !



Overview Analysis Policies ghIaii<d8 Objects AMP Intelligence Deploy System Help v madewang v

Device Management NAT VPN * QoS Platform Settings FlexConfig Certificates

Elout-vmss_0
Cisco Firepower Threat

at Defense for Azure

Mode: routed

System X
Compliance Mode: Kone
TLS Crypto Acceleration: Disablad Finda LL::LF FFESSTISES Sehu i
Serial: SADMGN24KRE
Time: 2020-12-08 14:06:09
Time Zone: UTC (UTC+0:00)
Version: 6.6.0
:i.:l::‘:’.ono setting for Time based . (UTC+0:00)
Health Management + @D
Status: ] Host: 10.6.0.9
Policy: &%MTM Status: S
Blacklist: Nong
Inventory Details <
Cpu Type: CPU Xeon ES series 2400 MMz
Cpu Cores: 1 CPU (16 cores)
Memory: 56832 MB RAM

ZENGFW CLIEY , BAFZUTHE :

Cisco Fire Linux 0S vé6.6.0 (build 37)
Cisco Firepower Threat Defense for Azure v6.6.0 (build 990)

> ex

exit expert

> expert

admin@@@inout-vmss-0:~$ netstat | grep 8305

tcp 0 o Iinout-vmss-0:8305 madewangfmc.inter:41997 ESTABLISHED
tcp 0 O gmginout-vmss—0:8305 madewangfmc.inter:54513 ESTABLISHED

adminCEEM nout-vmss—-0:~$

H it , FMCiEIAzure#ABVNet F M ENGFWE(E.

TR HE R

AR, Logic AppTEHEFHINGFWR XM |, EHEERILRER , IRBATESR

1. REZBNARETETHRIY.



Home > madewang

- I ogic-app  #

Logic app

Search (Cmd +/)
&l Crverdiew
B Activitylog
. Access control (LAM)
@ Tag
£» Diagnose and sobve problems
Development Tools
sis Logic app designer
* Logic app code view
T Versions

AP connections

&3 Quick start guides

Settings

3 Workflow settings
Authorization

@ Access keys
Identity

1! Properties

8 Lods

Mantanng

KR Alerts

[> RunTrigger () Refresh o7 Edit [E] Delate () Disable

[ Clone & Export

O 7o improve tratfic flow, we're adding new ouibound I addnesses for Loghc Apps. Birview action needed if you're fltering IP addresses with firewall setfings befors 08/31/2020. Click to leam mors, —+

Subscription (change) : Microsaft Azure Enterprise

Subscription DY : 9d5ea202- 704 366-2529-041 7597817 10

Summary

Trigger
RECURRENCE

Recurrence

FREQUENCY
Runs every S minutes

EVALUATION
Evaluated 285 times, fired 285 times in the Last 24 hours
See trigger history

Runs last 24 hours 284 successful, 1 failed

Integration Account :

Actions.

COUNT
36 actions
View in Logi Apps designer

Runs history
| Failed || Start time earlies than W || Pick a date =]
|_Specity the run identifier to open monitor view directly

Status Start tirme Identifier

D Failed 12/7/2020, 32 AM 0858594253 16267 1508622801 0944CUTD

O Failed 12/4/2020, %24 PM 0B585945095939947222488931533CUGE

O Failed 121472020, 23 PM CB5859450965662 9688754 1186842 1CU59

O Failed 127472020, %23 PM 0585345096 T4864965 20 309098T0CUSE

2. BEHERR.
BHARBMAARK RS

=t BRI

Home
I osic-app
O Refresh

[ Failed

Pick a time

Duration

10.25 Seconds
1.96 Seconds
1.45 Seconds
1.74 Seconds

> madewang - ‘ogic-app * Runs history
(&) Runs history

Logic app run
08585942931 6267 19086228010944CUT0

70 Run Details (%) Resubrmit

v]

Start time earlier than

)

Pick a date 1= ]

Search to filter iterns by identifier

Start time
12/7/2020, %32 AM
12/4/2020, %24 PM

12/4/2020, %:23 PM

12/4/2020, %23 PM

Pick a time

10.25 Seconds
1.96 Seconds
145 Seconds

1.74 Seconds

@ Infe

Static Results

. AutoScaleManager

| 2

A BadRequest

I INPUTS

Funetion name
I 1 urction-app/AutoScaleManager

OUTPUTS

Status code
400

Key Value

Bady
ERROR: Failed to connet to FMC..Can not continue

Show raw inputs

Show raw outputs

FEMRBRPRIIBER. MNLENFERS , ASMEBEERXK , BACEEEESFMC, #T

*k

BEEREAzZUre T RBEFMCLEH RN ER,
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