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CR€a

VPN

& a€c804a,"c" ¢VcroeilalEc”” 5°76€38,14...4.. ¢ g»oee“"sae<Ye¢zan¥e¢oeg «""&"¢5,e®%antithEs
VPN &~ ¢""4°76.. @ h®a® e ¢« e®ic®—ae’d Ecly'craed’«é— VPN ¢3,8;1C " «3€,6€58,1

VPN
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Client To Gateway
Add a New Tunnel
® Tunnel () Group VPN
= I
Tunnel Ma. 1
Tunnel Mame : tunnel_1
Interface : VAN W
Enable : o
\ J
Local Group Setup
Local Security Gateway Type : [P Cnly W
IP Address : 0.0.0.0
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255.255.255.0
Remote Client Setup
Remaote Security Gateway Type : IP Only Y]
IP Address W
IPSec Setup

¢-—&PEaR¢Y330e Tunnel Named—aes®f 6%4 a

. Y556 CE, 59 @ C5°5E,
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Add A New Tunnelivs ae»8S se->E586@ 114 %0éf & 1¢8, ¢~ 1 a8¥d, E€%0ax©&°TaEeGroup VPNAE@ 14 ¢»,
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Client To Gateway

Add a New Tunnel

® Tunnel () Group VPM
Tunnel Mo. 1
Tunnel Mame : tunnel_1
Interface : WWARA W
Enable : o
Local Group Setup
Local Security Gateway Type : IP Only

m:‘?‘-l‘i"? Sl et A L T o T e

' IF + Domain Mame(FQOMN) Authentication
IP + Email Address(USER FQDM) Authentication
Dynamic IF + Diomain Name({FQDMN) Authentication

Dynamic IP + Email Address(USER FQDN) Authentication
IP Address : L I - |

IF Address :

Local Security Group Type :

Subnet Mask : 2552562550

Remote Client Setup

Remaote Security Gateway Type : IF Only W
IP Address W

IPSec Setup

Keying Mode : |IKE with Preshared key w

* &..IP- éé_é>>¥é€§é¢'iéémae€0 WAN IP
eI PEL®;E—PBESEEH AL, a»...a)"e: g”+a“" a...20%é @™ WAN IP
ae—!]l%CEae%oéaQ E€%0e<©aRné€%0é"3€ e@“"ae€0 WAN IP
de°3@€a1set3S " %gn°a€
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aoe °A@€3'EE,BI»Nae°AQP€E®R;6—B®ESTEHIE,EH™REHY WAN IP
ARCAQER" eiaaS g”Yae &S, a—xe®uaE,
. aSae€QIP+aYYa00(FQDN)e «8»1562(Ee @ - 3€ A»¥E6€358,135 € IP
ace a0€a’CEae a’rCEaYYe®(_e ®es§e0“a€
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3@ 3»Y¥6€50,185 €@ IP 304 Q€ ES,Rir3e°aHEL®,; 6—RE586 " TE,

(;—maOGEaeéll/zaé%, 55405205 ¢ 1o8¢4, E€%0axOI P +aYYa00(FQDN)e O«lin Yo6(Fe @E—aS L@ IP
+aWa@0(FQDN)e «a»/ze"G:'e 0// Eeé -ace a€oanYa@00€0(Doma/n
Name)G—ce®ud,e34"d... ¥G-“e* " atEG® &Ea... eT“"@a®saYYgs,,000g§°a€

(;—-—|a,%oae£|1/4sa, aFoce ¢laedg, €€%035©I P
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GdaefiySa»ZLocal Security
Groupa, «<aa%.d —€; 8 é€%.ox03€@ e®;é—®VPNESEEQ" S, (>,a%"a0e-d0e’LANG" "™ -¢" & ¢»,a€,é»"

. IP&E

8@202%08 €39 °¢%0'A®SCS, LANe®%430Fa@ d»¥e®; E—RESEEQ"IE,a |, @70eE€ %03 ORNEEK0E
Addressa€0|% IP dce a0€|%%oa—ae®pa e%"a...¥ LAN e®3%anitcs, IP

3Ae°AQ€3€,6» e®n IP 3ce°a@€3,° 192.168.1.03€,

a@sz - ¢%o' a®sa091/z a Sgs,,ae%o€aeoe%o LAN

e®3%aniéf1ha@ a»¥e®(_e ®es§e0“a€a,,aezoee€%oae<©aene€%oe| iT4Ee 3" ta"«ace " d€ceIP
Addressa€@ils"IP d0e°a @<€i%%0d' Ea€0eSubnet

Maska€0|% aosz an©g Ql%%oa —ae®pa e¥"a...¥ LAN e®%anics, IP

ace a0€a’CEa0g1/z RZO¢ @a€,é» e®uxe/ZO¢ €4a,° 255.255.255.0a¢€,

IP&EfS" - 8€8 LAN
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IPA€@i% e a8« IP1%%0d' Ed€ceEnd IPA€@i14" g»“aeQY
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Client To Gateway

Add a New Tunnel

® Tunnel ) Group VPN
Tunnel Mo. 1
Tunnel Mame : tunnel_1
Interface : WWANT W
Enable : i
Local Group Setup
Local Security Gateway Type : IP Qnly 7]

IP Address :

Local Security Group Type :

IP Address :

Subnet Mask :

Remote Client Setup

Remaote Security Gateway Type : IP Cnly ]
IP Address Wi

IP5Sec Setup

Keying Maode : |IKE with Preshared key W
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APl &), s/ 0ae€%oax © GECET Unnel a€0|%‘é§§e0”|%%o|%CEa‘TMa»Z Remote Security Gateway
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VPN é§§e0”"€ &> e®oe(@V4gV@Q°a€od P Onlya€0|% 3»... IPI%%03€, 3 | aeZcedoe” Add A New
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VPNi%%oi4Ee -e-3¢; e ¥é®n3E,

Client To Gateway
Add a New Tunnel
® Tunnel ) Group VPM
Tunnel Mo 1
Tunnel Mame : tunnel_1
Interface : VAN W
Enable : v
Local Group Setup
Local Security Gateway Type - IP Qnly W
IP Address : 0.0.0.0
Local Security Group Type : Subnet ]
IP Address : 189216810
Subnet Mask : 255 25625510
Remote Client Setup
Remaote Security Gateway Type : IP Qnly
IP Address v|: '|P + Domain Name(FQDN) Authentication
IP + Email Address(U2ER FQDMN) Authentication
Dynamic IP + Domain Mame(FQDMN) Authentication
IPSec Setup Dynamic IF + Email Address{USER FQDMN) Authentication
keying Mode : IKE with Preshared key W
« &... IP- 8. 6R;1ARCE ¢« (5,6@™REQ WAN IP
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G—&PEaR4Y/58), aeZ 0sB0e ¢ 1a8¢8, €€%0aa©| P Onlya€@IP + Domain Name(FQDN)ce -IP + E-mail
Address(User FQDN)Authenticationi¥Ee -dce "IP
Addressd—oa®p &¥4' &.. Y& o AR e ¢« C§, | PAcE G@€AE,

G118, %020 Y/:38), oY ¥6@ 'IPAce°d @€iaES -E»78 @08 —&j " 8,6€%02<©0> 3°"CS, E€%08; ¥ 34 3., ¥
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+ E-mail Address(USER FQDN)Authent/cat/on)ae S aLQIP

+é ®d»face® a@€// "¢ e - FQDNi%%o0é°«0» V26 (Ee Q(Dynam/c IP + E-ma//Address(USER
FQDN)))itaEe -dce " G€ceé,®dr»Ydoe°a@€G€@(Email Address)i—oe®ud 34 a... ¥, ®d»Ndae° G@€0€,

¢ca.. aéﬂ%sﬁ: 38 0EE %0 O FEGIOUPEE QY4 ¢, | i14%0i1%4Ee -a»Z Remote
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Add A New Tunnelivs ae»aS se-° es§e0 % %oef & 1¢S, ¢ 1 ae¥a, E€%oae© & TEECET unnel
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Client To Gateway
Add a Hew Group VPN
) Tunnel ® Group VPN
Group Ma. 1
Tunnel Mame : Tunnel_2
Interface : WWARZ W
Enable : o
Local Group Setup
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255255 2550
Remote Client Setup
-
Femote Client : Microsoft XPr2000 VPN Client W
Domain Mame(FQDM)
Ema|l “r':IrESSLLJQEH FGDN
IP5ec Setup NP 1 ; it
Keying Mode : |KE with Preshared key
Fhase 1 DH Group : Group 1-768 bit W

¥ 7.¢,%a» Savelys a; @a %o VaEa»¥a; @a e®3c2®a€,
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IKE with Preshared keyivi 8, 16¢, &.. + 8%& 16 ¥c§, IKEY9%o3E,
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A New Tunnela€@i% ze- »aS - es§e0”|%%oef a ’rgs,,g—-—- 1 ®@¥3,6€%0e«©3°Ta€ceGroup
VPNI€QI% ¢», VPNi14%0i14ES"™anE€%0é; an,4°7¢ ' ¢ (SYreEQPIE,
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Subnet Mask : 2552552550

Remote Client Setup

Remote Security Gateway Type : IP Cnly ("]
IP Address W 192.168.1.2

IPSec Setup

Keying Mode - IKE with Preshared key W

Manual

Phase 1 DH Group : IKE with Preshared key _

Phase 1 Encryption : DES Y]

Phase 1 Authentication : MDE W

Phase 1 SA Life Time : 28800 seconds

Perfect Forward Secrecy :

Phase 2 DH Group : Group 1- 768 bit v

FPhase 2 Encryption : DES W

Phase 2 Authentication : MD5 v

Phase 2 SA Life Time : 3600 seconds

Freshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Mater

Ldvanced +

a%0<8S'8 T€ Yo |8V.@6...9¢2®

a¥€?a1:808 Incoming B

SPIiY5aYs A, . . ¥SPITYYod—aes®f, ey’ a. YA a.. ¥a®%oA.. ."é@,ae-°g'¢é%-(5 PI)(;§,,5" 4, €3QQ0...6H A 3EVAEE, S
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100 &°° fiffffffa€,cece-dce"e ¢"+a™ " C3, 8% &...¥ SPI éce€@ | @4,28c0og ™ @ ¢"+a™ (3, &% &¥° SPI
adE'é...@a€,

¢-—&PEae4Y/840e'Outgoing B

SPIiY4 84 atOSPI 1Y/ Phoa—ae®f 64 A. . XY at°a®%oa. . ."5.0,&2°°§'Cé%°(5 PI)g§,,é" 4, €@ Q0...6H & aEVLAE, SPI
AE.. 5«30 3°QRL...a0%03...” &'Y21:1:39 €e®® (ESP) ¥ ~

eS¥an'a ihEA®Sa»-3...+a @ ECi®A®SaYs at°r°e @®AE...C5, 8, @eSne-'AUQAE, 2, 3@ a»¥e¥w'a..
100 a°° ffffffffa€,e;oeq <@ ¢"+a™"¢s,a% a1° SPI éce€e | @a,Zaeoe-ace’e: ¢"+a™"¢S,a% a...¥ SPI
AE'é... @€,



Remote Client Setup

Remaote Security Gateway Type :

IF Cnly

IP Address wi: 192 16812
IPSec Setup
Keying Mode : Manual ¥
[ : .
Incoming SPI : 1004
L?mgnmg SPI : 1BCD
Encryption DES ]
Authentication : MD5 ]

Encryption Keay

Authentication Key :

8, %oaBA /S8 Z ENCryptiond, <as%od’ —e. 8,6€%0050e2 P ®CS, 0, a°”aS a “tae-'aed i€,/ e @cs,85 8T
3DESEE, VPN ¢€58¢€"cS, 8, 0c« éoe€e | @als¢" ¢ A ECS,aS a Tae-"a3€,

» DES&E’
% *@®3S 3 tae iaiT(DES)aVz(_g” 564%:€3 T Té'¥an83°@e e[Ex°r@®
a-2e;te—iuEa»...a%"a €a ¢» C« a» 2" x=E¢ DES
e— ﬂl%CEae%oQa“'aVz ¢” ‘zuze-la 3.3€,

 3DES&E” v oo
8 %0192 2@®3S & fa 14F1(3DES)e™ 4,€c59 168415 Qc@®E€aQ+3,35 & Tae-"2%5€,3DES
3 'R e @®)>eiEE Yoe-idS & TIUEIQP 2@ @avwae " DES @ é« ¢S,a®%0d... €8 3€,

a ta€,DES

IPSec Setup

Keying Mode : Manual W
Incoming SPI : 1004

COutgoing SPI : 1BCD

Encryption :

Authentication :

Encryption Key :

Authentication Key :

g—-—|é>>ae£|'1/4éé»ZAuthenti cationg, <ae<%oé’f—é|"a éE%0aa 0P ®CS, 0> 372 %E» 1162 ([Fe @ar-'23 5,7 @4
SHALIVAES &,°%4®fse” MD5 & a®%oa "a€, VPN
€586@" ¢S, a,nc« éoe€e ! @alc" O, a@CEgs,,e°«a»1/zeaGEe Qar-"xaE,

« MD5 &€”
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.« SHA1&€
8R%od. .. s EA —C®—aeCY%o e 1(SHA 1) a8 4 €4, 21608/, 2+ £8"—atVeae i EaR "MD5a> §®%04...

IPSec Setup

keying Mode : Manual W
Incoming SP1 : 1004

Qutgoing SPI : 1BCD

Encryption :

Authentication :

Encryption Key :

Authentication Key :

g—|—|a°’ aBAY/5808 Encryption
Keyd—aa®p &% 4. ¥el €4S & Ta’CEe§£a Taeo ae0®gs,,a 1é'¥a€,a),ez0e®, a0 ¢ 3
ae¥a 6€%0<© DES a¥0ead °aS a tae-! e -|%CEe ©34"3..¥ 16

Vzéaépa e(_>a ﬂ]a€%a€ a|,®ezZceae, "ace’ g—-—| 3 &¥a e€%oae<© 3DES

a%0ed °as a te-'al iuEe e%”a Y40 330 €4a.. e¢>a " a€UIE,

¢-—a... a8¥Y/.8a0e Authenti cation
Keyad—aoeRf 6¥4'A... ¥é¢,A... +8%a T€ ¥é>>¥é_1méi0é¢>é,(]5é «é»VzéaGEé_@éﬁé:,aeioeae,"éoe"g—l—'
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IPSec Setup

keying Mode : Manual W
Incoming SPI 1004

Outgoing SPI ; 1BCD

Encryption : DES W
Authentication : MD5 W
IrIgncrg.fptil:m Key ABCA1Z2675BCOACD
kﬁuthenticatinn Key ACGYBCDO0A1Z287ECE
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IPSec Setup
Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Grnup1 ?EE |t W
Phase 1 Encryption : Gr:lLlp T

Group 5 - 1536 hit
Fhase 1 Authentication : HEE
Phase 1 SA Life Time : 28500 seconds
Perfect Forward Secrecy ]
Fhase 2 DH Group : Group 1-768 bit W
Fhase 2 Encryption : DES W
Fhase 2 Authentication : MD5 W
Phase 2 24 Life Time : 3600 saconds
Freshared Key :
Minimum Preshared Key Complexity Enakble
Freshared Key Strength Meter : B
Advanced +
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IPSec Setup

Keying Mode : IKE with Preshared key L

Phase 1 DH Group : Group 1- 768 bit W
- B

Phase 1 Encryption : DE= W

Fhase 1 Authentication : P

AES-128

Fhase 1 SA Life Time : AEE-19%

Perfect Forward Secrecy : %ES_:UD s

Phase 2 DH Group : Group 1- 758 bit w

Phase 2 Encryption : DE= W

Phase 2 Authentication : MD5 W

Phase 2 SA Life Time : 2600 seconds

Preshared Key :

Minimum Preshared Key Complexity Enahble

Preshared Key Strength Meter : s

Advanced +
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IPSec Setup

Keying Mode : IKE with Preshared key "

FPhase 1 DH Group : Group 1- 768 bit W

FPhase 1 Encryption : OES W

Fhase 1 Authentication : MD5 W
Mps

Phase 1 SA Life Time : SHAT |

Perfect Forward Secrecy ]

Fhase 2 DH Group : Group 1-768 bit W

Fhase 2 Encryption : DES W

Phase 2 Authentication : MD5 W

Phase 2 SA Life Time : 3600 saconds

Freshared Key :

Minimum Preshared Key Complexity Enahble

Freshared Key Strength Meter : [

Advanced +

Ga»aefiY/Saoe’ Phase 1 SA Life
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IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Fhase 2 Authentication : MD3 v
Phase 2 SA Life Time : 3600 seconds
Preshared Key

Minimum Preshared Key Complexity : Enahble

Preshared Key Strength Meter : L

Wdvanced +
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IPSec Setup

Keying Mode :

Phase 1 DH Group :
Phase 1 Encryption :
Fhase 1 Authentication :
Fhase 1 SA Life Time :
Perfect Forward Secrecy :
Phase 2 DH Group :
Phase 2 Encryption :

Phase 2 Authentication :

Phase 2 SA Life Time :

Preshared Key :

Preshared Key Strength Meter :

Advanced +

Minimum Preshared Key Complexity

|[KE with Preshared key

Group 2 - 1024 hit

DES

seconds

‘Group 2 - 1024 bit
Group 5- 1536 bit

8
L =

3600

Enable

-

seconds
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IPSec Setup
Keying Mode ; IKE with Preshared key W
Phase 1 OH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy
Phase 2 OH Group : Group 1- 763 bit W
' y
Phase 2 Encryption : DES v
NULL _
Phase 2 Authentication : DES |
3DES
Fhase 2 54 Life Time : AES-128
AES-182
Preshared Key : J“ES'EEE 4
Minimum Preshared Key Complexity : Enable
Preshared Key Strength Meter : S
Wdvanced +
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IP5Sec Setup

keying Mode : IKE with Preshared key W

Phase 1 OH Group ; Group 2 - 1024 bit W

Phase 1 Encryptian : DES W

Fhase 1 Authentication : SHAT W

Fhase 1 SA Life Time : 27600 seconds

Perfect Forward Secrecy

Phase 2 OH Group ; Group 1- 768 bit W

Phase 2 Encryption : DES W

Fhase 2 Authentication : MD5 W
MULL

Phase 2 SA Life Time : )
SHA1

Preshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Meter : SRS

Advanced +

a0¢éa 9806 Phase 2 SA Life
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IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit (¥
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MDs W
Phase 2 SA Life Time : 24005 seconds )
Preshared Key : ABC34530BCAD

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter ; e I A
Advanced +
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Advanced

[ ] Aggressive Maode

Compress (Support IP Payload Compression Protocol(IPCaomp))
Keep-Alive

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

MAT Traversal

H B E E BB

Dead Peer Detection Interval seconds
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Agaressive Mode

[«

Compress (Support IP Payload Compression Protocol{(PCaomp))

<]

Keep-Alive

AH Hash Algorithm | MDS | w
MetBIOS Broadcast

MAT Traversal

H H B B

Dead Peer Detection Interval seconds
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Advanced

[ 1 Agagressive Mode

Compress (Support IP Payload Compression Protocol{IPComp))

H Bm

Keep-alive

<]

AH Hash Algorithm

MetBIOS Broadcast| |

MAT Traversal

H E B

Dead Peer Detection Interval seconds
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[ ] Aggressive Mode

[ | Compress (Support IP Payload Compression Protocol{IPComp))
[] Keep-Alive
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