ERV34xARIIEHB[ LEBENEEAF K,
B4R

AXEEBERRUNAEENMEERVIAXRIEHE LN A NZEAFKS, XSTEAAE B
WAFEBERYE. BE/RE/SATMAS, £ARADIUS, Active DirectoryfILDAPEL B E &
BIIERRSS

ERAREZ |BHRE
. RV34x% 51 | 1.0.01.16( F &R ¥AR)

k]

RV34xRFIBRMZRRBRHA/KS  UEEFNEERE, AFUUREBTEANEAIETHAZSHE
B, R M (LAN) AR S5 5 B AL U A K% Z2 iR R B iR B Y 2 £ B F R (SSL)RE & A M4 (VPN)#Y
BHA, AFEEENT BHRENASIUERRERENRE , LR NASKH,

BB ERBANERE S BRI A AR (RADIUS)/AR & B FiA B i (LDAP)/Active
Directory(AD)/Zs 3, f1R A BT ERIMRADIUSERS 28 , Web®E SRS M EH b R Z 4565 8
RADIUSHA SRR EX A P #1T & 3 Wil

B RAWebBEFKIRS 2305 AABIIEEH W HMRSEE M HIEEFENIET, ERASLEIEH
B RARADIUSE , BEHES G FEARADIUSIRSFSEN AN EBEIBEHR 1TWebE R, R EIUE VPN,
EzZVPN/Z=7%VPN, SSL VPN, &X S&HN(PPTP)SE2R&HINMY(L2TP)VPN, F1802.1x.

B 3%

. BRiE 7N i A P ik P
5 D on Ry

- BB A P

. YRR A

- SAXMAR

- BEERES BRI RS
- RADIUS

- Active Directoryfit &

- Active Directory& i,

- Active Directory&E iR B
- LDAP

e I 73t A b
i B AR

SHR1. BRI EHSZNETWebIZARF , RE1EFSystem Configuration > User Accounts.



https://software.cisco.com/download/home/282413304

H B2 ik P Enable Password Complexity SettingsEiEE LS A BB E X MES K,
WMRKREPUEIRE , EREEEA A,

Local Users Password Complexity

Password Complexity Settings: @ Enable

SEIERNEERKEZFRD , AN TOM1272BANEF , LREEZBLAEEHNHRNF
&, BINMER 8.

EABIF , HRNFZRFHIREN10,



Local Users Password Complexity

Password Complexity Settings: ¥ Enable

Minimal password length: 10 (Range: 0 - 127, Default: 8)

SBAERDFFAEHFERD , A4 BB FELILEEBE, MANBEZERTITRAENRIDHR
BRAXFZRE

. BBEAEFH
. BBENEFH
. BBEBT A
. BBEERTR

EAHIH , R4,

Local Users Password Complexity

ABCD)4 R
abcd)4H o
1234)48 KXo
|@#$)4H Ko

o~~~ A~

Password Complexity Settings: ' Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: 0 - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!/@#S...).

SB5.IEFEnableEEE , IFWBAMNEHZREBRE,

Local Users Password Complexity

Passwaord Complexity Settings: '  Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: O - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!@#S...).

The new password must be different than the current one:( & Enable

SR6.EBRBEARFED , MABBE KR - 365), EA&HIH , EWMA180K,



Local Users Password Complexity

Password Complexity Settings: Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: 0 - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!@4S...).

The new password must be different than the current one: & Enable

Password Aging Time: 180 days(Range: 0 - 365, 0 means never expire)

SO EERYEERPF LN BAFZBERMRE,

HC A it A

1.7 Local User Membership List&# , #EHAddARIZEFT ALK/, SF3# AR A kS
"TUH o,



L ocal Users

Local User Membership List

Bz o &

) #S User Name @ Group * &
0 1 cisco admin
O 2 guest guest

* Should have at least one account in the "admin” group

ERNAFIKFHET , RERE R EFBERETRTELNSH,



User Accounts

Add User Account

The current minimum requirements are as follows.
e Minimal password length: 8
e Minimal number of character classes: 3
e The new password must be different than the current one

SE2ERAFEFERD , MAKRKFHRAFSE,
EARHIS | f5HAdministrator_Noah,

User Name (Administrator_Noah )

New Password l ’ (Range: 8 - 127)

New Password Confirm

Password Strength Meter _

Group admin v

$BR3.ENew Password F EZHF , AT EEENSHENZB, E4&HF  KRPNEBRESLINEH
10MNEFAR , AEEAKRNE, NE, BENERER.

User Name Administrator_Noah

New Password ‘ eo0ee00000e ' (Range: 8 - 127 )
New Password Confirm ‘ Must match the previous entry

Password Strength Meter _

Group admin v

SRAENMBBHNFERED , EFWAZBINNED, MRELDACEE , HERFRELHIA,



User Name Administrator_Noah

New Password 00000000000 (Range: 8 - 127)

New Password Confirm (ooooooooooo )

Password Strength Meter _

Group admin v

ZEBEEITTSRERDHNEEMHRE.

Password Strength Meter [ |

SE|EMA T IERP | EREEASIKS 5 ERRHA, E0R :

- admin — IEENR,
. guest — RiENPR,

EARGF | EFadmin,

User Name Administrator_Noah
New Password 00000000000 (Range: 8 - 127)
New Password Confirm 00000000000
Password Strength Meter _
Group admin v
guest

HI6. BH B,



User Accounts

Add User Account

The current minimum requirements are as follows.
¢ Minimal password length: 8
« Minimal number of character classes: 3
e The new password must be different than the current one

User Name Administrator_Noah

New Password 00000000000 (Range: 8 - 127)
New Password Confirm (ITYTTTTITT T

Password Strength Meter _

Group admin v

BIECARNEERV34xR TR AR LAY KR B

WEA A
H I 1.3% F Local User Membership ListR A A AP &SN EIEE,
EARHIH | %EFEAdministrator_Noah,

Apply

Cancel



| ocal Users

Local User Membership List

+ € w &

I User Name ¢
@ 1 Administrator_Noah
O 2 cisco

0 3 guest

SR BT R

F

Group * &

admin

admin

guest



| ocal Users

Local User Membership List

+@u &

J #< User Name & Group * ¢
~ 1 Administrator_Noah admin
O 2 cisco admin
0 3 guest guest
TR HBASE.

HUR3.FEIHE G FERF , A B A F P ik P G B A AT

Edit User Account

User Name Administrator_Noah

Old Password

SRAE N ELTFRD , AANED, FEBLIAEREER,



Edit User Account

User Name Administrator_Noah

Old Password YT

New Password (Range: 0 - 127)

FIR5.7ENew Password Confirm=F B H BRI AR Z 8B L TN, XL ZRB A PTHE,

Edit User Account

User Name Administrator_Noah
Old Password 00000000
New Password YY) (Range: 0 - 127)

New Password Confirm

6%, (i) MGroup FRIFIZRTS | R E [P ik 2 BEAUR A,
EABID | EBIHE,
Edit User Account

User Name Administrator_Noah
Old Password 00000000
New Password (YYYYYYY) (Range: 0 - 127)

New Password Confirm eeeeeeee

Group ( guest v

‘ admin ’




S| BEH DA

User Accounts ‘ Apply ’ Cancel

Edit User Account

User Name Administrator_Noah
Old Password ooo00000
New Password escccooe (Range: 0 - 127)

New Password Confirm eeeeeeee

Group guest v

BIENZEK I REARE A K



| ocal Users

Local User Membership List

+ L

O #<$ User Name % Group * ¢
O 1 Administrator_Noah guest
O 2 cisco admin
O 3 guest guest

* Should have at least one account in the "admin” group

SAFIBA

A

L )
%9 1.7ELocal Users ImportXigi/ |, & o

SE2AESARFBNZBET , 2HNE.... . USARFSR. EXHEERLESSRE
(.CSV)BAREFR B FREK,

FEARRGIF | EFuser-template.csv.



Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template:

SBT3, (Wit ) MRLEEEMR |, 52 diDownload User Template ( FE A FEMR ) KigiH
Download ( & ) »




Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template

S BR4. 58 tHimport.




Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template:

SAREBLEET—FHE , BHS AR,
EIEE RIS AR5,
[T ey Eogyigoand e

RADIUS
SRIETESORIERSRF , RERMACIERE.



Remote Authentication Service Table

OJEAr

(J Enable & Name %

HPR2. ENameFEHF , NIKFRIBAF B
EARGIHR , ERAEER,

Add/Edit New Domain

Name CAdministrator )

F 3. MAuthentication Type TR EE A | #%{ERadius, XZEWE AP &4 KIS ETRADIUSHRS
1T,

REEBERADIUS TRV EMZRA K

Authentication Type RADIUS

Primary Server

Backup Server

HPR4.7EPrimary Server F&H , i AERADIUSHRS 22HYIPHb it
FEARHIH | 192.168.3. 122 EE RS E5.



Primary Server C 192.168.3.122 )Port 389

HIRE.AEPort FERH |, il AERADIUSHRS 2R 5o
EARHIF |, 1645 AEIR O S

Primary Server 192.168.3.122 @rt 389 )

PRBOERORESESFEBEY , i AZDRADIUSIRSE 330V IPHat, HERSF|/|AEWHER |, XFH
EHBE D,

EARGIF |, Z0 RS R 59192.168.4.122,

Backup Server <1 92.168.4.122 >30rt 389

HI]R7 EPortF RF , i AZ{PRADIUSERSS SR B E .

Backup Server 192.168.4.122 6& 389 )

EARBIF |, 1646 A1EIR O S
SIS EMAEZZHFRF , M AERADIUSERS = LEENTAHZHMA.

Pre-shared Key 0000000000

SROERUMAEZZHFERD  EFAATAZTEARITHIN,

Confirm Pre-shared Ke 0000000000

SE10.25NMA"



User Accounts

Add/Edit New Domain

Name Administrator

Authentication Type RADIUS v

Primary Server 192.168.3.122 Port 389
Backup Server 192.168.4.122 Port 389
Pre-shared Key ooc0000000

Confirm Pre-shared Key eeoeesesese

LR AETAFKSANEH. REEENKFAEE REZESHRIERS RS,

B BRI ERVIx RSB A AR EEERADIUS & HI1E,

Active Directory & il

S E1.E XK Active DirectoryEii& , &% E&E FFActive DirectoryfR 588, 7EPCL , FTFActive

Directory AP M EH , AEMEFEERTEREERNAF KRR, EAGG , RINSES
“FRPTRR.



: Active Directory Users and Computers o

File Action 'I.I"IEW HE||EI-
I GRS R E-E

1 Active Directory Users and Com|| Name

> Ll EE"E':'LQ;EHEE %.ﬂdmfnistratu-r
» i:l e M) &2 Allowed RODC Pas:

| Builtin _
g Cert Publish
a| Cisco Engineers % e s :
| Computers %Cfnneable Domain

5 @) Domain Controllers L2, Denied HUQCIPEEE‘-
P ForeignSecurityPrincipaly EIDHCP Administratc
| Keys b DHCP Users

y || LostAndFound %Dﬂ#’-dmms

> || Managed Service Accow %DHEUWETEPFG}:}*
| Program Dlata %Dwﬂain Admins

EE'; Domain Computer:

@ 9 Eﬂumain Controllers

y &= DS Quotas %D:}main Guests
| TPM Devices E,D:Lmain Userz

TER2ABETABRHALEERY. SMEBUEFES ENFHEL TS/ HENRTER, MRBETF
FA I, MFEEEActive Directory AP Mt ENFEASRIIENEHEFH B, L THFE , A
EREHEH . XERAFRSEKRE, RERVMONEEENFTE , AEMXATETE,



Delegate Control...

) _ Find...
Mew »
All Tasks >
View »

) == & —

1 ?
| | m Nar Users Properties ? X
General  Object  Secu Attribute Editor e
Attnbutes:

Agtrbute Value £x
adminDescription <not set>

adminDisplayName <not set>

cn Users

defaultClass Store <not set>

description Def ainer for upgraded user account:
displayName

CN=Users, DC=Cizcolab DC=com

dSCos'ePrapagahonD 8;’15/2019 7:12:46 AM Pacffic Daylight Time
extensionName <not set>
flags <not set>
fSMORoleOwner <not set>

instance Tvpe x4 = (WRITE ) 5

SR ENECANRAIKFENRSEFUREEREEA,
HEENRSRP , AREGTZHXEHFEFHE>E"

FHEFR TR

AR — BMYSAMEERVIMOLGIZNAFABMTETE, EAHF , RIVHEHR

VPNUsers,
. HBE — £k
CHAEHR =

Click OK.
UIJP T ORSFI NI e VISR T s sluup AT
'oup - Domai.. Members of this group ... Delegate Control...

oup - Global ~ Members of this group t... Find...

Computer

) Refresh

Export List...

msDS-KeyCredential

msDS-ResourcePropertyList Y
msDS-ShadowPrincipalContainer Arrange lcons
mslmaging-PSPs Line up Icons
MSMQ Queue Alias Properties

Printer Help

User

SRABCIEZFASIKS |, BHITUTERE

New Object - Group

% Create in: Ciscod.ab.esers
(2, QD
All Tasks

Group name:
[ vPNUsers| |

Group name (pre-Windows 2000):
I YPNUsers |
N
Group scope Group type
(O Domain local @

] S

O Universal

[oc ][ conce

- ARETERB[PIHEE , RAEEETESRAF,



- RS FHR,
-RMARFERE,

¢ i E N eXt o
- Global ~ DNS clients who are per... Delegate ool... New Object - User b4
- Global Designated administrato... Find...
[ PR | AR s wsmel L ST A e
Computer ( ) 3) Create in enLab com/Users
Contact
HEaup Refresh
InetOrgPerson Export List
msDS-KeyCredential )
msDS-ResourcePropertylist S ’
msDS-ShadowPrincipalContainer Arrange lcons >
mslmaging-PSPs Line up lcons
MSMQ Queue Alj Properties

Printer Help ' e

( User
Shared Folder Back Cancel

REMREREWMARAFNRB, MR A User must change password at next logonfZ , W) F P~ &4
IAE 2N tth 5 3 H BE U FBBEFOREIZFE & %o

B Ko

MRBCBEZEFAVAFK, , WAESERTAZE, ERBAFNIEEHN , BERAF A
BEFHGREAE . BRMBFEZ °i% , HARESAFHNERB TR, XRAEMALHE
T~HB#. Click OK.

.4 Cisco B. User ) o
% Cloneable Dom Copy...
M2 Denied RODC P Add to a group...

bEDHCP Administ Name Mappings...

QDHCP e Disable Account
%Dnmdmins S )
2 DnsUpdateProx eset Password..,
%Domain Admin Move...

%Domain CompL Open Home Page
8% Domain Contro. Send Mail
%Domain Guests
ﬁEDomain Users

82 Enterprise Admi Cut 9
EEEnterprise Key A Delete

2 Enterprise Re( T

&2 Group Policy '

2. Guest Properties

All Tasks b

Help

S} —BRAFKFEHIER  RFERTHERERNR,
A, BEREAPKS  ARESHEREY



g . =) oo
2 Denied RODC P Add to a group... o
% DHCP Administ Name Mappings...

% IS et Disable Account
%Dnshdmins e )
‘%DnsupdatePrux: eset Password...
% Domain Admin: Move...

42 Domain Compt Open Home Page
%Dnmain Contro Send Mail
% Domain Guests

% Domain Users b ;
% Enterprise Admi Cut

% Enterprise Key A Del

% Enterprise Read- = |

%Gmup Policy Cr - :

& Guest

Help

ERAFPEM S , ERBERERETF , 30 TR ZldistinguishedName., HBRE—ICN=EF
EBEHNAFRERE , THZERK,



@ser F’mpert@o 7 b4

Secunty Enviranment Sessions Remote control
General Address Account Prafile Telephones ization
Published Certficates Memberf  Password Replication  Dia Object

Remote Desktop Services Profile COM+ C Attribute Editor

Attributes:

Aftribute WValue g

desktopProfile <not set>
destinationIndicator <not set >
displayMame

displayMan
0 distinguished Name
division

EEEAET R, REETFM.



Cisco B, User Properties ? X

Security Sessions Remote control
Remote Desktop Servi | COM= Agtnbute Editor
General  Address oo Profle = Telephones  Organization
Published Certificates{ Member Of JPassword Replication Dialin  Object

Member of
Name Active Directory Domain Services Folder

Domain Users CiscoLab.com/Users

MALRZE2EANEN , AREERERR. NRFEFTUL , BETOK,



Select Groups X

Select this object type:
Groups or Builtin security principals | Object Types... |

From this location:

Advanced... Cancel

BEBRAEIFR, EWMEBEARREBLT , EFAFLR , RERREZNHIAE

ClUser Properties T >
Security Environment Sessions RHemote control

(eneral Address Account Profile Telephones ganization
Remote Desktop Services Profile COM+ = Editor

Published Cerdificates  Member Of Password Replication

—Metwork Access Permission

(@ o > O

" Deny access
™ Control access through NPS Network Policy

Active Directory#£ %

Active Directory ERRV34x & B 2R YAt Bl SAD RS 2R AV B 8] LBt . B X MAIERVI4xRFIEEHER £
EENERENDSER , BRI,

ADEERRVIM0EESADLRLELATTRNAF A,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5503-configure-time-settings-on-an-rv34x-series-router.html

SR 1.5M Z System Configuration > User Groups.

Log

Emaill

User Accounts

HE2 B mSERRIMASA,




User Groups

User Groups Table

@ 0

S MALEH. EAPIF , ©REVPNUsers,

Group Name| VPNUsers

PAEMVNEADERZEATEMEE,

SBAFEBRSET , Web Login/NETCONF/RESTCONFRIVRIE A", MIRADER BN AT
, ST AT AT ARV 34X,

Services
Web Login/NETCONF/RESTCONF Disabled O Read Only O Administrator

SRS BT LUR I EAADERE R HE A HVPNRRE,

1. ERMEERENEFIREIK/VPN |, BHEEEZVPN/E3L &5 2 E B ER. NTHXSEH
EEVPNEEN# , RFETAL.



EzZVPN/3rd Party

EzVVPN/3rd Party Profile Member In-use Table

Olu
0O # < =

v~ Group Name <

Add Feature List

4. SSL VPN — IR FFEASSL VPNRRIE |, i&MSelect a Profile35 iy T A3 5 H ik 2R HS

SSL VPN Select a Proﬁ|< SSLVPNDefaultPolicy D

6. PPTP/L2TP/802.1x — BEA T XEFREHAAD , REL T ECAIZ LN EEMERN T L iF.

PPTP VPN (J \ Permit
L2TP & | Permit
802.1x )/ Permit

SEe. B HMAREER



User Groups

Site to Site VPN Profile Member In-use lable

+ W

0 # ¢ Connection Name %

Apply

EZVPN/3rd Party
EzVPN/3rd Party Profile Member In-use Table

+

O # $ GroupName =

SSL VPN Select a Profile  SSLVPNDefaultPolicy
PPTP VPN U Permit
L2TP & Permit
802.1x [J Permit

Active Directory$€ iR % it

IR 1.5 M ZSystem Configuration > User Accounts.

v



SR AERESHRIERS KT , EHFMACIESRE.



Remote Authentication Service Table

OJEAr

(J Enable & Name %

SI|3ENameZ &EF , AkFRIRAF S, EARGIF , £AJorah_Admin,

Add/Edit New Domain

Name CJorah_Admin )

S I4. MAuthentication Type T & F |, % Active Directory, ADA T ARNBZHMBE TR D ER
REE , NMEFBBIFZUHEN , ARXBENRNAINENAEL,

Authentication Type | Active Directory t

RADIUS N

AD Domain Name

‘ Active Directory

Primary Server

\

$I5.7EAD Domain Name FE&H , M AADHTEE2REFHE
FEAPIH | £ HAsampledomain.com,




AD Domain Name sampledomain.com

$ 6. 4EPrimary Server £+ |, i AADEY bt
EAGF | $6/192.168.2.122,

Primary Server (1 92.168.2.122 )ort 1234

ST EPortF P, MATRESBNIROS,
EAGIR | 1234FERDOE,

Primary Server 192.168.2.122 @rt 1234 )

SR8, (W ) BAFRBRFERTERY , MATEAFNREE.,
XX : EA4Fl% | EAfile:Documents/manage/containers.

User Container Pat file:Documents/manage/co

SR BT RA"

User Accounts

Add/Edit New Domain

Name Jorah_Admin

Authentication Type Active Directory |v

AD Domain Name sampledomain.com

Primary Server 192.168.2.122 Port 1234

User Container Path = file:Documents/manage/co

$1810.[8 TR 2 Service Auth Sequence , AR B & ik Y & K F %,

. Web Login/NETFCONF/RESTCONF — iX 24 & RRV34x MM 5 R, BULE D H5 U
BEEE , FEEHERERTHBBEE . X F#EREFEActive DirectorySE AN , BHETF



SMEHIEH,

- VA B R/EZVPN&E = A EF IR A VPN — X RN EF IR E 3 S VPNBERE % & £
AD, BUHES“@H S IAE EiEE , FE5E"%E N Active Directory” , FHBI 5 £ X BH

“AHBERE.
Service Auth Sequence

* Default Sequence is RADIUS > LDAP > AD > Local DB
* Local DB must be enabled in Web Login/NETCONF/RESTCONF

Service Auth Sequence Table

Service 3 Use Default 3 Customize: Primary & Customize: Secondary
Web Login/NETCONF/RESTCONF O Local DB v None
Site-to-site/EzVPN&3rd Party Client-to-site VPN O Active Directory v Local DB
AnyConnect SSL VPN O Active Directory v Local DB

SEI . BHNA
User Accounts

Service Auth Sequence

* Default Sequence is RADIUS > LDAP > AD > Local DB
* Local DB must be enabled in Web Login/NETCONF/RESTCONF

Service Auth Sequence Table

SRI2FETRERFIEIEE,

B E E I ELERV34x R 5128 88 £ M Active DirectoryiR .

LDAP
SR1EZESHRIERS RSP , EHRMLGIERE.

Apply



Remote Authentication Service Table

OJEAr

(J Enable & Name %

HPR2. ENameFEHF , NIKFRIBAF B
REEEELDAP T & MERER K
FEAB|H , £HDany_Admin,

Name CDany_Admin )

F 3. MAuthentication Type TR EE A | £ZELDAP, BER B FiHRMURA T iHR B RRSH
BRI, ERETEZRFZHJURITHS BRIENIZERSER.

Authentication Type LDAP v

RADIUS -
Primary Server . _
Active Directo _

Base DN

S PR4 FEPrimary Server FEH , i ALDAPH AR S5 85 it o
EApIH | £H192.168.7.122,



Primary Server (192.168.7.122 >ort 122

SRS HEPortF A , MAERSBNHOS,
EARHIF , 122RFRE S,

Primary Server 192.168.7.122 6rt 122 )

$UR6.1EBase DNFZERH A ALDAPRS BN E A0/ 5 #4282 ¥, EARDNELDAPARS 8571 W B ZIE
RETHERAFPNUE, FERMNSLDAPIRS S FEEHEADNITE,

FEARBIF | A T Dept101,

Base DN Dept101

ST BEHNMA. LR AZRE S ORIERS R,

cccccccccccc i~ ))

E8F, (Wit ) MRESARBZAZRESHNRIERS , BEPREVEEFES ARBZANRSZL
Y EIRAE



Remote Authentication Service Table

+ (£ W

AD

0 O LDAP
0 O RADIUS
SO B H MM

User Accounts

BOEERIERVIAxR Y B LB ELDAP,

ER/ESAEXHMA......
8 a8 B BHR G BB R U
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