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SR B FWebft B ARF |, AR5 %kZFirewall > Access Rules. “if BT IP TTITIT :

Access Rules
Default Qutbound Policy

Palicy: @ Allow ) Deny

Access Rule Table
Filter: Action matches All
Action Serice Status Connec tion Type Source IP Destination IP Log
No data to display

k2.7 Default Outbound Policy X#Ei & , £ HAENEERELUEFEHIEREN KR, HK
B & h B A B Bk M 5 6] SR BRI, SR AIZERE. BIMRENAlow , EATEE

Internetf A EBT .

Access Rules

Default Outbound Policy

[jﬂnﬁ‘:rr: @ Allow Den‘_-,r)

Access Rule Table



ARRIENLMT
AV — AWFTEREKNREMLANG @ Internet,
548 — A LE MLANAR i Elinternetf FR B KB R £,
SR B HRERFRE

Default Qutbound Policy

Policy: @ Allow © Deny

Filter Action matches All

\ Action | Senice | Status | Connection Type | Source IP
| No data to display

M| Edit || Enable H Disable H Delete || Reorder

Yo b0 a) #0 m
S| EFZWebELBXARRRF , AR/F1ERFirewall > Access Rules, “if Bl #0"&E O :

Default Qutbound Policy

Policy: @ Allow © Deny

Filter: Action matches Al E
\ Action \ Senice \ Status [ Connection Type | Source P | Destination IP [ tog |

" No data to display

“| Edit H Enabls

|| Disable H Delete || Reorder

SE2. B RPN R F 49 FINIT" AR I &9 5 BN o

Default Qutbound Policy

Policy: @ Allow © Deny

Filter- Action matches All -

Status | Connection Type. | source 1P

Senvice

| No data to display

W| Edit H Enable || Disable H Delete || Reorder

RECRHATFF ORI TR BT



Add Access Rule

Connection Type:  Outbound (LAN = WAN) -
Action: Always block -
Schedule: | Configure Schedules |
Senices: All Traffic - | Configure Semices
Source IP: Any -
Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever
Rule Status: 1 Enable
Cancel | | Back ‘

| Save | ‘

S8 3. MConnection Type S 7 FIF=H  EEN AN A REFRE,

Connection Type: | Outbound [LAM = VWAN)

_ Outbound (LAN = WAN)
Action: Inbound (WAN > LAN)

Inbound (VAN = DMZ)
Schedule: f
Semnices: All Traffic - Configure Sernvices
Source IP: Any -
Start:
Finish:
ARGEHEN T :

-5 (LAN > WAN) — ZHL I S200a ke B 2 1 ) 48 (LAN) M S4 i B B BR R (WAN) Y B2 2.

- A¥5(WAN > LAN) — 3Z# N #2033k B Internet(WAN) i A 7 th /R 4& (LAN) B B 42 2.

- A¥5(WAN > DMZ) — Z M N 203k B B Bk (WAN) H# A RE X (DMZ) F R BIE 2.
H R4 MAction TR 5 ZeH | 1R PUE A I Bt 2SR ELAY R 46



Connection Type:  Cutbound (LAN = WAN)
[

Action: Always block E|
Schedule: Always allow
Block by schedule
Semices: LA”UW by schedule - | Configure Senices
Source |P: Any -
Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever
Rule Status: O] Enable
A FIETUE LN

AL IE — MBRMAICE , NIRAREL TR, BEDRE,
YRE RV — MBRME , AR EE. BELEKE,
AT RIELE — MRFHEREE TR BE TE |, MEL T,
BT AV — NRFHEMEE TR ETE , W RvrmE,
SBE MREDS RAPIEF LRI ERRIRI AW, BN R TRIFIRAIERE L9 R

Connection Type:  Outbound (LAMN = WAN) -

Action: Allow by schedule -
Schedule: test_schedule |= | Configure Schedules |
Senices: test_schedule_1 |~ ‘ Configure Senvices ‘
test schedule 2
Source IP: Any -
Start: (Hint: 192.168.1.100})
Finish: (Hint: 192.165.1.200})
Destination [P Any -
Start:
Finish:
Log: Mever -
Rule Status: [T Enahle

AR ROERRBIUTY , BREGRETR. BXREAEENIEH . HSHERVIZ0HN
RV130W_E FLi&E B 8] 3% o




HERE6 M BRS TR HI R AP IR TH R AN N A AR R A

Connection Type:  Outbound (LAMN = WAN) -

Action: Allow by schedule -
Schedule: test_schedule - | Configure Schedules |
Services: All Traffic |L-F Configure Senvices ‘
Source IP: DMS
FTP
Start: HTTP (Hint: 192.168.1.100)
HTTP Secondary
Finish: HTTPS (Hint: 192.168.1.200)
HTTPS Secondary
— TFTP
Destination IP
estination IMAP
. MMNTP
Start POP3
Finish: gm‘l‘-ﬂpp
) TELMET
Log: TELNET Secondary
) TELMET SS5L
Rule Status: VDICEESHJ} )

X WRERANBRERS , BEGTRERS . BEXENEENERN . ESHRVI30H
RV130W ERRE EEHE,

B i 05 e AR B 451P
MBIV EHN 9 SIS T HSE(LAN > WANVIEE AR | BT B A0 L5

o

AR MREFMGRIMAVASRIPIERET AVERERE  BRET—T . LEAWLTEH
JRH1 B #51P.

B 1.MSource IP TR IR FIEBRENAE X Source IP, JTFHIEHRE |, JRIP2IER A ENR
AF N A BBy b b s sb ik ( FELANAR ) o




Connection Type:  Outbound (LAM = WARN)

Action: Allow by schedule -
Schedule: test_schedule | Configure Schedules ‘
Senices: WOIP - ‘ Configure Senices |
Source IP: Any -
Start: [‘Single Address (Hint: 192.168.1.100)
Address Range
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever -
Rule Status: Enable
ATARTUE LT

EE — ERATREAHMEFEMPHINTRE. Rt , FFH M TLFREE, MR
EFRED , FRRELS R4,

AN — FRATFEREAMENERENPHUTE, T FFE FEDH AP,

SaSERE — ERTREAENERIPHUTRENRE, EFR FRIHATTENRZRAIPH
W, HERFERPHASRIPH |, LAEESEE,

HRR2. MR E SR 1F1%#ESingle Address , 1B 1E Start = B 5 AR A T 17 (81 51 W #Y 1P 3 31t
, REREL R4, MRESHR1F%EFAdIress Range , ETE“Start "FERHP M AR A T
[R] FL I B9 2 45 1P 3t ko



Connection Type:

Action:

Schedule:

Senvices:
Source IP:
Start:

Finish:
Destination [P
Start:

Finish:

Log:

Rule Status:

Cutbound (LAN = WAN) -

Allow by schedule -

test schedule - | Configure Schedules |

VOIP - | Configure Sernvices |

Single Address ||

[10.10.14.1[]0 (Hint: 192.153.1.100}]

(Hint: 192.168.1.200)

Any -
Mever =
Enable

STRIMRBELSER1HiEE T Address Range , B TEFinishFE P A H R TFRIA N AP
HSEE R4 R IPH 4L,

Connection Type:

Action:
Schedule:

Services:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Cutbound (LAM = WAN) -

Allow by schedule =

test_schedule - | Configure Schedules ‘

VOIP - ‘ Configure Senvices |

Address Range =

10.10.14.100 (Hint: 192.168.1.100)

[1[].1[].14.1?5

(Hint: ‘192_168_1_200a

Any -
Mever -
Enable

SBAMNBRIPTHIIRPERENME BIRIP, N TFHIERE , BFRIPRIBAFHIEL XK
B A5 i P 4R 9 SR B B9 b b i HE ( ZEWANHR ) ,



Connection Type:

Action:

Schedule:

Senices:

Source |P:

Start:

Finish:

Destination |P

Cutbound (LAN = WAN) «

Allow by schedule

test_schedule

VOIP

-

Address Range -

10.10.14.100

101014174

Configure Schedules

Configure Senices

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Start: Single Address
Address Ranage
Finish:
Log: Mever -
Rule Status: "] Enable
ARGEHIEN T :

1EE — ERAT R AL EBRNFPEMIPHUNRE, Rt , FHR AT FEREE,
B — FEATFREA HInterneth ENPHII AR E, FE TR FERFHA P,

3B E — EA T RBAEInternet P HIPHASEE N RE, BB FEPHATTEMNR
WRIPHHE | TR FERB M AL RIPHU | LORETBE,

SRS MNRESRAPIER T 2 b3k
RIS IR4P LR 1T

BRI FERAWAENA T BRI /P, 4N

, BRI EFRPRARNA T HEANE &Z25Pibit




Connection Type:  Outbound (LAN = WAN) -

Action: Allow by schedule -

Schedule: test_schedule - Configure Schedules

Senvices: VOIP - Configure Semnices

Source IP: Address Range -

Start: 10.10.14.100 (Hint: 192_168.1.100)
Finish: 10.10.14.175 (Hint: 192.168.1.200)
Destination IP Single Address -

Start: (192.158.1.10[] )

Finish:

Log: Mever

Rule Status: Enable

STR6.MRIELS R4 %$E T Address Range , B TEFinish=F EX A AT £ 352 15 7] 91 U B9 P i
Wk ST Y 45 R IPH it

Connection Type:  Outbound (LAMN = WAN) -

Action: Allow by schedule -
Schedule: test_schedule - | Configure Schedules ‘
Semnices: VOIP - | Configure Senices ‘
Source IP: Address Range -
Start: 10.10.14.100 (Hint: 192.165.1.100)
Finish: 10.10.14.175 (Hint: 192.168.1.200)
Destination IP Address Range -
Start: 192.168.1.100
Finish: [192.168.1.1?0 J
Log: Mever
Rule Status: Enable
B B\ v 7 3k 9 SR A B 451P

W0 SRAE 7 D01 (8] 0 0| 9 25 PR3 FR ik £ A B (WAN > LAN)ER A 35 (WAN > DMZ)YE R iE 2R E | &
PATAR AL LR,

S8 1.MSource IPTHBIRFIEBRENAE Y Source IP, ST AMKRE |, RIPEIER AEM
V) 5F B2 F B 49 o ik s 3t ik ( ZEWANAFR )



Connection Type:

Inbound (WAMN = LAN)

-

Action: Allow by schedule -
Schedule: test_schedule - ‘ Configure Schedules |
Senices: All Traffic - | Configure Semnvices |
Source |P:
Start: Single Address (Hint: 192.168.1.100)
Address Range
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: MNever =
Rule Status: Enable
ARGEHEN T :

FE — EATRELHInternetPEMIPH UL FRE, Rtk |, FTFHR AT FEREZE,
MREFR IR | BRELS R4,

BN — FHRETFM A Hinterneth I E NPt KB TRE., T TR FER D H A IPHbit

o

- HESEE — EATIRBE N HinternetP IPHHSEEI N RE, £ TR FERDPHM ASDENER
Pt | 2“5 FERFP M AL RIPHU | LORETBE,

FI2. N RE LR %EESingle Address , 15 7E Start FE& H 4 AR A T 15 R 3L N &Y 1P ith ik
, REEL R4, MREELSBE1FIEER T Address Range , B “Start"FERP @M AT AT
5 BB EE SR IP 3t



Connection Type:  Inbound (WAN = LAN)

Action: Allow by schedule -

Schedule: test_schedule - | Configure Schedules

Semices: All Traffic - Configure Semvices

Source |P: Address Range -

Start: (192_158_1.100 J (Hint: 192_1658.1.100)
Finish: (Hint: 192.1658.1.200)
Destination IFP Single Address

Start:

Finish:

Log: Mewver -

Rule Status: Enahle

LTI MRESER1+%EE T Address Range , B EFinish=FER i A= 75 R F N A9 1Pz
B B9 45 RIPHu it

Connection Type:  Inbound (WAN = LAM) =

Action: Allow by schedule =

Schedule: test schedule - | Configure Schedules |

Semices: All Traffic - | Configure Sernvices |

Source |P: Address Range -

Start: 192.168.1.100 (Hint: 192.168.1.100)
Finish: [1 92.168.1.200 ) (Hint: 192.168.1.200)
Destination IP Single Address

Start:

Finish:

Log: Mever

Rule Status: Enahle

R4 .1 Destination IP TR 5K T 5 HIStart FE&H , 79 Destination IP%i A Single Address,
NFALRE , BARIPREATHELRXKEAHLERMNREN I ( FELANF ) .



Connection Type:  Inbound (WAN = LAN)

Action: Allow by schedule -

Schedule: test_schedule - | Configure Schedules |

Senvices: All Traffic - | Configure Senvices |

Source |P: Address Range «

Start: 192.168.1.100 (Hint: 192.168.1.100)
Finish: 192.168.1.200 (Hint: 192.168.1.200)
Destination IP Single Address

Start: (1010142 )

Finish:

Log: Mever -

Rule Status: Enable

R RER IV RN HB3F LR Inbound(WAN > DMZ)E R E#EE R | N B F5IPHY
Single Address2 B3I Bl i& E /8 AIDMZEHLAY IP#b it

iBFAE A RAN

SRIMRFLERHFEREIEANEENIZBEE | HE Log' FHRFIRPIEE Always”,
MRFEEANEESKZF2RERBTIER , FEENT,

Start: 192 168.1.100

Finish: 192 1681170
Mever

Rule Status:

$B2 ik HHEnable ERELLS AiFRFN,



Add Access Rule

Action:

Schedule:

Semices:

Source IP:

Start:

Finish:

Destination IP

Connection Type:

Cutbound (LAN = WAN) -

Allow by schedule -

test schedule

VOIP

v |

Configure Schedules |

Configure Semvices |

hd |

Address Range

10.10.14.100

10.10.14.175

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Address Range -

Start: 192.168.1.100
Finish: 192.168.1.170
Log: Mever -
Rule Status: Enable
Cancel || Back |

S ]

SR BEHRERFIRE

Add Access Rule

Connection Type:  Outbound (LAN = WAN) -

Action: Allow by schedule -

Schedule: test_schedule | Configure Schedules |

Semnices: VOIP - | Configure Semvices |

Source IP: Address Range

Start: 10.10.14.100 (Hint: 192.168.1.100)
Finish: 10.10.14.175 (Hint: 192.168.1.200)

Destination IP Address Range -

Start: 192.168.1.100
Finish: 192 168.1.170
Log: MNever =
Rule Status: Enable
' Save [I Cancel || Back |

3 R A0 2 4746 FR T B B A 15 R ARV 1T B # o



Default Outbound Policy

Policy: @ Allow © Deny

Filter: Action matches All -
\ Action [ Senice [ Status \ Connection Type | Source IP | Destination IP [ tog |
Allow by schedule VOIP Enabled Outbound (LAN > WAN) 101014 100 ~ 10.10.14 175 192 168.1.100 ~ 192.168.1.170 Never

|| Disable H Delete ‘“
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