ZERVIIOWH Kk FEREEENELD T AMSE
(VPN)i& &

H#5

BT AMSEVPN)ERAHMERInternet B L T AMEZ AL LB, InternetZH4A IR (IKE) R
ERAMEZRARBIZEEENIN. TATEREZBZIXRREN , BRVPNRERERHKHESE
%,

VPN i ROEEFE B VPNER | LUERTIBERE,

AXHEH B FR2 R B MMAIERVI10WE Lk HE LR MIKER & X 4B EVPNEKEE,
iR &

‘RV110W

KRR

+1.2.0.9

IKESR IR &

HEEMZARR(KE)RA THEVPNFREMBELZSEENDN. KEBUNREEENNLTEKREK
(SA). TR ULBAMMAAVPNEZE BIKERMIUATRZE, BEEVPNEREZT , MMNRIH
IKE SR B M AE[E]

LB B2 FEWebBl BEXFAREF , RE1EFEVPN > Advanced VPN Setup, ‘B RKVPNIRE T FF :

Advanced VPN Setup

IKE Policy Table
] Name Mode Local Remote Encryption Authentication CH
Mo data to display

VPN Policy Table
O Status Name Type Local Remote Authentication Encryption
Mo data to display




[] Mo data to display

M' Edit || Delete

Status
Mo data to display

Enable || Disable || Delete

=3 =

HIR2. % HAdd Row SABIEZFTHYIKER M, “&KVPNIRE I :

Add / Edit IKE Policy Configuration

Paolicy Mame: |puliq.r1 |
Exchange Mode: Main v

IKE SA Parameters

Encryption Algorithm: AES-128 | v |

Authentication Algorithm:

Pre-Shared Key:

Diffie-Hellman (DH) Group: | Group (768 bit) | v |

SA-Lifetime: 3600 | Seconds (Range: 30 - 86400, Default: 3500)
Dead Peer Detection: Enable

DPD Delay: 10 (Range: 10 - 999, Default: 10)

DPD Timeout 30 (Range: 30 - 1000, Default: 30)

$ 3. 1EPolicy NameF B&ZH , i AIKERBE BB FRLUE R MR B,



Advanced VPN Setup

Add | Edit IKE Policy Configuration

Policy Mame: palicy1
Exchange Maode: Iain W
IKE SA Parameters E_
| Aggressive |
Encryption Algarithm: AES-128 | w
Authentication Algorithm: SHA-1 W

Pre-Shared Key:

Diffie-Hellman (DH) Group: Groupt (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DRC Delay: 10 (Range: 10 - 999, Default: 10}
DPC Timeout: 30 (Range: 30 - 1000, Default: 30)
| Save || Cancel ‘ | Back ‘

%84 M\Exchange Mode 151 26 A3 #23%E IN :

‘Main — RFIKERBLEEIEXNELR L MHEIT , BEREER, MRFTEELELHVPNEE , §ik
FIbiETL,

F3) — AWIKERBLEEERNZITER , BEREMRE, MRFEEFRNVVPNESE , BRI ET

o



Advanced VPN Setup

Policy Mame:

Exchange Mode:

IKE 5A Parameters

Encryption Algorithm:
Authentication Algorithim:
Pre-shared Key:

Diffie-Hellman (OH) Group:

Add | Edit IKE Policy Configuration

policy

Agaressive | w

AES-128 | w

DES
3DES

AES-128
AES-192

Groupl (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default; 3600}
Dead Peer Detection: Enable
CPD Delay: 10 (Range: 10 - 999, Default: 10}
DPD Timeout: 30 (Fange: 30 - 1000, Default; 20}
| Save H Cancel || Back ‘

%85 MEncryption Algorithm T H151| X Fik R &%

‘DES — ¥ iE N Z 47 (DES) A S6 L B A R/ THIEMNE . DES BT , NI —MRIRNZEF

DES Bt , F NEAIL S E,

-3DES — Z EXIE NEFR £ (BDES)HITDES=IX , (BRFHITHIDESEIR , B K/PMN168HMIZE N

11212 , M1121&E 795612, 3DESLLDESHIAESE &R %,

-‘AES-128 — BRINEFRME | #1281 %4A(AES-128) , 128U B 4AHITAESIIZ, AESH
DESEMR, FZ%, BE , AEStHLL3DESER , ELZEeMRIEK , BRLRBMNFHFEIDESE R,

AES-128LLAES-192F1AES-256E R , (HRZ £ MRIK,

‘AES-192 - AES-192fE 1927 Z4A# ITAESINE . AES-192LLAES-12818{EE R £ , MAES-

192tk AES-256RB R &4,

-AES-256 - AES-2561F 256 Z AR ITAESINE . AES-256LLAES-128HMAES-19218 , BE L2

o



Advanced VPN Setup

Add | Edit IKE Policy Configuration

Palicy Mame: palicy1

Exchange Mode: Agaressive | w

IKE 5A Parameters

Encryption Algarithm: 3DES ¥
Authentication Algorithm:

Pre-Shared Key:

Diffie-Hellman (DH) Group: Groupt (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
CFD Delay: 10 (Range: 10 - 999 Default: 10}
DPD Timeout: 30 (Range: 20 - 1000, Default: 30)
| Save || Cancel || Back |

£ 6. MAuthentication Algorithm ™ HL 51 & & £ £BFF B/ B BRI

-MD5 — SHE R EEES5(MD5)EA 1288 FHE#H TH M RIE. MDSWZEMERIE , ELESHA-15]
SHA2-2561%,

‘SHA-1 — R R HEH1(SHA-1)EA 160 B FEHITHH KU, SHA-1LEMDSBEEZRS | M
SHA-1EESHA2-256 BT & 4,

-SHA2-256 — B H 25611 % {E(SHA2-256)M Z &M % B E2F 256 R HE# TEHHRRIE,
SHA2-256 tEMD5FISHA-1181B & 4,



Advanced VPN Setup

. Add |/ Edit IKE Policy Configuration
Policy Mame: policy

Exchange Mode: Agagressive | w

IKE SA Parameters

Encryption Algarithm: 30DES W
Authentication Algorithm: MD5 W
(F're—Shared Key: abcd1234 ]

Diffie-Hellman (DH) Group: | Group? (768 Dit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DPD Delay: 10 (Range: 10 - 998, Default: 10)
DPD Timeout: 30 (Range: 30 - 1000, Default: 30}
| sae || cancel || Back |

S IR7 FEPre-Shared KeyFEtH |, i AIKEZRBEE AN T L ZRH,

Advanced VPN Setup

Add | Edit IKE Policy Configuration
Palicy Mame: policy1

Exchange Mode: Agaressive | w

IKE 5A Parameters

Encryption Algaorithm: 3DES ]

Authentication Algorithim: MD5 "]

Pre-Shared Key: abcd1234

Diffie-Hellman (DH) Group: Group1 (768 bit) | w
Group1 (768 bit)

SA-Lifetime: GroupZ (1024 bit) Seconds (Range: 30 - 85400, Default: 2600)
Group5s (1536 bit)

Dead Peer Detection: ['| Enable

CFD Delay: 10 (Range: 10-999, Default: 10}

DPD Timeout: 30 (Range: 30- 1000, Default: 20)

| Save || Cancel || Back |

SR8 M Diffie-Hellman(DH)Group T HL 5 F&R ™ |, i RIKEFEFAMDHA , DHA R EN AT AEFLT
MENERTRRZE, AuHds  ARELEL.

4A1-768y — BESENEZANKIZL2NELRIEA, BR , EREELHNENRITE IKE &
. MEMZERERE , WEIZLLER.




42 -10240 — BERENFHANEZENEHLRITIA, BR , eTE—EntRERITE IKE ZH

o

4A5 - 153611 — RAREBENZANKZENSHRIELE. CFEESHEXRITE IKE BH.
MERMERERR , M EELIED,

Advanced VPN Setup

Add |/ Edit IKE Policy Configuration
Policy Mame: policy1

Exchange Mode: Aggressive | w

IKE SA Parameters

Encrypticn Algorithm: 3DES W
Authentication Algorithm: MDE W
Pre-Shared Key: abod1234

Diffie-Hellman (ODH} Group: Group2 (1024 bit) | w

r B
SA-Lifetime: 3500 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DPD Delay: 20 (Range: 10 - 999, Default: 10}
LDF'D Timeout: 40 (Range: 30 - 1000, Default: 30)
J
| Save H Cancel || Back |

HPRI.FESA-LifetimeFERH , B AVPNHISATELLISAZ BT LAY H(#)o

%102, ( W& ) %+ Dead Peer DetectionF E& H #YEnable® £ HE LA /5 FiDead Peer Detection,
Exim NG ZIKEXN FH  EENSFRREEFLET. RITFEQN AR LEME R FRRE
TR FMR L,

B11P, (W) MREFISHEATRZEXNFHRN , FEZENFHER FRPMAREX
FEFEHINEF).

#1255, (AL ) MREFEILH S A T Ded Peer Detection , iE1EDed Peer Detection Timeout=
BHPRAEERIIETINEERZE TN,

SRS BHREUNAFRERE,

VPN R

S B FWeblit &B3E A F HiEFEVPN> Advanced VPN Setup ( BHRVPNRR ) . “ELKVPNIR
E I



i MName Mode Local Remote

O Mo data to display

lupddRow, || Eat Delete

Status Mame Type

Remote ! Ei

0
O Mo data to display

M\ Eat || Enave |[ Disavle |[ Deiete |

Aggressive

Edt || Delete

Enable || Disable || Delete

B o

HB2. MVPNRBERPE TR MT. REHFE RAdvanced VPN Policy Setup& A

Add / Edit VPN Policy Configuration

Policy Mame:

Policy Type: Auto Paolicy

IP Address  w

Remaote Endpoint:

(Hint: 1.2.3.4 or abc.com)

Local Traffic Selection

Local IP: Single | w

IP Address:

(Hint: 1.2.3.4)

subnet Mask:

{Hint: 255.255.255.0)

Remote Traffic Selection

Remaote |P: Single | w

IP Address:

| (Hint: 1.2.2.4)



Vi b0 /4 8 VPN SR it 7 R
Advanced VPN Setup

Add / Edit VPN Policy Configuration

(F'nlil:y Mame: policy 2 )

Policy Type: Auto Policy w

Remote Endpaint: IF Address | w

(Hint: 1.2.3.4 or abc.com)

HPR1.1EPolicy NameF RPN REG M AME— A9 E 7, AEREAIRF,
Advanced VPN Setup

| Add | Edit VPH Policy Configuration

Palicy Mame: policy 2

Puolicy Type: Auto Policy (¥
Auto Policy

Remaote Endpoint: IManual Policy

(Hint: 1.2.3.4 or abc.com)
HBR2. MPolicy Type TR FlI R ik B M RIEKE,

-BERE — TUBHRESH. EXMBERT , BRERA , EFEIKE ( EBEMNZATR ) il
P NVPNL b 2 B 1T E

FHRE — EXMERT , SRVPNEBEZHRENMEREBIESMNIEFH@A.
Advanced VPN Setup

| Add | Edit VPN Policy Configuration

Palicy Mame: policy 2
Paolicy Type: Manual Policy | w
Remate Endpaint: IF Address |«
IP Address
FQDM (Hint: 1.2.3.4 or abc.com)

FBR3. MRemote Endpoint T #15 & F1EF A TR IR IR L imib M o< iy IPFRR TR R B,
‘IP Address — IZf2 & i E KRB IPHbiE, INRERILIEIN |, BEFERP M AIPHLL,

‘FQDN ( T2REHE ) —HWAZELK LMW TLRERS, MREFIRD , FERHED
FRYWMATEREHS,

7 ity e IR



Local Traffic Selection

Local IP: Single | w
IP Address: Subnet {Hint: 1.2.3.4)

Subnet Mask: (Hint: 255.255.255.0)

$B1.MLocal IP ( &#IP ) THFIRAFIEFRE R KR HAMRARFRE,

Local Traffic Selection
Local IP: Single |w

EF' Address: 192 168.1.1 {Hint: 1.2.34}]
Subnet Mask (Hint 255.255.255.0)

B — XHEREREIN—EEN. MRERUIIET |, BEIPH U F R PR A P,

Local Traffic Selection

Local IP: Subnet | w

-
IP Address: 192.168.1.1 (Hint: 1.2.3.4)
Subnet Mask: 2552552550 (Hint: 255.255.255.[!}J

T — XREXIPHRWEL, XNAFEEFMPNENEESVPN, EEEZFIVPN , iTEH
B ZBANDRERTIER., WRIPLNTHAENMEESEE , NERITEN. WRIERIER , BE
|Pth 31 7 F P = B A Al A IP 3t 3k - R

ERRREE

Remote Traffic Selection

Femaote IP:

IP Address: (Hint: 1.2.3.4)
Subnet Mask (Hint: 255.255.255.0)

SN HEIP TR SR PIAFREN LR R B R AFRIRE

Remote Traffic Selection
Remaote IP: Single | w

GF' Address: 192.168.1.5 (Hint: 1.2.3.4}]
Subnet Mask (Hint: 255.255.255.0)

B — O XEREREIN—B TN, MBIEFUET | BEIPHIFER A P,



Remote Traffic Selection
Remauote IP: Subnet | w

-,
IP Address: 192.168.1.6 (Hint: 1.2.3.4)
Subnet Mask: 255,255 255.0 (Hint: 255.255.255.0_‘;

TR — XRENIPHANEE, XNAFEEFMAPHENEZEVPN, EEZEFIVPN |, iTEMN
BB HEANDREHR TR, MRIPLTAAENMERESER , NERITEN ., MRIEFHED |, BE
|P3th 1k F1 F B = B A A P ik 0+ X

FHEMSH
EMBEFHRMSH , BN FIRBVPNEBEE 9 0 FHLLTHIIRPEE FHEM

Manual Policy Parameters

SPl-Incoming: 014cC
SPI-0utgaing: 014C

Encryption Algarithm: AES-128 | w

Key-In:
Key-Out:
Integrity Algarithm: SHAA W
Key-In:
Key-Out:
S I1.7ESPI-IncomingF i A — N F3MB8 2 (HIRY +A#H B, RESBRN(SPI) B — R NIR
EaRNMNER, SPIXETHZZ2MEE , BBHTRIEUHENME RS, SPl-IncominglE5 £ —

1’ & BISPI-Outgoing¥i B, MR ITFEVPNLIHAISPI-Outgoing==ER+P EFHEMNE , NEMEE o
B,

FPR2.7£“SPI-Outgoing” FEE 4 A — N T 3MB8 Z A4 1758 #HE




Manual Policy Parameters

SPIl-Incoming: 014cC
SPI-0utgoing: 4cC
(——
Encryption Algarithm: AES-128 | w
3DES
Key-In: DES
AES-128
. : AES-192
Key-Out: AES-258 _
Integrity Algorithm: SHA-1 (¥
Key-In:
Key-Out:

S BR3. MEncryption Algorithm T 75| Sk IR E SN MEZHE £,

‘DES — BRI Z2 ¥ AE(DES) 56 A KN TEIE ISR, DES EXAY , XY — MR IFHNEE
DES Bt , F NEAI T o

-3DES — =ZEXRTEMEIR A (BDES)IMITDES=IX , BRIEMITHIDESE , BEAK/IM168HLF]
11262 , M112{2 2561 7%, 3DESLEDESHIAESEZR %,

AES-128 — BRIMBHAA |, 128115540 (AES-128) , (EF 128 B4R TAESHIR ., AESH
DESER, E&%, BE , AEStLLL3DESER , BEREMRIE , BRLEXAWFEHFEIDESER,
AES-128LAES-192FIAES-256 B 1 |, (B R4 MHKIK.

-AES-192 - AES-192f 192U Z4AM ITAESINE . AES-192LLAES-12818{EE L2 , MAES-
192tLAES-256R1BEF 22,

-AES-256 - AES-2561F 2567 Z A ITAESINE . AES-256LLAES-128HAES-19218 , BE L2

o

Manual Policy Parameters

SPIl-Incoming: 014c

SPI-Cutgoing: 014C

Encryption Algorithm: DE= (¥

-,
Key-In: 1452
Key-Cut: 1452

J
Integrity Algarithim: SHA-1 W
Key-In:
Key-Cut:

S|4 EKey-InFEFMAANE R MEZEZH. BEHRNKERRATSRIFERNEE,
SRS . EKey-Out= B H i A HH 0k SR B A9 I 2752 4R o



Manual Policy Parameters

SPIl-Incoming: 014cC
SPI-0utgoing: 4cC
[——
Encryption Algarithm: AES-128 | w
3DES
Key-In: DES
AES-128
. : AES-192
Key-0Out: AES-258 _
——
Integrity Algorithm: SHA-1 (¥
Key-In:
Key-Out:

S IR6. MIntegrity Algorithm R RIS R Pk R E SN TEEE E, HEEZFRITIHRENTEM .
‘MD5 — WEGENZAKEREN16NER., HEREEEZR(MDS)THR | EATHRBULEM
WSSLIEPHMFELEEN A, MDSFEMFTIRESRE 128 EH , ESHAFHEESR N 1601 E,
MD5H it E R AHE , EMDSRWRFELZNRIBIRAE , RS ZRHPRKE,

-SHA1 — B2 BN EERA1(SHA) 2160 85Ik , EMDSEZR % | BitERBEEK,

-SHA2-256 — WEERBRARKEREEN 21N F/.

Manual Policy Parameters

SPI-Incoming: 014C

SPI-Outgoing: 014c

Encryption Algarithm: OES LY

Key-In: 1452
Key-Out: 1452
Integrity Algorithm: SHAZ-256 |w
II"_Ke'g,f-l n: 1234 ]
Key-Dut: 1234
\ ¥

ST MAAURBNTELERR (N TEETEEEANESP ) . BANKEBURT SR IEE
K E %o

HIR8 HEKey-OutFER PRI A HUERIEH TR ZH, VPNEZSRENHWEEIAY | HIEKE —iw
BY A A TR B LD 5 — imRY A A B HH

AR : SPIEANEE., MEEZE, TBUEEZNZHAEVPNRREN S —inEEMEE = sem iz

o

HERBSH



Auto Policy Parameters

-,
(S.A—Lifetime: 2800 Seconds (Range: 30 - 36400, Default: 28300
J

Encryption Algarithm: AES-128 | w
Integrity Algorithm: SHA-1 W
PFS Key Group: [] Enable
DH-Group 1(768 bit) |«
Select IKE Policy: policyl | »

HIR1IESA LifetimeFER P AL £ KRER(SA)RVIFLERT A ( AW N EAL ) . SAEFHIRESEME
ARBHEFHN , B EFHHEAEXBSA

Auto Policy Parameters

SA-Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800}

Encryption Algarithm: AES-128 | w

3DES
Integrity Algorithm: DES
PFS Key Group: AES-182

AES-256

DH-Group 1(768 bit) |+
Select IKE Policy: policyl | w

HBR2. MEncryption Algorithm T $ 5| % A 1% % 3& 5 fYEncryption Algorithm:

‘DES — BB INZ2 ¥R A (DES) E 56 A KN 1TEIEMNER, DES BT , XY —PMERIFHNEE
DES Bt , FNEAI TS Eo

-3DES — = EHIENZE T/ (3DES)MITDES=IR , BRFEHITHIDESE , BAKR/PM168HLE
11262 , M112{z 5612 FF. 3DESLEDESHMAESE R £,

-‘AES-128 — BRINBZFRME | #1280 %4A(AES-128) , FEF 128U B 4AHITAESHIIZ, AESH
DESEiR, E&Z4, BE¥ , AESthLL3DESER , EXLMRIK , BRLEXRANWEHFEIDESER,
AES-128LLAES-192F1AES-256E R , (HRZ & MRIK,

-AES-192 - AES-192fE 192U ZZ4A B {TAESHNZE ., AES-192LLAES-128181BEE &4 , TIAES-
192LAES-2561R{BEF L2,

-AES-256 - AES-256F Fi256 241 {TAESHNE . AES-256LLAES-128 F1AES-19218 , EE L%

o



Auto Policy Parameters

SA-Lifetime: 2300 Seconds (Range: 30 - 86400, Default: 28800}
Encryption Algorithm: DES ]

Integrity Algorithm: SHA-

PF3 Key Group: SHAZ-256

Select IKE Policy: policyl | w

HBR3. Mintegrity Algorithm T H1 51| 2k A% 2 18 & W Integrity Algorithm, LB W UF RN TR M,
‘MD5 — WEEN B KEREN16NER. HEFMEZE LR MDS)RHAHR , ERATHRBULLEMY
WSSLIEPHMFELEENA. MDA F T RESR N 1281E , (ESHAFHES N 1601L1E,
MD5WITE R AFEIK , EMDSRB FEEZNRIBRE , BZZ R PRI E,

-SHA1 — B2 BB EERA1(SHA) 2160 85I EE , EMDSEZ 2 |, BItEREFE K,

-SHA2-256 — W E RN R PKERENI2NER .

Auto Policy Parameters
SA-Lifetime: 2300 Seconds (Range: 30 - 36400, Default: 288007
Encryption Algarithm: DES W

Integrity Algarithm: SHA-1 W

[F'FS Key Group: Enable]

DH-Group 1(7E8 bit) |w

Select IKE Policy: policy? | w

S|4 ( Ak ) £ PFS Key Group ( PFSZ4A4 ) B MEnable ()BH ) Ei%E , UEAZE
EERE (BiESReM ).

Auto Policy Parameters

SA-Lifetime: 2200 Seconds (Range: 30 - 86400, Default: 28800}
Encryption Algarithm: DES (v
Integrity Algarithm: SHA-1 W

FFS Key Group: Enahble

-
DH-Group 1(768 bit) | w

DH-Group 1(768 bit) _
Select IKE Policy: DH-Group 2(1024 bit)
DH-Group 501536 bit)

Wiew
SESMBESRAPIERTBEH , IHMPFS Key GroupFE& T H151 3k H ik £21E 24 #9Diffie-




HellmanZ4A 3t

4H1-768f — RTBERENZANKTIZENEHRIELA. B2, eREELHNRARITHE
IKE B4H, MRMNERERE , N EELLIED.

4H2 - 1024 — R TREEBENZANEZENEHRITA, BR , eEE—EntEFRITE IKE

415 - 153611 — RRREBENZANKZENSHRIELE. CFEESHEXRITE IKE %H.
MRMERERR , M EELIED,

Auto Policy Parameters
SA-Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800)
Encryption Algarithm: DES W
Integrity Algorithm: SHA-1 W
PFS Key Group: Enable
DH-Group 1(768 bit) |w

Select IKE Puolicy:

=L

HBR6.MSelect IKE Policy T 1151 & £ ZZH M IKE Policy. BB Z4ARIR(IKE)R A FHEVPNA
BUYBERSEENDN. LEBUNRTEEENTNITLXEK(SA). EfVPNEREET , AMNFR
R IKE SR BE RIAE[E o

SR B HREUNAFMBRE,

XE®E : SA -Lifetime. Encryption Algorithm, Integrity Algorithm, PFSEHAMIKERBEETRE
VPNB&IERY 55 — iim Al B F BE R hiE #2,

MRGEEEGXRVIIOWHES E | Bk,



https://www.cisco.com/c/zh_cn/support/routers/rv110w-wireless-n-vpn-firewall/model.html
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