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Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicicus software from gaining access to your computer
threugh the Internet or a network,

How does a firewall help protect my computer?

What are network locations?

l a-' Home or work (private) networks Not Connected (¥

l @' Public networks Connected A

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: wushock

Metification state: Motify me when Windows Firewall blocks a new
program



Contrel Panel H ; : :
S Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through Windows Firewall through the Internet or a netwaork.
I&I Change notification settings How does a firewall help protect my computer?
'5' (Tum Windows Firewall on DI’] What are network locations?
off
|$| Restore defaults Update your Firewall settings
|5| Advanced settings Windows Firewall is not using the recommended [ '&'Use recommended settings

settings to protect your computer,

Troubleshoot my network
What are the recommended settings?

. '.@.‘ Home or work (private) networks Not Connected V

l 1'3‘ Public networks Connected A

Metworks in public places such as airports or coffee shops

Windows Firewall state:

Incoming connections: Bleck all connections to programs that are not on the
list of allowed programs
Active public networks: i T

Metification state: Motify me when Windows Firewall blocks a new
program
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Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,
What are network locations?
Home or work (private) network location settings

@ C@- Turn on Windows Firw.rall)

[7] Bleck all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program
g] () Turn off Windows Firewall (not recommended)
Public network location settings

@ (G Turn on Windows Firw.rall)

[7] Bleck all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

g] () Turn off Windows Firewall (not recommended)
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Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicicus software from gaining access to your computer
through the Internet or a network,

How does a firewall help protect my computer?

What are network locations?

l '-@ Home or work (private) networks Not Connected V

l '-@ Public networks Connected A

Metworks in public places such as airports or coffee shops

Windows Firewall state:

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: ™ wushock
Motification state: Motify me when Windows Firewall blocks a new
program
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Windows Update

|@ No important updates available
1 opticnal update is available Mo updates are currently selected.

Most recent check for updates:  Today at 10:52 AM
Updates were installed: Today at 3:00 AM. View update history
You receive updates: For Windows and other preducts from Microsoft Update

Find cut more about free software from Microsoft Update. Click here for details.
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Programs (5)

L Services

- -
&= Component Services

2 Octoshape Streaming Services

57 services
Control Panel (5)

[ View local services

Fﬂ Manage Information Cards that are used to log on to online ser...

Fﬂ Windows CardSpace

(B Allow remote access to your computer

\

\
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* Services (Local)
IPsec Policy Agent

Stop the service
Restart the service

Description:

Internet Protecel security (IPsec)
supports network-level peer
authentication, data erigin
authentication, data integrity, data
confidentiality (encrypticn), and
replay protection. This service
enforces IPsec policies created
through the IP Security Policies snap-
in or the command-line tool "netsh
ipsec”. If you stop this service, you
may experience network connectivity
issues if your policy requires that
connections use IPsec. Also, remote
management of Windows Firewall is
not available when this service is
stopped.

MNarne

5. Group Policy Client
o Health Key and Ce...
i HomeGroup Liste...

i HomeGroup Provi...

S Human Interface ...
55 IKE and AuthIP IPs...
% Intel(R) Centrino(...
o Intel(R) Managem...

S Intel(R) Managem...
L4 Intel(R) PROSet/W...
“5 Intel(R) PROSet/W...
Y Intel® Centrino® ...

. Interactive Service...

%4 Internet Connecti...
% IP Helper
. 1Pod Service

%

IPsec Policy Agent

% KtmRm for Distrib...
o Link-Layer Topolo..,

4

. Media Center Exte...

Description

The service ...

Provides X.5...

Makes local...

Performs ne...

Enables gen...

TheIKEEXT ...
Manages th...

Allows appli...

Intel(R) Ma...
Manages th...
Provides re...

Enables use...
Provides ne...
Provides tu...
iPod hardw...
Internet Pro...

Coordinates...

Creates a M...
Allows Med...

Status
Started

Started

Started
Started
Started
Started
Started
Started
Started

Started
Started
Started

Startup Type
Automatic
Manual
Manual
Manual
Manual
Automatic
Automatic
Automatic (D...
Automatic (D...
Automatic
Automatic
Automatic
Manual
Manual
Automatic
Manual
Manual
Manual
Manual
Disabled

Log On As

Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste... |_
Local Syste... ;
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Metwork S...
Metwork 5...
Local Service

Local Service
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Q‘ Services (Local)

IPsec Policy Agent Marne Description Status Startup Type Log On As i
) 5. Group Policy Client  The service... Started Autormnatic Local Syste...
%_Eﬁfhs:::rieice ,.-( Health Key anc-i Ce... Provides X.5... Manual Local Syste...
S HomeGroup Liste,.,  Makes local... Manual Local Syste..,
SHomeGroup Provi.. Performs ne..  Started Manual Local Service
Description: ] L5 Human Interface ... Enables gen... Manual Local Syste...
Isrlt;;r;isPr:oe:vcoc:L:e;uerl?egfseCJ (’,( IKE and AuthIP IPs... ThelKEEXT .. Started Automatic Local Syste.) H
authentication, data origin 5 Intel(R) Centrino(... Managesth.. Started Autormnatic Local Syste...
authentication, data integrity, data 5 Intel(R) Managem... Allows appli.. Started Automatic (0., Local Syste...
rcec"]';ide?ﬂ:;gésnfrwhgi:er&izgd SiIntel(R) Managem... Intel(R) Ma...  Started Automatic (D... Local Syste...
enﬁo?’cgs IPsec pollicies created Lo Intel(R) PROSet/W... Managesth.. Started Autormatic Local Syste...
through the IP Security Policies snap- Lo Intel(R) PROSet/W... Providesre.. Started Automatic Local Syste...
in or the command-linetool "netsh 22 Intel® Centrino® ... Started  Automatic Local Syste...
ipsec”. If you stop this EEMCE' you L Interactive Service... Enables use... Manual Local Syste...
?:;ijf;gﬁ?;iﬂ;tu:;Uicr:::heglwty Lo Internet Connecti...  Provides ne.. Manual Local Syste..)
connections use IPsec, Alsoremote 50 IP Helper Provides tu...  Started Automatic Local Syste...
management OfWi”d_OWS F.irevluall is % iPod Service iPod hardw...  Started Manual Local Syste...
:t?:;;:‘;llable when this service is ({:ﬁ IPsec Policy Agent  Internet Pro..  Started Manual Metwork 5)
Lo KtmRm for Distrib... Coordinates... Manual Metwork 5...
S Link-Layer Topolo., Creates a M. Manual Local Service
S Media Center Exte..  Allows Med... Disabled Local Service
= | I . - . R 0
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