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Internet
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SFR2.1%£$%System Configuration > User Groups.



Initial Router Setup
System

Time

Log

Email

User Accounts

SRR B HINSEIRARIA L

User Groups

+ #

O Group Web Login/NETCONF/RESTCONF
O Ambassador Disable

O  admin Admin

U guest Disable

STAE B XN BB FERFBMAL,



User Groups

Group Name: | VPNUsers

Local User Membership List

+ [

S PR5.7 Local User Membership List T+ , 2 MSEIR , RAENTHRIIRPIERAF . WRERM
BZ , FERENSBRAEREFAEMAA. RARER—NMNEAN—E0. WNRERE AR
BAF , NAUERERAFKF BB MESHF,

Local User Membership List

O
(4] @

O H#H User

O 1 John |~

O 2 Kevin | v

2

0O 3 Teri |~

$I6.EServices T , MBEERFATAFPHNR, EME :



- B2 — EMKRTITATFEKRBET N ERERETWebHIEAER
CRiE— ETMRRARR REEEFEERNRENRS. ENEEREBEMAIRE
- Admin — lbETI N AR R IREIEMENRRE , FAEBEERSIRS,

Services

Web Login/NETCONF/RESTCONF: Q Disable (@)Readonly O Admin

SHRTELHMBEFRNATHNEFIHREMER/VPN, WREREBELREE , BAIUEQIEEF KD
WREEXH —T R PHEES,

Client to Site VPN:

() @

O # Group Name

O 1 Client v

SR8 B HMA,

Apply Cancel

SR BHRE

ciscoladmin) |English ~ 9 o c-h

FER10.BRETApply , FETEREREFEEIEE
Configuration Management ‘-""'-b

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration:  2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration +

Destination: ~ Startup Configuration

SR KIBNEEE  EEBE



Information

o Running configuration saved to startup configuration

IR R EERVIB0HRV260R S MEE LRSI T A4,
oA ik

FHR1.EFIKABNETWebIZAREF , RE1EFSystem Configuration > User Accounts.

Initial Router Setup

System
Time

Log

User Groups
S B2 fELocal UsersX /A | BN INEAR,




Local Users

()@ 0 & L

0 Username

O John
0O  Kevin
O Ter

O cisco

SEWIEALEFRPRARSNEN, BRARENTHURERRASFMEIGNE, 25 Apply

o



Add user account

A The current minimum requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username:; o Dave

MNew Password: 9 S00000000000000

Confirm Password: e ssssssssessenee

Password Strength meter: - -

Group: ¢)| vPNusers ~

6 Apply Cancel

IR BRI EN E iR B TheGreenBow B A iet | A1 E AR E S ENRBER,
TBA B HRE

ciscoladmin) |English ~ 9 ﬂ C'""

SBRS.BX R HApply , HETEERFIRIEE.
Configuration Management \b

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration:  2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration +

Destination: ~ Startup Configuration  ~

SReWBBNERR , BH AR,



Information

0 Running configuration saved to startup configuration

P, LR ZEERVI605RV2605 B85 0IE A/ 0K
A i IPsech i 3 #+

FTEB1.2FFRVI60HRV260E HEsMETWebWEAREF , AF1%EEVPN > IPSec VPN > IPSec
Profiles,

HPR2. IPSecEEXHRETIMABEEN . £HNEEIRIEMNEEX 4.



IPSec Profiles

+ 0]

0 Name

O Default
O Amazon_Web_Services
O Microsoft_Azure

O VPNTest
3 : Amazon_Web_Services. DefaultflMicrosoft Azure 2 ERIAEL & X4

HPR3.7EProfile NameF RPN EE X /2 EM. BREMNHEMNARESFIRFZFHNERT
RFEY T RIZ ()0

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2

SRR TR RBHBEREXHATRIENZAR S E. EBIA

- B — RRSHEDRE, IR F BB M %4 10 (IKE) 2R BE ST 5047 ST B4 R N 28
AR, DORIERRIEIN | NS FAAuto Policy Parameters X1l T B B iR E
- F — R ATEFIEEZFAURTVPNRBENREMZMTEME, MRERIIE



11 , MManual Policy Parameters X% T ELE R EfF B A XHATTZER,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2

XX EARHIG | EFET Auto,
SB5IERIKERA ., & i LiRiETheGreenBowht |, EHERIZIFH E R,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow

Keying Mode: ® Auto O Manual

IKE Version: ®|IKEvl O IKEv2
B R 28 1B B M 28 2B B it ik

FPR1.7EPhase 1 OptionsX 15, , MDH Group Tz 5l Z&k & F 5Phase 1RV 4R — i FE AR AE A7
Diffie-Hellman(DH)4, Diffie-Hellman2 A T Rkt Z LA K RERE R E R INZ A KRN
o ﬁffﬁ"]ﬁ)ﬁﬁﬁl?kio ji:@'iﬁ

- 42-1024y — RTUTEZANEERE , BEA1ER S,
- 445-1536f — WIRTITEREHNENR , ERERENENR,



Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: 3DES v
Authentication: MD5 v
SA Lifetime: 28800

ST MMZETRFIRF | ERMEZB L EUNBZENEZ HRLZENR(ESP)MEBRMZ £ XEKNMEH
EEPIN(ISAKMP), EIME :

- 3DES — ZEHFEMER £, THENIFEZEQEGRENIFERAE , RNEREZIE
Lo BB b PSR IS,

- AES-128 — SRMEIEER 128U FH, SRMBIRHEAES)R—TMBREL , BEEL
DESEZ%, AESEAEANBEARD , MRRBARESEZHAMAE RN RHATEE
BH B

- AES-192 — B MEFREER 192U E 4R,

- AES-256 — R MBI EEA256LEH. XREEEMME LD,

Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800

A : AESRDESHMIDES LR EME T L RN EMENZLHES, MKAESEAFRESE
£t SRR,

$B|3. MAuthentication FRIFIERF |, i BHTE WA ESPHISAKMP# 1T & B K ILH & 08 iEH %
o IEINA :

- MD5 — HERESE ZH 128U H{H.
- SHA-1 — Z2HFIEER/ 160 # S E,



. SHA2-256 — L2 BBIE % |, T256LESE, XRERLZENHEENEE,
XX BRVPNRRERIRERMEBN B HRIES .

Phase | Options

DH Group: Group? - 1024 bit v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800

AE : MDSHISHABIR MBI HEHM. SNRN—BEE , FEESR  ABBELTEEH M-
TAEFBE, EAGP , EESHAL

W4 1E SA LifetimeF &R |, A — NN F120186400 2 BIHIE. ZRIAE 28800, SA
Lifetime(Sec)& ik I&IKE SATE LB BRAL FSESNABS MR RIE ( MW REN ) . IZEKEK(SATELE
WHAR RIS |, AR FTSAE IHSAZIHARI B AT 66 A . ERIAE 928800 , 3B 7 120%186400,
1R FE 288007 1E 10 B IBY ER BV SAE 12 1A,

AE  BUSHWSAE G BAHEE I N RLENEN SAEmlK, WRNBIMNREBEIEINE , N

R ETHEERNERE  MARRERE, HEREFEESNRZEM , R&FESIMEKR
EHEmE T EIB R,

Phase | Options

DH Group: Group? - 1024 bit =
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800

SIS N EINNBHET XK P IEE Ty RP  ERENATHEE M ISR, &
mA :

- ESP — TN HERLZ S NE, WIETHRERFNVHIE, WRERIET , B4
S B RROLUAENE 77 %,



- AH — RN & B IRIER X (AH), ER—FREHN , RUHKES OGRIEMN AL
MRERERS. AHRAZZRPBIPEIERS. WRIARWIET , BRESRT,

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MDS v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group? - 1024 bit v

HIR6.MRAELIROF IR TESP , FEFME, BWME :

. 3DES — ZEHIE MR

. AES-128 — B R IR AESE A 128 4R o
. AES-192 — SR MEbREE A 192 4,
- AES-256 — SR IR 2561 Z 4R



Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v

SB7.MAuthentication FHRLHIR A | % B EMAMXNESPHISAKMPH 1T 5 IR & IR UL 5 %
o ﬁ@iﬁ .

- MD5 — HERESE EH 128U FH.
- SHA-1 — 22 HFIEER/ 160 #FI(E.,
- SHA2-256 — Z&HBIEE |, w256 B5IE.

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v

HIR8.IESA LifetimeF BrH , WA —Nr T 1208288002 B {E. iXRIKE SATELLH BRRFFES
IRASRYET BB, RRIAESN 3600



Phase || Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 3600

%95, ( Wik ) itHEnable Perfect Forward SecrecyEiE1E , JIPsecH i E MZER M 5 1756 iF 4 BT
240, FH5E2 80 R%(Perfect Forward Secrecy) KRS BT InternetfE N BEN T2 4, &EF
LCAERT /5 FLLThEE , SRBUHE R AE T A M ThaE, BILEALIhEE,

Perfect Forward Secrecy: ¥|Enable

DH Group: Group? - 1024 bit =

SRIOMDHATHFIERS , BEEEF2MERNVEHN —BEMANDHA ., EIMILF
- 442102447 — WRBUTEZANERERR , BREHERE.
- 445-1536fy — WWABIITERIEHNEN  ERRZENENR,

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group:

ST BT DA

Group? - 1024 bit



Apply Cancel

TRI2.BHREXKAREERE.

€) Save | ciscoladmin) | English ~ 9 o C'""

ST13.BRETHApply , FETEREREFIEHEE.
Configuration Management \L

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration:  2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: ~ Startup Configuration  ~

TRI4WEFBINEER , BHBE"
Configuration Management \s

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination Startup Configuration v

WIE , BNIZEHERV1605RV2608% H 28 L ZHELE T IPsechi B X #F,

BIRE IR SQERXH
$ I8 1.1%¥EVPN > IPSec VPN > Client-to-Site.



VPN Setup Wizard
2

IPSec Profiles

3 Client-to-Site

OpenVPN

HPR2 B H IS EAR,

IPSec Profiles

B

O Name Policy IKE Version
O  Default Auto IKEv1
O  Amazon_Web_Services Auto IKEv1
O Microsoft_Azure Auto IKEv1

$ 3. 1EBasic Settings ( EAIRE ) IMF T , £ Enable ( B A ) EEELARVPNE E X4t

TREIRS.



Add/Edit a New Tunnel

Basic Settings Advanced Settings

Enable: 4

Tunnel Mame: | x

$ 4 FETunnel NameF E& R AVPNIE ZH E 5o

Basic Settings Advanced Settings

Enable: [

Tunnel Name: Client

IPSec Profile: Default ~  (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN >

S5 . MIPsec T HI 5| R AL R EF M IPsecti & X 4.

Basic Settings Advanced Settings

Enable: &

Tunnel Name: Client

IPSec Profile: TheGreenBow v | (Auto Profile (IKEv1) is chosen.)
Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN v

SR MNEO TR 5 FAEFEQ,

Basic Settings Advanced Settings

Enable: ~

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is

chosen.)
Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN v

AR XERTERTEEANKBERES, EAFF | EEWAN.
SRTIERIKESBRIET X, EWA

- MAZRA — WERAFRINERAVPNEZN A ZRE,
U — ETEARTFIES , ZEPESENIESEHSIPHEL, FHS, IEFHEIHE
MU RIEBEFRENLARIRNEE R,



IKE Authentication Method

Pre—shared Key: x

Please enter a valid Preshared Key.

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimurmn Preshared Key Complexity: & Enable

O Certificate: Default

AR MHAEFPUURCEENEMRE  REFTHSMEF,K ECEEET , HMEEHITEN
Ei&ETheGreenBowZ i Bt o

£ R8.1EPre-shared KeyF B F il A E#EZ T,

IKE Authentication Method

@ Pre-shared Key

Showe Pre-shared Key: O Enable

Priéghaned Key Stnength Meted

Minimum Preshared Key Complexity: = Enable
O Cedificate Diedaalt

$£9%, (W% ) BUEE S Minimum Pre-shared Key Complexity EnableEitHE , LABREB FE M £
%,

IKE Authentication Method

® Pre-shared Key: L ITIIITTIIT LI T

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: |&|Enable
QO Certificate: Default
X ERFF | ‘ROTARZFHAE ZM"(Minimum Pre-shared Key Complexity)&t F /8 FR7S.
$B10. ( Ak ) 3£ H Show Pre-shared Key EnableB % 4E LABE X & R,



IKE Authentication Method

@ Pre-shared Key: 20080080000 0000

Show Pre-shared Key: O} Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: & Enable
O Certificate: Default
XEE : EARHIH |, Show Pre-shared key ( ERTAHEZERL ) RIEZBARS
HH&11.MLocal Identifier F L5l & P ERERHARRARF, EIE :

. ZR#sWAN IP — IEE IR 68 A VPN < 7 13 R (WAN) 32 O Y Pt it .
- IP Address — LT A B Foh i AVPNIEZN P, XRUR ( HAE ) BBHEEEHN

WAN [P ik,
- FQDN — Mt # H T2 BREH A (FQDN). B AFERInternet LS EITE N FE R
TENEFEA.

- AAFPFQDN — I R & A Internet EN S ERA P ERATENEE.

Local Identifier: IP Address v
24.
Remote Identifier: IP Address v

AR EABIG  EFIPaE | Hia A SEEBEEAWAN IPHit, EARGAR B A24. XXX H
FRILERE , TEMUCER,

ST EFZRENNNIRRFF, BIE

. IP#z 31t (IP Address) — I TEAVPNE S B WAN IPitit, EZEHRWAN IPibit | &
A LAEWebR s A BHIPRAH L, XEFEFikIPH#it,

. FQDN — E£REH B, ET A FE N Internet LB EITENFERATENE S,

. AFFQDN — ik A& Rinternet EN B ERFERATENITSE.

AR EARHITR  ERIPHL R ARBARESSRMEN S BTIPv4ibit, XA SUBE HEWebix
WERPERBRNIPHU AL KRAE, WibitAIEaEd , Bt , MREEEX NG HIIEER
A, WX AT ER P RNER ERITREME R,



Local Identifier: IP Address v

24.

Remote Identifier: o [ IP Address v]

9 [ 108.233. ]

$B13. ( "Ik ) P Extended AuthenticationEIRELLBUE Z 8L, BUER |, XFREFNN 575
WiIFR5 , EREZEAFERFVPNIGRNRZ GIEEZIEPHITER.

Extended Authentication + W
O  Group Name

B14%, (Wit ) REMSEE , RRFERTBREORIENE , RAENTHUIIRPERZAS,

 Extended Authentication OIE] @

O  Group Name

O CiscoTest123

O  KevGroupTest

a [VPNUsers ]9

EE : EARHIF , EFEVPNUsers.

#HBR15.%£Pool Range for Client LANT , B AT 2 EL48VPNE F im i 5 — NP it M 45 R IP 1t .
XA — Nt SEQNRESE, XEFEOTHAELED, NREKRBEEFTWENE
OKEER , BFELEEZER.

Pool Range for Client LAN:

Start IP: @ 021 ]
End IP- 9 [ 10.2.1.100 ]

8 16.1%FAdvanced Settings(B iR B )i T+

Basic Settings [ Advanced Settings ]

|7, (WiE ) @ TR ETEHEIBH%IFAggressive Mode, EZEXINBEATFENIPRE
(IPsec)Xt ZRIEERADIUSRREE 1 , H R SRREM BB BAIR(KE)EHEXHE. BXE



HEASEEANFAEE | FRHLL.

Additional Settings

Ag gressive Mode

O Compress (Support IP Payload Compression Protocol (IPComp))

EE : CompressEEMEMEI HESETF RIEZMNEBIENESR . MR/ NPEHRERB KN, WFR
MR ELE I , NIRHERTEEESR ., YREBEMNAN , CESESR , BIFEREAES.
MRFUEBRSALINE , WEEEZERAR (RBRENS —in ) LEAIIgE. EARHS , K
1%& FACompress.

SB18. B HNA

Apply Cancel

SB]10. B HREF

[0 SEWE] cisco(admin) English ~ 9 e

S20.H X B TApply , FETHRERFIBIEE.
Configuration Management \

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: ——

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

Destination: Startup Configuration |~

SE21IWFBINEER , EEAE"


https://community.cisco.com/t5/security-documents/main-mode-vs-aggressive-mode/ta-p/3123382

Information

e Running configuration saved to startup configuration

—
N | ERHDIERHE LN GreenBow VPNE S BE B T %/ 150k SRR,
EEBIEARNITEN LE EGreenBow VPNE iR

BC iR 55 1B B iR i

E T TheGreenBow IPsec VPNZE Fim S 4RI R FTHRAS |, FE k4L,
SEB1. AR R EHGreenBow VPNEF ImBFR, HWIRHNTFESENAT A,

SR IEFR T RER


http://www.thegreenbow.com/vpn_products.html

Connection Panel

Configuration Panel

Console

EHE : XEWindowsitEH LW —ANRAl, XBURT & E B4,
HB3IERIKE V1 IPsechRiEdI 2 @S,

& TheGreenBow VPN Client

Configuration Tools ?

THEGREENBOLW

VPN Client

[Z] VPN Configuration IKEV1
20 IKE V1]
. 2] KEV1Parameters
i —--: tgbtestIPVG

-0 tgbtestIPV6
= E? IKE v2
: - Tkev2Gateway

-0 Tkev2Tunnel

El SSL

IKE V1 Configuration

[ IKE V1 IPsec tunnel creation wizard ]

€ Exportall IKE V1 tunnels

AR EAHIS , EERBIKERA1, MRARREBIKERAE2 , BRHITHRNSR , BERIE
IKE V23X 3K, #8EFEN R ERERHER E#YIPsecHl B X &R IKEV2,

SRAEBEEXHRFZSEMELR ( HPAE ) BREHI[HWLEWAN IPHiE,

MFAE AN SPbit, ¥ Nexto EARBIH |, R H24.xxX. RE=

/I\—J?_F%U}'\{_L%l ( Ethii’E,iJJ:':FE’J



BFE ) CERAXRF MG, S0 S0 AT IPHE L,

VPN Configuration Wizard X

VPN tunnel parameters 2/3

Enter the following parameters for the VPN tunnel:

IP or DNS public (external) address: | 24. o
of the remote gateway

Preshared key: | eoeesese ’l 9

IPprivate (internal)address: | 10 . 2 . 0 . 0 ‘l 9
of the remote network

~ <Previous | Next> (4 Jpr—

SIS B EH TR

You may change these parameters anytime directly with the main interface.

= e =

6% (Wit ) WA LLEHIKE VIS, LU GreenBow Default, MinimalfMaximal&Fdr, 7£
WA E , B ARBHBESINEGTEE,



& TheGreenBow VPN Client
Configuration Teels 7

THEGREEMNBOLW

IKE V1 Parameters

IKE V1 Parameters
Lifetime (sec.)
----- fkev ITurnel
E‘:;W" Authentication (IKE) [28800 | [120 | (88400 | (2]
o tgbtestiPv4 Encryption (IPsec) | 3600 | [ 120 ||2s800 |
EH? @ﬁm
Lo tgbtestlPve
e [ Dead Peer Detection (DPD)
s Check interval Elsec.
Max. number of refries El
Delay between refries Em
Miscellaneous
Retransmissions ‘Zl IKE Port |:|
X-Auth timeout NAT Port |:|
[Jisable Split Tunneling
@ VPN Chent ready
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_ lkeviGateway: Authentication

[Z] VPN Configuration Authentication Advanced Certificate

=% KE V1
- ~[f] KE v1Parameters Addresses
E|E| Ikev 1Gateway
. o IkevITunnel(1) Interface | Any v
. E- tgbtestIPVe
f o tobtestPVE Remote Gateway | |

o-F Kev2

HPR9.7ERemote Gateway ( IZEMX ) FEHH AIZE XA, XA SR IPH it KDNSE ¥
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[E] vPN Configuration

= KE VL

Pk IKE V1 Parameters
=E=

i Lo TkevITunnel(1)
| -3 tgbtestlPVe

O tabtestlPV6
=7 KE V2

$B10. /£ Authentication ™ , AR S HRIUEER, %A :

Authentication Advanced Certificate

Addresses

Interface | Any

Remote Gateway [24.
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VPN CIien}

[E] vPN Configuration Authentication Advanced Certificate
£ IKEV1
--[E] IKE V1 Parameters Addresses
E|-- O LkeviGateway
. i-o IkeviTunnel(1) Interface |Any v
=3 tgbtestlPVe
ig tobtestIPVe Remote Gateway | 24.
27 KeV2
E-3 Tkev2Gateway " s
w0 TkevZTunnel tication
-7 ssL (®) Preshared Key sessssERRRRRRES
CDI'IﬁI'I'n SRR BRRRRRRREN
(O Certificate

AR BRI, WMAHBLNTREASRF LERENTAZEN.

HB11.7EIKET , RIEEncryption, AuthenticationlKey Groupi& & A LE B RS ELE .
IKE

Encryption
Authentication

Key Group

SRI2BHE SR ERF,

-
AES128
SHA-1
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Authentication Advanced  Certificate

Advanced features

Redundant
o ':"jE Config Gateway
g ggressive Mode MAT-T | Automatic i

AR EREAEESRS , GreenBow VPNEFIHIFMVPNMKZEUR BRI E U FRE, NAT-TH
PRI,

F14%, (WIE ) EX-AuthT , ATBLE FX-Auth PopupEi%iE , LERBSEEN BN HEREND
o BREORAFPMAZIIUTRBENNME,
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VPN Client
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[ [Z] vPN Configuration Authentication Advanced  Certificate
[ B KEVL
| P IKE V1 Parameters Advanced features
i - TkeviGateway
: : Redundant
| b TkeviTunnel [+] Mode Config Gateway
= KEv2
{3 kev2Gateway [+] Agaressive Mode NAT-T | Automatic w
L. 8L
|
X-Auth
|
I {-Auth Popup Login
i n Hybrid Mode Password
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[ ]x-Auth Popup Login | Teri
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Local and Remote ID
Type of ID: Value for the ID:

Local ID | IP Address

Remote ID | IP Address

AR EARFIF |, AIDMIZEIDIIRE N IPH#E , LICERV1605RV260 VPNRXHRE .,

SB17EIDAValue F , EE BN FERPBALRMIDAIZZEID, AitIDEZEFIwAIWAN IPibit, &
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Local and Remote ID

Type of ID: Value for the ID:
Local ID | IP Address w | | 108.233.
Remote ID | IP Address v || 24,

SR18. 2R HERRE"
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Configuration | Tecls 7
Save Crl+5
Import ﬂ ﬁllﬂ
Export

Move to USE Dnve -
it Advanced Automation Remote Sharing PG
Wizard... ndd
Cuuit resies
o Deaw TTurnel{1) VPN Clent address | 192 . 168 . 1 . 217 .n
B bghbestIPVg
O tghtestIPVE Address type 5
=-F= KE V2 Sngle
B Teew Moabeway Remote host sdckess | 10 . 2 . 0 . 5
o Thew TMurred :
7 sa Suibriet mask
ESF
Encryplion | AES123 b
Authenbcation |SHA-1 w

Mods | Tunnel L
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/= IKE V1
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= tgbtestIPVE |
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[E] VP Configuration IPsec | Advanced Automation Remote Sharing I #vs
== IKE V1
[£] E v1Parameters Addresses
[ TkeviGateway
o Tkev ITunnel(1) VPN Client address 19 | ESEA | |
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AR ERGIP  ERTEANMbU, HEA TS AP,
SW3.EESPT , iRiEEncryption, AuthenticationfIMode ALE R ( HAE ) WVPNRXIRE,

[Z] VPN Configuration IPsec  Advanced Automation Remote Sharing m‘
== IKE V1
IKE V1 Parameters Addresses
- TkeviGateway — — —
i o Tkev 1Tunnel(1) VPN Client address 19¢ . 1668 . 1 . 2l/ I n
=~ tgbtestIPV6
“- O tgbtestlPVe Address type |single address v
=-{r= IKE V2 . .
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-7 ssL Subnet mask I . . . I
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Save Ctri+5
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Export
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Open tunnel Ctrl+0O

Export

Copy Ctrl+C
Rename F2
Delete Del
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Getting Started

System Summary

TCP/IP Services

Port Traffic

WAN QoS Statistics
Switch QoS Statistics
Connected Devices
Routing Table

DHCP Bindings

Mobile Network
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Client to Site VPN Status

Connection Table
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O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action

O Client 1 aes128-shal- 0.0.0.0/0 @
modp1024
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Client to Site VPN Status

Connection Table

Local Group \ Action
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O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp

O Client 1 aes128-shal-
modp1024
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