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User Name* o

This field is required

Password* e

o I
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Cisco Business Dashboard

Network Configuration

:J"' - Network

Wizard

= Inventory

Time Management

Port Management
DNS Resolvers

Network Configuration >

$]|3

&R LA R I B W DefaultBl B XXM NEMELE X . EATRHIF | EEDefault®i &
M, #i Edit

= Cisco Business Dashboard

Authentication

@
+[Ele ¢
o = Profile Name

> Default

1 10 = | Per Page

e

fECBD 2.5.0% , H—/N¥M&I A Ti&1F Use Cisco Business Dashboard Authentication
Service, BINBER T2EF MBI, HITAENER , A5 E THUpdate,



= Cisco Business Dashboard

Authentication->Update Default

Device Group Selection

Profila Name Default
Organization Default -
Device Groups Awailable Groups Selectad Groups
Branch 1 > Default
==
<=

Authentication
Local User Authentication
o Existing local users on devices will be replaced by the users balow if there is at least one user specific
+ Add local user
Authentication Servers
o Existing authentications sarvers on devices will be replaced by the list balow

9& Cisco Business Dashboard Authentication Sarvice

Pleasa ensure that the Systam > Platform Settings > System Variables contain the cormact settings to allow the dashboard to be reachad by the natwork devices.
+ Add custom authentication server 9

Cancel

B {R System > Platform Settings > System VariablesE B IEHHIRE , LA FMEZREZ S
[ 428 15 T AR o

|5

& B 3 & A 9 System > Platform Settings.

Cisco Business Dashboard

Dashboard

Network

Inventory

Port Management
Network Configuration

Network Plug and Play

Event Log

Reports

Administration




1%£1%System Variablesit I+
Platform Settings
Network Settings  Web Server
SRT

BEBIRE , WBWRIEEZEFHEIRIPH UL R CBDHI A FIPH L | IAEEE 450 UL AR 5585 i O =
1812, ‘*E%KLA A, Click Save.

Platform Settings

MNetwork Settings  Web Server  System Variables

External System Settings

External Dashboard Hostname & cbd2.sbeenter.net

External Dashboard IP Address @ 3. 254 o
External Dashboard IPv6 Address @ fe80::854:18ff.fe36:9c00

External Dashboard HTTP Port @ 80

External Dashboard HTTPS Port @ 443

External Authentication Server Port @ 1812 9

S8

EREENRSHTEHORIEMNAF, | H% ZAdministration > Users,

Cisco Business Dashboard

Dashboard
,  Network
Inventory

Port Management

8 Administration

Network Configuration
Network Plug and Play TS

"\ Event Log Yevice Groups

Reports Je dentials

e 3]

BERMAR , wRENESERE.



= Cisco Business Dashboard

Users  User Settings

o

% User Name “ Display Name

HE|10

HELTHA :

- BFE

- ERB

- RIXBBHF

. Dashboard Access — M TR R &R, EARHIF , No Accessifik .,
. FTEH

. BEFTIRAFEZ

HibFEREiEM, Click Save.

Users > Add User

User Name userl

c
#

Display Name
Email user1@sbcenter.net
Dashboard Access No Access e o

Network Access

[C1

Retype New Password = | | eescessss| | v
Password Strength [ 1 ] Normal
Address

City

Country/region B= United States ~

ZIP or Postal Code

Phone

_—
o] -
SB, 11

% FHOrganizationsi£ I
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Users > user1

User Name user1

Reset password

Display Name User 1
Email user1@shcenter.net
Dashboard Access No Access ~

&

Network Access

User Type Local

Show account settings

Create Time Jul 5 2022 09:31
Last Password Changed Time Jul 52022 09:31
Last Login Never

Save Cancel

WY e

Eit , EEERNIN CZ AP 5889 CBDA LK KR E,
BRIARGRT. EARGF , EEDefault,

Access Key  Organizations

£

+| @
W] » Org Name
O

Default

LERFIERSBEFINTLESORIEEENRKINAL,

HETLM %

g1

SRR E>TLLANE &£,

Network Configuration
Cisco Business Dashboard

Wizard
Dashboard
Time Management

o] o Network
DNS

= Inventory

Authentication

Part Management Virtual LANs

S| 2

BEOEFEENHS , BRELLLANTH IS EFR,

BHMEES , REMTAR



Wireless LANs

Wireless LANs

o

« Profile Name

F$]W3

# A Profile Name, Organization¥ Bt & Device GroupsEVfFi&BR A TAPHTLIZRE

o

Wireless LANs->Add WLAN

Device Group Selection

Profile Name l AAAAuth v l o

Organization l Default v le

Device Groups Available Groups Selected Groups
Branch 1 = Default

W4

EQ&ESSID , FREMSAERF.

Wireless LANs

S5ID Name

|5

B ASSID Name., VLAN ID , REMN TR XL R i%&EF Security, EARRHIF , WPA2-
Enterprisefi%&# ., Click Save.



Add Wireless LANs

Enable m)

SSID Name

=
b

A

Test v ]

VLAN 1D [ 1 v ]e
Security WPAZ-Enterprise - e

An authentication server is required for
enterprise authentication to wark.
Authentication servers may be set in
MNetwark Configuration > Authentication . If
you do not configure an authentication
server, the Dashboard authentication
service will be used.

W Advanced Settings

Broadcast

Application Visibility

LE

Local Profiling

Radio ECTH e

Cancel

MRAREE S BRIERS R , FEMABRSEHERS BRIERS R,

e X

BX 2 HSave A LLMEFRadiusiRBEN A TRREE F iR

Wireless LANs->Add WLAN

Device Group Selection

reerens 7
- E—

Device Groups Available Groups Selected Groups
Branch 1 > Default
>>
<<
Wireless LANs %
+
SSID Name VLAN ID Enable Security Action
% AAATest 1 Yes WPAZ-Enterprise @

Cancel

AiA
ERERERECAA
1%

B FIEMCBW AP,



Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

B 2

# ZWireless Settings > WLANSs,

@ Monitoring

£ Wireless Settings
N

e

H2IHECIEMNSSID, EARTREH , ©=2AAATest,

Add new WLAN/RLAN

Type Name SsID

Action Active

Z % nabled ) \ o dies

Z x Enabled WLAN AhATEST
|4

EESSIDH R TeditERTRE.

WLANs

M Active WLANs [V

Add new WLANRLAN

Action Active Type Name

nabled WLANM CBWWireless

& x E
3 nabled WLAN AAATest
SE|S5

SMEWLANZ £ET .



Edit WLAN

General WLAN Security VLAM & Firewall Traffic Shaping Scheduling

819 & 2 Security Typefi%|IWPA2 Enterprise,Authentication Serverfs %y External
Radius. AR E5IPH AL =& 2 BIBL BRI bl

Edit WLAN
3 Sched

nera WLAN Security LAM & Firewall  Traffic Shaping

Guest Network

Captive Network Assistant

MAC Filtering (2]
Security Type WPAZ Enterprise -
Authentication Server | Extsrnal Radius Lol 7]

Mo Radius Server is configured for Accounting. Radius Server can be configured from "Admin Accounts > RADIUS'(Expert view)
Radius Profiling (7]

BYOD

RADIUS Server

Authentication Caching

Add RADIUS Authentication Sener

State Server IP Address Port

BHAFRERIHANEE:L , TIREIExpertil B,

?2 Q A ®© B - &

S EE>ERRAKS

/|

l‘l- Management 1
@ Access

HW|W8

B HRADIUSIET

Admin Accounts

A ueors B
Management User Priority Order Local Admin Accounts TACACS+ RADIUS Auth Cached Users

&9 & 2IRadius & 19 1 iE BR 5585 E BLi& 7 Network User,



Add RADIUS Authentication Server
Action Server Index Network User Management State Sarver IP Address Shared Key Port

# =

A=
ENARE , BRI TRIE -
®1%

S EBHE>EAPIE,

-"-'- Advanced 1

¥ SNMP

8 Logging

«ll RF Optimization
«ill RF Profiles

’

£ Secu rity Settings

& CBD Settings

$]2

# FHTroubleshooting Toolsi£ W+,

Primary AP Tools

Restart Primary AP Configuration Management Troubleshooting Files I Troubleshooting Tools I Upload File
W3

£ Radius Response®f % T , #i AUsernameXPassword , A/G#2 HiStatAEF R A
RIERadius RSB 1T H B RIE,

Radius Response @

WLAN Profile | AAATest vi @

o Username user1
9 Password sessnsse

] Show Passphrase

MR G , B/ E El Authentication successiBHl,



Radius Response @

WLAN Profile | AAATest v @

Username usert

Password = eessssee Authentication success (3.1 254)

R ETECBD ManagerflE Fin REZ B EFIPERE , MEEEET.

REXHE | £LEBHELOMMAETEERadius, CBDFIZERAE I , BAIIAL TR
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