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cbd:~Ssudo apt update cbd:~$sudo apt install software-properties-common cbd:~$Ssudo add-apt-

repository ppa:certbot/certbot cbd:~$sudo apt update cbd:~$sudo apt install certbot
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ETXR, EEFEHERWeb RF[RENIEERIEFZVNBEMBNAAFNR B, Atk , BiIH
XENHOIEERHAETWebRFBEEN 4. R, BINEFBINEKBNARSF , FERER
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cbd:~$sudo mkdir /usr/lib/ciscobusiness/dashboard/www/letsencrypt cbd:~$sudo chmod 755
/usr/1lib/ciscobusiness/dashboard/www/letsencrypt cbd:~$sudo bash -c 'cat >

/var/lib/ciscobusiness/dashboard/nginx/nginx-loc-letsencrypt.conf' << EOF


https://www.cisco.com/c/zh_cn/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2232-manage-certificates-cbd.html
https://www.cisco.com/c/zh_cn/td/docs/cloud-systems-management/network-automation-and-management/cisco-business-dashboard/admin-guide/b_Cisco_Business_Dashboard_Admin_2_2/b_CBD_chapter_01100.html#id_53137
https://letsencrypt.org/
https://www.cisco.com/c/zh_cn/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2312-Lets-Encrypt-Certificates-CBD-DNS-Validation.html
https://www.cisco.com/c/zh_cn/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2312-Lets-Encrypt-Certificates-CBD-DNS-Validation.html
https://tools.ietf.org/html/draft-ietf-acme-acme-16
https://certbot.eff.org/

#certbot/.well known/acme-challenge {
root/usr/lib/ciscobusiness/dashboard/www/letsencrypt;

}

EOF

cbd:~$ cbd:~$sudo chown cbd:cbd /var/lib/ciscobusiness/dashboard/nginx/nginx-loc-
letsencrypt.conf cbd:~$sudo chmod 640 /var/lib/ciscobusiness/dashboard/nginx/nginx-loc-

letsencrypt.conf cbd:~$Scisco-business-dashboard stop cbd:~Scisco-business-dashboard start

SR 4
R TS ERIES :

cbd:~$sudo certbot certonly —webroot -w /usr/lib/ciscobusiness/dashboard/www/letsencrypt/ -d
-d —deploy-hook "cat /etc/letsencrypt/live/
/fullchain.pem /tmp/cbdchain.pem; /usr/bin/cisco-business-dashboard
importcert -t pem -k /etc/letsencrypt/live/ /privkey.pem -c
/tmp/cbdchain.pem

SR IUNFREBIIESDEZENEN B LEENWeb RS MEHNENBHNAAEN., XE
BRE N RARWeb RS %Al A MInternetif[|] , HIEEFEIROS0M443 L, FRHNRREERAFRE
(UNHR“RE">“FEBIRE">“WebfRSS 28" LBV TG A #2 H1"1% & 7] LABR S RN AR F B E .
BXEFMEER , F2 M (BRI ZSEHEREERERE) .

wH LNSHELEN , RERWOT :

BERIEPHTEIH. BXEIRAZEEN]. ECisco Business Dashboard® |, iif:

ceronly E | certbot® i To ik B 5 R,
__webroot -w... SR HERRE FEARNE RS | LEBIESERWebBERIFHE.
-d

dashboard.example.com M@ EEIEHHPHFQDN, JIHNEFFHIERIUELNDABFTERR , FIERS
-d pnpserver.<domain>% ¥ =2 M 4% BN 1 B A Th BEFE $h T DNS & T B 52 F B9 45 7k B 75

pnpserver.example.com

f# A cisco-business-dashboardan 1735 AAF2 R 3REVM Let’s EncrypthR 55 U E #Y F.

— ERE ... B 75 TR E B R R EAR N A F o

B EIE P EEN RISt 2RI B AL RVE B X, R MSEENREI A ENE:

S5
BB certbot® /i £ BUAY I BA TE B B B IE B IR -

cbd:~Ssudo certbot certonly —webroot -w /usr/lib/ciscobusiness/dashboard/www/letsencrypt/ -d
-d —deploy-hook "cat /etc/letsencrypt/live/
/fullchain.pem /tmp/cbdchain.pem;/usr/bin/cisco-business-dashboard

importcert -t pem -k /etc/letsencrypt/live/ /privkey.pem -c

/tmp/cbdchain.pem"

/var/log/letsencrypt/letsencrypt.log

webroot
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W AABEECHUE.

https://letsencrypt.org/documents/LE-SA-v1l.2-November-15-2017.pdf
ACME
https://acme-v02.api.letsencrypt.org/directory

(A)gree/ (C)ancel:A

SR8

BMAYRERZ , NRRE

Foundation"“”

Certbot

EREME , TEXHREF B /etc/letsencrypt/live 7B FH K E

dashboard.example.comhttp-01
pnpserver.example.comhttp-01

webroot/usr/lib/ciscobusiness/dashboard/www/letsencrypt

deploy-hookcat /etc/letsencrypt/live/dashboard.example.com/fullchain.pem
/etc/ssl/certs/DST_Root_CA_X3.pem > /tmp/cbdchain.pem; /usr/bin/cisco-business-dashboard
importcert -t pem -k /etc/letsencrypt/live/dashboard.example-com/privkey.pem -c

/tmp/cbdchain.pem

- Congratulations!

/etc/letsencrypt/live/dashboard.example.com/fullchain.pem

/etc/letsencrypt/live/dashboard.example.com/privkey.pem
2020-10-29

certbot

*

"certbot renew"

— Certbot

/etc/letsencrypt

Certbot
— Certbot

ISRG/https://letsencrypt.org/donate
EFFhttps://eff.org/donate-1le



cbd:~$ sudo 1ls /etc/letsencrypt/live/
/cert.pem chain.pem fullchain.pem privkey.pem README
cbd:~$

BEEPHNBEREAZIRNR , Rt REBRAFFRER XM, 15l R privkey.pemX 4+ = BURN
, XYL SCHEY 5 (R RZAR BRI A R T3 7] o
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EHREARNENMERFIERLEIT, MRELUE DA ACRIERRHEENE[ABR , EWebRI K27
FRETFREEARA S REUI) , WWebRI e NEREEZEEFELS,

BFEE , LB ML AIEFHEFRENRE — 81 890X, Ubuntu Linux#certbot i 44+ BEL E
NBRFRREIEBHERY , MRIEFEREE , NWETIES , RLTERTEARECIERR
BEW. ERIUIEHRERSEBIT , FESVCIBIERLREDEF12/8 , AFK Ecertbot B
/:\tLAK{q:q:IEEZD;ﬁgé{uJ’j\-F;ﬁ,§~ . cbd:~$ sudo tail /var/log/letsencrypt/letsencrypt.log

2020-07-31 16:50:52,783:DEBUG:certbot.main:certbot0.31.0

2020-07-31 16:50:52,784:DEBUG:certbot.main['-q']

2020-07-31 16:50:52,785:DEBUG:certbot.main

(PluginEntryPoint#manual
PluginEntryPoint#nullPluginEntryPoint#standalonePluginEntryPoint#webroot)
2020-07-31 16:50:52,793 :DEBUG: certbot.log30

2020-07-31 16:50:52,793:INFO:certbot.log
/var/log/letsencrypt/letsencrypt.log

2020-07-31 16:50:52,802:DEBUG:certbot.plugins.selection:
<certbot.cli

(0x7£1152969240>) (_D)<certbot.cli

(0x7£1152969240>) (_D)

2020-07-31 16:50:52,811:INFO:certbot.renewal

2020-07-31 16:50:52,812:DEBUG:certbot.plugins.selection

webrootinstaller none

2020-07-31 16:50:52,812:DEBUG:certbot.renewal

UEHEH B ESORNET BB ATE/G , certbot® /i EHTUEH H B 30 % E# /5 Y iE+ B A B4
HEARNAERF

BRfEHcertbotBEFIRHEAFEE |, BESFcertbot XA,



https://certbot.eff.org/docs/using.html
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