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MacOS
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CLIT®
fa ot
AXENBETE - HTERAEERUCSM)ETRAMNARTRET EMNIRE,
FTRFMH
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BREBNUEERSE LR &EPython 3.6 E &R

N B MEATEEFWindowsBERS , N AT HZEPython H B B S 2.

N srE B2 RPN BT RETHMAITRTACERER, WEHCLIHSHS UFH RS
18] B 3 AR R IR B B9 E BT FF TACK I R
155 A Y4B 4

AR TR E R A A AR Ao

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHANERAR
(BN ) BE. MREHMNELTEIRES | BHRRETHEAARTHBELE,



db B2 /=
B == EE\

UCSMEEIER—/XARERF , ATXUCSMIITEFBER , LBREREMNIREREH, ©F
HEBEFHHMITUCSRENZTRRAFMARFRESR , LEUCSEMIREARMEN BELRENT
HatE,

N B BRATENEATENRIIRE, MTRTEEMEE | iy EEARIERAL
, EARSBREENRE,

N g HWARRBAZH, RREAHMNA, BR , ELERBIFTERE,

ERTE
- ZUCSEMIREHRZH
- HFEPHENUCSETRRARE
- HI&5Cisco TACE1ERY
- FEREFHHTZEITRARE
BERZE
Windowsi#ER 5
FZPR1: MPython T & T 8 & ¥R A< Ay Python
E-5  FREENHREIEHEEInstall Now ( EENTERF ) THERERR.

N sxE - BREHAD Python to PATH.


https://www.python.org/downloads/
https://www.python.org/downloads/

= Python 3.10.0 (64-bit) Setup - X

Install Python 3.10.0 (64-bit)

— Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

G -

python

M Install launcher for all users (recommended

\'\."il I( I( WS b Add Python 3.10 to PATH Cancel

E= . MBI RS EZEPythonfy B %o

FMDL I TRIRFHEABSPython AR IEPython&k %<,

BRL N THEFRANZTRAREM A | FAREREFINXHERX. WE , BIESXHF
, MEFRo


https://github.com/CiscoDevNet/ucsm_health_check

* | MyUCShealthcheck = ] x

« S » This PC » Desktop » MyUCShealthcheck » b o

¥ Quick access
ucsm_health_check-master
= Documents
) ugsm_health_check-master
¥ Downloads
== Pictures
BN Desktop
J' Music

E Videos
@ OneDrive
= This PC

¥ Netwerk

BARYL  TRAREBEFHNUCSMEARZF SR QN XHR , MEMR, [RELEETERT
HUCSM B S B4 L IR : EBUCSMEAR X HE,

FR 7.3 FCMD R cd H = EJUCSMTool.pyFRERI XK , REIZITUCSMTool.py ( BB ) o

BN Select Command Prompt - UCSMTool.py

Microsoft Windows [Version 10.0.19042.1348]
(c) Microsoft Corporation. All rights reserved.

C:\Users\mmmmmmmm >cd akash
C:\Users\ NN >cd ucsm_health check-master
C:\Users\ I \ucsm_health check-master>UCSMTool.py

UCS Health Check Tool 1.1

Enter the UCSM file path: I

HIR 85 AUCSMEAR X5 XA FRER XA ER & |, RIFikFEdesired LT,
1. UCSMETRRIRKRE

2. AREIRE


https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

C:\l _ \Akash\ucsm_health_check-master>UCSMTool.py
UCS Health Check Tool 1.1
Enter the UCSM file path: \Akash\ucsm

1 for UCSM Health Check
2 for PreUpgrade

=

ter your choice (1/2)
Invalid file path: \Akash\ucsm

oM  RVVEHD \ucsm_health_check-master>UCSMTool.py
UCS Health Check Tool 1.1

Enter the UCSM file path: C:\ I \Akash\UCSM.tar

Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check

Enter your choice (1/2): 1

Log Extraction: [######a###a44440444448] COMPLETED

MacOS

FBR1:MacOSPER B Z 2 ERIAPython , IERIE B ZE&MPythonhRAS , I TFFI7R :

MacBook-Pro:~ gakumari$ python --version
Python 2.7.16
MacBook-Pro:~ gakumari$

MacBook-Pro:~ gakumari$ python3 --version
Python 3.9.9

N EE . mEPythontRAMET3.6 , BHREI6R BB,

N EE  mEPythontRARI 6REE MRS | BUIIESS | ANBIIE2S,

% =3 : Mhttps://www.python.org/downloads/macos/ T & & # iR A< #I Python.

EF=F . FALERERIBEZTH/ALPythonZ ik,

FNS  NELTHETIRAREM AN RTRAHRERCHR, T, BEESEXH , mTHE
iR


https://www.python.org/downloads/macos/
https://github.com/CiscoDevNet/ucsm_health_check

4 Downloads ot

Date Modified
% Dropbox

+ 7 ucsm_health_check-master @ day at

B Downloads > 07 UCS_Report_2021_12_03_13_15_06 @ Today at1:1
B3 Documents > 0 UCS_Report_2021_11_2714_18_29 @
> B3 UCS_Report_2021_11_27.13_49_14 @
53 Desktop > [ UCS_Report_2021_11_27.13_46_30 @
@ AirDrop > B UCS_Report_2021_11_2713_42_00 @
> B _pycache__ @
© Recents < UCSMTool.py @
4 Applications # check_dme_health.py @
" check_jumbo_mtu.py @
= crank.py @
£ Macintesh HD = prettytable.py @
= progressbar.py @
W README.md @

BRYL  TRARTFEFNUCSMEARZFF BES QBRI XAR |, MkE R, QEmEEAER
THUCSMBERHA TN LR : £UCSMERZH#,

Date Modified

D
o el B UCSM.tar % Today at 1:25 PM 110.8 MB tar archive

B Dewnloads ~ [ uesm_health_check-master @ rday at 1
£ Documents > [ UCS_Report_2021_12_03_13_15_06 @
» B UCS_Report_2021_11_2714_18_29 @ 27-Nov-20:
B Desktop » B UCS_Report_2021_11_27.13_49_14 @
AirDrop » [ UCS_Report_2021_11_2713_46_30 @ 27=p
[0 UCS_Report_2021_11_27.13_42_00 @
@) Recents — o i
> __pycache__ @ 27-Nov-2021at 1:42 PM
A+ Applications # UCSMTool.py @ it
# check_dme_health.py @ 16-Nov-2021 rif
" check_jumbo_mtu_py @ I
& Macintosh HD = crank.py @ 1
# prettytable.py @ I
# progressbar.py @ 1 rif
® Red ® README.md @

BAY IR, NRIETRHETRWAREMARN B X , E1Tpython UCSMTool.pyf,
python3UCSMTool.py , M RFI7R :

MacBook-Pro:~ gakumari$ cd Downloads
MacBook-Pro:Downloads gakumari$ cd ucsm_health_check-master/

MacBook-Pro:ucsm_health_check-master gakumari$ /usr/local/bin/python3 UCSMTool.py

ST, 7.5 AUCSME R X HF XX FrERI X4 R |, ARG %R desired optioniz TR 2R,
1. UCSMiEZ TR &

2. AREIRE


https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

MacBook-Pro:ucsm_health_check-master gakumari$ /usr/local/bin/python3 UCSMTool.py
UCS MU Tool 1.1

Enter the UCSM file path: /Users/gakumari/Downloads/UCSM.tar

Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check
Enter your choice (1/2): 1

Log Extraction: [##EEHEEHHEEHERHHEEAHH] COMPLETED

T EBRITI R /RS
FUCSMIETRIR B ERITHIR E

iX 48 2 B UCSM-Healthchecktool 4T

UCSM HASRERIRA « ERXREEERAVERRES

PMON#FIRZ : £/RCisco UCS Managerd Fr & B F2 HPIR A

XNHREEH  EREHR.

K& /var/sysmgrK/NAIE : 8 &/var/sysmgrfE A 1E R

KE/vartmp K/NEIER : RE/var/ tmpEAER,.

6296 EEFBHRELEN , BHEITHRESR | RIEZRERFEERER R HEBHETIRS

FERENCERENTERENTERENTERENHE | IRUCS Managerf BEA=ER
FERENCERENER  WHATHRE

i FBackup Available : BIFUCS Managerd 2 58 &%,
FEAREPRE . REFARREIHIER.

SafeshutfB R A ZREBEZEEFIEE  BEIRIIFIEREREBRARRERREERFEE
shafeshutfi R 5 3%,

Cisco UCS Managerhx4<4.xF EFFAEH . & Cisco UCS Manager 4. xiR AP 2EEEFAN
B4,

EMATFIAXRELERANEFHAEH : #£Cisco UCS Manager 3xMAFREREEETMEHEH
A1 14

KEB200M4REM TZHMRAID12GFRMEMBZ) : REB200M4RFFHREETEE
MRAID12G RAID#ZHIg&F 55

He

=



UCSM 3B ARSI BERLS BT H RKIMEE : BIEUCS ManagerH Bl B #Y BBIR K,
bootflashiR A M ERBF 121977 : K &EbootflashRF R B F .

KEhttpd EMRFRINZARNRELERES : REREMER T BRIABHAR,
FINFIEEFTTANXHRERS-NHRGERES | BEHE  REXHRRHE R
KE4.04b)RFEENLTERBLEBESASEFIZE | RIEEVEHRAMSASY BSR4

RECRIIBEHARRERFEBRITEMTRSHFRE = PNURERGA : e2RIERSH[ESR
HMRA , i ESRTER LR,

REFEAIQLSEFFANUCSMEARIIE : RIIREFAURREFHEESHRIEFESE,
AHEEREFHRIELAN  RENBEFIRSEENSHRIESE , HRIEERA,
UCSMFIUCSH L Z BIWE (TR E | BIFUCSManager & BE1EUCS A M

LANFISANSIBIA : ®EEEHF M lan/san pinningBl & , 22 H & REE AR EIMERIMWIES) 2 Bk
BHE

KEUCSMHFEMNEIRES | RIUEUCS ManageriBiF R B FEEAHERED,
IOMZITIRAKE : REIORRNEBEEKZITIRR.

UCSMAR AR O XHRE : RIFE60RAZEKRE 7 MO .
PEL2EERESR  EEREESBL2NBRT  RIEREFEEMEESIR.
VIC 140016400858 Hah & : RERBFHEIRMBIVIER

EEHEFBELE2304 IOMMTTEEF EFNEE : RIEXRERERNOERESHAERERE
AR MAE R —Z,

DMEZTIRARE | RIFHIEEE 5|2 (DME)BIEENEITIRR.
FILZEOSANFlogitENKE | RiFZEOMFlogixiFENHE

BEHFIVEMTURE : BEMTUEE.

UCSMI B 4w = Rl

afrahmad@AFRAHMAD-M-C3RS ucsm_health_check-master $ python UCSMTool.py

UCS Health Check Tool 1.1
Enter the UCSM file path: /Users/afrahmad/Desktop/20190328180425_fabric-5410-1k08_UCSM.tar
Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check
Enter your choice (1/2): 2



Enter the UCS Target Version [Ex:4.1(1x)]: 4.2(1l1i)
Log Extraction: [##########H##############] COMPLETED
UCSM Version: 3.2(3h)A

Target Version: 4.2(11)

Upgrade Path: 3.2(3) ==> 4.2(11i)

Summary Result:

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| STNo | Name | Status | Comments
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 1 | UCSM HA Cluster State | PASS |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 2 | PMON Process State | PASS |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 3 | File System Mount | PASS

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 4 | Check for /var/sysmgr size issue | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 5 | Check for /var/tmp size issue | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 6 | 6296 FI unresponsive after power cycle, HW revision update | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 7 | Faults with Severity Major or Severity Critical | Found | Review the fa
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 8 | Check Backup Available | No Backup | Please ensure
| | | | Refer this 1i
| | | | http://go2.ci
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 9 | Keyring Cert Check | PASS |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 10 | Safeshut Workaround Needed or Not | Not Needed |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 11 | Deprecated Hardware in Cisco UCS Manager Release 4.x | Found | Review the re
| | | | Refer this 1i
| | | | http://go2.ci
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 12 | Deprecated HW found for 3.1.x onwards | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 13 | Check for B200M4 reboot due to blank MRAID12G fields | Found | Contact TAC
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 14 | UCSM 3.1 Change in max power allocation causes blade discovery | Not Found |

| | failure |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 15 | Existence of bootflash corruption fault code F1219 | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 16 | Check for httpd fail to start when default keyring is deleted | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 17 | 3rd GEN FIs has unclean file system states-"Filesystem state: | Not Found |

| | clean with errors" | |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 18 | Check for Server Auto-Install to 4.0(4b) Fails to Activate SAS | Not Found |

| | Controller | |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 19 | Check for C-Series firmware upgrade stays long in process | Not Found |

| | "perform inventory of server" PNU 0OS Inventory | |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 20 | Check UCSM Authentication Domain using a Period or Hyphen | Not Found |



e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 21 | Local or fallback Authentication failure | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 22 | Health check between UCSM and UCS central | Not Found | UCS Manager i
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 23 | LAN and SAN Pin Groups | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 24 | Checking Pending Activities Present in UCSM | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 25 | Health Check for IOM | PASS |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 26 | Core Files available in UCSM Check | Not Found | No core files
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 27 | Disjoint L2 potential misconfiguration | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 28 | VIC 1400 and 6400 Link Flap Issue | Not Found |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 29 | Check 2304 IOMs disconnect and re-connect during firmware update | Not Found |

| | step | |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 30 | Number of Interface up and Flogi Matching on FI | --- | Primary:

| | | |  FC Port Tru
| | | | Eth up Port
| | | |  Flogi Count
| | | | Secondary:

| | | |  FC Port Tru
| | | | Eth up Port
| | | | Flogi Count
e ittt D Fommmmmmm - Fommmmmmmmmmmm -
| 31 | Jumbo or Standard MTU Check | NOT_FOUND |

e ittt D Fommmmmmm - Fommmmmmmmmmmm -

Faults with Severity Major:

F0207: Adapter ether host interface 3/3/1/2 Tink state: down

F0207: Adapter ether host interface 3/3/1/4 Tink state: down

F0207: Adapter ether host interface 3/3/1/3 Tink state: down

F0283: ether VIF 1153 on server 3 / 3 of switch B down, reason: Admin config change
FO0479: Virtual interface 1153 1link state is down

We would recommend Customers should complete the below prior to an upgrade:
Review firmware release notes

Review compatibility

Upload required images

Generate/Review UCSM show tech

. Determine vulnerable upgrade bugs and complete pro-active workaround

. Verify FI HA and UCSM PMON status

. Generate all configuration and full state backups (right before upgrade)
. Verify data path is ready (right before upgrade)

. DisabTle call home (right before upgrade)

= >SQ -h® QN T W

NOTE:
a. ATl reports and logs will be saved in the same location from where the script was executed.
b. Please visit the Summary Report/ Main Report to view all the Major and Critical Fault alerts.

T TERE-RELR

- ZTERAFMITEUCSRE LIZITF I THRE,
- MRTEZTOKHEMBEM AP ERPASS/NOT FOUND, UCSREEA THIAKITHIIE



BE,

« MRIEFAIL/FOUND $ITRELEREWRARKINZIT , WA LAFEACLIGES (bl ) 5t
UCSRA/RMEMERNITEM AT FHHITHREMERNRE,

s WIBFRREEMIB/F/FREROES , AUEZIBIUEEHARSET EN 2 EFTUCSK
TRAERMARIERR.

£ Br  BRUCSHRERFEMEFRRRE BERTACTEREES. BRNCKESXH
B (BTN B RRS ) BARAERRARS . NESEENERS  BSONEEE
P EBAEE K.

CLIT S

B RIRERF EBRRISSH :

# show cluster extended-state, verify HA status is ready.

# connect Tlocal-mgmt ; # show pmon state, Verify the services are in running status.

# connect nxos ; # show system internal flash, Verify free size in /var/sysmgr and /var/tmp

# connect nxos ; # show module, verify HW revision number for 6296 fabric interconnects.

# show fault detail | include F1219, verify this fault code for bootflash corruption

# show iom health status, displays health of IOM

# show server status, verify the status of server.

# scope monitoring; # scope sysdebug; # show cores , verify if there are any core files.

# scope security; # scope keyring default; #show detail, verify details for default keyring, expiry et
# connect nxos; # show int br | grep -v down | wc -1, verify the number of active Ethernet interfaces.
# scope security; # show authentication, review the authentication type.

# connect nxos; # show flogi database, review the flogi database.
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