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N1K LR PREPVLAN , E#i8& ERBEZEO
UCSHEELE

LR A E

FLiENTK

H PE HEBR

N1K EBFREPVLAN , N1K E 178w O BL & 4 BB 2% O
UCSHEVELE

LE R A E

FLEN1K

8BS Bk BR

N1K LK+ XPVLAN , N1K E{T8ER IR OB E X L HHEZEO
8BS Bk BR
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BEMEE,
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ER
Cisco BB THLUTEE :

- UCS
. Cisco Nexus 1000 V(N1K)
- VMware

. 2R (L2)3
SER At

RIS BR T4 E AV M BE AR A

AXEFNEEHRETREXRERETNREFREN . ANHEPERANAARERAERAR
h(MIA) RE. MREEANREXINGE , BTHALEL T HMAGSHREERE,

HREER
Bip

T HVLANEE BN 5E—% AVLANT /) Efbim O #TL2MRERMVLAN, B FPVLANK RO S —4
BERANXEVLANKE: | XEVLANA T RIZPVLANG#,

BE=MREHN PVLAN w0 :

- BREWOSmERMPVLANIGOBE , RATSPVLANATRZBENIRA,
- BEEROEEER—PVLANFREMIFED (2FEE ) NTL2L29E (BFBAORA ) .
- #HEBATLLER —PVLANSR N EME O RERFEOBEE, L2  #XKisO5HEME X
FREPVLANIG ARG ORE, JB{UEEEIAEPHEA4swOFEZRKO,
1ESFRFC 5517.Cisco SystemsfZ FAVLAN: ZE P IRINEF N AT ELZ Sl , METH#
PVLANKYERIS, RIEMBLE,

UCSHHPVLANZE &

UCS5Nexus 5000/2000 #IEE L , E#HNexus 50005UCS 6100FINexus 200025l , 5UCS
21043 FEFE Y B B AR 1SL,

UCSHPVLANZIRERY ¥ % PR # 2 FINexus 5000/20003% 1 # #Y PR &l 5| &2 HY o
FELENERR :
- UCSIXFEREIR O, EANTKHA , BAILEA#RXVLAN , B8 A4 ME TN1KE,

- AXEFRFIm O/, X A/ RE P4k,
R OFEMTUCSEHS | Flan £l sBAL/ERAER N T HFN1K,

B #R


http://tools.ietf.org/html/rfc5517
http://tools.ietf.org/html/rfc5517

AN BEFATFTUCSHPVLANK LM AEEE :

1. P& EEBEBERIHEONBEEPVLAN,

2. NIKEBBREPVLAN , Lg% LHBEZEO

3. NIKEWFEEPVLAN , N1K L 1T858 ii% Elﬁﬂ%jcﬁttﬂ’m““

4. NTKEH#HXPVLAN , NTK BT8R im QBB X4 ERRZ: IR O
5. VMware % 1 3\ EE L R #HL(DVS)B & i% O LB EPVLAN,

6. VMware DVSX##1DVS EE& i O LA+ XPVLAN,
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Lnstream
Rouler

4300 S'l'.lI[L:"‘l

.ﬁ

Shmas Sk

Iy
|
Stz
"T'" '
\

1%
""I.c' WIS
S ToEss B - y
1 -~/ [
, g g o
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vSwitch L BIPVLAN: Liffig & £ EHEZRE ONREEPVLAN

EREES , LRFPVLANREBZUCSZEE EiFRERIKO, BT FaEER—IVNIC LR AR
EIVLANﬂEﬁﬂbVLAN RS NPVLANBI BN T HEEE—NVNIC , BUERIPVLANRE.

UCSH Ry &
AR B MABIEEVLANFEFFEEVLAN,
R ARHIEA266EREE |, 1664 R RE ; VLAN IDEEREE.

1. BRIBEVLAN |, FEEEERNHRZER | Him AVLAN ID 266:



2l Filter | = Export |% Prink

Mame 1D Twpe Transpart Mative YLAMN Sharin E
166 166 Lan Ether Mo Isolated .

2. E0IEREVLAN , B EREHENLZERE | % AVLAN ID 166 , REIEFEVLAN
266(266)1F 3 EVLAN:

NWLAN 266 (266, -




3. EFVLANSINZIVNIC |, B# HVLAN 166HEHREIRIE | RE B HRBAEIEVLANE k%4

o

om0}

Modify VLANs ©

MNarne Makive WLAMN

default

12353

1234

124

126

166

2E6

T

Theaudre 177
Tbeaudre 277
Theaudre 377
Yan_ 51

ellellelleellelClellele]le]le]

L
o
1 T

’ oK ” Cancel ]

HRMBEVLAN |, HIUNHIRE N EVLAN , FESAMNNICREEE —1. HTARIEVLANTE L
RE S, B iEZEVMwareis 048 it BVLANFRIE o

L NkRE

X L5 25 R BA AN L B Nexus 5K , FFPVLANR & B8 & i O PR E 89 L iiF4900 4L, B ARHIERT
EUENERLRE , BESTEL S — B8 RRYZEPVLANG | BEEMALEE.

ENexus 5KE , AT oS , HRE L THEREE :

1. $TFFPVLANIHEE :

Nexus5000-5(config)# feature private-vlan

2. FVLANZR N EVLANF FRE VLAN:

Nexus5000-5(config)# vlan 166
Nexus5000-5(config-vlan)# private-vlan isolated



Nexus5000-5(config-vlan)# vlan 266
Nexus5000-5(config-vlan)# private-vlan primary

3. fFVLAN 266 5fm&E VLAN 166K<Ex :

Nexus5000-5(config-vlan)# private-vlan association 166

4. BREEFA LTEER AP 4VLAN:

$# O Ethernet1/13#2 54900#93E #switchport mode trunkspeed 10003% A Ethernet1/3# iR &
FIBi# 0 5893 #Zswitchport mode trunkspeed 10003 O Ethernet /4388 S FIANK O 549 13
switchport mode trunkspeed 1000

E4900 L , MITA TSR , HIREERK A, PVLANTERZRE AL R,

1. BRI EEITFPVLANIIAE,
2. BB Nexus 5K LRV ERIZE HRBXVLAN,

3. 4900 MA M E Dm0 EAIEBIRZFIm O, MItF LR , EAHGIH |, VLAN 266 LA LLF Rk B
VLAN 166H9#iE4a,

Switch(config-if) #switchport mode trunk
switchport private-vlan mapping 266 166
switchport mode private-vlan promiscuous

£ LB MR L, NAVLAN 266012 F#0O, FEKH , EREURTEEANNEEE !

1. interface GigabitEthernet0/1.1
2. encapsulation dot1Q 266
3. ip address 209.165.200.225 255.255.255.224

PR HERR
L F R BMANHEE,

1. BB AR LEEXRALELEO(SVI) , XEFER AT LMPVLAN ping SVI:

(config)# interface vlan 266

(config-if)# ip address 209.165.200.225 255.255.255.224
(config-if)# private-vlan mapping 166

(config-if)# no shut

2. REMACHIE R  MEBEMACHEIMNE, EAMEXRERN L , MACRMZ FREVLANA | B
EEFEREZREONREN LRI, FERBRRBY L |, FHEEMACHK T EVLANA,

EXRMREREEE E | MACHE31E0050.56bd. 7beffE Veth1491 L3R 41



£ 1417154200 - PuTTY - - | e

F3d40-31-59-1-B(nxo=s) # show mac address-table -
-_.n_'l._i'_' rcl:

* — primary entry, ¢ - Gateway MAC, (R) - Routed HMAC, O - Owverlay HMAC

age — seconds since last seen,+ - primacy entry using vPC Peer-Link

MAC Address Tvpe Secure NTFY

dynamic
dynamic
dynarmic
Ay a1
dynamic
dyhamic
dynamic
static

dynatic
acacic

dyvnamic
dynhamic
dynamic

Echi/1/9
Echl/1/9

1ENexus 5K £ , MAC#h11E0050.56bd.7bef{EEth1/4 £ 3REX :

E?' F340-11-12-COMM.cisco.com - PuTTY

The copyrights to certaln works contained in this software are
owned by other third parties and used and distributed under
licenze. Certain componentcs of this software are licensed under
che GHNU Genersal Public Licenss GPL) wversion Z.0 or the GNU
Lezser General Public License (LGPL) Version 2.1. A copy of each
such license is avallasble at
http://uuv.opensource . org/ licengses/gqpl-2.0. php and
http://wuw.opensource.org/ licenses lgpl-2.1.php
F340.11.13-Nexus5000-5¢ =show mac
mac mac=1list
F340.11.13-Nexus5000-5# show mac
mas mas—-1ist
F340.11. 13=NexusS000=5# show mac address-table
Legend:
primary encry, o - Gacveway MAC, [(R) Fourced MALC, O rrer lay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
VL LN HAC Address Type age Secure MNTFY Ports
: | | P |

ZB6 0050, 56aa. 0ans3 dynamic 260 F Ethls3

266 0050, 56hd, 536 dynstnic 10 F Ethl/4

166 000z .29d2 . 495a dynarmic 160 ; Ethl/4

1566 0050, 56bd ., 6£d2 dynstnic 100 F Ethil/3
T 166 o050, 56hd . Thet dynatnic & F i Ecthl/4
F340.11.13<NexussS000=5# I

£49003 4l £ , MACHb1E0050.56bd.7beffE GigabitEthernet1/1 L3R A :




Unicast Entries

wilan mac & . C
B T S

Hulticast Entrie:

wlan mac

T T

185 frff.fE£51F. £ - Gil/

—-Hore-- I

FEEED , LEEVLANRHWRELEMERE , @EILXEH@OOBEEWLJ:E’J;‘E%ﬁﬁD'%Eﬂﬂ%\
SEE. —MIERMAEETTRE, EAMFP , BEANRVMware M & £,

BEidE , E/MPVLANATFER —NVNIC, iXLVNICE R4 VMware vSphere ESXi , ARG & A6
BimOAHILFFHREXLERAOLA,

MBEHANRZFMEE - LHWE—%O4A , WelaXEERE , BN EEE
vSwitchZA& it R, EWURGEH , BRI E , ENTTHRERAEEN.

EE-—INREL , QIZTRAMNTENROL — — N 166 , 5 —PMH7166A, B INICHIEES
BEANIC , ZNICEEEUCSHREEVLANF, SuigMrOARE— Mg, EXMBERT , BT
ESXi WX LERZFRDITH , Rt e ERERE,



Standard Swikch: wSwitcho Remove... Properties..,

Virtual Machine Port Group Physical Adapters
L1177 -n—. B vronicl 10000 Fol G4

[l |1 wirkual machine(s) | YLAMN ID: 177
YiZenter

g @

¢

Virtual Machine Port Group
LI WM Mebworl,

Vhkemel Port
LA wMkernel

wrnkO @ 14,17.177.11 | YLAN ID: 177
fed0::225:b5FF:Fe51:9a4d

g

g

Standard Swikch: wSwitchl Remove...  Froperties...
Virtual Machine Port Grouy Physical &dapters
L 266 p Q_-D—: B3 ynicd 10000 Ful =
YLAM ID: 266
Virtual Machine Port Group
3 166 2B
[ |2 wirtual machine(s)
W1 B
YiZenter Eﬂ{
Skandard Swikch: wSwitchz Remave... Properties...
Virtual Machine Port Group Physical &dapters
L3 WMation @ Ef vmnic3 10000 Full G2
YLAM ID: 366 E# vronic2 10000 Fuoll G
Skandard Swikch: wSwitch3 Remave... Properties...
Virtual Machine Port Group Physical &dapters
[ 1664 @ E@ vmnics 10000 Full  G3
= 1 virtual machine(s)
WMZ i

EEZAMRGEL , RE-NMROEMN166, KIAAFERNMEE, EHEEF , VM3TVM4H
DMEBE , MEEFTHFEREINER. BEEERFASR , £FENREVLANFHENELAL
(VM)ECE—“NIC , RAERIEEZETZWNICH RO, BETUKEER , AF—IMHERAROA
o XARRBRHWindowsZEMFE , BN EREXLE/Z vSwitcho



Standard Switch: wSwitcho Remove... Properties..,

Virtual Machine Part Group Physical Adapters
L1177 n ER vwronicl  stand by .

WLAM ID: 177

Vrkermeal Por
LA WMkernel ﬂ ' S

winkl @ 14,17.177.14 | VLAN ID: 177

Standard Swikch: wSwitchl Remove... Properties...
Virtual Machine Part Group Physical Adapters

L 266 @_1_1 o B vonicS 10000 Full | G2

YLAN ID: 266 o B vronic4 10000 Foll  C3

Virtual Machine Part Group

i 166 @ ¢

=1 |2 wirtual machinels)

wriid HE
VM3 s
Standard Switch: wSwitchz Remaove... FProperties...

Virtual Machine Port Group Physical &dapters
L wmokion i a BF vronic3 10000 Fuoll G
YLAMN ID: 366 a Bf vronic2 10000 Fuoll G

N1K LA EEPVLAN , EiFiR& EABZ RO

EUWEES , BFPVLANFEEBIENIK , ABUCSEM B ERMNERKO, ATFFERER—1
vNIC L E 8t &% EVLANFH BIVLAN |, Bt S PVLAN LT8R EE —ANVNICH BEE BPVLANR

B,
UCSH /Y &
AR R an a0 2 EVLANRE MR E VLAN,

EE  KNRPIERA266ENEE , 166/FNFRE ; VLAN IDHIERHEE,

1. EQIEZEVLAN , FREHFTHENHEZXR .



2l Filter | = Export |% Prink

Mame 1D Twpe Transpart Mative YLAM Sharin|F

-
]

166 |1E.E. |Lan Ether Mo Isolated ~

2. ECIEBEVLAN | TR TREENRLZHRR .

MLAM 266 (266 -




3. EFVLANZRIZEIVNIC , BEH EHVLAN 166H)SelectEi£ME, VLAN 166%H 1% F Native
VLAN,

Modify VLANs

~¥WLANS
Select Marne Mative YLAN e=)

[T |defaul i =

- |iz3s 'S

r 1234 i

- 124 i

26 i

W 166 i

r 266 i

- TiT i T

[T |Theaudre_177 i

[T |Theaudrs_=77 i

[T |Tbeaudre_377 i

[ Man 51 i - |
E3 create wian

(0] 4 Cancel |

FRMFEEVLAN |, TR HIEB N AMEVLAN |, A BEEAPVNICREEA —1, BHTAMEVLANK
EHAEN , EFRIENTIK EHZAIEVLAN, VMware DVSH R 2 AR 12 ANIEVLANY 4 I
, AtEDVSA X i1t % I

L& R R

X L85 R U BA A B B Nexus 5K , BAERIPVLANAE % BB Z i O FRE /Y L F49003 . R AR
FABHREHFELEE , BESIETE S —aXRIMEZEPVLANG |, FEALEE,

ENexus 5KE , @I AT &S , HRELTHEREE

1. $TFFPVLANTZIRE :

Nexus5000-5(config)# feature private-vlan

2. FVLANZ N EVLANH FRE VLAN:

Nexus5000-5(config)# vlan 166
Nexus5000-5(config-vlan)# private-vlan isolated



Nexus5000-5(config-vlan)# vlan 266
Nexus5000-5(config-vlan)# private-vlan primary

3. fFVLAN 266 5fm&E VLAN 166K<Ex :

Nexus5000-5(config-vlan)# private-vlan association 166

4. BREEFA LTEER AP 4VLAN:

$# O Ethernet1/13#2 54900#93E #switchport mode trunkspeed 10003% A Ethernet1/3# iR &
FIBi# 0 5893 #Zswitchport mode trunkspeed 10003 O Ethernet /4388 S FIANK O 549 13
switchport mode trunkspeed 1000

E4900 L , MITA TSR , HIREERK A, PVLANTERZRE AL R,

1. RIBFFEITFFPVLANIIEE,

2. BB Nexus 5K LAY IRE R H R BXVLAN,

3. FE4900 MM E Oiw O ERIER RO, MILIFEE , EARFIH , VLAN 266 L AT AEEIR B
VLAN 16609 5B 2.

Switch(config-if) #switchport mode trunk
switchport private-vlan mapping 266 166
switchport mode private-vlan promiscuous

£ LB MR L, NAVLAN 266012 F#0O, FEKH , EREURTEEANNEEE !

1. interface GigabitEthernet0/1.1
2. encapsulation dot1Q 266
3. ip address 209.165.200.225 255.255.255.224

BcEN1K

LR fR IAPRINTKEL BN AR R4 | T A RPVLANF4E,
1. # R Nexus SK ERIRFEBIZFHRERVLAN, BXEAREE , B2 L HFRZINEELS
2. APVLANR & 63 1788w QB & XA+

Switch(config) #port-profile type ethernet pvlan_uplink
Switch(config-port-prof)# vmware port-group

Switch (

Switch(config-port-prof)# switchport trunk allowed vlan 166,266

config-port-prof)# switchport mode trunk

Switch(config-port-prof)# switchport trunk native vlan 266 <-- This is necessary to handle
traffic coming back from the promiscuous port.

Switch(config-port-prof)# channel-group auto mode on mac-pinning

Switch(config-port-prof)# no shut

Switch(config-port-prof)# state enabled

3. AFREVLANGIZR O A ; AEVLANFBEVLANGIZ BB EHREKMPVLANE IR O

Switch(config)# port-profile type vethernet pvlan_guest
Switch(config-port-prof)# vmware port-group

Switch(config-port-prof)# switchport mode private-vlan host
Switch(config-port-prof)# switchport private-vlan host-association 266 166
Switch(config-port-prof)# no shut



Switch(config-port-prof)# state enabled
4. fEvCenterd | FFIEBAVNICHMBIPVLAN L1748, XREEUCSIREFWEE T HRE
VLANZ N EIAVNIC,

D BB vmnic3 -- Wiewy Details, ., Select an uplink pork gr...
EE vmnicd prlan Wiewy Details, ., prlan_uplink,
D BB vmnicS -- Wiewy Details, ., Select an uplink pork gr...

5. FVMARINE EHEHNKAA !

f£“Hardware ( T84 ) &M+ , 2 d“Network adapter 1(R & EE881)". FE“Network
Connection : " , J1“Network" X 1% $Z pvlan_guest(pvlan).

p —
(3) VM1 - Virtual Machine Properties . =88] & |
Hardware |optinng I Resorces ] Profiles ] vEErYICES ] Yirtual Machine Version: 8
Device Status
[ Show & Devices Add.., | Remove W Connected
Hardware SUmmary ¥ Connect st power on
I 4096 MB
g C::uw . Adapter Type
=
I;I Yideo card video card Current adapber: S
= ¥YMCI device Restricted S _
MaC Address
) SCslcontraler 0 L51 Lagic 545
] ] ) 00:0c:29:be:58:9¢
= Harddisk 1 Virtual Disk
£y cCo/ovD drive 1 [datastorel] en_windo, .. = ; o
B Network adapber 1 pvlan_oguest (pvlan), Po...
2l Floppy drive 1 Client Device DirectPath 1fO

Status: Mot supported D

rebwork Connection

Metwork label:

prelan_quesk (pulan) ;|
Part: 32

Swakch to advanced setbings

Help Ok Cancel |

"'J’J

A B B BR
L E RN E AN REE,

1. XSmO A P E B H ARG SRR IR O LR B SR UE IR B AT pingRfE. WERT BRI
O RBERAITpingRER ZER , MAFREEVLANF I E MR ZMITping R 4ER 1Z K K.




[or. Administrator: C:\Windows\system32\cmd.exe

Pinging 14.17.166.62 with hUTE“ of data:

Reply from 14.17.166.58: on host wnreachable.
Reply from 14.1%7. 58: hozt wunreachable .
Reply from 14.17.166.58: D -tinntlnn host wnreachable.
Reply from 14.17.166.58: Destination host unreachable.

Ping stati ice for 14.17.166.62:
Packe snt = 4, Received = 4, Lozt = B (Bx loss>.,

C:xlsers~Administrator>ping 14.17.166 .62

Ruplu from 14 17. le.SU‘ E nﬂflnn st wnreachahle.
Reply from 14.17.166_.58: ination unreachable .
Reply from 14.17.166.58: Destination unreachable.
Reply from 14.17.166.58: Destination host wnreachable.

cz for 14.17.166.62:
Sent = 4, Received = 4, Lozt = B (B¢ los

CaslserssAdministrator?ping 14.17.166 .62

Reply from i y - 2
Reply from 1< > 2 timedims TTL F
Reply from hyt 2 time<ims TTL= .4'55
Reply from hytes=32 time<{ims TTL=255

4, Lost = 8 (Bx loss).
prrurlmatL ruund TFLP til in milli onds =
Minimum = Bms, Maximum = Z2ms. Average = Bns

C:sllserssAdministrator>ping 14.17.166 .51

Pinging 14.17.166.51 with 32 bytes of data:
from 14.17.166 .58: tination h unreachable .
from 14.17. Destination unreachable.
from 14.17.166. ination unreachable .
from 14.17.166.58: Destination host unreachahle.

statis ; for 14.17.166.51:
Packet: B = 4, Received = 4, Lost = B {(Bx loss),

CisUserssAdministrator >

. EN1TKE |, VMBIFEEVLANLE ; XREARFEN T EPVLANKEHPVLANEN R AF, BT
VMM ZEI A ﬁTlﬁﬁTEEUCS%»uLHPVLANiﬁEﬁ2|K1IEVLAN0 BEEE ,.,\}}uf.'ﬁlil
ﬁL&jtiﬁiﬁﬁ y #Et/ﬁlﬁ%ﬂ_ﬂlEEVLANt%go M JE —J-Jttjlj_lfTﬁg\A- /\\\ f J\z-‘- =
B EVLANYE R PVLAN L 1T858 E R ARIEVLANK R K,

HEEFREET , Veth3MVeth 4 LW ARERVM, Pol LMIR%E 2L R Rim O/ Lk
FH8%o




pwlan# show mwac address-table

STLATT HAC Address Type
' }
ooz .3d10. k102 atatic
0ooz . 3dZ0.Bb100 STaclic
000z .3d30. 102 static
ao0dz . 3440, 0002 atatic
aoos . 3dad. bloo Static
000z .3d20.kbl10z static
000z . 3d40. 0102 static
Qos0. S26d6 . 4ced atacic
0050.5686.7787 static
000z .3d40.2100 dynataic
000 . 29c2 .dlba dynatnic

L

Internal
Incernal
Internal

L3 L) G

Internal
Internal
Intcernal
Internal

woooDo oo ooo

) L) G0 Ll D) O] )

o050, 5686.30o0 dynsrmic
0050.56hbc.S5eea dyneagnic
O0ED.S56bo . 7Ea1d dynarnic
000z .2996.9ald STAatl1c
000z, 29hc . 589 static
0012 .8032.86a9

L) 03 )

2

.EUCSRE L |, BRZFIRBEVLANFHFIAMAC , LUERTIER., EFMERLES L

3]

/

F340-31-2-1-B(nxos) # show mac address-table

Legend:
pEimary entry, G = Gateway MAC, (R) = Routed MAC, O = Overlay MAC
- Seconds since last Seen,+ - primary entry using vPC Peer-Link
HAC Address Type =

gode . £2996.9al1d cdynamic ] r F WVechld439l
000z . 290c. 5859 dynstnic 2 F F Wethld49ol
AdZs5.b5581.991e SErTaclc r F Wechld9l

F340,11. 13=Nexus5000=5F show mac address-table

Legend:
primary entry, o - Gaceway MAC, (R) - Routed MAC, O - Cwrerlay MAC
- geconds since last 3een,+ — primary encry wsing wPC Peer-Link
HALC Address aecure NTFY Portcs

001: .28032 .5689 dynsmic
000 . 2996 . 9a1d dynamic | I F Ethi/ 4
000 , 2900, 589 dynamic 1 ; F Ethl/4

 ERZIm O N4900R MR L |, FFERBETEVLANL :

nicast Entries
vlan
e
000c.2996.
000c.25bc.
oo1z.8032.

ip,ipx,ass3igned,other GigabitEchernetl
ip, ipx,assigned,other GigabitEthernetl
ip, ipX,assigned, other GigabitEthernetl

[an o, A n]

Mulcicast Entries
mac address

Q100 0occ .. cooe system il !

ffff. ffff. £££5 gystem Gil/1

fIff. ffff. LT system Gil/1,Gil




NIK LR B PVLAN , N1IK LT8R iR O BB X4 LHARERO

EREES , ENEBELBHEANEVLAN , AT ZEEINTKHPVLANTR £,
UCSHKE &
RN BOAFEVLANFMEIVNIC, TEPVLANEE , BHERFEEEVLAN,
AR ARGIFER266EAEE , 166/ FEE ; VLAN IDHLRBEE,
1. EEE , HZXKE HNone,

s =hLan o A coud + = vians + =] vLe 266 (266)

[ Genetal | org peemissions | ¥Lan Group Memsasshis | i [ Evertsl

2. BHVLAN 266HySelectE1E4E , FEVLANSIBIVNIC, FEFHIRE WA,



Modify VLANSs

Marne Matkive YLAN

default
1233
1234
124
126
166

0
[
0
[
0
[

TiT
Theaudre 177
Theaudre_z277
Theaudre_377
YWlan_51

1

Create VLAN

’ oK ” Cancel

LNk R

XESREAMARE LFRE. EXHRRT , EERGNAIAFTEPHimO , MEIAFHH
VLAN 266 , R E R L& ZaHE—VLAN,

ENexus 5KE , ALUT oGS , HRELITHREE -

1. FFVLANZ A0 EVLAN:

Nexus5000-5(config-vlan)# vlan 266

2. BRELEFTE LT AP VLAN:

$# O Ethernet1/13 iR 5490019 3% #2switchport mode trunkspeed 100032 M Ethernet1/3#iR 5
FIBiw O 589 iE #Zswitchport mode trunkspeed 100032 A Ethernet1/4$R 5FIAL% O 58 % 3
switchport mode trunkspeed 1000

FA4900RBH L , ITUT IR -

1. ENTK L BIZ A EEVLAN,
2. PO P ATI4900 AL MMA900 L Ap 4k | BUEVLANEE
LB mER L {XIVLAN 266012 70O, FRs , ERMRTEEANMEERE.



1. interface GigabitEthernet0/1.1
2. encapsulation dot1Q 266
3. ip address 209.165.200.225 255.255.255.224

BLEN1K

AERNMBUWARENK,

1. I FHREXVLAN:

Switch(config)# vlan 166
Switch(config-vlan)# private-vlan isolated
Switch vlian 266

config-vlan)#
Switch(config-vlan)# private-vlan primary
)

(
(
(
(

Switch(config-vlan)# private-vlan association 166

2. APVLANRE 82 T8 im DB BN , FHIEHESRIRA

Switch(config) #port-profile type ethernet pvlan_uplink

Switch(config-port-prof)# vmware port-group

Switch(config-port-prof)# switchport mode private-vlan trunk promiscuous
Switch(config-port-prof)# switchport private-vlan trunk allowed vlan 266 <-- Only need to
allow the primary VLAN

Switch(config-port-prof)# switchport private-vlan mapping trunk 266 166 <-- The VLANS must
be mapped at this point

Switch(config-port-prof)# channel-group auto mode on mac-pinning

Switch(config-port-prof)# no shut

Switch(config-port-prof)# state enabled

3. AREVLANEIZR A ; N EVLANMFIRE VLANGZE BB EHRERIPVLANE LK A

Switch(config)# port-profile type vethernet pvlan_guest
Switch(config-port-prof)# vmware port-group

Switch(config-port-prof)# switchport mode private-vlan host
Switch(config-port-prof)# switchport private-vlan host-association 266 166
Switch(config-port-prof)# no shut

Switch(config-port-prof)# state enabled

4. #EvCenter® |, FFEBHIVNICHIMEIPVLAN L1T8E, XREBHEUCSKREFNEE THREE
VLAN?@bHEUE@VNlCo

D BB vmnic3 -- Wiewy Details, ., Select an uplink pork gr...
u' WITIIC prvlan iew Details, . pvlan_oplin

[ icd | Wiew Detail I lirk.

e vmnics -- Wigw Details, . Select an uplink port gr...

5. FVMAINZEIEAREA4E,

f£“Hardware ( B4 ) &I+ , B iH“Network adapter 1(PEEBIER1)". £ “Network
Connection”  , 71“Network #x & i% #pvlan_guest(pvian).



' h'
(&) VM1 - Virtual Machine Properties m ﬂi]
Hardware |Dptu:ns | Resources | Profiles | vservices | virtual Machine Version: 8

— Device Status
I Show &1 Devicas add.. | Remove | 7 Conneched
FETOETE T Summary | [V Connect st pawer on
#l  Memary 41096 MB — adapter Type
[ crus 1
Yideo card Yideo card ELTE R da e S
= ¥YMCI device Restricted MAC Addrese
. -
O 5CSIcontroller 0 L5 Logic 545 ||:||:| T
HIL s Hm st e
= Harddisk 1 Yirtual Dish
By CojovD drive 1 [dataskorel] en_sindo. .. F  Automatic ' Marua
B Network adapber 1 pvlan_guest (pvlan), Po... |
o2l Floppy drive 1 Client Device DirectPath 1fO
Status: Mot supported )
— Metwork Connection
Metwark babel:
pvlan_guest (pvlan) ﬂ
Port: 32
Svakch bo advanced setbings
Help o Cancel |
A
L A

[l SNz UR G RN T

1. NimAAPEENHMREUNEZRR O LA ERARREMIRZNITping#RE. WETEI R
AMIRZBHATPIngRIER ZB N , M FREEVLANF I E iR &M ITpingR R Z KM,



H =) Administrator: C:\Windows\system32\cmd.exe

CaslszerssAdministrator>ping 14.17_ 166 .61

Pinging 14.17.166.61 with 32 bytes of data: )
M Reply from 14.17_166.61: hyt 2 time<ims TTL=25" :
Reply from 14.17.166.61: bytes=32 time<ims TTL 1

Ping statistics for 14.17.166.61:
i Packets: Sent = 2, Received = 2, Lost = B8 {8
Approximate round trip times in milli—seconds:
H1n1mum = Bms. Maximum = Bms. Average = Bms

UzerssAdninistrator?ping 14.17.166.51

11Pin-_‘;infj 14.17.166.51 with 32 hutaﬁ of data:
Reply from 14.17.166.58: Destination host wnreachable.
Reply from 14.17.166.58: Destination host wnreachahle.
MEeply from 14.17.166.58: Destination host unreachable.
Reply from 14.17.166.58: Destination host wnreachahbhle.

Ping statistics for 14.17.166.51:
Packetz: Sent = 4., Received = 4, Lozt = B {Bx lossz).

C:xUserssAdministratorr

2. EN1K L, VM§UT:T:EEVLAN.t X ENEMT EPVLANKERHPVLANE i O H, BiEE
=, BN® ¥ EiFir®g , FEEFRFBEEVLANLZETS,

EtRFEETF , Veth3MVeth 4 EWFH BIRZERVM, Pol LWiRZERET RS UG H R LR
Fo

of)# show mac add

Lhl0z static AT nternal Port
Lol00 s 3 1 E nternal Fort
1. b102 =stat ] [ v W Internal Fort

a2l Port

NCErns Fort

vwlan(config-—port—prof) &

3. EUCSR & L , BRZENTKLEFEAMNEVLANFEIREMAC , UMEHTHBE. BFNE
LAY Bk



=1, + — primary entry us

ag Jecure NTFY
dynatmic 140
dynamic 150

dynamic
dyhamic
cdyrstnic

Lo T o Y
m m m m m

O
[

xu=25000-5F show mac address-table

AT, (R Pouted MAC reer lay MAC
1,4+ — primar IEEY U Ts er-Link

5. 4900l £ , LUEEMIEVLANEWFRERARTN ¢

iI:I iI:I"‘..
'.LI_I A o
1P,

Multicms Ent

mac &

Switch#

N1KER#HXPVLAN , NMKEfTERIRORR X H ELFAERBRRIKRO

X 2F AUCSHI# X VLANKE — X S El B

EESENTKENREPVLIANRRENEEMR , AN1K LT8R IR O S XA 20 PiRiE R
v (o 4k X BRES 2 A Ry it — (X 3 RPVLANRYEL &

ot

ERENIK , BIEHFREKVLAN , BUEETENexus 5K_EFTAEY ABAE



Switch(config)# vlan 166
Switch(config-vlan)# private-vlan community
vlian 266

(
(
Switch(config-vlan) #
Switch(config-vlan)# private-vlan primary
( ) #

Switch (config-vlan private-vlan association 16

BRI ESNIKENREEPVLANAER , N1K L1745k i O fl B s 4k L B2 i O AR
EE , £l 5EES A TPVLANR VEthernetis OB B XN FF B R RIHLEE,

B HE R
SR E AN REE

1. MimAAPEENHMREUNEZR O ERNKARIEMIRZNITpingR1E, BEEZKO
MBI+ X B RS MY ping M 128 Mo

[on. Administrator: C\Windows\system32\cmd.exe

C:slzserssAdministrator>ping 14.17.166.61

Pinging 14.17.166.61 with 32 bytes of data:z
Reply from 14.17.166.61: byt 2 time=1mz TTL=255%
Reply from 14.17.1 bl:

Reply from 14.17.166.61: hytes

Reply fyrom 14.17.166.61: by

hytes

Ping statistics for 14.17.166.61:

Packets: Sent = 4, Received 4, Lost = 8 <(Bx loss)y.,
Approximate round trip times in milli-seconds:

Minimum = @ms, Haximum = ims,. Average = Bms

C:xllserssAdministrator?>ping 14.17.166 .51

Pinging 14.17.166 .51 with 32 butes of data:

Reply from 14.17.166.51: hyt 2 time<ims

Reply from 14.17.166.51: by 2 time<ilms TIT
Reply from 14.17.166.51: byt 2 time<{ims

Reply from 14.17.166.51: byt 32 time<ims TTL=128

Ping statistics for 14.17.166.51:
nt 4, Received = 4, Lost = 8 (@x loss).
Approximate round trip times in milli-seconds:
Minimum Bms . Maximum Bms . Average Bm=z

C:slserssAdministrators

2. A E S EHRE S R AE R PVLANAEE

VMware DVSE&# A LA FREPVLANFI# XPVLAN

B FDVSHMUCSR S B BRI & |, 1£2.2(20) AR 2 8 F X354 DVSHIUCSHIPVLAN,
IHF
YDA A TXEREENBIETE,

BB BR

AIE D R4t T A THREERENER.



mEAHBREFTE (MRAEMA, ) ZHHEL show B, EAKHERRIEREER show
T AV AT,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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