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4. Enable (event) pxGrid &
SRS A N ETE MpxGrid A BHIE P
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WSA
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AR ER WebZ 2 T E(WSA) A B RSS 512 (ISE). ISEMRA1.3 1 —HTAVAPIFEIL HY
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TrustSecZ £ ARIE(SGT)AH K KB RMISE,

ERFH

EX
BREWEAERRISERX £ A B MEM AIRAV AR

. ISEPB M I B B

. TrustSecFIVPNiFRIM A5 &N Z £ T E(ASA) CLIELE
. WSAE &
- TrustSecEPBE A T ##

LR AT
AP HEBET U TREMELRA :

- Microsoft Windows 7
. Cisco ISEE#FhRA1.3% LA 5
. Cisco AnyConnectBzi Z £ ixZ4<3.1f1 2L £
. Cisco ASARRZ<9.3. 1154 £
. Cisco WSARRZ8.7F1 54 £

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARREZRANERAR
(BN RE. MREEANREXING , FHALEL T HMAG STHEERE,

BE

Note:EMEE TERTE ( REEEMA,T ) IRMBEXRANBIAAERARSHEARES.

P £& B8] 8 5

TrustSec SGTARICHFE N INIEARSS2RMVISED B A TR R 2 RN RA PR A ARE, XS REY
802 1IXHISEHFIFRIENBELN/TLAF. B , EAISERIERIZEVPNA /.

XNTFWSA , REEM P A R R,
L RBIE R L IEASA-VPNIIZEEVPNA P £1E. BMERAF 2BEBFESCTINE. XN ERMNAMAE

HTTPEIE I HASA-FW (B5 A BB B EEEN R EHWSA, WSAER AT 2 LRI
SGTHRIEH A 7 R 3 AR 37 ARRY 175 7] =k 7 25 3R BE MY AR 1R B B XX 44


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

T T Cisco

{ b Anyconnect
Internet b Mobile
\ K Security VPN

i - l_z"lll

Outside: :
- Inside:
Gig0/1172.16.33.110 Qutside:

Gig 0/0 172.16.32.100 S0/ LAZ2RS1L1R

Inside:

Gig 0/1172.16.32.110
ASA-FW ASA-VPN

ISE
172.16.31.202

WSA
172.16.32.204

if

WY

B .
ILAE .

=

1. AnyConnect VPNA F 4 IEASA-VPNHI Z £ EEF MR (SSL)KiE. ASA-VPNH TrustSeckt
EXBfFERAISE VPNAFHRKIE, SIAENAF 2B SGT#riEvalue= 2 (name=IT). AP KE|
M172.16.32.0/24 R 45 (TE A {5 1 #172.16.32.5049 — NPtz )

2. AFEEBRMEIREZHRIMNRT, EXEMRENWSAKASA-FWHWEBZE FBEE N (WCCP)H
B,

3. WSARNISEEREE. ©FEMApxGridh T FTHEMISERNEE : AFIPH#1E172.16.32.50% Bt
SGT#rig2,

4. WSARLEMA FHIHTTPIE R H B /&5 B 5K B&PolicyForl T, ZRMEEREREIIZN R
o FETSCT2)RTGRMINFRIEBHA EENEH U RNTENRANEMAF(

ASA-VPN
X2 A TrustSecBLEHVPNM K, FHARERH TEEAX, SEXLRH :

. ASAFCatalyst 3750XZ& 5l 33 # #l TrustSeckit & /=5 A HEBR S FE 15 =
. ASAWRZ9.2 VPN SGTH X FMN1THL & =Bl



//www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html

ASA-FW

ASAR; KIEWCCPEE B AR MHWSA, tbiR&EFHIETrustSec,

interface G gabitEthernet0/0

nanei f outside

security-level 100

i p address 172.16.33. 110 255. 255. 255.0

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 172.16.32. 110 255. 255. 255.0

access-list wecp-routers extended permt ip host 172.16.32.204 any
access-1ist weecp-redirect extended deny tcp any host 172.16.32.204
access-list weecp-redirect extended pernit tcp any any eq www
access-list weecp-redirect extended pernmit tcp any any eq https

weep 90 redirect-list wecp-redirect group-list wecp-routers
weep interface inside 90 redirect in

ISE

ISERETrustSecHPEN — MO R, EFESCTHRIZEHHABRIENMENRERF. NESR
BLEZE RS IRELER D FIH

SEA. ITHNEMANSCT

%R R BE >4 > Securityd 15 [8]> Securityd 3 H 8| 2SGT



@ Home Operations | ¥

@ Authentication Authorization @ Profiling Posture @ Client Provisio
Dictionaries Conditions m
Results Security Groups

For Policy Export go to Administration > System
| P

i i v Edit Add Import Export v

=RN- Eh @
3 % Aumen.tr'ca.tﬁ:vn Name « | SGT (Dec / Hex)
PR O IT 210002
* Profiling
. gmm [J Marketing 3/0003
» £ Giont Provisioni [0 Unknown 0/0000
v [ TrustSec

» [ Security Group ACLs
v [ Becurity Groups
&
(G Marketing
@ Linknown

» [ Security Group Mappings

S22 BESGT = 289 VPN & B9 BN (1T)

RSB BRI BIZZEVPNIG R — NN, BEIASA-VPN#E I FTEVPNIEZEFIRER

2R (PermitAccess) , #} B 5 BISGTHRIE2 (IT)

- v e |
“1

T ¢y Home  Operaions |*  Policy | *  GueslAccess | ¥ Administration | ¥

w |5] Prannng | =y Posmre |5 ©hem Provisianing | Tustsen o Policy Elements
——————— i

[:'J Autherticaton
Aunthorization Policy

Diefine the Aulhonzaon Policy by configuring rules bassd on idendily groups andfor olber condilions. Dwag amd drop rules Lo changs e order
For Podicy Expodt go o Administration = System = Backup & Hestore = Policy Export Page

First Matched Rule Appliss -

k Exceplions (0)

Standand
Status  Rule Namea Candibians (identity greups and other cendisans) Permissions
ASHVEH DEVICE Device Type EQUALS ANl Device TrpasdbSa- VPN the Parmilbeeess SN0 0T

SH3IF MM EIRE H B4+ RASA-VPNRPAC 4

77 AIASA-VPNE|TrustSecis, , £ F TRIEHREPAC)RLEN XM, ZXMHEASAFE



Ao

FEa] LA MAdministration >SM KRB E ., EASABIRING , BB TR TrustSeci® B 3 A
PACI #., BREVIFAEBE — DD FFH(IRSZ 1) XA EIR,

4 %4. Enable (event) pxGrid& &

1% #ZAdministration >E® 5 7 5 ApxGrid A&,

=} |J'|j Davice Poral Managemsant | =] paGrd Sendcas B Feed Sary

Licensing Cediicalzs Lagaing Mainl=znance Bachup & Reslara Admin Aocass Selings

= 1514

Profiling Confiquration

Hostnama jseld
FQOM iseld. example.com
1P Address 172.16.31.202
rooe Type Identity Services Engine (ISE)

ration Raol= STANDALOMNE

Role  PRIMAR

e SEss510n Servicesty
Inchede Node in Node Groug Nane

‘nable Profiling Service

cis5ce  Identity Services Engine A Homs
S iantty Managamant il Metwonk Resounce
——
Deployment Nodes 1i5
Deployment ' S o
Edit Node
- 1.=': - ':L}:"'
] ‘:";- Dhephory meznt
afs PN Faitwar
Perganas
minist
»" Monitoring
1L i (o]
) I 1
o
[ pxGrid

S5, 4 R EE NMpxGrid & BHIEH

pXGrid M EAIE BRI E P in MRS R, BEISERIWSAHWERIEBRIEEEN. MIEBEE

B be % 3
Make Primary

Other Maonitoring Mode

BRIZEBEEFRBIENRSSHFRIEN TS S KAEE (FQDN)MX509% R, H B , HHRER
DNSi2F A MW NSEMWSASIE H B ITE X A AYFQDNAYA.

WM RFEIUEH B — FE#Y Certificate Authority (CA)ZEF , EEEFH BB RLCAREEM,

RN TEEIEP , FikFAdministration >iE$ .

ISEREE R —IEBERER(CSR)BNMNAERMN, N TpxGridBe , HAMEEEIECARCSR,

EAH|F | Microsoft CAEILER—#EH :

operations | = Policy | = Guast Accass | r Adminisiration | ¥

e



ﬁ] Certification Authaority (Local) Marne Interded Purpose

4 gi LABCA 2 |3E-peegrid Server Suthentication, Secure Email, En...
1 Revoked Certificates ;

[ Issued Certificates
| Pending Requests
| Failed Requests

| Certificate Termplates Certificate Template

I, Er...

>

General

I, En...

Certificate Purposes:

Server Authentication i
Secure Emal ' nh_t...
Ernicrppting File System nitic...
Client Svthentication

I'Itil;m

(iiher [nfomation: Ertic...

Include email addiezs  Yes pil, Cl..
Public ey Uzage List  Digital Signatune

Key Encipherment ping..
Public ey Uszage Critical ez

RAGZRBITFFRERR :

-—
o1 Home  Operabora | ® Feluy | T G ooy T Admincdimion | T

m Elrlrlh'n'.l.mmnnml .Nru:u‘lcr‘o-qmlm Ml'lmu Firral Fynoan smeand Lanlﬁ'rl:'ﬂni'm Emn Zand-a _'._Inll'frlklnn'h.l K a-ping
Meplyman | lemrrlng m | ngmiinn Kanlsnanrs Packun & Tarkm Sdrrl= firrane SaHrne

m S‘YHIEIII Certhircabes L Por dinnnber rs ey if b esommansss ke e i oerd o o Griests kay g o al aykam cerdiante,
TR & Bt |[de G b eIt Sgnad Certificata | [ Luport | (@2 Export | M Delote || 03 view

Frim=dd bk Flames e My Pordal gmop b rraimd T Ierae=d Fry

Sywmn Cartioaims

T el
mdrmin EAP turhen | carfion, Coxbu L P2l Cerdicae Qip e T4 mamp leocom Ll CaA
Entcon Goiliasaics : adiin, Paikl
- ok peland peonid pemge ke omn Laag CA

Tnwws Cad fralar,

B =iC el EE [ 172.16.31.202 ise14.example.comFpxgrid.example.comBfIDNS Aig .

|6. pxGrid B Z A

MINBRT , ISEF2BMEMXCridA . MZHAEER FTHEHM. NZNWSAERERZ
RiE,

1% Administration > pxGridB&55 1 &£Enable (event) Bz X .



@Enable Auto-Registration Disable Auto-Registration
View By Capabilities

WSA

SR1LERRANEERD

EARGIH , WSARESEREEO, EHEAMEETEMASA

stlusilie Cisco SO00W

CISCO Web Securty Virtual Appliance

A Reparting Wieb Secunty Manager Security Services Nebwaork Systerm Administration

Transparent Redirection

Transgparent Redirection Device
Typa:  WCCP w2 Router

Edit Revice, ..

WCCP v2 Services
Add Service... i

Service Profile Mame Service 1D

Houter 1P &ddresses

wWorptn oD 1721652110, 172, 16,335,110

SW2AEBER

WSAEZEEZEZRCAZEFMAIL P, EEM%> Certificate Managementy TR INCAIEH :

difialny Ciseco SQ00V

CISCO We writy Virtual Applinnce

H Reparting Wieb Secunty Manager Security Services Nebwaork Systerm Administration

Manage Trusted Root Certificates

Custom Trusted Rool Certificabes

Impart... |

FTrusted roat cermiNcates arg used fo defermine whether HITEER sites’ signing certiicates shawld be tresred based an their chaun of cermificate

awthorities, Certificates imported here are added o the trusted root certificate fist. Add certificates to this st in order to brust certifficetes with
sipning suthantes nat racegnized on e Cisca ¥sL

Certilicat Expiration Dale On Cisco List Delate

Ho 7|

I LAE CA Fab 12 07:48:12 2025 GMT

Cancel

Subrmit




ERWSAFERAR 7 RIEBpxGridViE Pt 2L ER . ERME>F 7RSS 58> WSAE FIRIEH
N THERHKCSR , AEHACAEIR(ISEpxgrid) EEEMESAECEE,

HB , XTFISE AdminiEB"H“ISE pxGridiE$” , S ACAIEH (7 T ZHEISER KK pxGridiE $3)

dlaln Cisco S000V

CISCO writy Wirtual Appliance

n Reparting Wieh Securty Manager Security Services Matsork System Administration

Identity Services Engine

Identity Services Engine Settings

ISE Server; | L72.16.31.202

WSA Client Certificana: | Using Generated Certificels:
CoMmmaen name! wWaa. example.com

Organization:  TAD
Organizational Unit:  Krakow
Courtry:  FL
Expiration Date: May 5 15:57: 36 2016 GMT

Basic Constraints: Mot Critical

ISE Admin Certificate: T

Orpanization:
Drganizational Unit;
Country:

Expiration Date: Feb 12 07:48:12 2025 GMT

Baskc Constraints;  Crikical

ISE Putirid Certificans: Commaen name!  LAB CA

Qrganization;
Organizational Unit:
Country:

Expiration Date:  Feb 12 07:48:12 2025 GMT

Basic Constraints:  Critical

Edit Seftings...

SI3. MR ISERELE

LR E> S DRSS BN 7 N XT ISERYERE

Test Communication with ISE Server

Start Test |

Checking connection to ISE PxGrid server...
Success: Connection to ISE PxGrid server was successful. Retrieved 4 SGTs

Checking connection to ISE REST server...
Success: Connection to ISE REST server was successful.

Test completed successfully.



4. ISEIRFIEC B4

ﬁ#%Wel;fﬁﬁEﬁR%ﬂElI#ﬂa TAMISERNE BN . N RAIMB I E R EH#ERFE
ISERYFEF7

stlisilie Cisco SO00OV

CISCO Web Securty Virtual Appliance

"N Reporting Wab Sccurity Manager Secunty Services Mebwark System Administration

Identification Profiles

Clignt f User Identification Proflles

Add [dentification Profile... |

End-Llsear
Order | Transaction Crireria guthentication ¢ [dentificanion Decision Bcknowledgement Delete

ISE S 1dentity Users Transparently:

Frotocals: HTTR/HTTRS

i Identity Services Engine [glabal profile) o
Guest privileges for users falling wansparent user Identficaton
Global Identification Profile Exermpl from Authentication § User Tdentification Mok Ao ailable
Edit Qrder

SIS R BIESCTHR TR I

K EWebR £ LE>Access M 7RI HIRM, BRAXRERISERE X :



o

riual Spoliance

Feporting Viek S=ouriy Managers Security Servioes Metwork System Adminiwration

Access Policy: PolicyForIT

| Enable Pollcy

Poilcy Mame: -2

FalcyForlT
feug e IT poinoy)

Cazacs gtinn!

[nserl Abces Palicy: |4 (Riehal Policy] w0

A e aniae

sal e el fiow rhe palicy I ke aflieer

Idencricadion Profles and USErs!  cejact Ore o More Ldentiicaton Frodliss «

IdentFlcatdon Profllke Authorizes Uszrs and Groups Acd Identification Praflc

LSE - Al Batrenbicabed Jsers

o Selecied Groups and Users #
[5E Secure Group Tags:

T W

Lhgra: Ma mers anlerad

Guests (users fallng authentcation)

X FEEANAFSCTARIE2/FHRI(IT)



silisilie Cisco SO00V

CISCO Wab Security Virual Appliance

Reporting Wb Security Manager Security Services Hebmork System Administration

Access Policies: Policy "PolicyForIT": Edit Secure Group Tags

Authorized Secure Group Tagse

Uze the search funchion below o add Secure Group Tags., To remove Secore Group Tags from this polficy, wse the Defele opiion.

1 Secure Group Tag(s) currently included in this palicy.

Dealels
Secure Group Tag Mame BET Mumber SET Descripbon

Al
I 2 __HOWE__ i

L

D lete

Secure Group Tag Search

Enter any bext o search for 3 Secure Group Tag nama, nuwmber, or descrighion. Select one oF morg Sacure ESroup Tags from the st amnd
use the Agd bulton bo add ta this policy.

Search x
Add |
Select
Eecure Group Tag Name SGET Mumber SGET Descripion

Al
Unkonawm o Unknown Sacurity Group =
WMarkehng 3 —MORNE —

HL 2 __NONE__

AN G5535 Any Security Group

REEIELXFIE B KRB TSGT IT:RY A/

Access Policies

Add Palicy...

Protocals and
Order | Group User Agents URL Filtering | Applications Objects Ant-Malware and Reputation Delete

PolicyFarlT
I ]
1 | Identilicaticn Profile: ISE | (global policy) Block: 2

) [abebal policy) | (global policy) [alabal policyd i}
L tag (I Monitar: 8

Glabal Policy : : ) : Weh Reputaton: Enabled
T N Mo blocked ik Monitar; 79 Maonitar; 377 Mo blocked ite F : .
[dentification Profile; All ke fhEms Sl mnar RERERNEEMS | pnt-Malware Scanning: Disabled

Edit Policy DOrder,

Bl

ERAAES THIAREREERET.



HB1. VPN2F

VPNAF B a1 ZEASA-VPNEIVPNEIE :

@ Cisco AnyConnect Secure Mobility Client | = || =] ||-'EE|

Connected to 172, 16,32, 100,

172.16.32.100 Disconnect

00:29:05 IPv4

Networle
Connected (192. 168. 10.67)

wired

ASA-VPNfEFISERIE. ISERIEAEH B ESGTHRE2 (IT) -

ﬂ LR SSRCes Engine 4> Home Cperstions| v  Policy| ¥ GuestAccess |v  Administration | v

2] Authensications = Repors ha.ﬂ.dnp‘.mn Metwnork Contred .'\. Troubleshoot

Show Live Authentications  £00 Add or Remowe Columns = 43 A=frash
d} -

Cos

Sesslon Status Endpoint 10 ldentit IF Address Secunty Group
Initiated Updated - | Actic L - =
i S | |
B0 2015-05-06 L&:;17:50.., 20150505 1%:17:55.., Started r-f?___g - 192.16B.10.67 g 172.16.32.50 T

ERINIAMELAE , ASA-VPNBIZEAESGTHRIZH2 VPNAE(R EfERadius Access-Accept cisco-av-
pair) :

asa-vpn# show vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect

User nane . cisco I ndex D2

Assigned IP : 172.16.32.50 Public IP : 192.168. 10. 67

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Byt es Tx : 12979961 Byt es Rx : 1866781

G oup Policy : POLICY Tunnel Group : SSLVPN

Login Tine : 21:13:26 UTC Tue May 5 2015



Dur ati on : 6h: 08m 03s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none
Audt Sess ID: acl1020640000200055493276

Security Gp: 21T

K FASA-VPNFIASA-FW 2 B H 858 T~ 2 /5 Y TrustSec , ASA-VPNEIEZREN TARIEM(IE
BEXIGREF E B BUE ARICMD/TrustSecFEXHY LA A M )

SW|2. WSARBEIH L1EE R
IR , WSARIZIEWIPHsE, FF B HISCT.Z B MM (B pxGridihiy) -

HMWM3.HWSAN R B EE 0]

VPNA F &R X sport.plfyiE#E , ASA-FWEE :

asa-fw# show wccep

d obal WCCP i nformati on:
Rout er information:
Router Identifier: 172. 16. 33. 110
Prot ocol Version: 2.0

Service ldentifier: 90

Nunber of Cache Engi nes: 1
Nunmber of routers: 1
Tot al Packets Redirected: 562

Redi rect access-list: weep-redirect



Tot al Connections Deni ed Redirect: 0

Total Packets Unassi gned: 0
Group access-list: weep-routers
Total Messages Denied to G oup: 0
Total Authentication failures: 0
Total Bypassed Packets Received: 0

asa-fw# show access-list wccp-redirect

access-list weep-redirect; 3 elenments; nane hash: 0x9bab8633

access-list weep-redirect line 1 extended deny tcp any host 172.16.32.204 (hitcnt=0)
Oxf d875b28

access-list weecp-redirect line 2 extended pernmt tcp any any eq www (hitcnt=562)
0x028ab2hb9

access-list weep-redirect line 3 extended pernmt tcp any any eq https (hitcnt=0)
Oxe202alle

H BB IBREEGREXNWSA (AEWCCP router-id2 B BN &= IPH#biL) -

asa-fw# show capture
capture CAP type rawdata interface inside [Capturing - 70065 byt es]
mat ch gre any any

asa-fw# show capture CAP

525 packets captured

1: 03:21:45.035657 172.16.33. 110 > 172.16.32.204: ip-proto-47, length 60
2: 03:21:45.038709 172.16.33. 110 > 172.16.32.204: ip-proto-47, length 48
3. 03:21:45.039960 172.16.33. 110 > 172.16.32.204: ip-proto-47, length 640

WSASKETCPEF H BLEGETER, &R , BHPolicyForl TR ERET , HEREME .

& Notification: Policy: Destination - Windows Internet Explorer

@Qv |a.i http://sport.pl/
File Edit View Favorites Tools Help
¢ Favorites ‘& Notification: Policy: Destination

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site ( hitpofsport.plf ) has
been blocked

If vou have guestions, please contact your organization's network administrator and provide the
codes shown Delow.

BRERWSAR &I



-llr-lll- Cisco 5000V

CISCO ‘Webh Securty Virtual Appliance

“ Reparting Wiel Securily Manager Secunly Servicas Falveirk Systern Adrministralion

Web Tracking

Search

 prony servicns | hsbrometoniion) L spnRIn

Avallable; 06 May 2015 11:27 to 06 May 2015 18:0F (GMT «+00;00]

Time Range: | Hour W
User/Client [Pvd or TPvE: (7] I|_i=.|_u (e, jéoe, DOMAIMGdoe, 10.1.1.0, or 2001:420:60:1::5)
ebsite: I [, geoglecom)
Transaclion Tvpe: | Elockad "
b Advanted

Cwrrent Crtera: Policy: PoboylForll.

- =z

Frintable Downiand
Generated: 05 May 3015 1A-03 (GHT)

Displayitg 1 - 3 ar 3 ilems,

ime (M1 +00:00) = Wrebsite [count) Lisplay All Detalls... Lisposmon Eandwidthi | Us=r S Chant 12
a6 May 2015 1R:QZ:2F hitp: feRpart.pl (] Ble=ck - LIRL Cat ]3] clren 1F2.15.32.50
| |
06 May 2015 17:50:15 Bt fes port.pl (2] Bluck - URL Cat ful] cisee 1¥2.16.32.50

06 My 2015 17:44:36 hittp: ffsport.pl Bleck - URL Cat g cisco 1521632 50

Displaying 1 - 3 af 3 kems,

ARISERTRAF B,

P B BR

Ao RE T THTHEERITHREHRROES.

FIEWIESH
HWSAR A EBEABLAED) , BTN TISEEERN :

Test Communication with ISE Server

Start Test |

Validating ISE Portal certificate ...
Success: Certificate validation successful

Checking connection to ISE PxGrid server...
Failure: Connection to ISE PxiGrid server timed out

Test interrupted: Fatal error occurred, see details above.



ISE pxgrid-cm.log#k & :

[ 2015- 05- 06T16: 26: 51Z] [INFO ] [cm 1. ] abber-172- 16- 31- 202]
[ TCPSocket Stream : _doSSLHandshake] [] Failure perform ng SSL handshake: 1

KM R EBEFEWiresharkE F :

Source Cestinaticn | Prntnra'll Irifa

172, 16.32. 204 172, 16.3].202 TCF 34491 = snpp-client [ACK] Seq=1 fAck=1 Win=131712 Len=0 TSve|=55429057 T3ecr=21743407
172, 1632204 172, 16.3] 7202 AMPPSEML STREAR = xarid.cisco.con

172.16.31.202 172, 16.32. 704 TF Empp-cliznt = 34491 [ACK] Ssq=1 Ack=121 Win=14582 |Len=0 TSv&1=21743403 TSecr=56470052
172.16.31_202 172.16.32. 204 APRSEML STREAR = xarid.clsco_con

172.16.32.204 172.16.31. 262 TP 3451 = ymppoclient [ACK] S2q=121 Ack=173 Win=131581 Len=0 TSwal=GEAZ8032 TSecr=21743403
172.15.31._202 1721632264 AFRSEML FEATLRES

172.16_32_2041 172.18_31_2G632 TP 34451 = wmppoclient [ACK] S2q-121 Ack=362 Win=131584 Len=0 TSwal=GEA259032 TS2cr=21743403

1721532204 172.16.31. 202 MPPSEML STAETTLS
172.16.31_202 172.16.32 2064 APPSYML PRCCEED

172.16.32.2049 172.16.31. 262 TP 34451 > gnpp-client [ACK] Ssgq=172 Ack=412 Win=131712 Len=0 TSyal=GE425072 TSscr=21743451
172.16.32._204 172.16.31._Z02 T [TCF =segnemt af 3 reassentled POU]
172.16.31.202 172.16.32. 204 TR [TCF segmemt af a reassentled FOU)
172.16.31.202 172.16. 3. 264 TP ['TCF segnemt af a reassentled POU]
172.16.532.289 172.16.31. 262 Lo 244%1 = snpp-client [SCK] Seq=290 Sck=1HED Win=13GE04 Len=0 |Sval=te42S50H2 [Sacr=21/4934950
1721632209 1/72.16.31 . 262 Lo 24451 = gnpp-client [ACK] Seg=250 Ack=3260 wWin=130565 Len=0 |Sval=te42S082 [Sacr=21743450
172, 16,32, 204 172.16.31. 262 T [TCF segnemt af a reassentled POU]

172, 16.31. 202 172, 16,38, 864 TLsvl Sarver Hella, Certificate, Certificate Aeguest, Server Hells Done, Igneored Unknown Fecord

Client Hello, Alert (Level: Fatal, Cescription: Lnknown CAl, Alert (Level: Fatal, Descrip

|* Frame 21: BO oytes on wire (630 bhits), B bytes captured (640 oits)

|* Ethernet II, Src: Vmware_cO:00:01 {GO:5C:56:cD:02:01), Dst: WYmwsre_SS:cb:ad (00:60c:Z:58:ch:ad)

|* Internet Protocol version 4, Sro: 172.16.32.2028 [172.16.32.2049], Dst: 172.16.31.202 (172 16,31, 202)

|* Transmissipn Contral Protocol, Sro Port: 34481 [34491), Ost Port: zmpp-client [S222), =eq: 2497, Ack: 3310, Len: 14
|+ 3 Beassenbled 10° Segments (139 hytesi: #130118), #1807, #21014)]

= Sacure Sockets Layar

T_5wl Fecord Laver: Handshake Protoool: Client Hells

b T_5vl Rzcord La Alert (Lewel: L. Do ] Unknown CAT
ToSwl Record Laver: Alart (Lewel: =atal, Descriptior: Unknoen Cal
ToSwl Record Layer: Alert (Lewel: =atal, Descripbior: Unknosn Cal

XN TFSSLLER EZERERY A BIHBAEMELRSHIL(XMPP)E X% (6 A HpxGrid) , & F i
R &5 SSLARM H T AR 55 2512 3 AV R ANE P 8%

FERE

FNFIEHHFZER , ISE pxgrid-controller.logit 3 :

2015- 05-06 18:40: 09, 153 I NFO [ Thread-7][] cisco.pxgrid.controller.sasl.SaslWtcher
-:::::- Handling authentication for user name wsa.exanple.comtest_client

HE , ISEGUIIRRRWSAERNAFLAEHINEE !
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