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Success — Your changes have been committed.
Threat Response:  Enabled
Edit Settings
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Cloud Services Status:

Not Registered
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Cloud Services for Cisco Systems

Cisco Threat Response

Cisco Threat Response enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows ‘ )
this platform to send high fidelity security events and observations to Threat Response.
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Cloud Services Settings

Success — Your changes have been committed.
Threat Response:  Enabled

Edit Settings

Registration

Cloud Services Status: Not Registered

Threat Response Server: | | AMERICAS (api-sse.cisco.com) v
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Cloud Services Settings

Success — Your appliance is successfully registered with the Cisco Threat Response portal.

Threat Response: | Enabled

Edit Settings

Registration

Cloud Services Status: | Registered

Threat Response Server: | AMERICAS (api-sse.cisco.com)
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S$WMAESSE I L, BAIUBE T ZEEMRS,



« » @ 0N & adminsse.itd.cisco.com/app/devices * oMo @O0 @

' 'CI'S'élc'" Security Services Exchange Devices  Cloud Services  Events  Audits @ % A  shinacowr v
—
Devices for Cisco Systems

YT |Q Device Name / ID

0 Rows Selected +00
% ] Name ~ Type Version Status Description Actions.
by 1 VWSA-12-0-1-173.CO0M WSA 12.0.1-173 © Registered S300V Vi

Page Size:| 26 ¥ Total Entries: 1 1< < n > ol

SW5.ECTRIF LE REMBIRE,

€ 5 C O @ visibilityamp.cisco.com/settings/devices * o®000®
';_I.',‘;_Ic',‘ Threat Response Investigate  Snapshots  Incidents [EE8 Intelligence  Modules ? j_’:;:}.\'. Shikha Grover »
Gl

Settings Devices

Settings

Devices

Your Account

Devices .

AP Clients
> Medules N
lame Type Version Description D IP Address
Users
VWSA-12-0-1-173.COM WSA 12.0.1-173 S300V 3af01d56-a93e-4edc-926e-de1a4588409d 10.150.215.123

25 | per page 1-1of1

B LU iR & <X EIE R | S ZEModules > Add New Module > Web Security Appliance , 21
TR
dlvil Threat Response  Investigate  Snapshots  Incidents Intelligence  Modules

Cisco

Settings > Modules > Available Modules » Web Security Appliance > Add New Module

Settings Add New Web Security Appliance Module

Your Account
Module Name*

Devices

Web Security Appliance
API Clients _ vy ape |

~ Modules Registered Device*

Available Modules ‘

Search registered devices by name

Users

Request Timeframe (days)
= =

REVNEEHK, LAILBRWSAWREHECTRIF LIBERM.



WiF

EAARID THRIANRBERETEFET.

/-

ATWSAERNME (ZEBWWSABRE ) REXFENKNX , ATMCTRFETENR

. ﬁ - ﬂ:ucomn
. URL - url:"http://www.neverssl.com"
SHA256 -

sha256:"8d3aa8badf6e5a38e1b6d59a254969b1e0274f8fa120254ba1f7e02991872379"

. IP - ip:"172.217.26.164"
. X#%- file_name:"test.txt"

£ PRV INER R B

« [} T @ hitpsyvisibility.amp.cisco.combeta-modules=1#/investigate g rustH AT HIA%2F K 2Famazon comH2F - @ 1 N0 ¥ :
dul Threat Response  Investgate  Snapsnots  Incidents () Imeligence M mae v
New Investigation Assign to Incident = ‘ Snapshots ... ~ J Automatic Layout =

g4 %1 @o @o Bo =0 1 >2
arget v Obiservable « ndicators Demal File Hashes P Addresses URL Modules
Investigation 1 ¢ Sightings Timeline
url: hitp:Hamazon.com/ _My Eenironment sy
~ Suspicious
1 Sighting in My Ervironment — Unknown
Aug 28, 2010 = Clean
st Aug 28, 2019 TR N gl 20 Amol®n  Au ; » Targets
:] Cioar What can | search for?
Observables List View ~
Relations Graph Showing 3 nodes -—
http://amazon.com/
Clean URL
s o
First: Aug 28, 2019 4
ast Aug 28, 2019 T CARTLXD  AmTRNT  An® 0 Ao 0N
- O3 ‘
== = - - udgement Vardic Sighting (
® htpcifanazen... v o N
176.32.08166 + - - " " B
Module Observed & Description Confidence Severity Details Resolution Sensor £
usia: 10105199
Wob Security Appliance 4 hours a m v Allow i prosey [
ob Socurity Applance 4housage L High Low owed  netwerk proxy
processed
by Web Pro
xy Servicos
l'.','é'r'.' Threat Response  Investigate  Snapshols  Incidents ntelligence  Modules ? | | LF) Zach Shaikh v

MNew Investigation | Assign to Incident | Snapshots ... *

PK" 1 Observable v @ 0 Indicators

g 0 Targets

@ 1 Domain ~

B8 [ P Addresses

[ ourLs

E 0 File Hashes

Investigation 1 of 1 enrict nts com 5 Alerts

WWW.CISCOo.com

What can | search for?

L [ Expand

Clear

Relations Graph Showing 1 nc

@ Domain
www.ciseo,com

W CEC0,COm

Sightings Timeline

My Environment  Global o

0 Sightings in My Environment

Automatic Layout =

e 1 Module v

= Malicious
= Suspicious
= Unknown

= Clean

n a1, 2000 1, 2000

Jan 02, 2ot Targets

an 0
Observables List View» —
www.cisco.com 42 4°
Domain
My Environment  Global ¢ = Malicious
PR . - Suspicious
0 Sightings in My Environment
1 — Unknown
- Clean
o 2000 Jan 07, 2000 Jan gz, o Targets

Judgements (1) Verdicts (1)

Observable Disposition Reason

Module

Talos Intelligence | gouum: www.elsco.com Unknown

Neutral Talos Intelligence reputation s


http://cisco.com
http://www.cisco.com

MRBERTRNETENAR , FREMENR. IRRBEFTNESNAE , FENBHAR. MRRK
BRTNIENAR , FENEBAER. MRABRERTNIENAET , BENEAR.



	将WSA与CTR集成
	目录
	简介
	先决条件
	要求
	使用的组件

	配置
	注册设备

	验证


