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Introduction
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Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
AW EBETUTREMBERA

. Cisco WebizZ1TAsyncOSHRA6.0H A L Z £ T E
- EWSARE A At FTPAAIE
- WCCPv2#R &R #YCiscol B 27/ KR L S EASARS A&
The information in this document was created from the devices in a specific lab environment.All of

the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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wcep web-cache redirect-list web-cache group-list group_acl

wcep
wcep

wcep
wcep
wcep

access-list group_acl extended permit ip host 10.1.1.160 any

access-list ftp-native extended deny ip any 10.0.0.0 255.0.0.0

access-list ftp-native extended deny ip any 172.16.0.0 255.240.0.0

access-list ftp-native extended deny ip any 192.168.0.0 255.255.0.0

access-list ftp-native extended deny ip host 192.168.42.120 any

access-list ftp-native extended permit tcp 192.168.42.0 255.255.255.0 any eqg ftp
access-list ftp-native extended permit tcp 192.168.42.0 255.255.255.0 any range 11000
11006

access-list ftp-native extended permit tcp 192.168.99.0 255.255.255.0 any eqg ftp
access-list ftp-native extended permit tcp 192.168.99.0 255.255.255.0 any range 11000
11006

access-list ftp-native extended permit tcp 192.168.100.0 255.255.255.0 any eq ftp
access-list ftp-native extended permit tcp 192.168.100.0 255.255.255.0 any range 11000
11006

access-list https-cache extended deny ip any 10.0.0.0 255.0.0.0

access-list https-cache extended deny ip any 172.16.0.0 255.240.0.0

access-list https-cache extended deny ip any 192.168.0.0 255.255.0.0

access-list https-cache extended deny ip host 192.168.42.120 any

access-list https-cache extended permit tcp 192.168.42.0 255.255.255.0 any eq https

access-list
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extended
extended
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interface inside 60 redirect in
interface inside 70 redirect in

interface inside web-cache redirect in

60 redirect-list ftp-native group-list group_acl
70 redirect-1list https-cache group-list group_acl
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permit tcp 192.168.99.0 255.255.255.0 any eqg https
permit tcp 192.168.100.0 255.255.255.0 any eq https

access-list web-cache extended deny ip any 10.0.0.0 255.0.0.0

ip any 172.16.0.0 255.240.0.0

ip any 192.168.0.0 255.255.0.0

deny ip host 192.168.42.120 any

permit tcp 192.168.42.0 255.255.255.0 any eq www

permit tcp 192.168.99.0 255.255.255.0 any eq www

access-1list web-cache extended deny

access-1list web-cache extended deny

access-1list web-cache extended

access-list web-cache extended

access-list web-cache extended



access-list web-cache extended permit tcp 192.168.100.0 255.255.255.0 any eq

RO AL (c3560)

X BIIZTE 2 B H 25 th =Rz 1F

ip wcep web-cache redirect-list web-cache group-list group_acl
ip wecep 60 redirect-list ftp-native group-list group_acl
ip wecep 70 redirect-list https-cache group-list group_acl

interface Vlan99

ip address 192.168.99.1 255.255.255.0
ip wcep web-cache redirect in

ip wecep 60 redirect in

ip weep 70 redirect in

interface V1anl00

ip address 192.168.100.1 255.255.255.0
ip wcep web-cache redirect in

ip wecep 60 redirect in

ip weep 70 redirect in

interface Vl1an420

ip address 192.168.42.1 255.255.255.0
ip helper-address 192.168.100.20

ip wcep web-cache redirect in

ip wecep 60 redirect in

ip weep 70 redirect in

ip access-1list extended ftp-native
deny ip any 10.0.0.0 0.255.255.255
deny ip any 172.16.0.0 0.15.255.255
deny ip any 192.168.0.0 0.0.255.255
deny ip host 192.168.42.120 any
permit tcp 192.168.42.0 0.
permit tcp 192.168.42.0 0.
permit tcp 192.168.99.0 O. .255 any eq ftp

permit tcp 192.168.99.0 O. .255 any range 11000 11006
permit tcp 192.168.100.0 0.0.0.255 any eq ftp

permit tcp 192.168.100.0 0.0.0.255 any range 11000 11006

.255 any eq ftp
.255 any range 11000 11006
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ip access-1list extended https-cache

deny ip any 10.0.0.0 0.255.255.255

deny ip any 172.16.0.0 0.15.255.255

deny ip any 192.168.0.0 0.0.255.255

deny ip host 192.168.42.120 any

permit tcp 192.168.42.0 0.0.0.255 any eqg 443
permit tcp 192.168.99.0 0.0.0.255 any eqg 443
permit tcp 192.168.100.0 0.0.0.255 any eq 443

ip access-1list extended web-cache

deny ip any 10.0.0.0 0.255.255.255

deny ip any 172.16.0.0 0.15.255.255

deny ip any 192.168.0.0 0.0.255.255

deny ip host 192.168.42.120 any

permit tcp 192.168.42.0 0.0.0.255 any eq www
permit tcp 192.168.99.0 0.0.0.255 any eqg www
permit tcp 192.168.100.0 0.0.0.255 any eq www

ip access-1list standard group_acl
permit 10.1.1.160
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