A& ECisco VPNZE F iR EIPIXHAES

BLE VPN & i

LR GIE B & R A SR MEZEIREAES)INEE , MCisco VPNE F IR & EIPIXPr X &Y 2
WHRIEEAMER, W RAEIEA Cisco Easy Vpn iR BZ£EE , 7/ PIX BF X IEEE R Easy
VPN BR55 27,

£ Cisco &2 PIX B K58 Eh 45 AR A< 6 3HMESRASF | XIFHOERRINBZFRE AES |, AR S E
R IR E VPN EENRS, X %ﬁ&ﬁbuah/& (DES) #1 3DES & ﬁ,fzmﬁﬁ,fo
PIX Bh A3 15 AES 2348 K/ 128, 192 F 256 i,

VPNZE i X IFAESYE N MCisco VPNE F s A3.6. 1 FF SR N & L, VPNEF RN X #1281
F256 I ZZEA KD,

FEREH

ER

FRETHEE PIX TRLETHERELERD , MERBLANS IR AMRLBRE,
{E A E

AXEPHEEETUTHREME AR

- PIX BFRR A 6.3(1)F X : tiRE S EPIXEAMA6.3(1) LM , A EMEESRALE
Ao



. Cisco VPN &1 4.0.3(A) IR : g EEHEVPNEFImARA4.0.3(A) Lz |, B7E R HIAR
K (BFI6.1MRA ) MERRA 2B FER,
AXEFNEEHRETHEESREREIWERAEEN. AXEFFEANFMERZRNEXAR
BN BRE, WREFEANREIMG , FRRECLTHRMEGSHEBERN,

p
BRMHEAENESZEER , 55 %E Cisco BRETRAE,

BFREER

R VPN AR T B THEENZSERALAMENTER, BIAFAIUERAZREEH PCHL
By VPN B in B RBL L2 EE, VPN EFRRGRAEEENEZIXLEFRNPOLEIRER

RiEE. RGP, POMERIREZEE NEasy VPNIRSBRHIPIXPS X% | tARS SR ERA TS NE
BRET.

Cisco Easy VPN & &1t VPN WELE M EE E{L T VPN §8&, ©2E Cisco Easy VPN Server
# Cisco Easy VPN Remote, Easy VPN Remote FEE TRIKE E, Easy VPN Remote /3
iERE, MERESHRIEKII , Easy VPN Server 2 A HiZH VPN BLE., EE VPN miZ iR AR
THEXWMAE PIX By K IEEE N Easy VPN IRF B FAE S

HiRE VPN FTENELESHEETMABERN , RIS MBRF AT IPSec BLE , %31 IR
A DB P UERE TXHER. S MBRE AE—NMER , HE IPsec HEFHIRIEER DB
S, DSMBBRE P RME T X TS MZERF I FHES

EE

EB 7 R A < WA ES B A AL PR hRERY1E BLo

AR ERBTERTE(REMES)TRMEXARTHERANBSHEAES.
RMHEERARTHERE :

Inside Outside ] )
10‘D11ﬂ.‘?ﬂ
- . Internet
| . L. . -
el el al a0 | —]
B PC with
10.10.10.0 /24 172.16.10.0 /24 Cizeo WPN Client 4.0.3(4)


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/docs/security/pix/pix63/configuration/guide/basclnt.html
//www.cisco.com/en/US/docs/security/pix/pix50/configuration/guide/ipsec.html#wp4540
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Al PIX

HREPERT PXBRBREENERE, ZEENAT VPN,

PIX

PIX Version 6.3(1)

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
nameif ethernet0 outside security0
nameif ethernetl inside securityl100
nameif ethernet2 intf2 security4
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIJI.2KYOU encrypted
hostname Pixfirewall

fixup protocol ftp 21

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

names

!--- Define the access 1list to enable split tunneling.
access-list 101 permit ip 10.10.10.0 255.255.255.0
10.10.8.0 255.255.255.0 access-list 101 permit ip
10.10.11.0 255.255.255.0 10.10.8.0 255.255.255.0 /---
Define the access list to avoid network address !---
translation (NAT) on IPsec packets. access-list 102
permit ip 10.10.10.0 255.255.255.0 10.10.8.0
255.255.255.0 access-list 102 permit ip 10.10.11.0
255.255.255.0 10.10.8.0 255.255.255.0 pager lines 24 mtu
outside 1500 mtu inside 1500 mtu intf2 1500 /---
Configure the IP address on the interfaces. ip address
outside 172.16.10.1 255.255.255.0 ip address inside
10.10.10.2 255.255.255.0 no ip address intf2 ip audit
info action alarm ip audit attack action alarm !/---
Create a pool of addresses from which IP addresses are

assigned !--- dynamically to the remote VPN Clients. ip
local pool vpnpooll 10.10.8.1-10.10.8.254 pdm history
enable arp timeout 14400 !--- Disable NAT for IPsec

packets. nat (inside) 0 access-1list 102 route outside
0.0.0.0 0.0.0.0 172.16.10.2 1 route inside 10.10.11.0
255.255.255.0 10.10.10.1 1 timeout xlate 3:00:00 timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00
h225 1:00:00 timeout h323 0:05:00 mgcp 0:05:00 sip
0:30:00 sip_media 0:02:00 timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+ aaa-server RADIUS
protocol radius aaa-server LOCAL protocol local no snmp-
server location no snmp-server contact snmp-server
community public no snmp-server enable traps floodguard
enable !--- Permit packet that came from an IPsec tunnel
to pass through without !--- checking them against the
configured conduits/access lists. sysopt connection
permit-ipsec !--- Define the transform set to be used




during IPsec !--- security association (SA) negotiation.
Specify AES as the encryption algorithm. crypto ipsec
transform-set trmsetl esp-aes-256 esp-sha-hmac !---
Create a dynamic crypto map entry !--- and add it to a
static crypto map. crypto dynamic-map map2 10 set
transform-set trmsetl crypto map mapl 10 ipsec-isakmp
dynamic map2 !--- Bind the crypto map to the outside
interface. crypto map mapl interface outside !--- Enable
Internet Security Association and Key Management !---
Protocol (ISAKMP) negotiation on the interface on which
the IPsec !--- peer communicates with the PIX Firewall.
isakmp enable outside isakmp identity address ![---
Define an ISAKMP policy to be used while !---

negotiating the ISAKMP SA. Specify !--- AES as the
encryption algorithm. The configurable AES !--- options
are aes, aes-192 and aes-256. !--- Note: AES 192 is not

supported by the VPN Client.

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption aes-256

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

!--—- Create a VPN group and configure the policy
attributes which are !--- downloaded to the Easy VPN
Clients. vpngroup groupmarketing address-pool vpnpooll
vpngroup groupmarketing dns-server 10.10.11.5 vpngroup
groupmarketing wins-server 10.10.11.5 vpngroup
groupmarketing default-domain orgl.com vpngroup
groupmarketing split-tunnel 101 vpngroup groupmarketing
idle-time 1800 vpngroup groupmarketing password ****#*#*xkx*
telnet timeout 5 ssh timeout 5 console timeout 0
terminal width 80
Cryptochecksum:c064abce81996b132025e83e421eelc3 : end

X ZHIEED | BNERBEERRESISAKMPEIN A E Eaes-192, VPN B kR X
aes-192 %%,

EE  NTREHRAK , IKEERXEEdySisakmp client configuration address-pool¥lcrypto map
client-configurationitt it R % FEH ., BR , ERIFIRAK (3x MESFHRA ) A , FTLBEFEAXLERS
o DUE , ATLAE A vpngroup address-pool an g E 4 it itb,

A VPNAEHE D KPE, XERE , MRE PIX FIEENEERE VPN B ik LHVAERR
HWAXNEEXTRE ( ABHNE ) , AP SHRIERFAK.

X fln, E-BEEFEALBHRAGroupMarketing , £E —BIEZFMALEHEN , BEFT
¥,

EE VPN EFi8
£ PC LRE VPN BREBE |, BT SBATROIBRHIERE

1. B3y VPN FFim N A2 7 7 %05 New BIBFTERER B



# VPN Client - Yersion 4,003 (A) - 2 - =10 x|

Cisto Svstems

| Mot connected.

2. ¥ A VPN B IimH 3 iE4E |49 RCreate New VPN Connection Entry, % A FTEZRIEL
Bf§ 8. 7£ Connection Entry FE , NRIENF KB DB B M. 7 Host FERH , A PIXHY
NHEFOR IP ik, %3F Authentication W+ , AEBAABHMNEZDE (MK, SAHEEIA
) o LEEFEESAEH vpngroup password SR 7E PIX A ANEEER. i Save RTE

BMANGE. ECABIERE.



# YPN Client |

LConnection Entry:

LD escrption:

Host:

Authentication

Create New ¥YPN Connection Enkry

Connect to Pl

17216101

ITranspDrt Backup Servers I Dial-Up |

' Group Authentication

M arne:

Paszword:

grouprnark.eting

HEEHEE

Confirmn Pagsward; | ==

" Cerlificate Authentication

M ame:; I

[T Send CA Cetificate Chain

Eraze zer Paszword | Save I

Canicel

R TEAFMERFEEREMX  FELR T NERIZEESKXE , AIGBET Connect B#r
o MEEESEBRMEMR,

# ¥PH Client - Yersion 4.0.3 (A)

Connection Entries  Status Cgrificates Log (pbions Help

=101 x|

Cisco SrsTins

. 1r2aeqey




Wi

VPN BFim L, BN SEEMKEZALTEIRET !

- BEAEMERSRRRNENEESRE,
. TE# E# Connect B%r ( % Connection Entries &M +~%i4 ) £ Disconnect,
& O EZBHIRSTE RIIRS N “Connected to” , [FIEE E"E%?’Fo

& VPN Chient - Version 4,03 (A) . =10] x|
Connection Entries Stabus Certificates Log Oplions Help

ﬁ 3 '@ m Ciste Srmnl

[hebeta

Lonnect to FIX 1721670, IF5ac/AIDP

Connacted to "Connect bo PIX". ﬁﬂnéﬂqu::mlmﬁd T
o>

AR RABERT , —BEMEE , VPNEFRFRIMEAWindowsEFEATHRSGIEEFHX
MBEEIR. NEAEYEERR , LEBRE R VPN Client Mo

£ PIX ARG E | ATUERALT show s RBIE BB Y EENRS.

AR : Eshowdn % 2 Output Interpreter Tool ( fUEMEF ) X5 (NBREMEF ) , EAWEE
X showdn % Y 9 4o

- show crypto ipsec sa — &7 PIX EFFEHFIH IPsec SA. b4k |, i & Rimimxt E 40 KRR
IPitbsit, S ECRIIP tthaib, ZSttbIPitbait R O K S B9 IR AR BT &5,

Pixfirewall#show crypto ipsec sa

interface: outside
Crypto map tag: mapl, local addr. 172.16.10.1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.10.8.1/255.255.255.255/0/0)
current_peer: 172.16.12.3:500

dynamic allocated peer ip: 10.10.8.1

PERMIT, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 25, #pkts decrypt: 25, #pkts verify 25
#pkts compressed: 0, #pkts decompressed: 0
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#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.16.10.1, remote crypto endpt.: 172.16.12.3
path mtu 1500, ipsec overhead 64, media mtu 1500
current outbound spi: cbabdOce

inbound esp sas:
spi: 0x4d8a971d(1300928285)
transform: esp-aes-256 esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: mapl
sa timing: remaining key lifetime (k/sec): (4607996/28685)
IV size: 16 bytes
replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxcbabdOce(3417034958)

transform: esp-aes-256 esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: mapl
sa timing: remaining key lifetime (k/sec): (4608000/28676)
IV size: 16 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

- show crypto isakmp sa — & REN &2 B HEN ISAKMP SA HIRR%E.

Pixfirewall#show crypto isakmp sa

Total 1

Embryonic : 0
dst src state pending created
172.16.10.1 172.16.12.3 QM_IDLE 0 1

R HERR

A RN E S WA T B B T HEEHERR

X LRI S RE B AR IR VPN R EFER B,

X : £ Hdebug@ B 281 , ESFEXDebug THEEE L.

- debug crypto isakmp — & RIIEE ISAKMP SA fiBE K IPSec MWk, 7 ISAKMP SA
HEP , PX ZEZENBUZE , TREKFETFAIERNARNFTAEZ MER. —BEE
ISAKMP SA , B 7 IPSec B, FF , EEZ—NMEWNZH , TREQELETAIEN , W@
LR AR PR

crypto_isakmp_process_block:src:172.16.12.3, dest:172.16.10.1 spt:500 dpt:500
OAK_AG exchange
ISAKMP (0): processing SA payload. message ID = 0
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ISAKMP (0): Checking ISAKMP transform 1 against priority 10 policy

ISAKMP: encryption AES-CBC

TISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: extended auth pre-share (init)

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b
ISAKMP: keylength of 256

!--- Proposal is rejected since extended auth is not configured. ISAKMP (0): atts are not
acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 2 against priority 10 policy

ISAKMP: encryption AES-CBC

TISAKMP: hash MD5

ISAKMP: default group 2

ISAKMP: extended auth pre-share (init)

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b
ISAKMP: keylength of 256

!--- Proposal 1is rejected since MD5 is not specified as the hash algorithm. ISAKMP (0): atts
are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 3 against priority 10 policy

ISAKMP: encryption AES-CBC

TISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b
ISAKMP: keylength of 256

!--- This proposal is accepted since it matches ISAKMP policy 10. ISAKMP (0): atts are
acceptable. Next payload is 3

ISAKMP (0): processing KE payload. message ID = 0

!--- Qutput is suppressed. OAK_QM exchange

oakley_process_guick_mode:

OAK_QM_TIDLE

ISAKMP (0): processing SA payload. message ID = 3348522173
ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP_AES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-MD5

ISAKMP: key length is 256

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4d 0x9b
!--- This proposal 1is not accepted since transform-set !--- trmsetl does not use MD5. ISAKMP
(0) : atts not acceptable. Next payload is 0

ISAKMP (0): skipping next ANDed proposal (1)

ISAKMP : Checking IPSec proposal 2

ISAKMP: transform 1, ESP_AES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-SHA

ISAKMP: key length is 256

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4d 0x9b
!-—-- This proposal is accepted since it matches !--- transform-set trmsetl. ISAKMP (0): atts

are acceptable.

ISAKMP (0): bad SPI size of 2 octets!
ISAKMP : Checking IPSec proposal 3
!--- Qutput is suppressed.



. debug crypto ipsec — £ RE X IPSec SA AN ES.

IPSEC (key_engine_delete_sas): rec'd delete notify from ISAKMP

IPSEC (key_engine_delete_sas): delete all SAs shared with 172.16.12.3
IPSEC (validate_proposal): transform proposal (prot 3, trans 12, hmac_alg 1) not
supported

IPSEC (validate_proposal): transform proposal (prot 3, trans 12, hmac_alg 1) not
supported
IPSEC (validate_proposal): transform proposal (prot 3, trans 12, hmac_alg 2) not
supported
IPSEC (validate_proposal): transform proposal (prot 3, trans 12, hmac_alg 1) not
supported
IPSEC (validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 172.16.10.1, src= 172.16.12.3,
dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
src_proxy= 10.10.8.1/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-aes-256 esp-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x4
IPSEC (key_engine): got a queue event...
IPSEC (spi_response) : getting spi 0xfb0cb69(263244649) for SA
from 172.16.12.3 to 172.16.10.1 for prot 3
IPSEC (key_engine): got a queue event...
IPSEC (initialize_sas): ,
(key eng. msg.) dest= 172.16.10.1, src= 172.16.12.3,
dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
src_proxy= 10.10.8.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-aes-256 esp-sha-hmac ,
lifedur= 2147483s and 0kb,
spi= 0xfb0cb69(263244649), conn_id= 2, keysize= 256, flags= 0x4
IPSEC (initialize_sas): ,
(key eng. msg.) src= 172.16.10.1, dest= 172.16.12.3,
src_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
dest_proxy= 10.10.8.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-aes-256 esp-sha-hmac ,
lifedur= 2147483s and 0kb,
spi= 0xda6c054a(3664512330), conn_id= 1, keysize= 256, flags= 0x4
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