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Current configuration:
|
version 12.4

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
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!

host nane 3640
!
! --- The username and password is used during local
authentication. username rtpuser password 0 rtpuserpass

! --- Enable AAA. aaa new-model

!--- Define server-group and servers for TACACS+. aaa
group server tacacs+ RTP
server 10.14.14.3

!--- In order to set authentication, authorization, and
accounting (AAA) authentication at login, use the aaa
authentication login conmand in gl obal configuration
node

aaa authentication login default group RTP local
aaa authentication login userauth local

aaa authorization exec default group RTP none
aaa authorization network groupauth local

aaa authorization auth-proxy default group RTP
enabl e secret 5 $1$CQHC3R/ 07u44E2JgVuCs OUWIGL
enabl e password ww

1

i p subnet-zero

!

!--- Define auth-proxy banner, timeout, and rules. ip
auth-proxy auth-proxy-banner http *C

Please Enter Your Username and Password:

AC

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify |og

ip audit po max-events 100

cns event-service server

!

!--- Define ISAKMP policy. crypto isakmp policy 10
hash md5

authentication pre-share

group 2

! --- These commands define the group policy that !--- is
enforced for the users in the group RTPUSERS. !--- This
group name and the key should match what !--- 1is

configured on the VPN Client. The users from this !---
group are assigned IP addresses from the pool RTP-POOL.
crypto isakmp client configuration group RTPUSERS

key ciscol23

pool RTP-POOL

!

!--- Define IPSec transform set and apply it to the
dynamic crypto map. crypto ipsec transform-set RTP-
TRANSFORM esp-des esp-md5-hmac

!
crypto dynamic-map RTP-DYNAMIC 10

set transform-set RTP-TRANSFORM

!

!--- Define extended authentication (X-Auth) using the
local database. !--- This is to authenticate the users
before they can !--- use the IPSec tunnel to access the
resources. crypto map RTPCLIENT client authentication
list userauth




!--- Define authorization using the local database. !---
This is required to push the 'mode configurations' to
the VPN Client. crypto map RTPCLIENT isakmp
authorization list groupauth
crypto map RTPCLIENT client configuration address
initiate
crypto map RTPCLIENT client configuration address
respond
crypto map RTPCLIENT 10 ipsec-isakmp dynamic RTP-DYNAMIC
1

i nterface FastEthernet0/0

ip address 10.31.1.111 255.255.255.0

ip access-group 118 in

no ip directed-broadcast

!--- Apply the authentication-proxy rule to the
interface. ip auth-proxy list_a

no i p route-cache

no i p nroute-cache

speed auto

hal f - dupl ex

!--- Apply the crypto-map to the interface. crypto map
RTPCLIENT

1

interface FastEthernetl/0

i p address 10. 14. 14. 14 255. 255.255.0

no ip directed-broadcast

speed auto

hal f - dupl ex

1

!--- Define the range of addresses in the pool. !--- VPN
Clients will have thier 'internal addresses' assigned !-
-- from this pool. ip local pool RTP-POOL 10.20.20.25
10.20.20.50

ip classless

iproute 0.0.0.0 0.0.0.0 10.14.14.15

ip route 10.1.1.0 255.255.255.0 10.31.1.1

!--- Turn on the HTTP server and authentication. !---
This is required for http auth-proxy to work. ip http
server

ip http authentication aaa

1

!--- The access-1ist 118 permits ISAKMP and IPSec
packets !--- to enable the Cisco VPN Client to establish
the IPSec tunnel. !--- The last line of the access-1list
118 permits communication !--- between the TACACS+
server and the 3640 router to enable !--- authentication
and authorization. All other traffic is denied. access-
list 118 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111
access-list 118 permit udp 10.1.1.0 0.0.0.255 host
10.31.1.111 eqg isakmp

access-list 118 permit tcp host 10.14.14.3 host
10.31.1.111

!

!--- Define the IP address and the key for the TACACS+
server. tacacs-server host 10.14.14.3 key cisco

!

line con O

transport input none

line aux 0

line vty 0 4




password ww
|

end

VPN &/ i 4.8 BB
SER T HILSBELELE VPN Client 4.8 :

1. & $ZFF 3k > B > Cisco Systems VPN &/ > VPN &%,
2. ## New LABZh Create New VPN Connection Entry B0,

# status: Disconnected | ¥PN Client - Version 4.8.01.0300 il =10] x|
Connection Entries _Status Certificates Log Options Help
e : £ o b 4 Cisco Systews
L ,,LE 1 | . ]
Connect Impioet bl cuckify Delate
Connection Entriez | Certificstes I Log |
Connection Erdy  ° Host Tranzport
4] | B
| Mot connected. | s

3. #i A Connection Entry BN Z& #5588, fE‘Host’iEH i ABEHSTHISNER IP Hutt, REWA
VPN AEHMO T , H 5 & Save.



# ¥PN Client | Properties for “vpn" N X|

Connection Entry: [

Description:

Host: 110.31.1.111

Authentication ITranspnrt Backup Servers I Dial-Up |

¥ Group Authentication i Mutual Group Authentication
M arne: RTPUSERS
FPazsword: Y

HEREENEE

Canfirmn Pazsword:

" Certificate Authentication

Name:l ;I

[~ Send C& Certificate Chair

Eraze lUzer Pazsward | Save I Cancel

4. BHEEFRANIERE  REM VPN EF i3 E O F# 3 Connecto

# status: Disconnected | VPN Client - Version 4.8,01.0300. ,‘Iﬂ,[ﬂ
Conmaction Entrles Stabus  Carbificates Log Options Help
o, £ = Cisco Srsteus
=3 T 3
Connect Mew [ mport iy D elete
Connection Entnes ll'.‘atifi:ate: | Log |
Connection Enty Host Transpoit
¥ 10.31.1.111 IPSec/UDP

«| ] 2|

| Not connected, | y
5. HIRRE , # AT xauth B9 Username 1 Password 58 , AF# T OK AEETRE N %




» status: Disconnected | ¥PN Client - Version 4.8, ' R[] |

_onnechon Entres  Status  Cerbificates Log Optlons Help

£ - Ciseo SvsTews

Cancel Conmect Mew Irnpeort b odify Delete -
Connection Enries | Certfcates | Log |

Connection Entry Host Transport

Ypn 10.31.1.111 IPSec/UDP

# ¥WPN Client | User Authentication for “vpn™ x|

The sarver has requested the following information to complete the user
authentication,

Cisco SYSTEMS j;came [coco

« Pazsword I'“"'""

oK Cancel |

; : 2l
uthenticating ug_rf,) ANEEENENENEEEEEEEE 4

VPNE i 5 H /0 S0 B8 I 2R 2
# status: Connected | ¥PN Client - Yersion 4.8.01.0300 il -10] x|

Connection Entries  Status  Certificates Log Options Help

& £ Cisco Srsrens

Disconnect New import Modify Delete B
[Eonneciion Eniies] | Cenicates | Log |
Connection Enty -/ Hist Transport
4..?) vpn 10.31.1.111 IPSec/UDP

S ——— |

{Connected to "vpn",” (Connected Time: 0 day(s), 00:09.44 [¥|

fEA Cisco Secure ACS EiiE TACACS+ fR%88
52 T 5B LL{ETE Cisco Secure ACS FElE TACACSH+ :

1. IBATG IR R BSELE N &K Cisco Secure ACS , AR EAFER, Hl

/0N

3640(config)#

aaa group server tacacs+ RTP
3640(config)#

tacacs-server host 10.14.14.3 key cisco
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2. £ =Ili% 4% Network Configuration , A/5 28t Add Entry , #£4E— TACACS+ IR &SRB IEEF
ABHBPFN—1M%E. BEBHSBEEERRIFHBEE.

tscosurens — etwork Configuration
TN

Uzser
@ Setup
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B | St “@Q AAA Clients 2]
W P AAA Client AAA Client IP . .
Hostname Address Authenticate Using
Metwork
a e et 10.14.14.14 TACACEF (Cisco
— 2640
| — 09
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— P-4 172.16.1.85 Rﬁggg%m
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3. A T7£ 3640 AR 5 Cisco Secure ACS BRE8 Z B ITIANIE, MR E%F TACACS+
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tseo Suews — Network Configuration
.

Edit

|U59r
Setup

B | S Add AAA Client

% | Shared Profile
Cornponents

Abdd Clhent Hostname |3640

& Ut | | | 00s ctione 0 10.14.14.14 =
= Address
% ggﬁ:’?gl-l.lratinn ll
Interface KEF ciscol23
| Configuration
| Gt Authenticate Using TACACS+ (Cisco 1035) |
aé ER—T—" - =ingle Q-::-nnect TﬁCﬁCS+ A AL Chent (Becord stop in
z Databases accounting on falure).
% | Ezflfﬂ; and ™ Log Update/Watchdog Packets from this AA A Clent
™ | Online M Log EADITS Tunneling Packets from this A8 4 Clhent
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Eeplace EADIUTS Pott info with Tsemame from this AA L
Chent
Submit Submit + Restart | Cancel |

4. 1£ User ™ , # A Cisco Secure IEERMAF & , AFE T Add/Edite EARHIF , AF
F A rtpuser.



Cisco SrsTems User SEII]I]
el

Uzer
Setup

Group
ﬁ Setup Tser: |r’[puser
% Shared Profile Fiﬂdl Acdo/Edit
Cornponents
Metwark
Configuratiaon
=g | Systen i i i .
%%; D List users beginning waith letter/number:
— ABCDEFGHIJELH
Interface NOPQEREITOVINXYZ
| Configuration 012 3 4958 7 8 9
Administration
SR List All Users

i External User
atﬁ [atabases

@ Eack to Help
% Reportsand >

Aetivity

‘ Online

Crocurnentation

5 EF—MNEOH , @A rtpuser WOT., AR , OFH rtpuserpass, MREFEE , A AR
tk PRRGTEIA, TRR/E , #£5 Submit,



Cisco SysTems

Interface
| Configuration

4. | Administration
254 | Control

User Setup

User Ssupplementary User Info Y |
Setup
e Eeal MNatne |r‘[puser
Setup
Description |
% Shared Profile
Cornponents
Metwork
Configuration
Bhe 1 Sustem User Setup ? |
= Configuration

Pazsword Authentication:

|Cisc:u:uSec:ure Database j

Ciscosecure PAP (Also used for CHAPIVS-
CHAPAAEATD, if the Separate field 15 not checlked.)

" External User
3&3 | atabazes Paszword
% | Reparts and i_ onfirm
Aotivity Password
5 | Onli )
R ™ Separate (CHAPMS-CHAP/ARAP)

Fassword [|

Confirtm I
Fassword

When a toleen server 15 used for authentication,
supplying a separate CHAP password for a token
card user allows CHAP authentication. This 1s

| submit | Delete

Cancel
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login default group RTP Zith#54o
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FEPC EITF N 5 88 H ¥ H1E [mhttp://10.17.17.17. Cisco 364058 == BILHTTPRE |, %X 514
RIERE , HRTEHM AR EMER, Cisco 3640 2FAFB/OT KIEE TACACS+ RSB
BATIAE. SARIAUERZH |, ERIZBEBTE 10.17.17.17 LB E| Web RS IRAIM T,

HOREAREFIE (XEXMAS ) ZEFEL show s , FHKTERLIEEN show i
W N2,

. show ip access-lists — £ REBF K iEE AR LR ENIRERMYT B ACL ( 2337 ACL % H
)o A ACLZEABEREHTHF BEHRIERERNMAMIBR. thimHSEINEREAR
K2 B ERERGIE 118,

3640#show ip access-lists 118
Extended | P access |ist 118
10 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (321 matches)
20 pernmit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isaknmp (276 matches)
30 pernit tcp host 10.14.14.3 host 10.31.1.111 (174 natches)

e S AEREMA BAFIAEREE RIBRE SR 118,
3640#show ip access-lists 118
Ext ended | P access |ist 118
permit tcp host 10.20.20.26 any (7 matches)
permit udp host 10.20.20.26 any (14 matches)
permit icmp host 10.20.20.26 any
10 pernmit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (379 matches)
20 permt udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq i saknmp (316 mat ches)
30 permt tcp host 10.14.14.3 host 10.31.1.111 (234 matches)

THE SR =TI AR EXHMM TACACS+ FRFEB| TEHMWEKE

. show ip auth-proxy cache - £ RIAMERELZERZTHRNNEIREBEERE, EFX<EF , AT
HEY P #ut, RwOS, IMEREBNEARERAAMNEARENEZENRS. NRINERER
ARRNESTAB” , MRTAF FBRIERK .

3640#show ip auth-proxy cache
Aut henti cati on Proxy Cache
Client |P 10.20.20.26 Port 1705, tineout 5, state ESTAB

TR HERR

BREIEMBA ST AREMHEHREE , BSRXAERERITHREDERR.
AR : £R Hidebugin 528l , FZHEXDebugin THEEE L.,

HXRfER

- ERIAERE
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. RADIUS X#&¥]|

. #RZEME (RFC)
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