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Cisco VPN 5000 £ 88

[ IP Ethernet 0:0 ]

Mode = Routed
SubnetMask = 255.255.255.0
IPAddress = 192.168.1.1
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[ General ]

EthernetAddress = 00:00:a5:€9:¢8:00
DeviceType = VPN 5002/8 Concentrator
ConfiguredOn = Timeserver not configured
ConfiguredFrom = Command Line, from Console
DeviceName = "cisco_endpoint"
IPSecGateway = 172.18.124.34

[ IKE Policy ]
Protection = SHA_DES_G2

[ Tunnel Partner VPN 1 ]

KeyLifeSecs = 28800
LocalAccess = "192.168.1.0/24"
Peer = "10.32.50.0/24"
BindTo = "ethernet 1:0"
SharedKey = "ciscorules"
KeyManage = Auto

Transform = esp(sha,des)
Partner = 172.18.124.157
Mode = Main

[ IP VPN 1 ]

Numbered = Off

Mode = Routed

[ IP Ethernet 1:0 ]

IPAddress = 172.18.124.35
SubnetMask = 255.255.255.240
Mode = Routed

[ IP Static ]

10.32.50.0 255.255.255.0 VPN 1 1

Configuration size is 1131 out of 65500 bytes.
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1. 1%3#¥Properties > Encryption , f¥Checkpoint IPsec4 77 #1% & 1 5KeyLifeSecs = 28800
VPNERSETT—H. X . FRESEBRNZAIR(KE)EFHRE N BRIAE,



Properties Setup

High&wailsbilty |  IPPoolMAT | Accesslists | Desktop Securty |
Securty Paolicy ] Tratfic Control ] Services ] Log and Alert ] Security Servers ]
Authentization ] S MDefender ] LDAF Encryption l ConnectControl ]

SKIP M arual IPSEC

[~ {Enable Expartable SKIR _

: 5P allocation range [hes):
Change SEIP Session Key :
Everny |1 n Seconds [0 for infinity) From |'I a0
ar

Every 10485760 Bytes (0 for infirity] To i

IE

Renegotiate [KE Security Azzociations every |'| 4410 minutes

Henegaotiate IPSEC Security Aszociations every |EEEEIEI gseconds

Ok, Cancel Help

2. "#&#EManage > Network objects > New (2 Edit) > Network , B & Checkpoint/s i A B
(""cpinside™) MM N R, "X B EPeer = "10.32.50.0/24" VPN#ER TS — o



Metwork Properties |

General | MAT |

Mame:

P Address: [103250.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

* |ntemnal ¢ Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

3. & Manage > Network objects > Edit A 4738 VPN 83 £ Partner = <ip>an & H 15 [ Y M <
(“RTPCPVPN’ Checkpoint) R IRBIX R, 7E“Location” Fik#%F Internal, ikiFGateway LA# 1T
KA, 7£“Modules Installed ( BR%FHIR ) "Fi£HVPN-1 & FireWall-1 M1 EE 1k,



Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. i%&# Manage > Network objects > New (or Edit) > Network SAELE VPN £ 5 25 /5 B a9 S4 25
("inside_cisco") MEHIXT R, X SLocalAccess = <192.168.1.0/24>VPNER BT — .



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

IP Address: [192.168.1.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

" Intemnal & Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

5. #%£$% Manage > Network objects > New > Workstation , 3 &8 ("cisco_endpoint") VPN S
BFXFMN R, XEERELEZNVPNER SN AT EOFEARXEF
, 172.18.124 352 IP#itit= <ip>an S MV IPH#h i), 7E“Location” T i%#% External, 1%£3F
Gateway LU 1726, S : E R EVPN-1/FireWall-1,



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. i%# Manage > Network objects > Edit LA%% & Checkpoint X ( #H
“RTPCPVPN” ) VPN Ml F. EHT , iHEFRHAARRMNTHSIER P iEECheckpointF 4 (TR
“cpinside”), FEHENWMEZENET , FIEMIKE , AFSHdwE,



Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 4 | "I
— Domair: — Encmyption gchemes defined: ——
O Walid Addresses(of Interfaces) r ||'%‘| Manual IPSEC
+ Other: r SHIP
inzi I [ Pz
[T Exportable for SecuRemote Edi... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. BIKEB M E R NDESIMBMSHA1E 5 LLESHA_DES_G2 VPNEAEST T — B, IX
. “G2 =8 Diffie-Hellmanti 152, EMRY , RIREL[EZG2'HGT", BEXLEIRE
- BUHE ERRMRE R, & Supports Subnets, 7£“Authentication Method” T , & Pre-



Shared Secret,

Generall Interfacesl SHMF‘I MAT I Certificates  WPM |.ﬂ.uthE 1 | "I

General |

— K.ey Megaotiation Encrpption Method(z]: - — Hazh Method:
™ MDE
I CAST
r IDES F SHal
— Authentication Method:
W {Pre-Shared Secref Edit Secrets...
[ Public Key Signatures [Earfigure..

[T Supports Aggresive Mode

[V Supports Subnets

ak. I Cancel

Help

8. B fiEdit Secrets , ¥ ZH 401X & 71 5 SharedKey = <key> VPNEH BT — o



Workstation Properties

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

cizco endpoint

Bt

E dit

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

9. 1% Manage > Network objects > Edit S 4%##&"“cisco_endpoint’VPN &J+. & T , EEFH
fn , RIFIEBVPNEFBEEMEH NI ( #F R inside_cisco” ) « EHEXMHMBNET , Fik
WIKE , A5 REdmik.



Workstation Properties |

Generall Interface&l SNMF'I MAT - WPN |

— Domair: — Encmyption gchemes defined: ——
€ Disabled M B2 Manusl IPSEC
O Walid Addresses(of Interfaces) ~ & _
+ Other: r SHIP
I % inzide_cizco j
I | Exportatie fan Secut eminte Edi... |
= et ot Legang
I | it rafhe Eentel Legaig

aFk. I Cancel Help

10. MIKEE M E R HNDESIBMSHA1E 5| LLESHA_DES_G2 VPNEAFRSTT —H, X
: “G2" =8 Diffie-Hellmanél 152, ZEMHF , RKIMKRE[EZGC2'HGT", ERXLRE
- BUHIE ERRMRER, i Supports Subnets, 7£“Authentication Method” T , i&£# Pre-



Eenerall Interfacesl SHMF'I MNAT I Certificates  WPM |.-i'-.uthE 1 I "I
I

General |
— K.ey Megatiation Encrpption Method[z]: - — Hazh Method:
[~ MDE

r CasT
r IDES IF SHa1

— Authentication M ethod:
IV Fre-Shared Secref Edit Secrets...
[ Public Key Signatures [Earfigure...

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel | Help |

Shared Secret.
11. B HEdit Secrets , L Z#H4A1RE J1 5SharedKey = <key> VPNEH R T —H,

IKE Properties X |
General |
Shared Secret
—Shared Secrets List;
Shared Secret
RTPCFWFM i £ i
Remove
]S Cancel |
Ok, Cancel | Help |

12. ERBEREIRED , BARME # R inside_cisco”#“cpinside”(R @)X —#M, &E
Service=Any. Action=Encrypt # Track=Long.



?‘5"'FITP['P'UFH - Check Pomnt Policy Editos
File Edit “iew Manage Policy ‘Window Help

HSESRo e BESSB €C8 EEF g lag & BEY G

55 Secuity Policy - Standard | £ Address Translation - Standard | ¥ Bancwidtn Poiicy - Standard |

m Source |D351ina’riun | Service | Action
% ineide_cisco % Cpingide —f::
I ' cpinside £, inside_cisco @ Any Encrypt Dj Long
< I
For Help, press F1 RTPCPYPM |ReadAniite

13. FEActionfy I T |, 18 R & &M %R #r ) Bi%FEdit PropertiesE il hn 2 S BE

frity Palicy - Standard | {59 Address Translation - Standard | FEF Bandwidth Policy - Standard |

P P10 Hiost Pt | dap-Servers @ Idap ]E_ﬂ[ accept

Pl PV Hiost Pt | ogical-Servers *w |oad_agent accept

ﬂ dest-unreach Bt Ermrmtion
b echo-reply

E echio-reguest accept

S iemp-proto
HHp
e INO-rE[lY @ drop

—% inzide_cizco % Cpinside ] —
n i
B cpinside S inside_cisco ©) any EW

) ny B) Any S mask-reply
Loy AT ——

gk Info-reg -
Ee reject

gy |

wl

14. ERIKE , A5 % EHEdit,
Enciyption Properties |

General |

— Erncryption zchemes defined: —

- o

" C manual IPSEC

IPSEC

™[] SHIP
™ [y Pz

ak. Cancel Help

L]

15. EIKEBM"EOAF , FEoUXLE ML 5 Transform = esp(sha , des)VPNERBZHT—H, T



HETR , EENF+BETEEESP). MBEZEZNHNDES , BIETEMNAISHAT , AF
B3 W < B A EBVPNEE R 83 M 5% ( #59“cisco_endpoint” ) . Click
IKE Properties |

General |

Tranztorm:
L\.\S ¥ Encryption + Data Integrity [ESF)
™ Data Integrity Only [4H]

E ncrophtion &lgarithm:

D ata [ntegrity

Allowed Peer ateway:

[T Uze Perfect Fonward Secrecy

aFk. Cancel Help

OK.
16. Bt & Checkpoint Zf& , 7 Checkpoint 3% %1% Policy > Install , fEFT#AYSE 4R,

B

HARAAUATHREENRIIZE,

S PEHERR
VPN 5000 $ErhgS ¥ E PR D

moHMHERER ([XFEEMAS ) (OIT) X#FEL show @iH. A OIT AI&EEX show i
HE D,

AR : EEMdebugis T2 Bl . iEZ A XDebugti THEERFEE

. vpn trace dump all — £ REXFIEEEVPNERZNER , BIEEXHME, VPNES, XNEHE
BSERRIPHEYE, EETHAUR ZERRNRGERENFHRMNITSHNER,

- show system log buffer — & RAZBAEZHXBAR,

. show vpn statistics — ERAF., SEMKRENLERUARRENLEE, RNTER(LES &
TEREEENMERBENHS ., BSRBiE L RO, )(Current Active) — HBISE BN ERE
o Negot — éﬁﬁfj}ﬁﬁ%o High Water — QLIAEﬁFWL)\%#ﬁ;Ei’JEEmEﬁj(H%o
Running Total — ﬁ J:/AE%FZ;’JJ’/{;EEKI)J E%E’J = Z&o Tunnel OK — /ﬁﬁ%ﬁ BEE’J ﬁ%ﬁ?ﬂlo
Tunnel Starts — E_JEFﬂJ%Io Tunnel Error—ﬁ% 'L?EH’JIS%JE?&O

- show vpn statistics verbose — & ‘RISAKMPIHE S iHE B ME Z5EFEESITES.

ML


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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HZIAMHEENEADBERELWNR INFGEE , BRI UITFEII AL MIIXTFREFHRFERVER,
&ﬁ@mN%¢%$mﬁwEm,M@Eﬂ%émﬂmﬁoMm,m%ﬂmommﬁmaaum4
AN ECEENZTSERES , NeilaserC A E 10.0.0.0/23,

Checkpoint 4.1 P X i Debug

iX Microsoft Windows NTZ 3%, HTRERE‘RKEES (NPRI2FT ) PIRER K, Bk
) EBEEFSRHT W?E%E’Jumif\_m_ﬂ'\jjilé AENUTARIRESEFHAN R -

C:\WINNT\FW1\4.1\fwstop
C:\WINNT\FW1\4.1\fw d -d

HEES—1MEDO :

C:\WINNT\FW1\4 1\fwstart

RHUAT T EREER LN T2 XKEK(SA):

fw tab -t IKE_SA_table -x

fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x

fw tab -t ISAKMP_AH_ table -x

£ HI“Are you sure?"#REY , EI1E yesR o

i i 4 HH R B

cisco_endpoint#vpn trac dump all
4 seconds -- stepmngr trace enabled --
new script: lan-lan primary initiator for <no id> (start)
manage @ 38 seconds :: lan-lan-VPNO:1:[172.18.124.157] (start)
38 seconds doing 121p_init, (0 @ 0)
38 seconds doing 121p_do_negotiation, (0 @ 0)
new script: ISAKMP secondary Main for lan-lan-VPNO:1:[172.18.124.157] (start)

38 seconds doing isa_i_main_init, (0 @ 0)
manage @ 38 seconds :: lan-lan-VPNO:1:[172.18.124.157] (done)
manage @ 38 seconds :: lan-lan-VPNO:1:[172.18.124.157] (start)
38 seconds doing isa_i_main_process_pkt_2, (0 @ 0)
manage @ 38 seconds :: lan-lan-VPNO:1:[172.18.124.157] (done)
manage @ 38 seconds :: lan-lan-VPNO:1:[172.18.124.157] (start)
38 seconds doing isa_i_main_process_pkt_4, (0 @ 0)
manage @ 38 seconds :: lan-lan-VPNO:1:[172.18.124.157] (done)
manage @ 39 seconds :: lan-lan-VPNO:1:[172.18.124.157] (start)
39 seconds doing isa_i_main_process_pkt_6, (0 @ 0)
39 seconds doing isa_i_main_last_op, (0 @ 0)
end script: ISAKMP secondary Main for lan-lan-VPNO:1:[172.18.124.157]1, (0O @ 0)
next script: lan-lan primary initiator for lan-lan-VPNO:1:[172.18.124.157], (0 @ 0)

39 seconds doing 121p_phase_1_done, (0 @ 0)
39 seconds doing 121lp_start_phase_2, (0 @ 0)
new script: phase 2 initiator for lan-lan-VPNO:1:[172.18.124.157] (start)

39 seconds doing iph2_init, (0 @ 0)
39 seconds doing iph2_build_pkt_1, (0 @ 0)
39 seconds doing iph2_send_pkt_1, (0 @ 0)

manage @ 39 seconds :: lan-lan-VPNO:1:[172.18.124.157] (done)

manage @ 39 seconds :: lan-lan-VPNO:1:[172.18.124.157] (start)
39 seconds doing iph2_pkt_2_wait, (0 @ 0)
39 seconds doing ihp2_process_pkt_2, (0 @ 0)



39 seconds doing iph2_build _pkt_3, (0 @ 0)
39 seconds doing iph2_config_SAs, (0 @ 0)
39 seconds doing iph2_send_pkt_3, (0 @ 0)
39 seconds doing iph2_last_op, (0 @ 0)
end script: phase 2 initiator for lan-lan-VPNO:1:[172.18.124.157], (0 @ 0)
next script: lan-lan primary initiator for lan-lan-VPNO:1:[172.18.124.157], (0 @ 0)
39 seconds doing 121p_open_tunnel, (0 @ 0)
39 seconds doing 121lp_start_i_maint, (0 @ 0)
new script: initiator maintenance for lan-lan-VPNO:1:[172.18.124.157] (start)
39 seconds doing imnt_init, (0 @ 0)
manage @ 39 seconds :: lan-lan-VPNO:1:[172.18.124.157] (done)

cisco_endpoint#show vpn stat

Current In High Running Tunnel Tunnel Tunnel

Active Negot Water Total Starts OK Error
Users 0 0 0 0 0 0 0
Partners 1 0 1 1 1 0 0
Total 1 0 1 1 1 0 0
IOP slot 1:

Current In High Running Tunnel Tunnel Tunnel

Active Negot Water Total Starts OK Error
Users 0 0 0 0 0 0 0
Partners 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0

cisco_endpoint#show vpn stat verb

Current In High Running Tunnel Tunnel Tunnel
Active Negot Water Total Starts OK Error
Users 0 0 0 0 0 0 0
Partners 1 0 1 1 1 0 0
Total 1 0 1 1 1 0 0
Stats VPNO:1
Wrapped 13
Unwrapped 9
BadEncap 0
BadAuth 0
BadEncrypt 0
rx IP 9
rx IPX 0
rx Other 0
tx IP 13
tx IPX 0
tx Other 0
IKE rekey 0

Input VPN pkts dropped due to no SA: 0

Input VPN pkts dropped due to no free queue entries: 0

ISAKMP Negotiation stats
Admin packets in
Fastswitch packets in
No cookie found

Can't insert cookie
Inserted cookie (L)

P O O O



Inserted cookie(R)
Cookie not inserted(L)
Cookie not inserted(R)

o O O o

Cookie conn changed
Cookie already inserted 0
Deleted cookie(L)
Deleted cookie(R)
Cookie not deleted(L)
Cookie not deleted(R)
Forwarded to RP
Forwarded to IOP

Bad UDP checksum

Not fastswitched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admin queue full
Priority queue full
Bad IKE packet

No memory

Bad Admin Put

IKE pkt dropped

No UDP PBuf

No Manager

Mgr w/ no cookie
Cookie Scavenge Add
Cookie Scavenge Rem
Cookie Scavenged
Cookie has mgr err

O O O Ok O O O O O OO OO0 OO0 OOoOOLO oo oo o o oo

New conn limited

IOP slot 1:

Current In High Running Tunnel Tunnel Tunnel

Active Negot Water Total Starts OK Error
Users 0 0 0 0 0 0 0
Partners 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0

Stats
Wrapped
Unwrapped
BadEncap
BadAuth
BadEncrypt
rx IP

rx IPX

rx Other
tx IP

tx IPX

tx Other
IKE rekey

Input VPN pkts dropped due to no SA: 0
Input VPN pkts dropped due to no free queue entries: 0
ISAKMP Negotiation stats

Admin packets in 0
Fastswitch packets in 3



No cookie found

Can't insert cookie
Inserted cookie (L)
Inserted cookie (R)
Cookie not inserted(L)
Cookie not inserted(R)

o O O O O O

Cookie conn changed
Cookie already inserted 0
Deleted cookie(L)
Deleted cookie(R)
Cookie not deleted(L)
Cookie not deleted(R)
Forwarded to RP
Forwarded to IOP

Bad UDP checksum

Not fastswitched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admin queue full
Priority queue full
Bad IKE packet

No memory

Bad Admin Put

IKE pkt dropped

No UDP PBuf

No Manager

Mgr w/ no cookie
Cookie Scavenge Add
Cookie Scavenge Rem
Cookie Scavenged
Cookie has mgr err

O O O Ok O O O O O OO OO0 OO0 O OO O WwWOoOOo o o o

New conn limited

HXER
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