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Cisco VPN 5000 ££F 2R &

VPN5001_4B9CBA80

Ent er Password:

Edi ted Configuration not

[ General ]

Et her net Addr ess
Devi ceType
Confi guredOn
Conf i gur edFrom
Enabl ePasswor d
Password

[ IP Ethernet 0 ]
Mode

Subnet Mask

| PAddr ess

[ IP Ethernet 1 ]
Mbde

[ IKE Policy ]
Protection

[ VPN Goup "rtp-group" ]
Bi ndTo

Transform

Local | PNet

MaxConnect i ons

| PNet

[ RADIUS ]

Bi ndTo

Chal | engeType
PAPAuUt hSecr et
Pri mAddr ess
Secr et
UseChapl6

Aut henti cation

[ Logging ]
Level
Enabl ed

Configuration size is 1065
VPN5001_4B9CBA80#

Present,

VPN5001_4B9CBA80> show config

usi ng Runni ng

00: 02: 4b: 9c: ba: 80

VPN 5001 Concentr at or

Ti meserver not configured
Command Line, from Console

Rout ed
255. 255. 255.0
172.18. 124. 223

Of

MD5_DES_Gl

"et hernet 0"
esp( nd>5, des)
10.1.1.0/ 24
10
0.0.0.0/0

"et her net 0"

PAP

" pappasswor d”
"172.18.124. 108"
"radi uspasswor d"”
O f

On

7
On

out of 65500 bytes.
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1. FEMicrosoft Windows 2000 IASEM T , R BRI H A EBHEF k. EARBF | 2R
FVPN50008I% B, Cisco VPN 50005 8519 IP#bt £172.18.124.223, E B i — 5
B THAET , #%#¥ECisco, LER4ARVPNEFEH raD us B0 F R4,

¥PN5000 Properties ! 7] x|

Settings |

Friendly name for clent:
VPRS00

— Client addres=

Addresz [IP or DMS]:
17218124223

Werify...

Client-endar: Cisco i

[ Client must always send the signature attribute in the request

HEEENNEE

Shared zecret:

Bt

Canfirm zhared zecret:

] Cancel Bl

2. IR RIFREMEM T , #£If a user matches the conditions” ( 2R AP IEE &4 ) 25 ik
##Grant remote access permission ( I FIZfEiHEIMNPR ) , RS ¥ HEdit Profile(4w 38 B & 3



T

Allow access if dial-in permission is enabled Properkis

Settings |

Palicy name: Allow access if dialin permizzion iz enabled

Specify the conditions to match:

D ay-and-Time-Bestrichions matches "Sun 00:00-24:00: Mon 00:00-24:00;

« | i

add. | Remove | Edi.

— If a uzer matches the conditions
{* Grant remote access permission
™ Deny remate access permission

Aocess will be granted with the profile you specify, unless access
iz overmdden on a per-uzer basis.

Edit Prafile...

Q. Cancel e 1)

#).
3. B iAuthenticationit I+ , #R{N%EFEUnencrypted Authentication(PAP , SPAP),




Edit Dial-in Profile : 2| x|

Diskin Constraints | P | Multiink
Authentication | Encryption I Advanced

Check the authentication methods which are allowed far this connection.

I Estenzible Authentication Protocol

Select the EAP twpe which iz acceptable for thiz policy.,

|MD5-EhaIIenge j [Eontigure...

[T Microzoft Encrypted Authentication version 2 [MS-CHAP +2)
[T Microsoft Encrypted Authentication [M5-CHAP)

[T Encrupted Authentication [CHAP)
W Unencrypted Suthentication [PAP, SPAF)

Unauthenticated Access

Allow remote PPP clientz to connect without negatiating
any authentication method.

k. I Cancel £pplp

4GB SRERF , BHFINHERMNERE.



[ dit Dial-in Profile 20 x|
Dighn Constramnts | P | Mudtiiri | | order |
Austhentication | E nciyplion Advanced f
Specily addibonal conrechion atinbubes to be retumed to the Remcte
Access Servel
" addatributes 21
arameters:
Hame | Vendo To sdd an tribuse to the Profie, select the atibute and click Add
RADIUS aftrbubes:
| Narme | vendor | |
Repl-Message RADILIS Standard  Message to be deplayed bo user when sutherc sl
Sennce-Type RADIUS Stendard  Type of service uses has requesshed =l
Tunrel-&ssonmeant-D RADIUS Standard  Tunnel bo which & sesson iz 1o be atsgned
Tunrnel-Lhent-fut b FAUS Standard  Mame wred by the lunned inhator dunng the authen
Turrel-Chent-£ ndpt RADIUS Standlard  IP address of the mitiator end of the unnel
TunreHedium-Type RADILUS Standard  Transpoil medum 10 use when ciesing & hinnel fo
Tunnel-Passveond RADILIS Standard  Passwond for suhenboating bo & semobe server
Tunrel-Pistererce RADIUS Standard  Felstive predersnce assigned to each lunnsl when
| Tumrel-Pyet-Group 0 RADIUS Standard  Gaowp [D hor 2 parcula unneled sezmon
TumrelServerdafdl RaliUs Standard  Mame ured by the lunned terminsion durng the st
Add. | Femove | Tunnel-ServesrEndpt RADIUS Standard 1P addvess of the serves end of the turmel
= | Tunne-T RADIUS Standard  Tunneling protocals 10 be wsed
RADIUS Standard  Lised bo support peopnetany MAS leahurnes
Chzco-i'Par Cisoo Cizeo AV Pas VEA
USR-ACCHM-Type U5, Robobes., | Dretcnpion mnob avalshie
USHAT L all-d nput-Fiter U5, Hobotics, ..  Descoplion not avalable
LUSH-AT-Call-0utput-Filtes U5, Aobobes, ..  Descoplion nol avalable:
LSHAT dnput-Fiber 5. Aobobcs. |, Descoplion nof svalable
OF | USRAT Quiput Fiter 5. Robotics, |,  Dhescrpion not avalable
p— | USR-AT-ATMPIrgutFikes U5, Robolics, | Diesciiphon not gvalable -
| | 0
add | Cow |

5. ENARERMENSEHEMEEXEET , RHRMARIENEREREERXEE, &
BRRAHBEAE , AREMBERRMA255, AT, EER. EREER , AGAH'RER

”
o

TR | v ndor-specitic Attribate information
Aibuln i Aitrbude name
[Verder Speciic Vot Spoch
- Spacily network scosss 1ane vendor
PG ™ Selact bom kst lH-‘-I 155 Standard Ll
Almbute format & EnieiVendos Code |25
[Detststong
tnbuste: vahets Specify whether the atiribute conforms o the RADILS RFC specihcation for
: werydor specific sibibuler
p— [\"l_-! apet % ‘e It conlomms.

™ Mo |t doss not confosm.

1 |

Cancel |

6. EEEBVSA ( HARFC ) MiFET , MAMENENBE I ENE RS |, ¥ AStingtER B %
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Configure ¥94 {RFC compliant) = ﬂ_}ﬂ

Wendor-aszigned attibute Aumber:

4

attribute farmat:
String j

Attribute value:

rtp-grnud

H]4 Cancel |

HMW5,
7. EEEEVSA (fFERFC ) MiEET , MAAENHNE D EHNEMLESS , W AStingE N E RS
X , FHAciscol123 (FEFwHEEN ) tFHNEMME. Click

Configure ¥S& (RFC compliant) N ilil

Yendaor-aszigned attribute number:
a]

Attribute format;
String j

Ottribute walue:
cizcol 23

] Cancel

OK
8. BLBIHMNBRERE ISR ME (AMVPNER ) .




Edit Dial-in Profile : el

Dial-in Constraints | P | bulilink; |
Authentication I Encryption Advanced

Specify additional connection attibutes to be returned to the Remote
Aooess Server.

Farameters:
M armne Yendor Walue
Yendor-5pecific RADILS Standard  rtp-group, cizocol23

Add. Aemove | Edi. |

(] Cancel Apply
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Generall Meml:uerl:lfl Prafile  Diakin |

—Hemote Accezs Permizzion [Dialin or YPM)

" pllow access

" Deny access

™ Verify Caller-ID:
- Callback Options
(* Mo Callback

™ Set by Caller [Fouting and Femote Access: Service only)
" Alwaps Callback to:

[T Aszsign a Static IP Address

1 Apply Static Routes

D efine routes to enable for this Dial-in Crapie ot |
connechion,

k. I Cancel | Apply

WiFL£R
APFR{TTATRAEHNEBRTERETHES.

mTRHEREFTE (NRIMA, ) ZHHELYL show H , BALTEALUEEREX show i
BHHN DT,

- show radius statistics — £ RVPNE 25 5RADIUSE 2 #RiR I BRIARADIUS AR S5 85 2 B B /Y
BEISSITER.
- show radius config — £ -RRADIUSSE M HFIRE,
iX Eshow radius statisticsi S L.

VPN5001_4B9CBA80>show radius statistics

RADI US St ats

Accounti ng Primary Secondary
Request s 0 na
Responses 0 na
Ret r ansm ssi ons 0 na
Bad Aut henticators 0 na


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Mal f or med Responses 0 na
Packets Dropped 0 na
Pendi ng Requests 0 na
Ti meout s 0 na
Unknown Types 0 na
Aut henti cati on Primry Secondary
Request s 3 na
Accept s 3 na
Rej ect s 0 na
Chal | enges 0 na
Ret r ansm ssi ons 0 na
Bad Aut henticators 0 na
Mal f or med Responses 0 na
Packets Dropped 0 na
Pendi ng Requests 0 na
Ti meout s 0 na
Unknown Types 0 na
VPN5001_4B9CBA80>

iX 2show radius configii S H.

RADI US State UDP CHAP16

Aut henti cati on On 1812 No
Accounti ng O f 1813 n/a

Secr et ' radi uspasswor d'

Server | P address Attenpts Acct Secret
Primry 172.18.124. 108 5 nla

Secondary O f

il VPN F i

R ESETRVPNE P IRNVEE.

1. MVPN Client¥}iF#EH , #%#FConfigurationi£T ., A5 , VPN Client-Prompt for SecretXy
EHEH | FEVPN Server N AR Z 240, VPN Client shared secret2 I VPNEH 25 H & M58
VPNZ B ANE,



Configuration I Logging | Gereral | Certificates | about |

Login Configuration -
M arme Fartrer Login Method Bdd...
arnar 17218124215 Manual
17218124223 Shared Key Remoivs
Edit. ..
Login Mame: omar Ok I
YPH Server: 17218124 223 Eakicel |
Shared Secret: |.|
< | | ﬂ Advanced...
[T futo-Connect to Default when Opened
[T Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223

Hide E it

2 MAHRERAR , RE2

RAERAZBNSHRIERA, BB
BRI A 2 VPNE AR ES[ RADIUS |EraAr & R IRIE R4,

ZHAFPWRADIUSER |, &



¥PN Client

Configuration IL::nggingI Eenerall Eertificate&l About I

Login Configuration

M arne Fartrier Login Method Add...
arnar 17218124215 Manual
omar 17218124223 Shared Key Remove
Edit...
RADWSLogin x|
Pazzword: [| Ok, I
Authentication Secret; I Cancel | =
4 | | ] Audvanced. .

[T Auto-Connect ta Default when Opened

I Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223

Hide Exit

EPEEE

Noti ce
Debug
Debug
server
Noti ce
Debug
Noti ce
Info

4080. 11 seconds New | KE connection: [172.18.124.108]:1195: onar
4080. 15 seconds Sendi ng RADI US PAP chall enge to omar at 172.18.124.108
4087.52 seconds Received RADI US PAP response fromomar at 172.18.124.108, contacting

4088. 8 seconds VPN 0: 3 opened for omar from 172.18. 124. 108.
4088.8 seconds dient's |ocal broadcast address = 172.18.124. 255
4088. 8 seconds User assigned |IP address 10.1.1.1

4094. 49 seconds Command | oop started from10.1.1.1 on PTY2
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