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D 5 % 5

FHEE RRI B OSPF

Hur/ i RIPv2
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56 1iF /0 3= 10 31 B8 R

BiF/ MR F A RRI B OSPF

W iF VPN EFEFHRBRER
B HE BR

HXEE

1Lk

‘REKEHEZEAN(RR) ATEZHNIPEBESFNERAR , ZBHINZE VPN ERSIEEMEEE

W &iFE T T i ER B B R AL 557 (OSPF) i =B & B (RIP), VPN 3000 &£ 883 % (3005

- 3080) x4 3.5 MIESMAHRSIAT RRl. HHF VPN 3002 BH4HEFimEM A VPN ZEF w2

VPN 585 , Atk RRITEEEED, RE VPN £F 568 EBES RRI KA. ZFNE&T BBHE
AEZE VPN £+ 28 , VPN 3002 BH#EFImAIUETIRA 3.5 RESRAHRE,

KRR
EXR




ARXHERBEAFENER,

{E FRY 4B #F
XA ERET AT REMBEARE :

- BERRZAN 3.5 Y Cisco VPN 3000 425

. 1217 Cisco I0S® FFRAs 12.2.3 B9 Cisco 2514 & H 25

- BHFRRAH 3.5 RE S RAEY Cisco VPN 3002 BEH-& ik
AXEPNEEHMEETREXZREREFNEZREEN. AXEPERANMERERIEEXAR
WA BRE, WREFEANREXENG , FHAECLTHRAMET TN EESM,

)
BRXHRANNEZERFES N CiscoRERIAN,

BRER
AMMALUERA RRI B3 -

- VPN B4 ZEFP RS A E DB IP it fER EVEEBEIEA

- VPN 3002 A EFIRFERAMEYT BERX (NEM) 3#HTERE | FEAESRPHINE b, (EX
K O 340 (PAT)E A VPN 300218 4% F ik FEVPNE i, )

- LAN Z| LAN ZEREZENL B EANKHE, (XUURENMNE , Bl LLE2MEIIR, )
- RRI 73 VPN B Fimithigft 7 HIE B,

f£/H RRI B , RIP 5% OSPF %B‘JﬁHE BEXLEA, FHEHRAEAN VPN £43515E6 , LAN 3
LAN éﬁ‘ﬂ%ﬁﬁ ME B EIMIThEE, BR , IR REFEA RIP EREES KBTI

AR RRIT 5]5?9\%5%5%3%17}1)((VRRP) RER , BN ERSH/MNE DRSS 2R EBERRIE

H. X2SHEARB, FMAFAE Cisco bug ID CSCdw30156 FRIRERE K b [ BAEE (X
FE/EﬂﬂFﬁF' ) o

EE
AEB 7 R A < WA EL B A AL PR Th BB RV 1E BLo
AR FRBTERTE(REMES)TRMEXATHERANBSHEAES.
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VPN Client 1

192.168.15.0/24 192.168.6.0/24
A K
VPN 3002 YPH 3060h
Client Concentrator
A27 133
132 ‘ 172.18.124.0/24
VPN 3030b
1 Concentrator
‘ 5 192.168.1.0/24

ER
AXRERAUTRE :

R

2514- b#show version

Cisco Internetwork Operating System Software

I0S (tm 2500 Software (C2500-1K80CSs-L), Version 12
RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2001 by cisco Systens, Inc.
Conpi | ed Wed 18-Jul -01 20: 14 by pwade

| mge text-base: 0x0306B450, data-base: 0x00001000

2514- b#write terminal
Bui | di ng configuration..

Current configuration : 561 bytes
!
version 12.2
service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!
host nane 2514-b
!

i p subnet-zero
!

2(3),

.10‘




ip ssh time-out 120

ip ssh authentication-retries 3

!

interface EthernetO

ip address 192.168. 1. 10 255. 255. 255.0
!

interface Ethernetl

no i p address

shut down

!

router rip

version 2

network 192.168.1.0

!
ip classless

iproute 0.0.0.0 0.0.0.0 192.168.1.1
ip http server

!
line con O
line aux 0
line vty 0 4
!
end

£/ RIPv2 Ef A VPN 3000 #h 25l B

Ei@E% RRIZRAMNKH , B4H (FEL ) £434 VPN EhBENERAEO LB BAHYE RIP ( ERNE
BEFH VPN 3030b {RR ). MEBZHEANERENBAAWLMEL RIP, &% RRI AIEFREIE
3 VPN &85 (10 VPN, SE=EBREMDI (L2TP). &aX AB&EY (PPTP) % ) B VPN &/

s EE M



R i

| Bk - = - (] Y| Dfeach [Gifovorkes Py |2 O B - !
| Address [48] tpcff172.18. 124, 1 32)access bl x| Peo ||uks "!
2 G BLEL
e *" Concentrator Series Manager Logged in: admin
Configuration | Administration | Blonitoring
Confignring Ethernet Tnterface 1 (Private).
EIF Parameters
Artmibate Valne Descrption
Inbound R]T[lm Select the method of mbound BIP processng for tus
irterface
{]“m'd||RIF‘uE Tty :] .E-:h.-l:l:ﬂw methed of cutbound BIF processmg for thes
interface
Apply | Cancel |
Cised Srivius
'] Fiters and Arcess Poloes T Inkemet o

B v R B B E A

E /% RRI ATEFTEEREE) VPN £4H2889 VPN B EEH. EEREBERESiE RRI, H#E
Configuration > System > IP Routing > Reverse Route Injection , /5% Client Reverse Route
Injection A%,

X VPNERBRE—NMNENAFRENHNEF#H1192.168.3.1 - 192.168.3.254, XK HARNIF
MEE , BSERBIEMNRRIPV2,




; Cisco Sysbenis, Inc, ¥PN 3000 Concentrator [ 192, 168.1.5] = Microsalt Internet Esplorer provided by m‘“’? s '.

Jfe B e Took Lok e
| wBack v & - Q2] Y| Difeach [Efavorkes Pty | e S R -

~lRl x|

| Address (4] hetp:(172.18.124. 132 acemss bl

- Concentrator Series Manager

Conliguration | Administration | Blonitoring

] oo ||uis ™

P VN 3000

Lagaed in: admin

Configure system-wids Beverse Route Igiection paramesters. This feature adds specific rowtes to the
reuting takle for distribubon wa BIF or OEFF fo neighbounng routers for path discovery. Click on
Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals
Check to add non-b
Chent Reverse Fonte Imjecnon mterface) chent host
bakole
Metwork Extenzion A B0 e w':
Feverse Ronte Injecnon Th R
takle
« Add or modd
| and subnet m
Following star
PG n.mn
Addvens Poal %ii]ﬁﬁ.allt
Hold Diowm Ronates * T
subnet mask
+ TFyrou are usn
i mash, woueas
i 1| mask
Gisge SvsTeas -]
. 4| | b
] bebpe L T2 10,124, 132 systemipiri bkml [ Intemet s

MEH B RRI ({XB#EA NEM 8 VPN 3002 75 )

=N VPN 3002 EFinBl EM &Y B RRI, % Z Configuration > System > IP Routing > Reverse
Route Injection , A/51%#F Network Extension Reverse Route Injection #J3i£31,

AE : VPN 3002F FinSAUE T3 5REBRAMNIE , MEY BRRIFEEERETHE, BXEAXR

B8 , BZHBRIL/NE NEM RRI.




3 Tisca Systems, Tac, ¥PN 30 Concentrator [192. 168.1.5] - Micrasoft Internet Explorer provided by Gisco 1T Packaged IF S.5SE1 S (=1 F
Ble Eot Wew Foomes Dods Hep Ex
ik + = - ) 7] Y| Difeach [SFavorkes (Pstay | e 5 - o
Address [&] hetp: (117218124, 132 acemss bl x| oo ||k ®

VPN 3000 Main | Help | Suppon | Lagow
e Concentrator Series Manager Logged in: admin
Conliguration | Administration | Blonitoring

Configure system-wids Beverse Route Igjection parameters. This feature adds specific rowtes to the
routing table for dhstribubion wa BIF or OSFF fo neghbounng routers for path discovery. Click on
Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals

Check to add aon-b

Chent Reverse Fonte Imjecnon [ mterface) chent host
bitle

Nenwork Extenszion Lhtci: b 1‘?_1:11"

Feverse Ronte Tnjerton L TR
Lakle

+ Add or modd

H and subnet m
Followng star
T TR [T T

Adidress Pool 152 168 90.¢

Hold DNovn Bontes « Enter each ne
subnet mask

» I yoal are usy

" mash, woueas
Cisce SriTus 4] _[J mask.
4 i er
&] Revers= Route Enjecton Configuration e >
LAN 3| LAN R Ez) ZR

X2 —MEA 172.18.124.133 mEX FE4EHY LAN B LAN £1F | BWEARH LAN LR
192.168.6.0/24, £ LAN | LAN E X ( 1%&# Configuration > System > Tunneling Protocols >
IPSec > LAN-to-LAN > Routing ) ¥ , RGEAREZ B KR BN LXK,

A BicE EAMNEEZRIN , AECARPESZEMN S, EXMERT , RELE
AEENEIRIAMIE RRlI. BXREHAREES , HSHEIEMNE LAN F LAN ME Bz L,

LAN F| LAN M4 RRI

EfE RRI , % % Configuration > System > Tunneling Protocols > IPSec. 7 LAN % LAN E X
, FATHE 2 Routing’ 2 ERi& B 7 Reverse Route Injection , LA{EFF LAN B LAN £iFHE
M2 T RIP 5t OSPF #8. £ Apply RIFI&E,

EE : HLANZILANE IR B HEARRIAT , VPN 30005 F LML ( BENMEHIMETIR
) BE  LERNNBASJTEEENE, BXEHARER , FSHEIENR LAN 2 LAN R
RRI,




ok = =

Al tisco Systems, Tne, YRR 3000 Concentrator [192,168.1.5] - Microsolt Tnternet Emlul.prnvﬂu:lbr .-a;_ T ark =18 x|

Ble Edt Vew Favorkes Dok Heb ' -
@ A Y| DySeach [dFevorkes fstary | e S i - o

Address [&] hetp:7172.18.124, 132 acemss bl =] oo ||nks ®

. B

. ; Concentrator Series Manager Logged in: admin

Cisge SriTeus

Name fio_3060b

Interface |Etharnet 2 (Public) (172.18124132) =]

Peer [172.10.124133

Thgtal
Certificate

Certificate & Entre certsficats chain

iNl:lne (Ls= Preshansd Kenys) :J

Transmission & Identty certficate only

Preshared Key |zsco123

Anthentication |ESFMOSHMAC-12E =)

Encryption I?DE S-168 ']

IEF Propasal |IKE-3DES-MDS =

Routing TSNS <|

Configuration | Administration | Bonitoring

L

Enter the name for thas LAN-to-LAN
Connechon

Select the meerface to put this LAD-
ta-LAR connechon on

Enter the TP address of the remote
peer for thas LA -to-LAI
Connechon

Select the Digttal Cerificate to use

Choose how to send the digtal
certificate to the TEE peer

Enter the preshared key for this [
LAl -to-LAM conmechon

Specity the packet authenticaton
mechanism to usze

Specili the encryphon mechamsm to

use

Select the [EE Froposal to use f

thiz LAN -to-LAL connechon.

Cheose the routng mechamsn to

uze Parameters below ave ignored

if Network Antodiscovery is

chosen |

#] Cick to expand nested kems

EE CLIEXFHITEE |,

SERIFKRAER EHIREUFZE LAN Z LAN VPN MEHEEEA

1z1T OSPF HYMEHHEXER.

it

IR B A ESIEREM A HVPNE P in AT T A ARH. flm , MREE VPN N FE
LT 192.168.2.0/24 Mz 8l , WRARALMITE | A LAN F R EZME

- NEBEHES (W RAIRHASEETH 2514-b ) EHHE VPN EFESE Aitm
192.168.2.0/24 AKX H, NREFEZTRRIFEMBVPNEHREFRTIFHINAE , XEE—

MELUEZ R ARIRTT R

RO LEANEES AT, B2, RE VPN BEFZH |, thIEEF & 192.168.2.0/24 R4
HEARBME, BME2 , BTEREZRENEEHRANR , AR EREESEE, —8
192.168.2.0/=zF2MEE I PRE , R EBI B3I X I INEE)
AE, XPMUEAT RIP; EXfER FTTEEERA OSPF,

- M Hb St R B R 6E A SR )

FHE)o

B ARIECEARBHRE, 1§

EEMHME | ERFTERNEEHESEIURE ( NREET

S E s ut thIPFIBE A |, 552 Configuration > System > IP Routing > Reverse Route

Injection , REW Al , WTFHAR. BXRBHRER ,

FHS PRI/ NI IR o
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| Be X pow Fgems ok e

D | Dewth (agfavortes (PHsry | Do 2 B - 2]

| Address [@] hikp 172,168,124, 132  socess el

] oo ||uis ™

VPN 3000

Concentrator Series Manager

Conliguration | Administration | Blonitoring

Lagaed in: admin

L iy athon E fi!
—ikeriaces
—HSystem
Bt Configure system-wide Keverse Foute Dyiection parameters, This feature adds specific rotes to the
| Tuneing Protocot reuting takle for distribubon wa BIF or OEFF to neighbounng routers for path discovery. Click on
1P o Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals
——Cbatie Roules
Tl Graleegiis Check to add noa-l
_EIEEI ; Chent Reverse Fonte Imjecnon [ il;t;lrfau'fl cliens host
— OGP *
s ki icticr Metwork Extenzion A B0 e w':
- EHdanagement Froocels Feverse Ronte Injecnon bakla T S
—EIE
— HTTEHTTFS = =« Add or modd
e TETR 192,.1668.2.0/255.255.255.0 d and subnet m
— Lt Following star
e FLEL LT L0
——EhE Comauniies
= — i
m Hold Dovm Route: *
— - s = subnet mask
HEHEvemE + TFyou are usn
EhCermral i mash, woueas
W = 4] 1| mask
Gisgn SrsTIMS
. 4| | b

] 3 Corfigration

FAEHE RRI

#Y OSPF

Ef A OSPF , 5% % Configuration > System > IP Routing > OSPF , fA/5%i A Router ID ( IP ik
Ht ) . 1%$F Autonomous System RVETAM Enabled. = |, FFRRIEEHEFHOSPFR , BEEHL
VPN 300058 LT B REHWOSPF#EE,

BXREHARER ,

FZHBRUENHEA RRI #Y OSPF,




CHe B Wew Faomes oo Hep

| Bk e - ) 9 4| Dteach [ifFavertes (Prmary Y- S - o

[Tt

=] oo || >

Configuraiion | Sy | IF Routing | OSPF

Configure system-wids paramesters for OSTF (Open Shortest Path First) IF rovting protocsl.

Fuabled &

Router IT {192 168,15
Anbonamens -

Svsrem
Apply | cancel |

Chack to enable OEFF
Enter the Fouter [T

Check to mdicate that thig 12 an Aubonomens System

benmdary router

Main | Help | Suppon [1 ool

Conliguration | Administration | Blonitoning

€] Chek ko expand nested bems

Logged in: admin

| @ Intemet P




| B EX yeu Fpoms fok e & |
| wBack = = - @ ] | Dyseach [fffavorkes Prastory | e SR - o .
| Adress (4] betp:(1172.18.124. 132 acemss bl x| oo ||k =

B VN 3000

-~ Concentrator Series Manager Logged in: admin

Conliguration | Administration | Blonitoring
LA il o !
——ieerinces
—HSystem
Bt Configure system-wide Keverse Foute Dyiection parameters. This feature adds specific routes to the
| Tuneing Protoct reuting takle for distribubon wa BIF or OEFF to neighbounng routers for path discovery. Click on
o Bl Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals
Check to add non-b
Chent Reverse Fonte Imjecnon # mterface) chent host
bakole
Metwork Extenzion A B0 e w':
Feverse Ronte Imjecnon e R
takle
« Add or modd
192 ,168.2.0/255.2855.255.0 d and subnet m
Following star
P .
Addvens Poal %ii]ﬁﬁ.allt
Hold Diowm Rouates * T
subnet mask
+ TFyrou are usn
b mash, woueas
i 1| mask
Gisge SvsTeus -]
. 4| | b
"] hek to colapse nested k=ms [ ' Irkemet 5

WiF
AR FRANELTATRACNEBRSERITH,

moEHERER ((REMAF ) (OIT) XFHEL show @i f. A OIT AIEEX show v HH
Ay 4o

I/ ik RIPv2

VPN B IR EER R BHER

VPN EFBEEX T —NMAMAF |, 5K 192.168.3.1 - 192.168.3.254 K& F im it

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodi c downl oaded static route



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

VPN 2 = i % 45 1A ] B9 B8 R 3%

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:21, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
192.168.3.0/32 is subnetted, 1 subnets

R 192.168.3.1 [120/1] via 192.168.1.5, 00:00:21, EthernetO

!---192.168.3.1 is the client-assigned IP address !--- for the newly connected VPN Client.
S* 0.0.0.0/0 [1/0] via 192.168.1.1
AN B PR B S AR R

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:05, EthernetO

C 192.168.1.0/24 is directly connected, EthernetO
192.168.3.0/32 is subnetted, 2 subnets

R 192.168.3.2 [120/1] via 192.168.1.5, 00:00:05, Ethernet0

R 192.168.3.1 [120/1] via 192.168.1.5, 00:00:05, Ethernet0

S* 0.0.0.0/0 [1/0] via 192.168.1.1

ERBANVPNEFHAMENEERE , BEARDPFEH192.168.3.0/ 24N NFIBHTELER S, &
AER , SFRAEATFRRRI250N EHEEHSE A — NP HIE B Z B EE,

THRERDFEBEH RO

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:13, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
192.168.3.0/24 is subnetted, 1 subnets
R 192.168.3.0 [120/1] via 192.168.1.5, 00:00:14, EthernetO



!--- There is one entry for the 192.168.3.x network, !--- rather than 1 for each host for

the VPN pool. S* 0.0.0.0/0 [1/0] via 192.168.1.1

¥il/MiE NEM RRI

THRMEBRBER

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

R 192.168.15.0/24 [120/1] via 192.168.1.5, 00:00:05, EthernetO

!--- This is the network behind the VPN 3002 Client. 172.18.0.0/24 is subnetted, 1 subnets R
172.18.124.0 [120/1] via 192.168.1.5, 00:00:05, EthernetO C 192.168.1.0/24 is directly
connected, Ethernet0 S* 0.0.0.0/0 [1/0] via 192.168.1.1

IO/ LAN B LAN R4 Bz 23

LAN 3 LAN ZEEFIRERBR (MEEHRI )

2514- b##show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia - IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:07, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

LAN 3 LAN SR g9 % ( AEREREER ) (E BRI )

2514- b##show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |A - COSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0
172.18.0.0/ 24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:04, EthernetO
R 192.168.6.0/ 24 [120/2] via 192.168.1.5, 00:00:04, EthernetO



C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

X RIPE— =214t et85., BN LAN B LAN 2 FHEF , BRUEEEARA =240t
8 = & SKRREB AT

¥ iF /i LAN 2| LAN M4 RRI

THRKEHRFABER

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:11, EthernetO
R 192.168. 6.0/ 24 [120/1] via 192.168.1.5, 00:00: 11, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

BT LAN Zl LAN ImREMKHERPFEH 192.168.6.0/24 , A& ZEEEETRAHE, MERE
EMEFHIK 192.168.6.x, .7.x. F .8.x (£E/24 ) , BMAKHBFHNERBARFUOTAR

pe

192.168.8.0/24 [120/1] via 192.168.1.5, 00:00:02, EthernetO
172.18.0.0/24 is subnetted, 1 subnets

172.18.124.0 [120/1] via 192.168.1.5, 00:00:02, EthernetO
192.168.6.0/24 [120/1] via 192.168.1.5, 00:00:02, EthernetO
192.168.7.0/24 [120/1] via 192.168.1.5, 00:00:02, EthernetO
192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

Wi/ B B

EARGIH , 192,168 2.0RERERFNERFEANZEMNSE, MIAMBERT , AERRHBRABEHRE
ERMHBENEROT

O XDV

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - ISISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic dowl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] wvia 192.168.1.5, 00:00:05, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.1.5, 00:00:06, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

EEE , 172.18.124.0 ¥ HIRFR £ R VPN 3000 SERERMNSLARBZOME, MREFHFEED
VPN £ ERM T AR ORALERE , WA LR ME S B I IRas , SMEES/F L IIRAM
B%EH

EAEE AT AL 192.168.1.1 WEAKH , BRIS s AKHBXRER IP A 172.18.124.0
255.255.255.0 192.168.1.1 , tI AR :



2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets
S 172.18.124.0 [1/0] wvia 192.168.1.1
C 192.168.1.0/24 is directly connected, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.1.5, 00:00:28, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

IS/ iR 5 RRI B OSPF

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

O E2 192.168.15.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO

O E2 192.168.6.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO

C 192.168.1.0/24 is directly connected, EthernetO

O E2 192.168.2.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO
192.168.3.0/32 is subnetted, 1 subnets

O E2 192.168.3.1 [110/20] via 192.168.1.5, 00:00:08, EthernetO

S* 0.0.0.0/0 [1/0] via 192.168.1.1

THRILRAIE :

. 192.168.15.0 & VPN 3002 &£ M& B =,
. 192.168.6.0 LAN F| LAN 2189/ 4,

. 192.168.2.0 2HI#IEEH.,

. 192.168.3.1 BEF imE A B H.,

i VPN SRR IEREHRES

HRBHE RERM VPN EHEHBERP, EXEHITRE , B ZE Monitoring > Routing
Table.

BERRI, BRI FR ANV B AELAREOEON)NBSERH, FIREP , BAR

- MEIEEE192.168.2.08 R N —Bk2 A HZBOMIPH#HE |, 172.18.124.132,

- 2 HE192.168.3. 11t FIVPNE F i , BIBRIAMKRH T —BkRELN LMK (172.18.124.1)F HY
VPNEHR S,

. 192.168.6.0 4:#9 LAN Z| LAN ZEZERH 172.18.124.133 X & kbt , MET BER+H VPN



3002 &R th FEX MBI

jl-ihl o Systems, Tnc, ¥PN 3000 Concentrat or [Iﬂ?.l-ﬁiﬂ.l.ﬁ] Microsalt Internet [M{ﬁmmﬁdhmn— .. .

B B bew Fpokes fods Hep } « |
:-ﬁul.m:h--h @ﬂ& ﬂmmmdmlhﬁ'aﬁ =
| Address |48] hetp: (1 72.18.124, 1 32fsccess bl x| P || ks *|

» B BREL
- - Concentrator Series Manager Logged in: admin

Conliguiation | Administration | Bonitoring
Hisfreshi
Clear Fowles
Valad E.uuh*: 7 _
| Address Klask | Mext Hop ]nmrfare Protocal Age Mletmic |
! oo0o 0000 (172181241 2 Diefaalt 10 'J
[172.18.124.0 255 235.255.0 fD 000 2 Local M |1
|192.168.10 2552552550 (D000 1 Local 10 |1
il.':'r.l 16820 2552552550 [17218124.13202 Stabc i ]
[192.168.3.1 1255255255 o35 | [172.18. 1241 2 Static 0 (]
| 192.168 6.0 255.255.255.0 [172.18. 124.133 2 Ftahc 0
(192.168.150 255.255.255.0 |172.18.124.1272 Stabc 0 ]
Gised SriTiug
8] System Moritoring [ g Intemst y

B BB BR

B AR B HX L B AR HERRE B

HXER

- B RLML2l iR i5EIPSec VPN EEBERR R R T R
. Cisco VPN 3000 RHIEHEE T

. Cisco VPN 3000 RIIEFik%iE

. IPSec /IKE thilERF

. OSPF %

. RIP %

. BARF ¥ - Cisco Systems



//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2276/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk365/tk480/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk365/tk554/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	如何使用反向路由注入填充动态路由
	目录
	简介
	先决条件
	要求
	使用的组件
	规则

	背景信息
	配置
	网络图
	配置
	使用 RIPv2 时的 VPN 3000 集中器配置
	客户端反向路由注入
	网络扩展 RRI（仅限使用 NEM 的 VPN 3002 客户端）
	LAN 到 LAN 网络自动发现
	LAN 到 LAN 网络 RRI
	抑制路由
	使用具有 RRI 的 OSPF

	验证
	验证/测试 RIPv2
	VPN 客户端连接前的路由表
	VPN 客户端连接期间的路由表
	两个客户端连接后的路由表
	验证/测试 NEM RRI

	验证/测试 LAN 到 LAN 网络自动发现
	LAN 到 LAN 连接前的路由表（网络自动发现）
	LAN 到 LAN 期间的路由表（内部路由器）（网络自动发现）

	验证/测试 LAN 到 LAN 网络 RRI
	验证/测试抑制路由
	验证/测试使用 RRI 的 OSPF
	验证 VPN 集中器中的路由表信息

	故障排除
	相关信息


