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Welcome

You use this web site to request a certificate for your web browser, e-mal client, or other secure
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the web, Sign your &-mail messages, encrypl your e-mal messageas,
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Select a task:
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9. # #HConsole , AJFk#EAdd/Remove Snap-in.

10. £ H5Add , RJFMFIRFikFECertificate,

1. EHIAARNERBEMNEOR | SRR,

12. BIUFCARSHBNIEPRENTZEEMRIEBMAEINME T, I, BidiEEFConsole Root >
Certificate(Local Computer) > Personal > Certificates , RiFER2EHIEPH , M FEAF R
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1. A58 % HMy Network Places , i%£#¥Properties , A5 % ttMake New Connection.
2. 7ENetwork Connection Type ( M&&E#EKR ) EOH , 1E£#FConnect to a private network
through the Internet , #Af5 ¥ tiNext.



Metwork Connection Wizard -

Metwork Connection Type

Y'ou can choose the type of nebwork, connection you want to create, bazed on
wour network, configuration and your nebwarking needs.

)

" Dial-up to private network
Connect uzing my phone ling [modem or I1SOM).

" Dial-up to the Internet
Connect to the Intermet uzing my phone ine [rmodern ar [S0R)].

i Accept incoming connections

" Connect directly to another computer
Connect uzing my senal, parallel, or infrared port.

Create aVirtual Private Metwork, [WPM] connechion or tunnel’ through the Internet.

Let other computers connect ta mine by phone line, the Intermet, or direct cable.

< Back M et

Cancel

3. WMAVPNEHRBNALEONEN AP , AFEHNext.




Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

4. EEERTAMEQS , hRECKEONY , REEET—F,



MNetwork Connection Wizard

Connection Availability
'ou may make the new connection available to all users, ar just yourzel.

<)

connechion stared in your prafile will not be available unless pou are logged an.

Create thiz connection:

™ For all uzers

& Only for myzelf

You may make thiz connection available to all uzers, or keep it only for your cown uze, A

< Back M ext

Cancel

5. FEPublic Network E O H , B2 B B ITHIRIER (ISPIKF ) .




MNetwork Connection Wizard

Public Network
Windows can make sure the public netwark, iz connected first.

Windows can autornatically dial the initial connection to the Internet or other public
nietwark, before establizhing the wirtual connection.

i Do not dial the initial connection,

& Automatically dial this initial connection:
Cizco corparate WPM j

< Back M ext Cancel

6. f£Destination AddressFE& L , # AVPN 3000 BEM T HEBRIPH UL , AR5 = Next.



Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

7. EMEEEOSEOR , MAEENEYN AR ERM. BRTRHIH , EEawHE R Cisco
corporate VPN”,



Network Connection Wizard

Completing the Network
Connection Wizard

Type the name pou want to uge for thiz connechion:

IEiEED corporate WP

Tao create this connection and zave it in the
Mebwork, and Dial-up Connections folder, click
Firizh.

To edit thiz connection ik the Netwark, and Dial-up
Connections folder, zelect it, click File, and then click,
Froperties.

[T &dd a shortcut ta my desklop

< Back Finizh I Cancel
8. HEMTHEREOTR K SHERHE.
Connect ¥irtual Private Connection el b

U=zer name: |edgaruser

ettt

FPazzward:

[T Save Password

Connect Cancel | Froperties Help

0 EBMEOF , B ML LI+,
10. £ Type of VPN server | am calling ™ , N\ TR HiEEL2TP , 38 & ‘Rinternet Protocol
TCP/IP , #AJ5 % iiProperties.



Cisco corporate ¥PN ed

Generall Elptinnsl Securty  Metworking

Type of WPM zerver | am calling:

Sethngz

Components checked are uzed by thiz connecton:
A Internet Protocol [TCPAR)

B File and Printer Sharing for Microzoft Metworks
Client for Microzoft Mebworks

Inztall... Uninztall Froperties

Descriphion

Transmizzion Control Pratocol/Internet Protocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected nebwork.s.

] Cancel

11. 1%£#¥Advanced > Options > Properties.
12. 7£IP Security® A 5 , 1% # Use this IP security policy.



PSecurity 2 x|
IF zecunty zethings apply to all connections for which TCPAP 1z enabled.
i~ Do not uze IPSEC
" Usze this |P security policy:
iEIient [Rezpond Only) ;‘

Selected |P security policy description:

Communicate normally [ungecured). Use the default rezponze rule to
rieqotiate with servers that request secunty. Only the requested
protocol and part traffic with that zerver iz secured.

aF. Cancel

13. N TR & ik iZClient(Respond Only) KB , RIFZXKEHOK , EEIREIConnectR#.
14. EREERE  BRALZNAFRBNER , A5 £ 5HConnect,

ELEVPN 30005+ 28

FREVARE 45
EIREWVPN 30005 REsRIET |, BEML T LR

1. 3300 48 2545 M B I CA(E & Rhttp://ip_add_of_calcertsrv/), B RCAIEPRIEBHEIIR , A5
BEHET—F,

2. B2 #HiDownload CA certificate , 3} ¥ X HRFE A HEE FHEMLE,

3. 7EVPN 3000525 I | i£#ZAdministration > Certificate Management , A/5 % i Click here to
install a certificateflInstall CA Certificate.

4. ¥ $Upload File from Workstation.

5. B #Browse , ARFIERENF T EHHCAILLP X H,

6. REHERXHE , RFEEInstall,

Certillcate Authorities (curent 1, masimum |
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FEIREWVPN 30005 e HADUEH |, AU THER

1. % ConfAdministration > Certificate Management > Enroll > Identity Certificate , A5 % &
Enroll via PKCS10 Request(Manual). EEMTFIREIEE , RS E THEnroll,

£ oo Pirgaraat bty

gl i Lty
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FlaleProvince [ SF) Exfler the S1ahe or Prasince
- Erdar the b= et [ 2y ang
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. Ead & Ful 4 IV I, PRl 3040
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----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | BPDCB5wW BADBQVRUWEWYDVQQDEWX 2 ¢ G4z MDAWL- W5 hbWUx DDAKBgNVBAS TA3Nu
¢z EOVAWGALUEChMFY2! z'Y28x DDAKBgNVBAC TA2J 4b DEL MAk GA1TUEBhMCYmUwWY AN
Bgkqghki GOWOBAQEFAANI ADBGAK EAX 7K+pvE004ql LNNW3kPVWKr dI qZVv4yed Pdh
C8/ V5Yuqg5t MAY3L1WsDCO0p256bvGgzd5f hqSkChBVNNJ1Y/ KQ BA6AONMDI GCSqG
Sl b3DQEJD) El MCMM QYDVRORBBowd | WinBuMz AWMCLUYWLI LnNpc2Nv Ln\vbTAN
Bgkghki GCOWOBAQQFAANBABz cG3I KaWhDLFt r Nf 1QDi +D7w8dxPu74b/ BRHNOf sKI

X6+X0edOEuEgnt/ 2nf j 8UxOnV5F/ c5wuk Uf ysMml/ ak=

----- END NEW CERTI FI CATE REQUEST- - - - -

2. 3 B EE M ERICARRSES , £ Request a certificate , A5 & diNext,

3. % #Advanced Request , # tHNext , A /51%FESubmit a certificate request using a base64
encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.

4. B Next. BIEIH MM NAXEF Z A B RMIEFHFER XA, £EHSubmit’,

5. EECAHER%E’JEE%H‘ﬁ & LA tiDownload CA certificate. 5% , HCAMAIEHE

5] & B CABR 35 8% 3 1% # Check on a pending certificate.

6. iﬁ..t'F P, ERENER  ARBXEG T,

7. ¥ HDownload CA certificate , AEFXHREFR A RE L,

8. 7EVPN 3000525 I , i£#ZAdministration > Certificate Management > Install , A/F & &
Install certificate obtain via enrollment. A5 , BB FRS N EELE"WFLEFER , W0
T BT R

3 ‘ VPN 3000 B, Main | elp | Suppoi | Legsut

Concentrator Series Manager
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9. B Finstall , A5 # HUpload File from Workstation,
10. 2 HBrowse , ARG IEFE TS CAM K BYUEHHI X




1. REETRXHE , RE £ TInstall,
12. i%3#% Administration > Certificate Management, RN ERELTFHEGHNRE,

——Administer Sessiony
HE-Sofware Update This section lets you view and manage cerdificales on the VPN 3000 Concentrator
——gyslem Rebool
_ﬂm & Click here 10 enroll with & Certificale Authormy
—Mipnitoring Refresh ® Click here 10 Inslall @ cedmcale
HEACCESS Rights '
|5 File Management Certificate Authorities (current 1, mg<imum: &)
B Certicate Managem Subject l=suer | Expiration SCEP Issuer

rollme snewpcT-caat clsco 0 erewpcT-caalcisco 02042004 T Mo [vew

(o toring Identity Certificates (curent 1, masimum: &
Sulpect lsuer Expiralion
wpnd000-name o cisco snsvpcT=ca al cisco 02 442003 il ew |

S5L Certificate | Geneate | Moke: The public key in the S50 ceriicaie (s Al used for e S5H host key
Subjoect b sasar : Fiepiratian
Mo 331 Certificate

Enrollment Status |Resews AN: Errored | Tersd-Out | Bescted | Cancsted | n-Frogress | (cument: 0 available: 2)
B e = e ™
mam:’u' 1. e 1 Tewe L. X

B I % P it
EREBES L, BRENTEE

1. EHERITANIPHIEE |, HRX KRB MmMVPN 30005 H RN AEED , RAEER
Configuration > System > Address Management > Pools > Add.
2. BETENHNE LNEAEMRRPRVIPHUEE , REEHALd,

Configuration

Administration

—EHEyslen Add an address pool

[ Assignment Range Start | 101 1 104 Enter the start of the IP pool address range

—&Tunneing Prolocols Range End | 10.1. 1. 204 Enter the end of the IF pool address range.

3. E&AIVPN 30005 F 85 1%t , i§%&$Z Configuration > System > Address Management >
Assignment , 1% Use Address Pools#E , S % HApply , 2L BFT R



LS 5ystem This section presents Address Assignment aptions. Each of the following methods are tried, in order,
—EFServers until an address is found
EE;:: Chack to use the IP address supplied by the client. This
Use (hent fediress L) can be overndden by usen'group configuration.
=& Tunneling Profocols Use Address from Authentication | Check to use an IF address retneved from an
—EHP Rouling Server — aulhentication server for the client.
| Fl'mm Use DHOP ] Check to use DHCP to oblain an IP address for the clent
—EEvenls Check to use intemal address pool condguration o oblain
—EHGeneral Use Address Pools I o' osaress for the client
—EHClient Update
—L.oad Balancing
—EHser Management Apply | Cancel |
—EPaolicy Managemend
IKEE ¥

EREKERW , BEBMATIR

1. 1% ¥ Configuration > System > Tunneling Protocols > IPSec > IKE Proposals , & #iAdd} %
B8 , W TR R

W il 5 |

Corfigure and add & rew IKE Proposal

¥ Proposal Mame | IFE-for-vinlk Specify the nama of ihis IKE Proposal
Ol B e s ]
rcEiE HOun

Suthenticaton Mods REM Digtal Codtificale i Selecl the authardic alion mode 1o use

Authentication Algorithm  MDSHMAC-126 Salect the packs] aulhenticalion akgorithm 10 use
Encryplion Algonthim  DES-56 Select the encryplion algoithm 10 use
Diffie - Helman Group  Group 1 (T8B-bils) = | Selecl the Diffle Helman Group 1o use
_;‘w Lifetime Meddirmmsent — Time Select the Weting meaturémant of the BE beyi
—idanilerng Aefeih
WIE g Data Lifetime . 10000 Spacify the data Metime in kilohyles (KB)

% T Lifetine | BE400 Specily the time Ifetime in second:

= || =1

2. 8FAdd , EEHFRHEERHEWNS , AE £ HActivate,

EESA
EREREXH(SA) , ERAUTHR

1. 1% Configuration > Policy Management > Traffic Management > SA , A /5 % HESP-L2TP-
TRANSPORT., MIRHSATAA , IFERFEATHMAR | BOEEHERLCUN—PFSA,
ALEZTENSARE. RELNRZLEBRERLSH,

2. 7z Digital Certificate TR X2 P ER 2 BB ENBFIEDH, EFIKE-for-win2k Internet Key
Exchange(IKE)&Zi, EE : XTESEN. HL2TP/IPSecE FimEZEIVPNEF SR |, [
IR Fr- 2 i 7£ Configuration > System > Tunneling Protocols > IPSec > IKE Proposals i H fY5E



I TEENABIKERN. TERETRTSARENEE

Lol el ds
Sy e IPRac Paranesbors
P L a0 REminl
Aurthentacatson Algonthon  E5FRDSSROC- 128 sedect the pacist authenticabion aigorinm bo use
Access Hours
TraMe Wasagemen]
Etwenr Lisls Emtryplion Mlgorithen D05 08 Selacl the ESF encryplon slgsibm 1o usa
— Encapmiation Mose Transpor i Sedact the Encapesizlion Bods for fhes SA&
i : Porfoct Forword Seomcy Oviabies Soloct the e of Perfect Forward Secrecy
e S dvEe Lpdate
fetmim Medsinn Tene z lect e Ided , R a
] wnl | Tene Select the iletime neawmmant of the IFSec keys
—Eing
—tdonilseing fetesh
HErACCeEE Bighls Daita Lifetinee | 10000 Spacily the data |ifelme in kiobytes B
e E il N adin e
—ELadicate Managonen
[ Mo pitiring Thmse Lty | 1600 Spacily tha time Weting in soconads
IKE Parsmslers
IKE Peier |00 0.0 Spacily (he IKE Pesr e & LAN-10-LAN IPSec conneciiorn
Hejoliatan Mok Ftain seioct the IKE Megoliabon mode to uie
Dt Certifacale v 00 - i i setect the Digital Cafilcale bo ue
Enlirg CEMIBCEE Chaim
Corlificale Tramsimdsson Choose hiow Lo sand the digisl cedficale 10 1he KE paar
jerilly Camincale only
Comca Sranims IEF Proposal i E -t - wank Select the EE Progosal io ute aa IKE ind iabor

EXANAS
EREANAS  BERATSR :

1. & Configuration > User Management > Base Group.

2. FEGenerali I+ T , #{RiEHL2TP over IPSec,

3. EIPSecit T+ T , #EZFESP-L2TP-TRANSPORT SA.

4. EPPTP/L2TPEI+ T , BUHIEF FTEL2TP Encryptioni& i,

5. #%£$%Configuration > User Management > Users , AJ5 % HAdd.

6. ¥ AT MWindows 2000% F imiE 2 & MM Z 18, BRI “Group Selection” T 1%£$FBase
Group.

7. EGeneralit I+ T , & L2TP over IPSecBiE 1%,

8. EIPSecit T+ T , #EZFESP-L2TP-TRANSPORT SA.

9. EPPTP/L2TPIEIF T , BUH%EH PTAL2TP Encryptioni£1 , A /5 ¥ t7Add. EE T LB
EL2TP/IPSec Windows 2000% Fimi#t {TiE#k, XX : FEERFEFAREN EZIRE
L2TP/IPSeci®$%, tha]LAfL & S5SAK Organization Unit(OU) = B PTEL Y 4H A2 2 1% A iEH#E,
B EAEE .

HiHER

269 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3868 10.48.66. 76
M smat ched attr types for class DH G oup:
Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 7



271 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3869
Phase 1 failure against global |KE proposal # 16:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2
Cfg'd: Qakley Goup 1

274 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3870
Proposal # 1, Transform# 2, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Encryption Alg:
Rcv' d: DES- CBC
Cfg'd: Triple-DES

279 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3871
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

282 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3872
Phase 1 failure against global |KE proposal # 3:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

285 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3873
Phase 1 failure against global |KE proposal # 4:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

288 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3874
Phase 1 failure against global |KE proposal # 5:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

291 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3875
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

294 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3876
Phase 1 failure against global |KE proposal # 7:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

297 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3877
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

300 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3878
Phase 1 failure against global |KE proposal # 9:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

303 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3879
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10.
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10.
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10.
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10.

10.
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48.
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48.
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48.
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66.
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66.

66.

66.
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76

76

76

76

76

76



Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

306 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

309 02/15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

312 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

315 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

318 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

321 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

324 02/ 15/ 2002 12:

Pr oposal

agai nst gl obal |KE proposal # 10:
types for class DH G oup:
G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3880
agai nst gl obal |KE proposal # 11:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3881
agai nst gl obal |KE proposal # 12:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3882
agai nst gl obal |KE proposal # 13:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3883
agai nst gl obal |KE proposal # 14:
types for class DH G oup:

G oup 2

Goup 1

47:24. 430 SEV=8 | KEDBG 0 RPT=3884
agai nst gl obal |KE proposal # 15:
types for class DH G oup:

G oup 2

G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3885
agai nst gl obal |KE proposal # 16:
types for class DH G oup:

Parsi ng received transform

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

329 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

332 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

335 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3886
# 1, Transform# 3, Type | SAKMP, 1d I KE

agai nst gl obal |KE proposal # 1:

types for class DH G oup:

Goup 1
G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3887
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3888
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3889
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:
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Rev' d:

cfg'd: Triple-

338 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

341 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

344 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

347 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

350 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

353 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

356 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rcv' d: SHA
Cfg'd: M5

358 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Cakley

361 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

364 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

367 02/ 15/2002 12:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3890
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3891
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3892
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3893
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3894
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3895
agai nst gl obal |KE proposal # 10:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3896
agai nst gl obal |KE proposal # 11:
types for class Hash Al g:

47:24.430 SEV=8 | KEDBG 0 RPT=3897
agai nst gl obal |KE proposal # 12:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3898
agai nst gl obal |KE proposal # 13:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3899
agai nst gl obal |KE proposal # 14:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3900
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10.

10.

10.

10.

10.

10.
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10.

10.
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48.

48.

48.

48.

48.

48.

48.

48.

48.
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Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

370 02/ 15/2002 12:

agai nst gl obal |KE proposal # 15:
types for class DH G oup:
Goup 1

G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3901

Phase 1 failure against global |KE proposal # 16:
M smat ched attr types for class Hash Al g:
Rcv' d: SHA
Cfg'd: M5
372 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3902
Proposal # 1, Transform# 4, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class DH G oup:

Rev' d: QGakl ey
Cfg'd: Qakley

377 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

380 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Cakley

383 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

Goup 1
G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3903
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3904
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3905
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

Cfg'd: Triple-DES

386 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3906
Phase 1 failure against global |KE proposal # 5:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

389 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Cakley

392 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

395 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

398 02/ 15/ 2002 12:
Phase 1 failure
M snmat ched attr

47:24.430 SEV=8 | KEDBG 0 RPT=3907
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3908
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3909
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3910
agai nst gl obal |KE proposal # 9:
types for class DH G oup:
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10.

10.

10.

10.

10.

10.

10.
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48.

48.

48.
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76

76
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Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

401 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3911
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

404 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3912
Phase 1 failure against global |KE proposal # 11:
M smat ched attr types for class Auth Method:

Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

407 02/ 15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3913
Phase 1 failure against global |KE proposal # 12:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

410 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3914
Phase 1 failure against global |KE proposal # 13:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

413 02/ 15/ 2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3915
Phase 1 failure against global |KE proposal # 14:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

416 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3916
Phase 1 failure against global |KE proposal # 15:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 7

10.

10.

10.

10.

10.

10.

48.

48.

48.

48.

48.

48.

66.

66.

66.

66.

66.

66.

76

76

76

76

76

76

419 02/15/2002 12:47:24.430 SEV=7 | KEDBG 28 RPT=20 10.48.66. 76

| KE SA Proposal # 1, Transform# 4 acceptable
Mat ches gl obal I KE entry # 16

420 02/15/2002 12:47:24.440 SEV=9 | KEDBG 0 RPT=3917 10.
constructing | SA_SA for isakmp

421 02/ 15/ 2002 12:47:24.490 SEV=8 | KEDBG 0 RPT=3918 10.
SENDI NG Message (nsgi d=0) with payl oads :

HDR + SA (1) + NONE (0) ... total length : 80

423 02/ 15/ 2002 12:47:24.540 SEV=8 | KEDBG 0 RPT=3919 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
425 02/ 15/ 2002 12: 47:24.540 SEV=8 | KEDBG 0 RPT=3920 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
427 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3921 10.
processi ng ke payl oad

428 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3922 10.

processing | SA KE

48.

48.

48.

66.

66.

66.

152

48.

66.

152

48.

48.

66.

66.

76

76

76

76

76

76



429 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 1 RPT=104 10. 48.66. 76
processi ng nonce payl oad

430 02/15/2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3923 10. 48. 66. 76
constructing ke payl oad

431 02/15/2002 12:47:24.600 SEV=9 | KEDBG 1 RPT=105 10. 48. 66. 76
constructing nonce payl oad

432 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3924 10. 48. 66. 76
constructing certreq payl oad

433 02/ 15/ 2002 12: 47:24. 600 SEV=9 | KEDBG 0 RPT=3925 10. 48. 66. 76
Using initiator's certreq payl oad data

434 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=61 10. 48.66. 76
constructing C sco Unity VID payl oad

435 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=62 10. 48.66. 76
constructing xauth V6 VID payl oad

436 02/15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=39 10.48.66. 76
Send 10S VID

437 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 38 RPT=20 10. 48.66. 76
Constructing VPN 3000 spoofing | 0S Vendor |D payl oad
(version: 1.0.0, capabilities: 20000001)

439 02/15/2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=63 10. 48.66. 76
constructing VID payl oad

440 02/ 15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=40 10. 48.66. 76
Send Altiga GNVID

441 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3926 10.48.66.76
Generating keys for Responder...

442 02/ 15/ 2002 12: 47:24.610 SEV=8 | KEDBG 0 RPT=3927 10. 48. 66. 76
SENDI NG Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + CERT_REQ (7) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 229

445 02/ 15/ 2002 12: 47:24. 640 SEV=8 | KEDBG 0 RPT=3928 10. 48. 66. 76

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + CERT_REQ (7) + NONE (0)
total length : 1186

448 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=106 10. 48.66. 76
Processing ID

449 02/ 15/ 2002 12: 47:24.640 SEV=9 | KEDBG 0 RPT=3929 10. 48. 66. 76
processing cert payl oad

450 02/15/2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=107 10. 48.66. 76
processi ng RSA signature

451 02/ 15/ 2002 12: 47:24. 640 SEV=9 | KEDBG 0 RPT=3930 10. 48.66. 76
conputing hash

452 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3931 10. 48. 66. 76
processing cert request payl oad

453 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3932 10. 48. 66. 76
Storing cert request payload for use in MM nsg 4



454 02/ 15/ 2002 12: 47:24. 650 SEV=9 | KEDBG 23 RPT=20 10. 48. 66. 76
Starting group | ookup for peer 10.48.66.76

455 02/ 15/ 2002 12: 47:24.650 SEV=9 | KE/ 21 RPT=12 10. 48.66. 76
No G oup found by matching | P Address of Cert peer 10.48.66.76

456 02/ 15/2002 12: 47:24.650 SEV=9 | KE/ 20 RPT=12 10. 48. 66. 76
No G oup found by matching OJ(s) from | D payl oad:
ou=sns,

457 02/ 15/ 2002 12:47:24.650 SEV=9 | KE/ 0 RPT=12 10. 48. 66. 76
Group [ VPNC _Base_G oup]
No Group nane for IKE Cert session, defaulting to BASE GROUP

459 02/ 15/ 2002 12:47:24.750 SEV=7 | KEDBG 0 RPT=3933 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Found Phase 1 Group (VPNC Base_ G oup)

460 02/15/2002 12:47:24.750 SEV=7 | KEDBG 14 RPT=20 10. 48.66. 76
Group [ VPNC _Base_G oup]
Aut henti cation configured for Internal

461 02/ 15/ 2002 12:47:24.750 SEV=9 | KEDBGE 19 RPT=20 10. 48. 66. 76
Group [ VPNC _Base_G oup]
| KEGet User Attri butes: default donmain = fenetwork.com

462 02/ 15/ 2002 12:47:24.770 SEV=5 | KE/ 79 RPT=4 10. 48.66.76
Group [ VPNC _Base_Goup]

Val i dation of certificate successful

(CN=ny_nane, SN=6102861F000000000005)

464 02/ 15/ 2002 12:47:24.770 SEV=7 | KEDBG 0 RPT=3934 10. 48. 66. 76
Group [ VPNC _Base_G oup]
peer ID type 9 received (DER_ASN1_DN)

465 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=108 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing 1D

466 02/15/2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3935 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing cert payl oad

467 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=109 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing RSA signature

468 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3936 10.48.66.76
Group [ VPNC _Base_G oup]
conputing hash

469 02/15/2002 12:47:24.800 SEV=9 | KEDBG 46 RPT=64 10.48.66.76
Group [ VPNC _Base_G oup]
constructing dpd vid payl oad

470 02/15/2002 12: 47:24.800 SEV=8 | KEDBG 0 RPT=3937 10. 48. 66. 76

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + VENDOR (13) + NONE (0)
total length : 1112

473 02/ 15/ 2002 12: 47:24.800 SEV=4 | KE/ 119 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
PHASE 1 COWPLETED



474 02/ 15/ 2002 12: 47:24.800 SEV=6 | KE/ 121 RPT=4 10. 48.66. 76
Keep-alive type for this connection: None

475 02/ 15/ 2002 12: 47:24.800 SEV=6 | KE/ 122 RPT=4 10. 48. 66. 76
Keep-al i ves configured on but peer does not support keep-alives (type = None)

476 02/ 15/ 2002 12: 47:24.800 SEV=7 | KEDBG 0 RPT=3938 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Starting phase 1 rekey timer: 21600000 (ms)

477 02/ 15/ 2002 12: 47:24.810 SEV=8 | KEDBG 0 RPT=3939 10. 48. 66. 76

RECEI VED Message (nsgi d=781ceadc) w th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 1108

480 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3940 10. 48.66. 76
Group [ VPNC _Base_G oup]
processi ng hash

481 02/ 15/2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3941 10. 48. 66. 76
Group [ VPNC_Base_G oup]
processi ng SA payl oad

482 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=110 10. 48. 66. 76
Group [ VPNC _Base_Goup]
processi ng nonce payl oad

483 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=111 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Processing I D

484 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 25 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved renpote Proxy Host data in I D Payl oad:

Address 10. 48.66. 76, Protocol 17, Port 1701

487 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=112 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Processing I D

488 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 24 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved | ocal Proxy Host data in | D Payl oad:

Address 10. 48. 66. 109, Protocol 17, Port O

491 02/15/2002 12:47:24.810 SEV=8 | KEDBG 0 RPT=3942
QM | sRekeyed ol d sa not found by addr

492 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 66 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
| KE Renpte Peer configured for SA: ESP-L2TP- TRANSPORT

493 02/ 15/ 2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3943 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng | PSEC SA

494 02/ 15/ 2002 12: 47:24.810 SEV=7 | KEDBG 27 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
| PSec SA Proposal # 1, Transform# 1 acceptable

495 02/ 15/ 2002 12:47:24.810 SEV=7 | KEDBG 0 RPT=3944 10. 48. 66. 76
Group [ VPNC _Base_G oup]
I KE: requesting SPI!



496 02/15/2002 12:47:24.810 SEV=8 | KEDBG 6 RPT=4
I KE got SPI from key engine: SPI = 0x10d19e33

497 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3945 10.

Group [ VPNC _Base_G oup]
oakl ey constucting qui ck node

498 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3946 10.

Group [ VPNC _Base_G oup]
constructing bl ank hash

499 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3947 10.

Group [ VPNC _Base_G oup]
constructing | SA SA for ipsec

48. 66. 76

48. 66. 76

48. 66. 76

500 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=113 10. 48. 66. 76

Group [ VPNC _Base_G oup]
constructing i psec nonce payl oad

501 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=114 10. 48.66. 76

Group [ VPNC_Base_G oup]
constructing proxy ID

502 02/ 15/2002 12:47:24.820 SEV=7 | KEDBG 0 RPT=3948 10.

Group [ VPNC _Base_Goup]

Transmitting Proxy |d:
Renote host: 10.48.66.76 Protocol 17 Port 1701
Local host: 10.48.66.109 Protocol 17 Port O

506 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3949 10.

Group [ VPNC _Base_G oup]
constructing gm hash

507 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3950 10.

SENDI NG Message (nsgi d=781ceadc) with payl oads :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5)
total length : 156

510 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3951 10.

RECEI VED Message (nsgi d=781ceadc) w th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

512 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3952 10.

Group [ VPNC _Base_G oup]
processi ng hash

513 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3953 10.

Group [ VPNC _Base_G oup]
| oading all |PSEC SAs

48. 66. 76

48. 66. 76

48. 66. 76

+ NONE (0)

48. 66. 76

48. 66. 76

48. 66. 76

514 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=115 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mbde Key!

515 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=116 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mde Key!

516 02/15/2002 12:47:24.830 SEV=7 | KEDBG 0 RPT=3954 10.

Group [ VPNC _Base_G oup]
Loadi ng host:
Dst: 10.48.66. 109
Src: 10.48.66.76

48. 66. 76



517 02/15/2002 12:47:24.830 SEV=4 | KE/ 49 RPT=4 10.48.66.76
Group [ VPNC _Base_G oup]

Security negotiation conplete for User ()

Responder, |nbound SPI = 0x10d19e33, CQutbound SPI = 0x15895ab9

520 02/15/2002 12:47:24.830 SEV=8 | KEDBG 7 RPT=4
| KE got a KEY_ADD nsg for SA: SPI = 0x15895ab9

521 02/15/2002 12:47:24.830 SEV=8 | KEDBG 0 RPT=3955
pitcher: rcv KEY_UPDATE, spi 0x10d19e33

522 02/ 15/ 2002 12:47:24.830 SEV=4 | KE/ 120 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
PHASE 2 COWPLETED (nsgi d=781ceadc)

523 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3956
pitcher: recv KEY_SA ACTI VE spi 0x10d19e33

524 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3957
KEY_SA ACTIVE no old rekey centry found with new spi 0x10d19e33, ness_id 0x0

BEHERRER

AHNA-EERRBERESBRESRE %,

- TTEB RS R

i X
_;' Cannot activabe or assign the selected IP security policy. The Following error has occurred:
[ = Tha sarvica cannot be started, sither because i is disabled or becausa it has no enabled devicas associated with it,

= N

RATBER B IPSeclRE . EBEFHR>BF>BEIE>ES , A BERCE AIPSecli%
- Error 7868 B BBV ITENIEP,

Connecting to 10.43.66.109...

Errar ¥86: The LZTP connection attempt failed becauze there iz no
walid machine certificate on pour computer for securnty
authentication,

Redial = 45 Cancel kare [nfo

I 8RR R A iy 1T
B ENIERFEERB, I TENVNERILED , BEEFBR>ETT , ARRMITMMC, &£&
Console , AfFi%#Add/Remove Snap-in. £ HAdd , ABEMFIFK P iEZE Certificate. = HINiA
EHEBEEMNE O, ERTENK, . IEESTURIECARSSHNITIEREETNTZEENR
EPMEYE T, & 7] LUES %E$E Console Root > Certificate(Local Computer)> Personal >
Certificates R R IEER BB U , M TEFAR.
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_I Q Certificates (Local Computer! |
= E:] Farsnnal
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Personal store contains 2 certificates, |

% Fcertificate, KR REB—YIIEH, EARGT , BE—NEEBXENAA, B2, HIEHE
T, X 2FENRR.



Certificate B

General | petails | Certification Path |

2l

Certificate Information

This certificate has expired or is not yet valid.

Issued to: vy _name

Issued by: snsvpc?-ca

valid from 2/14/2002 bo 2/14/2003

@’ You have a private key that corresponds ko this certificate,

Iss1er Statement

2K

- Error 792Z £, EEZXIREMEEE R,

Error Connecting to 12tp over ipsec o ypn

niegotiation timed ok,

& Caonkecting to 10.48.66.109. ..

Errar ¥92: The LZTF connection attempt falled becauze securty

Redial = 21

Cancel

More Info

2 x|

#% M Cisco VPN

30005 2 E N F B ZE PRV RAIT AR AR. FHRE—T, &

AR -

9337 02/15/2002 15:06:13. 500 SEV=8 | KEDBG 0 RPT=7002 10. 48. 66. 76

Phase 1 failure agai nst gl obal

| KE proposal

M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

# 6:

9340 02/15/2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7003 10. 48. 66. 76

Phase 1 failure agai nst gl obal

| KE proposal

# 7.

FERIRUTUT WL


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml

M smat ched attr types for class Auth Method:
Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

9343 02/ 15/ 2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7004 10.48.66.76
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 7

9346 02/ 15/2002 15:06:13.510 SEV=7 | KEDBG 0 RPT=7005 10.48.66.76
Al'l SA proposal s found unacceptabl e

9347 02/ 15/ 2002 15:06:13.510 SEV=4 | KE/ 48 RPT=37 10.48.66.76
Error processing payl oad: Payload ID: 1

9348 02/ 15/ 2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7006 10.48.66.76
| KE SA MM 261e40dd terninating:
flags 0x01000002, refcnt O, tuncnt O

9349 02/15/2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7007
sendi ng del ete nessage

XFRREREBEBIKERK . BIEAXHMNEBIKERWE S HHER.
- Error 7892 £ BB F LB IR. _
Error Connecting to [2tp over ipsec to vpn3k 21|

& Connecting to 10.48.66.109...

Errar ¥89: The L2TP connection atternpt falled becausze the security
layer encountered a proceszing error durng nitial negotiations with
the remote computer.

Redial = 37 Cancel Mare Info
# B Cisco VPN
3000EHEEN A FFEPWIRBEITAEXERL. FHR—T. BEEFIRLCUTUTHEN

11315 02/ 15/ 2002 15: 36: 32. 030 SEV=8 | KEDBG 0 RPT=7686
Proposal # 1, Transform# 2, Type ESP, |d DES-CBC
Parsi ng received transform
Phase 2 failure:
M smatched attr types for class Encapsul ation:
Rcv' d: Transport
Cfg' d: Tunnel

11320 02/15/2002 15:36:32.030 SEV=5 | KEDBG 0 RPT=7687
AH proposal not supported

11321 02/ 15/ 2002 15:36:32.030 SEV=4 | KE/ 0 RPT=27 10.48.66.76
G oup [ VPNC Base_Group]
Al'l 1 PSec SA proposal s found unaccept abl e!

. fiE FA Y AR A i #Monitoring > System StatusIAEF It -

VPN Concentrator Type: 3005

Boot code Rev: Altiga Networks/VPN Concentrator Version 2.2.int_9 Jan 19 2000 05: 36: 41
Software Rev: Cisco Systens, |Inc./VPN 3000 Concentrator Version 3.5.Rel Nov 27 2001 13:35:16
Up For: 44:39:48

Up Since: 02/13/2002 15:49:59

RAM Si ze: 32 MB
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