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VPN 3000 Network172.16.1.X
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PC with PPTP Client
1
BRNHEAENESER , 5% Cisco RRETRAE,

{68 A 2 3t B 47 36 UF Bl 8 VPN 30005 28

ERATESR , EAARHE S HRIEEEVPN 30005+ 25,

1. EVPNEFSEPERES NP , HBREERIEE,
2. #{R 7 Configuration > User Management > Base Group PPTP/L2TPi& I+ Hi%£1F TPAP S
PENN

General ' |PSec  Client Conflg | Cliemt FW | HW Client ~ PPTP/L2TP

PPTP/L2TP Parameters
Antribute Yaloe Description
Use Clhent Address| [ Checls to accept and use an [P address recerwed o the chent.
F PAFR
. .. | CHAF Checl: the authenncation protocels allowed, Eefer to the onfineg help for
L2 s Aﬂhﬂ;r:::;: W MECHATw1 aul;]':entu:laﬁc:-:a prj:-tc:-cc;‘-l -:?.Eppen-:lenmes. Unchecking alf options ims that rea
SO AP authentication is regquired.
M EAP Proxy
I Bequired

PPTP Encryption| I Brqums Stabeless [Select the allowed encrvption methods for FFTE connections for this group
W A0-kait ¥ 128-ka
PPTY Compression| [~ Check to enable MPPC compression for FETF connections for this greup.
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3. i%&$¥Configuration > System > Tunneling Protocols > PPTP , J#{Ri%HEnabled,

Configuration | System | Tunneling Protocols | PPTP
This section lets you configure system-wide PPTP (Point-to-Pomt Tunnelng Protocol) options.

& Disabling PPTP wall terminate any active PPTP sessions.

Enabled

Maximuom Tunnel Idle IE— seconds

Time
Packet Window Size |1 b packets

Limit Transmit to Check to bt the transmutted packets based on the peer's
. r .
Window receive window

Max. Tunnels |0 Enter 0 for unbimited tunnels.
Max. Sessions/Tunnel IIII Enter 0 for unlwnited sessions

Packet Processing Delay Il 1012 of seconds
Acknowledgement Delay [500 mlliseconds

Acknmdmlgmantla— coconds

Timeout

Apply | cancel |

4. 1% Configuration > User Management > Groups > Add , AFEEPPTPH, EARRHIH
, 8% 9 “pptpgroup” , B ( MKIEERHS ) H“cisco123"

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the
base group value. Uncheck the Inherit? box and enter a new value to overnde base group values
ldentity | General | IPSec | Mode Config | Client FW | HW Client | PPTP/L2ZTP
Identity Parameters
Attmbute Value Description
Group :
Namellppmgmup Enter a unique name for the group.
Pasmn:lll"“‘“"‘“‘* Enter the password for the group.
1‘.f'al'ifJ,rll"“"“""“""“ Venfy the group's password.
External groups are configured on an external authenticahon server
Type |Ir|ternal "l (e.g BADIISY beiernal groups are configured on the VEN 3000
Concentrator's Internal Database.
Add Cancel

5. EHAKIGeneralit I+ T , BREFHRIEHFBATPPTPEN,



General  IPSec ” Client Config | Client FUW - HW Client | PPTR/L2ZTP

General Parameters
Attribute Value Description
Access Hours||-Mo Resirictions- j Select the access hours for this group

Simultaneous Logins{3 Enter the number of simitanesus logme for ugers i tus

Srenp,
e Passwm‘d'E Enter the mendnmim passwerd length for users in this group.
Length
Allower Alphahetic- = Enter whether to allose users with alphalbetic-only passwords
Only Passwords to be added bo this group.

Idle Timeout iJEI (runut=s) Enter the 1dls imeout for this group.

Maxmamuom Connect

) 0 [tniruezes) Enter the masamum connect trne feor this groug,
Filter||—4one— = ||Sel=ct the Alier assigned to this group.
Pri DN Enter the [P address of the pnmary DFS server for this
T
Sm:nmdaryDNSi Enter the [F address of the secondary DS server
Primary WIS Eater the [F address of the prmary WINGS server For thus
Eronp,
Secondary WINS Enter the [F address of the secondary WIS server,
SEF Card Assignment :z gg ; E gg:ﬁ; Select the SEF cards this group can be on
¥ FFTF
Tunneling Protocols| :; EESTP Select the tunneling protacaols this greup can connect with.
eC
™ LZTF ewer IFSec
. Check to remowve the reghm quakifier of the nsemame during
Strip Realm .
£ authienticatien.
DHCP N Enter the [P sub-networle to wluch users wathon thes group
g | will be aszigned when usmg the concentrator az a DHCT
cope Proxy

Apphy | Cancel I

6. EPPTP/L2TPET+ T , BFAPAPE BRI HEZ AN ( MNZR 0] LUIEFRNE Mt iE B A
) o



Configuration | User Management | Groups | Modi

ZCheck the Inherit? bomx to set a Seld that you want to default to the base group valie. Tncheck the
Inherit? box and enter a new value to overnide base group values.

Identity ~ General | IPSec | Client Config | Client FW ~ HW Client PP TRLZ TP
PPTP/L2TP Parameters
Anribute Value Inherit? Description
Use Chent - o Check to accept and use an IP address recemed
Address| |Erodn the client
 DAD Checle the authenfication protecels allowed by this
PPTP| @ CHAD group. The cheoices avalable are deterrmned by
. [base group sethngs. REefer to the online help for
Authentication| @ MSCHAPy] w group seiting p
Protocols| [ IS CHADY? authenticaton protocel dependencies.
- o o Unchecking o7 options means that o
EALD Proay authentication is reguired.
PPTP Encryption| ll: EW: dStateless - Select the allowed encryption methods for PFTE
- 40K  129bit comechons for this group.
FPIF - 7 Check to enable compression for PETP
Compression| connechions for this group.

7. %&£ Configuration > User Management > Users > Add , 3 & F & #3cisco123ML & 2 it A 7~
( %A pptpuser’ ) BABITPPTPH R IIE, NAFET 28I E LK “pptpgroup”

Configuration | User Management | Users | Add

Thiz section lets vou add a user. Uncheck the Inherit? box and enter a new value to overnde group
values.

ldentity | General | IPSec | PPTP/LZTP

Identity Parameters
Attmibute Value Description

User Name Ippipuser Enter a uruque user name.

Password|[*== Enter the user's password. The password must satsfy the group

[password requirements.
Verify | o= Verify the user's password.
Group|| pptpgroup ﬁ Enter the group to which this user belongs.
IP Address | Enter the IP address assigned to this user.
S;;::;l Enter the subnet mask assigned to this user.
Add | Cancel |

8. EAFMGeneralif M+ T , BRERREMNFBH TPPTPIEI,



onfiguration | User Management | Users | Modify pptpuser

Check the Inherit? box to set a field that vou want to default to the group value. Uncheck the Inherit?
box and enter a new value to overnde group values,

ldentity General | IPSec | PPTP/LZTP

General Parameters
Attribute Value Inherit? Description
. =elect the access hours
Access H“m"'N':' Restrictions- =] W assigned to this user.
] Enter the number of
Sll‘l“lt;";“!“’"g W |simultaneous loging for this
gins juser.
_ (minutes) Enter the idle
Idle Tmmnul:llSl] e timeout for this user.

(minutes) Enter the masimum

Maximum ID
cotnect ime for ths user.

Connect Time

Filterll—Hnne— 5l ® Enter the filter assigned to this
fuser.
¥ FETE
Tunneling| ¥ LZTP v Select the tunneling protocols
Protocols| ¥ [PSec [this user can connect with.
[T L2TP ower IPSec

Apply Cancel
9. #%:$EConfiguration > System > Address Management > Pools SATE S it if B B Y ikt

anagement | Pools

Thiz gection lets wou configure [P Address Pools,

Click the Add butten to add a peel entry, or select a pool and chek Modify, Delete or Move.

IF Pool Entry
17216110-17216.1.20

10. i%£#ZConfiguration > System > Address Management > Assignment , 715 RVPN&EH 25
B it St



This section presents Address Assignment options. Each of the followang methods are tned, in order,
until an address is found.

Check to uge the IF address supplhed by the client. This can be
owerridden by user/group configuration.

Use Address from Checls to use an IF address retneved from an authenfication
. . r i
Authentication Server server for the client,

Use DHCP T Checl: to use DHCP to obtain an [P address for the client.

Check to use mternal address pool configurahon to obtam an IP
address for the client.

Use Chent Address [

Use Address Pools

Apply | Cancel |
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Windows 98 — Z% B MPPTPIhEE

B
TR T Z ML RPPTPINEE,

1. EEFF > B> EER>FMFTEG ( T—F ) >SMNIIR>-MEEEER ( T—F ) &R
2. EEHEMRFEEMicrosoft , FE B EMRFiEEMicrosoft VPNEEL S

EE
TR TS RUEIEPPTPIIEE,

1. EEFR>ER>HE>BE>E S RME>B L FMERE.
2. 7£“Select a device ( EFRIRE ) "BARA T , EAMicrosoft VPNEELBS# 1TiEE ., VPNARS 2R
IP23000F%21E & i o
Windows 982\ B 3 I fE WS N%R (a0 , CHAPERMSCHAP ) . EWARZAIND | Hik
B B> REBRER" , ABHETR NBZB" N EEHEMBE.

Windows 2000 - & & PPTP ZhgE

TR TS RUEIEPPTPIIEE,

1. EEFR>ER>ME>BE>-MENR SEE-B I MEE,

2. B #HNext , AAE1%E#FEConnect to a private network through the Internet > Dial a connection
prior ( MR FEALAN , BAREEFIIE ) o

3. BRETNext, AERMAREBLA RN ENBRIP , BFELimZVPN 30005 F BN /ANTEO,


http://support.microsoft.com/default.aspx

EARGIF | IPHUR161.44.17 1,
RNEFEEERE>RL>ER , FRERBRMAPAP, BRIANMSCHAPFIMSCHAPV2 |, T F =
CHAPZ{PAP,
BEMZAENXEHTERE. SUUEERAT,

Windows NT

& 0] LAEMicrosoftM 4 i [8]1 5 < A PPTPiZ B Windows NTE B I{E LS .

Windows Vista

TR TS RUEIEPPTPIIEE,

1. NTFIR" RS | 1RFEED,

2. 1%£#Set up a connection or networko

3ERERITHEX , ARRGT—F

4. % Use my Internet Connection(VPN), *# : #1512 R“Do you want to use a connection
hare have” , FiEFE‘No” , BIE#FERE , REEENext’,

5. 7 Internetitb k" F B2+ , % Apptp.vpn.univ.edu , a0,

6. 540 , #FEDestination Name=E F# AUNIVVPN,

7. EBPE RS | BALHUNIVERID, EHUNIVERIDE@univ.edus B fY & FHB 4 ith
Wy —# o,

8. 7EPasswordZEXH , B AEHUNIVERIDEE,

9. B “Create(RIR) %4 , RS L T Close(<M) &4,

10. EECIBVPNEEFEESIVPNERS S , B2 TR, AR T EER

1. £B O HIERVPNER , AR5 % HConnect,

A HIMPPE (i )

EARMMEZ 2/ , FERARPPTPEEERMENERT T, flW , FHPPTPES ik LK
ConnectiZfl , WREETH. MREREFENE , WAAEAMSCHAPE ¥ iE, #ZVPN
3000k , #%$FConfiguration > User Management > Groups. RJ5 , FEAKPPTP/L2TPET + T
, BUHIEHPAP , i EPMSCHAPV1 , & j51%+F Required for PPTP Encryption.



http://msdn2.microsoft.com/en-us/library/ms811078.aspx

Check the Inherit? box to set a Held that wou want to default to the base group walve. Tncheck the Inherit?
bow and enter & new value to overnde base group walues.

PPTPAZTP
PPTP/L2TP Parameters
Antribute Value Inherit? Description
Use Chent r = Check to accept and use an IF address recenred from
Address the chent.
[T PAF Check the authenficahon protocels allowed by this
PPTF| T CHAP group. The cheices avalable are determined by bage
Authentication| ¥ IMSCHATw] [ |eroup sethngs. Eefer to the onlme help for authenticaton
Protocols| [T 102 CHATwE protocol dependencies. Unchecking aff options
FEAP Pr T means that we authentication is required-
W Eecuired :
FETP Enc ion| T Recuire Stateless| [ Sjﬁfscﬁjﬂflgf&i?ﬁmn metho ds for FFTE
W 40-tit ¥ 128-bit '
PPTP r - Check to enable compression for PPTP cormections for
Compression this group

NEMEEPPTPE iR , UM T R4 ENHIEMBFTIMSCHAPYT ( IR 2% )

Wi

REBDFrRHENEETATRINENEEREER T/,

HIFVPNEFES

& 1] LLUE T 34 4T 2 §iI 7 “Microsoft PPTP&E F ikl & % 4 €1 2N PPTPE F im RS I PPTP& 1,

5 FHVPNE 1 88 _F B Administration > Administer Sessions& A& &G EZIPPTPAENS B &
s R,

BEPC

EPCH G SR T X Hipconfigint , AEBPCAFE MNPilt, — M2 BECHIPHLE , 5—1H
VPNERESMIPH U D El, EARTAIAR | IP#b1E172.16.1.10_RVPNEF D @EE’JlPi&iﬂ:o



WWINNT system3 2 omd.exe

Microzsoftt Windows 2HEH [Version LH.8H.219% )
0y GCopyright 1985-2008 Hicrosoft Corp.

CisDocuments and SettingszsAdminiztratordipecont ig

Windows ZHHE [P Cont iguration

Ethernet adapter Local Area Connection:
Connection—specific DHE Suffix
IP fiddre: . e . . = e o« 2 1M.6T.89.129
Hubnet Mazhk . . . - e - = - 5 255255 255 .4
Default Gatewaw . . e oa - . o+ 1M.69.89.138

PPP adapter pptpusep:

Connection—specific DHNE Swffix
IF Adde e A |

Bubnet M « = = o= = = o= o= = = - 3 255355,
Default Gateway . . - . . - - - . = 1/A.1b.

C:vDocuments and SettingzsAdminiztrator?

Wiz

MREERTE , PPTPEHR B R TLURINEIVPNE S, %R Configuration > System > Events
> Classes > ModifysAdd ( L4 2~ ) - PPTPDBGHIPPTPDECODEE#Ktha A , B A aEiR M
REZEE.

This screen lets you add and configure an event class for special handling,

Class Name | PPTP | Select the event class to configure
Enable ¥ Checl to enable special handling of this class.
severty to Log | 1-13 '-'| =elect the range of severity values to entet th the log
Severity to 3 . Select the range of severity values to display on the
Console '~ console.
1 L] E . h W 1 =11 % at S
Severity to m elect the range of seventy values to send to a Syslog
Syslog SErver.
. : Select the range of seventy values to send via email to the
S to Email [None =] - .
everity to &m — recipient list
Savarity to Trap ’m Select the range of seventy values to send to an SHMP
system.

Add | Cancel |

A LA MMonitoring > Filterable Event Logh# &E4 A& .



Select Filter Options

Event Class All Clagses ~| Severities
Client TP Address |IZI 000 Events/Page | 100 'I
Group | =l | Direction  |Oldestio Newest *|

H-II HI I-Irl I-Hl GetLog I Sn.vel_ugl CIEEIILCIQI

1 09/30/2004 09:34:05.550 SEV=4 PPTP/47 RPT=10 171.69.89.129
Tunnel to peer 171.69.89.12%5% escablished

2 09S30/2004 09:34:05.550 SEV=4 PPTP/42 RPT=10 171.69.089.129
Jession started on tunnel 171.69.69.129

3 09/30/2004 09:34:08.750 SEV=5 PPPS/0 FPT=8 171.69.89.129
User [pptpuser]
Apthenticated successfully with PAP

4 09/30/2004 09:34:12.590 SEV=4 AUTH/22 RPT=6
Uaer [pptpuser] Group [pptpgroup] connected, Session Type: FPPTE

VPN 3000 iz — B ZhieiF

1 09/28/2004 21:36:52.800 SEV=4 PPTP/ 47 RPT=29 171.69.89. 129
Tunnel to peer 171.69.89.129 established

2 09/ 28/ 2004 21:36:52.800 SEV=4 PPTP/ 42 RPT=29 171.69.89.129
Session started on tunnel 171.69.89.129

3 09/28/2004 21:36:55.910 SEV=5 PPP/8 RPT=22 171.69.89.129
User [ pptpuser]
Aut henti cated successfully wi th MSCHAP-V1

4 09/28/2004 21:36:59. 840 SEV=4 AUTH 22 RPT=22
User [pptpuser] Goup [Base Group] connected, Session Type: PPTP

BEHPPTPRAFRSHMESED , EWindows PCEHSH,



pptpuser Status ilil

General Details

Froperty Y alue -
Authentication M5 CHAP

E ncryption MPFE 128

Compreszion [mone)

FPP raultilink, framing Off

Server [P address 161.44.17 1

Cliert |P address 17216.1.10 —
1| | ]

Claze

P B BR

BARELQIBEILTHEIR

- AP ERFBHBEIRVPN 30005+ AR ML -
1 09/28/2004 22:08:23.210 SEV=4 PPTP/ 47 RPT=44 171.69.89. 129
Tunnel to peer 171.69.89.129 established

2 09/ 28/ 2004 22:08:23.220 SEV=4 PPTP/ 42 RPT=44 171.69.89.129
Session started on tunnel 171.69.89.129

3 09/ 28/ 2004 22:08:26.330 SEV=3 AUTH 5 RPT=11 171.69. 89. 129
Aut hentication rejected: Reason = User was not found
handl e = 44, server = (none), user = pptpusers, domain = <not specified>

5 09/ 28/ 2004 22:08:26.330 SEV=5 PPP/9 RPT=11 171.69.89. 129
User [ pptpusers]
di sconnected.. failed authentication ( MSCHAP-V1 )

6 09/ 28/ 2004 22:08:26.340 SEV=4 PPTP/ 35 RPT=44 171.69.89. 129
Session closed on tunnel 171.69.89.129 (peer 32768, |ocal 22712, serial 40761),
reason: Error (No additional info)

8 09/28/2004 22:08:26.450 SEV=4 PPTP/ 34 RPT=44 171.69.89.129
Tunnel to peer 171.69.89.129 cl osed, reason: None (No additional info)
RAPEEIEER ( KBWindows 98 ) :
Error 691: The conputer you have dialed in to has denied access
because the username and/or password is invalid on the donain.

APEENELE ( kBWindows 2000 ) :
Error 691: Access was deni ed because the usernane and/or
password was invalid on the domain.



. EPCLEBR“EEMR" , BEVPNEFRR ERERHFEEMNHEE ( MWindows 98) :
Error 742: The conputer you're dialing in to does not support the data
encryption requirenents specified.
Pl ease check your encryption settings in the properties of the connection.
If the probl em persists, contact your network adm nistrator.

AFPEZMHEE ( MWindows 2000 ) :
Error 742: The renote conputer does not support
the required data encryption type

. EVPNEAFR L , EOFI0UMBHPC LiEZF“BEMRE" (1281% ) VPN 30005 F 251t 5
i
4 12/ 05/2000 10: 02: 15. 400 SEV=4 PPP/ 6 RPT=7 171.69.89.129 User [ pptpuser ] disconnected.
PPTP Encryption configured as REQU RED.. renote client not supporting it.

APREEHELS ( MWindows 98 )
Error 742: The renpte conputer does not support
the required data encryption type.

RAP&EZIMES ( MWindows 2000 )
Error 645 Dial -Up Networking could not conplete the connection to the server.
Check your configuration and try the connection again.

- VPN 3000££ 238 B IMSCHAPv1 , MPCELE N PAP , B T3E R B @B E 5 EE R —BVPN
3000525 AH A

8 04/22/2002 14:22:59.190 SEV=5 PPP/ 12 RPT=1 171.69.89. 129

User [pptpuser] disconnected. Authentication protocol not allowed.

RAPEZIMELS ( MWindows 2000 )
Error 691: Access was deni ed because the username and/or password
was invalid on the domain.

EMRRIATRERY Microsoft (Al

- MAITE X RS RAS ERERIZFEIIRBMWindowsiZ 2 5 B fR$S (RAS) B F i T 858t |, FRE
RASIEZE BT, FEEHE , BARASEF iR LMk P HIKeepRasConnectionsIi LA
REFERE, BXEAER_ EZFEMicrosoft TR E X E — 158909 o

- FHSBFXTEERN , AP REIERIL A B ER 28213 ME FWindowsH T 43 505K
ARSEBERIE  BRFREZFE  AEXREREREE, MEFAZENEIIERIAR
#itEY, AXRFEMAER_ EZSHEMicrosoft IR E N E — 242536 o

- BN4A] 9 SRS F F H 4t FAARAT R EARE LMHOSTS XHETCP/IPM S LB BT RE |, #

EEFALMHOSTS X H#EHTNetBIOSEFiAT , AJREA HI — 2 fl, ANiFie T 8l
LMHOSTSX#H IEH S L , AR B TR MBI RIE, BXFEMRELE_ BESH
Microsoft&liR FE X E — 180094 .

HXER

- RFC 2637 : )3 KBRE MY (PPTP)

. Cisco Secure ACS for Windows X & W

. Cisco VPN 3000 fE# 2 {Art 573& PPTP & ?

. {#HCisco Secure ACS for Windows RADIUS & {310 if it VPN 30005 8§ MPPTP
. Cisco VPN 3000 £ EFR

. Cisco VPN 3000 ZEF iR XKW

. IP 2% (IPSec) =R HNMH

- PPTPFREREN

- BARFZFEFIH - Cisco Systems
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