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Configuration | User Management | Growp
Save Mendedly

This section lets you configee groups A group i3 & collection of users treated as a smgle enbity,

Chele thee Add Group baton 1o add a group, or select a growp and chck Delete Group or Modify Growp. To moddy other growp parensters, chek Modify Auth. Servers, Modify Acct.
Servers Modify Address Poals oo Modify Clisnt Updsts

Current Graups Artinag

Antribiste Value [Trherit? Dreseription
IPSec SA| ESP-3DES-HDE =ll B |Select the grosp's FSec Secunty Assocation
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Remote Access Parameters

Group Leck| ™ F  |Lock users mbo os grogp.
AuthenSeation m r Select th a.l.lmmxm method for memsbers of this group. This parsmeter does not apply to Individual Uper
Hane —
[PComp| FaDiLs F  |Select the method of [F Compressmon for meembars of this group
Mods Canfi somlHT Domein E Check to nhate the exchange of Mode ConBgurabon parameters with the chent. Thes nuest be checked £ versior 2.5 (o

S0n earber) of the the Aluga/Cisco chent are beng used by membiers of tes growp

o e —

3. R HLETEVPN 30028 4% Fim L5 AL IhEE | EHEIHW Clientit i+ , BRERE A
Reqmre InteractweHardware Cllent Authentication , /5 % HApply.

Hardware Clieni Parameters
Attribute Vahe |Inherit? Description
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Configuration | System | Servers | Authentication

This sectron lets wou configure parameters for sereers that muthenticats users
You should have a properdy configured BADIUS, HT Doman, or SD1 server to access, of you can configure the mtermal server and add users to the intemal databage.

Cheke the Add button to add a server, or select a server and chek Maodily, Delete, Move, or Test

Aunthentication
Servers Actions
Int=mal {Imemal) Add I
Modity |
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Server Type: RADIUS

Authentication Server: 172.18.124.96

Server Port = 0 (for default of 1645)

Timeout = 4

Reties = 2

Server Secret = ciscol23

Verify: ciscol23

Configuration | System | Servers | Authentication | Add

Confizure and add a user authentication server.

Server Type Im Selecting fafernal Server will let you add users to the mternal user database,
Authentication Server 1721612496 Enter IP address or hostname.
Server Port[0 Enter 0 for default port (1645)
Timeout |4_ Enter the tmeout for thas server (seconds),
Retries |27 Enter the number of retnes for this server,
Server Secret [ Enter the BADIUS server secret.
Verify [ Fe-enter the secret.
Add | cancel |
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T bbb Tse this table to define how users will be handled when they are not found in the
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Mot work
Configuration

& Fail the attempt

e Sustem
"%‘ Configuration g Check the followmg external user databases
Interface Extarnsl Databases Salacied Detsbusas
Ehl Configuration

Radius’NT Fasaward Exp

Ei-%| Adrnirdstrstion
Control
A | External User

ﬂ{j Dstsbsses
% Feportsand
Aetivity

Online ll_l Li
r— Drocurnent ation

A NT/RADIUSE TS I FTh&E

SEPESREHENARADIUSE HRIER ZhEE, EEBMALINGE , FRRFARTIESR,
i RADIUS ¥ iF

1. ¥ Z Configuration > System > Servers > Authentication. %2 &M RADIUS RS 85 H 2 o5l
=

Thus secton lets you configure parameters for servers that authenbicate users

Tou should hawve a properdy confgured BADIUE, FT Dosain, of SDI s&rver to acceds, of gou Caf Cod

nare the wternal server and add users to the siternal databage
Chek the Add button to add a server, or select a server and chck Modify, Delete, Move, or Test
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Configuration | System | Servers | Authentication | Test

Enter a username and password with which to test. Please wait for the operation to complete or timeout.

User Name |jfrahim

Password |“'""'""""'

ok | cancel |
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lsermame:
——Mjfrahirn
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