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~ Administration

*System | » Identity Management

Deployment  Licensing Ceriificates

o
~ Certificate Management
System Cerfificates
Trusted Certificates
OCSP Client Profile
Certificate Signing Requests
Cenrtificate Periodic Check Settings

» Certificate Authority

» Network Resources

» Logging  » Maintenance

System Certificates A For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

—=
J Edit

Upgrade

» Device Portal Management  pxGrid Services

» Backup & Restore

= Generate Self Signed Certificate | [<= Import | &> Export | ) Delete

Friendly Mame Used By

¥ weecot-ise27-1
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System Certificate, CN=w
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‘tseh’  Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning  ~ Policy Elements

Dictionaries  » Conditions  ~ Results

]
Authorization Profiles > TG opadmin
¢ Authentication
Authorization Profile
~ Authorization “ Name |ThreatGrid |
Authorization Profiles Description |
Downloadable ACLs " Access Type | ACCESS_ACCEPT v |
+ Profiling Network Device Profile | & Cisco | = | &
+ Posture Service Template
Track Movement i

* Client Provisioning
Passive Identity Tracking i

» Common Tasks

* Advanced Attributes Settings

|Radius: Service-Type 2| = |Administrative S

w Attributes Details

Access Type = ACCESS_ACCEPT
Service-Type = 6
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‘ties’ Identity Services Engine Home + Context Visibility » Operations ~ Policy » Administration » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning  » Palicy Elements

Policy Sets Reset Policyset Hitcounts @ @

+ Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions View

Search

Metwork Access-Device IP
# ® ThreatGrid L Address Default Network Access x v 3 >
EQUALS 10.62.148.171

® Default Default policy set Default Network Access » - [ 59 3 >
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¥ Authorization Policy (3)

Status Rule Name Conditions Profiles Security Groups Hits Actions
o} T =] d S-dentifier EQUALS Thraat Grid Adm T d o +
0] ThreatGrg Console =] QUAI * ThreatGri or +
@ Dafaul Denyhcce: + + "
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H 7. HThreatGrid 8l 2 & iE B,
ThreatGrid & P imiE B A ME THE & 2R -
openssl ecparam -name secpb52lrl -genkey -out private-ec-key.pem

CUAMHISEFENCAL R, R FRIFFESAZEFIEAEFHFER , THREXRMAFCAILERFME
ISEREEUEFHFHBEAER.

F 8 [ ThreatGridEL & 7 £ FARADIUS,
EXEERINF , M ZEConfiguration > RADIUS, 7ERADIUS CAIEHH |, #MEMISEUWER

PEMX#AHAE , EEFIRIEDPRBEMCARRKHNPEMERNIES , EEFIRZRARBERNBTHH
M £ —F Wprivate-ec-key.pemX ¥ , MMEFTR. #dSave:

= Support  ? Help

Ic:ulsl;:loll Threat Grid agpsance Administration Portat ® Logout
L. Configuration ~ Cperations - Status - Support ~ L -
RADIUS DTLS Configuration
Authentication Mode 49, Either System Or RADIUS Authentication j
RADIUS Host @ 10.48.17.135
RADIUS DTLS Port @ HELP @ 2083

OxvUhoHai7g+B

FULNAS G Geriilcata OHELP END CERTIFICATE p
QFriEMNBHrKa

RADIGIICBuK Cordicaie SHER | ®| - END GERTIFIGATE----- p
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Details

Login radek
Name radek /
Title Fd
Email  rolszowy@cisco.com /
Integration @ none v
Role admin

Status m Inactive

RADIUS Username @ [ radeK

Default Ul Submission Private Public
Privacy @
EULA Accepted @ No
CSA Auto-Submit Types @ 4
Can Flag Entities @ True ' False
Enable Direct SSO Setup @ ' True . False

$%10.10E BRADIUS B 911,

RIIEBEZEEBERAFGE , BER—NEDR | ZETNE2ZAXREEHRIEARENET
RADIUSH & 13381,

alulie - & Support 7 Help
cisco. 1Nreat Grid appiance administration porta @ Logout

#  Configuration = Operations = Status ~ Support ~ [

RADIUS DTLS Configuration

RADIUS Authentication Mot Enabled
Authentication Mode &, « Either System Or RADIUS Authentication Permitted

| Only RADIUS Authentication Permitted |

RADIUS Host Q@ 10.48.17.135

riF
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el Threat Grid

Authentication Required

Authenticate using RADIUS:

Authenticate using System Password:
@ | RADIUS Login

& | Systemn Password

Authenticate

& | RADIUS Password or

Authenticate

This site iz best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+




st ren]n,
CISCO

Threat Grid

| ¢ Use your RADIUS username and password. ‘

RADIUS username

RADIUS password

Forgot password?

IR HERR

B=ANAHTESSEA ; ISE, MKiEEMThreatGrid,

. EISE® |, {RE ¥ ServiceType=Administrativel& [ E| ThreatGrid#) A RIEER, SME
Operations> RADIUS > Live Logs AR EF#MAEEL :

Tirme Situs Detalls Repeat ... |dentity Authentication Pallcy  Authorizaton Policy Authorizati... Mebwork Device
j Sty ThenatGrid w  Aarthorization Poicy
Feb 20, 20240 (34038, 753 AM a a raek TheeattGid == Defauit ThreatGid == ThreatGid Admin TG opadmin ksac-threaigriddZ-ciean

Fab 30, 3030 (il 10,280 AM 8 a radak ThroattGid >> Default ThreatGnd >> Threatlind Console TG console ksac-threalgridid-clean



Authentication Details

Source Timestamp 2020-02-20 09:40:38.753
Received Timestamp 2020-02-20 09:40:38.753
Policy Server wcecot-ise27-1

Event 5200 Authentication succeeded
Username radek

User Type User

Authentication Identity Store Internal Users
Authentication Method PAP_ASCII
Authentication Protocol PAP_ASCII

Service Type Administrative

Network Device ksec-threatgrid02-clean
Device Type All Device Types
Location All Locations
Authorization Profile TG opadmin

Response Time 13 milliseconds
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TCP Dump

Monitor the packet headers on the network and save to a file (up to 5 Minutes)

Status ﬂ Monitoring... (approximate file size: 8192 bytes)

Host Name weecot-ise27-1 j
Network Interface GigabitEthernet 0 j
Promiscuous Mode  * On Off

Filter ip host 10.62.148.171

Example: 'ip host helios and not iceburg'

Format | Raw Packet Data j

Dump File

BAMEBBFZTIHIGM, EWiresharkF 3T Fpcap X LL T #RIFAE B,

- MRELR G ThreatGrid P REFEIH R REH , EHIATHE" , AHOTAR :
‘aseo’ Threat Grid Appliance Administration Portal E?:T?;gut Tree

o Configuration = Operations = Status = Support ~ [

We're sorry, but something went wrong.

The server experienced an error while processing your request. Please retry your request later.

If this problem persists, contact support.
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