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8 Easy VPN Server
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EH_D PN Componants

Cigca Srstems

- Cieco WabVPHN Cliand Softwans

“fiou musEt install Claco WabWF N cliend software for clients 10 eslablish a full funned WebVPH session
Wil Ti5 router.

Frigtall Stabus: Not installed

—— Cis0o Sacune Desidop Software
You mud ingtall Ciseo Securn Deskiop Sofwine e WibVPH clients 10 wse 3 Secune Deskiop.

17:30:14 UTC Thu sug 03 2008 of

3. 1£ Cisco WebVPN EFimi 4 XA , 87 Browse 4. LA .E R Select SVC location

B



- Giecn WebVPN Client Softwane

= Ensw VPN Romais Wou must install Cisco YWabWP N client softwane for clisnis 10 establish a fill funned WelbivPH session
8 Easy VPN Server wiih Ihis router.

ti Crmamic Bupoing WP

EH A WP Componenss

1% My Computer [caciECOuownioads  Browse.. |

ul-q:;| cancal | Hew |

LMIMIDHHD-

Install Stafus: Mot Installed

PN 173334 UTG Thusug 03 2006 of

4. % My Computer %4 , RSB Browse , WESWEE PC LRH SVC BFE,
5. B OK , A& Install 324,




Cigoa SvsTems

- Cieoo WabVPN Cliand Softwans

“fiou muE Install Clsco WabWF N cliend software for clients 10 eslablizh a fll funned WebvPH session
74 Easy VPN Server with Thig router,

5 Crmarnic MuBpoint WFH
| mwuﬂmﬁ
Fackages]

B8 WPN Components

istad Status: Mot installed 2. Epecify the currerd o atian of

—— Cisco Secune Desidop Software
fou mus install Cisco Secuns Deskiop sofware fos WebAPH clients fo wse a Secure Deskiop.
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Cigoa SvsTems
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: : Easy PN Sarver with This router,
d Cymarnic Mutipoing Ve
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bnstall Stabus: instalhed
Linirelall
—— Cisco Becune Dosidop Software

“fiou muesd install Cisoo Secure Deskiop sofware forWebVPH clignts fo wse & Secure Deskiop.

Instal Stabus: Mot imstalled 2. Specity the cun
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. Recommended Tasks.
HS s ot snablad on your rouer. As some Ve VPN services Bl OIS
medpng DS 10 weork, B & Hhat by DS

& Creste a new WelVPH

T Al @ e ooy B0 an sxdsting WebWPN Tor & rew group of usess

SOM can guide you throwgh WedvVPH configuration tasks. Select a task then click
Launch the selechad 3=k Dutbon.

Lise this wizerd 10 oreste & rew Web VPR

L this wrizard {0 cresle & re policy bo an existing VWebvPH for 8 revw group of uers. For example
WOl A Creabe separabe pobcies ior different deparimsnts inoyour company.

7 Cordigure sthanced fealures fod an existing WebPH
Umes this wizerd 1o configune advanced feshres much a5 thin chent, full tunned, and Cisco Secure
Desbiop fior an exdgting Wb VFH,
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How dol: |How Do | Confir mi WebVPN 12 wosking?
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3. & Create a New WebVPN $iE#Z4 , AR5 8# o Launch the selected task, LLETF I
WebVPN Wizard X i1,



WebVPH Wizard

Welcome to the Create WebWPN Wizard

The Mew ¥WabVP M wizard lats you to do the following:
* Specify an IP address, name and digital cedificate for the WebvPR.
* Creale users localky, and specify how these users should be authenticated.

* Enable the router to download full-tunnel WebWPH client sofbware to client PCs,
far ful-tunnel connacivity.

* Specify the corporate intfranet sites users are allowed tovisit, and provide a link
1o their e-mail.

* Customize the YWeb¥PH porial page.

[Nestp | cancel |

(]

Help |

4. B 5 Next.




WebVPN Wizard X

IP Address and Name

This is the I[P address users will enter to access the WebVPN portal page. If muliple Web'vPM
semvices are configured inthis rowter, the unigue name is used to distinguish the semvice.

IP Address: |192.168.0.37 [®] name: [sates]

| Enable secure SDM access through 192.168.0.37

Digital Certificate
¥¥hen users connect, this digital certificate will be sent to theirweb browser to authenticate the
routar,

Cerificate; | ;l

A Information

URL to login to this WebVPN service: hitpsf192.168.0. 37/sales

qﬂaur,| Ne%} | | Cancell Help |

5. 5 AT Webvpn MX#Y IP #usik | Hi ALk WebVPN LT XHMHE—Z#. EBAILLARE—IP
ik ( WebVPN Mx ) BIZEREH WebVPN E 3, ESNEMRELTME—, RRBIFERR
T IP 4k : https://192.168.0.37/sales

6. #& Next , #EB1THR 3.

S 3. Bl SVC AFNAFRREE

A LAER AAA FRSSER. AR RENERARERTEORIE. AEERGIEREL IR AF
HATHHRIE,

ERESVC AFNRAFBERF  BERUA TSR

1. ERFSE 2 5, B WebVPN Wizard User Authentication 3 &4 #9 Locally on this router
kR,



WebVPN Wizard El

User Authentication

fou can configure user accounts locally on this router. You can configure user accounis on &
AAR =erver S0 that the router can confact this server to authenticate users when they try o log
on, Specif how WabWPH should authenticate the users whan they login.

" External ARA semver

" First on an extermal AA4 server and then locally on this rauter
 Use the AAA authentication method list: | = pr_sautn n |

Create user accounts locally on this router.

Usaername $d E
wishaw i E
ausnml
cales
newtiscn

<Back | Newt= | Finier | cancel| Help |

] LASE A e X AR [0 A st B AR AR IR o
2. B5H Add , RERARAFEER



Add an Account

x]

Enter the usernatme and password

Usernamea: laushm|
Fassword
Fassword =Mone=
Mews Password: i
Confirm Mew Password: i

W Encrypt password using MDS hash algarithim

Privilege Level: 19 =

] | Cancel | Help

3. BT OK, HBREFEERMEMAF,
4. NIMFAERFE , #2d7 Next , #EHITES R 4,

SR 4. B E @ A5 8RR

B E]LAEE Configure Intranet Websites WebVPN Wizard JiEHE , &R EHFLE @AM SVC B iR

RITHIRER P B R

EREEMEAFNRR , BRI TSR

1. 88X LTE 3 F , FETHMNT Configure Intranet Websites X FER K Add 34,



]

WebVPH Wizard

Configure Intranet Websites

fou can configure groups of intranel websites here, Each group can be given a heading and
can contain one or maore websites, Each of these groups will appear in the poral page as
links that users can click to navigate to these sites.

Add or select the group ofwebsites you want to display in the portal page.
Action | URL List | Add.

0

<Back | Next> | | cancel| Help |

2. %A URL ZIRAHT , A58 ARE,

Add URL List

URL List Mame: |WebServers

Heading: Intranet Wehb iThis will appear on Portal page)
List of LIRLs:
Label LIFL Link Cutlook Weh Acce Add.. &
SalesSite  hitp172.22.1.10 —L\}—
Edit...
Delete

ik cancel Help

3. B Add , H# Bk Website , ORIEEE L E F is AT HIR L,

4. B A URL MEEEER , AL T OK,
5. E[[@ OWA Exchange BRE 2R M5 1R | &£ E Add HiER E-mail,



Add URL List

LIRL List Mame: |YWehServers

Heading: Intranet Weh (Thiz will appear on Fortal page)
List of URLs:
Label LIFL Link Cutlook Weh Acce Add. . ‘rl

bt 72.22.1.10

Wiebhsite...

il

4 | | k

Ik Cancel Help |

6. & Outlook Web Access Si%4E , A URL iREMEEERFR , RAFHE T OKo
Add URL Label: E3

LEL Lahel: | OWASerer

URL Link:  |httpoi1 72.22.1.20

(Example: http:rmyintranet. mycompany.comfpayrall
v QutlookYWeh Access

ik [: | Cancel Help

7. BEANRERRE , 21 OK, R/5HE T Nexto LEAPRFHIT WebVPN Wizard £B3E XY F4E

o




WebVPN Wizard x|
lv Enable Full Tunnel

Enabling full tunnel downloads the YWebVPR full tunnel client software to the client.

1P Address Poal

Craate a new or select an exsting address pool from which clients will b2 given an IP address
when they connect,

IF Address Pool: Tl

Full Tunnel Client Software is already installed in your router,

¥ Keep the Full Tunnel Client software installed on client's PC.

Advanced Options

Click Advanced Tunnel Oplions... to configure split tunneling, split DMNS, browser progy
seflings, DME and WINS servers.

Advanced Tunnel Options... I

<Back | Newt= | Finier | cancel| Help |

8. #1A Enable Full Tunnel Zi&4E 2 @ik,

9. Bt WebVPN E TN EFImAIEAM IP thatith, bt AME Intranet AT BRI BB
Hh3EAEXS R

10. .5 IP Address Pool FEEHWEBES (...) , % Create a new IP Pool,



11. 7£ Add IP Local Pool X} iEHEH |, i A& H & 45 Add.

WebVPM Wizard [x]
iv Enable Full Tunnel
Enabling full tunnel downloads the YéebWPH full tunnel client software to the client

IP Address Pool
Create a new or select an exisling address poal frorm which clients will be aiven an IP address
when they connect,

IP Address Pool; 'i;

Select an existing 1P Pool

Cre:

@ Full Tunnel Client Software i already installe Bkt

¥ Keep the Full Tunnel Client software installed on client's PC.

Adwanced Options

Click Advanced Tunnel Options... to configure split tunneling, split DNS, browser progy
seftings, DNS and YWINS serers.

Advanced Tunnel Options._. |

<Back | Next > | | cancel| Hep |

WebVPH Wizard

Iv Enable Full Tunnel
Enabling full tunnel downloads the YWebWPN full tunnel client sofware to the cliemnt

" Add IP Local Pool £3
given an IP address

Pool Name: {Intranet
Add IP address range IEI
Pool Mame: [Int:anet
Start IP address: | 172.221.75
End IP address: | 17232195 [pivser proxy
Tunnel Options... |
] 4 h-| Cancel | Help |
TN
ok | cancel |  Hep |

<Back | Next» | rinier | cancel| Heip |




12. ¥£ Add IP address range SiEHER |, #A SVC B/ a b hse Rl |, RG2S OK, F&
D IPH bR FEEZIBASRNEZEONEEN. NMREFHATENMEE , ATUE
St BRERE st | BUB B ZER,

13. Click

WebVPH Wizard b
[+ Enable Full Tunnel
Enabling full tunnal downloads the YWabWPN full tunnel client software to the client

IF Address Pool

Create a new or select an exisling address pool from which clients will be given an IP address
when they connect,

IF Address Pool; Infranet Tl

@ Full Tunnel Cliant Software (= already installed inyour router.

¥ Keep the Full Tunnel Client software installed on client's PC.

Advanced Options

Click Advanced Tunnel Options... to configure split tunneling, split DNS, browser progy
seftings, DNS and WINS serers.

Advanced Tunnel Options... |

13

<Back | Newt> | | cancel| Heip |

14. MR BFLEEWIZERFImKAFEM SVC Bl , £ & Keep the Full Tunnel Client
Software installed on client's PC Hi&#, FRILED , LEREFIHRERAET P HEENT
HSVCH M,

15. MESRFEEILET , Mo EIPZE. £2E DNS, RN EIRELLKR DNS M WNS %
o Cisco B ZEAHELE DNS  WINS fiEe8. ERESRRBELED , A TSR : B
Advanced Tunnel Options &4




Advanced Tunnel Options [E|

Split Tunneling | Browser Praxy Seftings  DNS and WINS Servers

DNE Servers WINE Sermars
Primary DNE Server: |1?11-'11 0o Primary WINS Server; |’li"i-‘.22.1 A0
Secondary DNS Server: | Secondary YWINS Server: |
Default Dornain: [

CII{[: | Cancel | Help [

2 & DNS and WINS Servers &3+ , 3 A DNS 1 WINS X IP #hut, EfE 5 ZIRZE
N B ERE |, ¥ o7 Split Tunneling = Browser Proxy Settings i

Advanced Tunnel Options

Split Tunnelnu\] Browser Proxy Seftings | DNS and WINS Servers |
—— Split Tunneling l«@_ Split DMNS

Select Include or Exclude to configure the Metwarks

Jze the corporate DNS zerver to resolve the
shown in the list

dormain names for the following domains. Other
domains the client ISP DNE serverwill be used.

" Include Traffic Learn More
" Exclude Traffic
Destination Metwiorks:

IP Address Mask Add.. |

| Defce |

r T [ ILLA e Use semicolons () to separate entries,

] 4 | Cancel | Help

16. TRLERMEESR , £ Next.

17. BE X WebVPN [P R RiEZBRIAE. B Customize WebVPN Portal Page AT BA B E X
% F &R WebVPN TP TR A .



WebVPN Wizard 3

Customize WebWVPN Portal Page

Yiou can customize the WebVPN portal page that is displayed o users. You tan select a
predefined theme for the portal page. Atheme defines colors for teds and backaround and a
loga. You can create new themes, and customize colors, text and loga in Edit YWebVPH mode.

Therme: |Qpen Higinaray :I

Previens:

Cisco SvsTems B [
m Web VPN Server AEEX

Infernet

Enter Ve address (URL): | | Gol

<Back | Nejt> | e | cancel | Heip |
b

18. EBLE 7 WebVPN TP T2 fE , B E Next, Finish 1 OK, WebVPN [a 545X ¥ a5
SEXEKHE,

10. R AEREFAHTHEE. ¥ : MRKEHEREE , WWebVPNIF A AT B8R EH,
LTEGERTHIREE R



WebVYPN Wizard X

H . SdlEs
bWPM Policy Mame palicy_1
bVPM Gateway Mame : gateway_1

Liser Authentication Method List  © Local

Intranet wabs(tes: Enabled

LIRL List Mame WebSeners
S OWASemrver - hitpd 7222 1 _30fexchange
: SalesSite - hiipil 72.221.10

(Full Tunmnel Configuration

EWC Slalus es

IF Address Pool : Infranet

Split Tunnaling  : Disabled

Split DME : Disabled

Primary DNE Server ST2221.100

Primary WINS Server: AT

Install Full Tunnel Client : Disabled b

DMS is not enabled on your router. As some WebVPMN services require DNS to woark, it is|
& recommended that you enabla DME.

<Back | 112 - | Finisn[ cancel| Heip |

EfRFTIERA , SR TER - £ Configure , AF#£ 1 VPN, B WebVPN H &£
Edit WebVPN &3,




P WEBVP N Gabiwis
— e Packages
E-SlWP N Components
B IPSee
B8 e
EH_3 Easy vPN Server
B3 Public Koy Infrasinach
—ﬁ'u‘PN Kays Encryplion

Delails aboul Web VPH Contest: sales

Hem Hame | meen value
Group Policies
policy_1
Services URL Mangling 0 Full Turine!

URLs Exposed to Users

Sernirs Exposed 1o LIsers
WWINS Servers

OGS eneer - hitpaol 72,22 1 I0kechange
EaletEne - RMpAMITE 22110

<hlong>

=hlong=

Diefivering configuration o the router_

ZEA6:35 UTC Thu dug 03 2006 o

RHERFEN ET X, H& 45 Edit button,



Edit Web¥PH Context -zalos

Bl [MebvPHN Contex)

Group Policies T
<= HTML Display Settings ' ateway
| NetBIOS Name SeverLif | oo oviaid G :
I - Port Foresard Lists
Drornain:
- LJRL Lists e

Clsco Secure Deskiop Authentication List

Authentication Dormaln:
[+ Enable Context

|

|gale~.l.fa'|'_1

| sales

| sdm_vpn_xauth_mi_4 _'l

Maximurm Mumber of users: |2

VRF Name: | <MNone= R

Default Group Policy: | policy_1 |
(]34 | Cancel | Help |

E3

1£ Maximum Number of users FE&H , I AFAIEAFNEBEAF,A S, 250K, BE S
OK., BB TSEBEABREBEXH., #F Save , RAFHET Yes EZEFU,

ZR

ASDM SIZ T U T XEGTITHRE :

ausnml-3825-01

ausnmi - 3825- 01#show run
Bui | di ng configuration...

Current configuration :
!
I Last configuration change at 22:24:06 UTC Thu Aug 3
2006 by ausnni

I NVRAM config | ast updated at 22:28:54 UTC Thu Aug 3
2006 by ausnni

!
version 12.4

service tinestanps debug datetime nsec
service tinestanps |og datetime nmsec
servi ce password-encryption

!

host nane ausnni - 3825-01

!

boot - st art - mar ker

4393 bytes




boot system flash ¢3825-adventerprisek9-ne. 124-9.T.bin
boot - end- mar ker

!

no | oggi ng buffered

!
aaa new node
!
!--- Added by SDM for local aaa authentication. aaa
aut hentication login sdmvpn_xauth_m _1 |ocal aaa
aut hentication login sdmvpn_xauth_m _2 | ocal aaa
aut hentication login sdmvpn_xauth_m _3 | ocal aaa

aut hentication login sdmvpn_xauth_m _4 local ! aaa
session-id conmon ! resource policy ! ip cef ! ip domain
nane cisco.com! voice-card 0 no dspfarm !--- Digital

certificate information. crypto pki trustpoint TP-self-
si gned-577183110 enrol | nent sel fsigned subj ect - nane

cn=| OS- Sel f - Si gned- Certificate-577183110 revocati on-
check none rsakeypair TP-sel f-signed-577183110 ! crypto
pki certificate chain TP-sel f-signed-577183110
certificate self-signed 01 3082024E 308201B7 A0030201
02020101 300D0609 2A864886 F70D0101 04050030 30312E30
20060355 04031325 494F532D 53656C66 2D536967 6E65642D
43657274 69666963 6174652D 35373731 38333131 30301E17
0D303630 37323731 37343434 365A170D 32303031 30313030
30303030 5A303031 2E302C06 03550403 1325494F 532D5365
6C662D53 69676E65 642D4365 72746966 69636174 652D3537
37313833 31313030 819F300D 06092A86 4886F70D 01010105
0003818D 00308189 02818100 F43F6DD9 32A264FE 4C5B0829
698265DC 6EC65B17 21661972 D363BCAC 977C3810 !--- Output
suppressed. quit username w shaw privilege 15 secret 5
$1$r 4CWBSeP6 ZWQEAAUGBVOKbR16U. user name ausnm privil ege
15 password 7 044E1F505622434B usernane sal es privil ege
15 secret 5 $1$/Lcl$K. Zt 41zF1j SdKZr PgNK1A. user nane
newci sco privilege 15 secret 5

$1$AXI mMb7k5PWspXKxUpoSReHo71 QL ! interface

G gabitEthernet0/0 ip address 192.168.0. 37 255. 255. 255. 0
ip virtual -reassenbly dupl ex auto speed auto nedi a-type
rj45 no keepalive ! interface G gabitEthernet0/1 ip
address 172.22.1.151 255. 255. 255. 0 dupl ex auto speed
auto nedia-type rj45 !--- Clients receive an address
from this pool. ip local pool Intranet 172.22.1.75
172.22.1.95 ip route 0.0.0.0 0.0.0.0 172.22.1.1 ! ip
http server ip http authentication local ip http secure-
server ip http tinmeout-policy idle 600 |ife 86400

requests 100 ! control-plane ! line con O stopbits 1
line aux O stopbits 1 line vty 0 4 ! scheduler allocate
20000 1000 !--- Identify the gateway and port. webvpn

gateway gateway_1 ip address 192.168.0.37 port 443 http-
redirect port 80 ssl trustpoint TP-self-signed-577183110
i nservice !--- SVC package file. webvpn install svc
flash: /webvpn/svc. pkg ! !--- WebVPN context. webvpn
context sales title-color #CCCC66 secondary-color white
text-col or black ssl authenticate verify all ! /---
Resources available to this context. url-list
"WebServers" heading "Intranet Web" url-text "SalesSite"
url-value "http://172.22.1.10" url-text "OMServer" url-
value "http://172.22.1.20/ exchange" ! nbns-1ist NBNS-
Servers nbns-server 172.22.1.15 master !--- Group policy
for the context. policy group policy_1 url-list
"WebServers" functions svc-enabl ed svc address-poo
"Intranet" svc default-domain "cisco.con svc keep-
client-installed svc dns-server primary 172.22.1.100 svc
Wi ns-server primary 172.22.1.101 default-group-policy
policy_1 aaa authentication list sdmvpn_xauth_m _4




gateway gateway_1 donmin sales nax-users 2 inservice ! !
end
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