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1. EIRA6.XH , S E System > Health > Monitor F BETH [B]“12 1T 1R M5 M 25" (Health Monitor) T H o
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Status Count
4 Error 0
! Critical 1 r
h Warning 0
& Recovered 0
& Mormal 1 *
Disabled 1 >
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4. R i Generate Troubleshooting Files. RG24 & 7R Troubleshooting Options3# & O,

5. FF Allpaa ERENERIEFIA ATRAXBENRSE , VEPENEREL B E RS

Troubleshooting Options

Please select the data to include:

o All Data
. i =2nort Performance and Configuration
,:,!, Hardware Performance and Logs
,:,!, system Configuration, Policy, and Logs
,:,!, Detection Configuration, Policy, and Logs
,:,!, Interface and Network Related Data
,:,!, Discovery, Awareness, VDB Data, and Logs
,:,!, Upgrade Data and Logs
o All Database Data

,!f, All Log Data
,!f, Metwork Map Information

Mote: This may take several minutes.

| Generate || Cancel |
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GiECo Overview Analysis Palicies Devices Objects AMP Intelligence
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Troubleshooting Options 4

Please select the data to include:
All Data

® Snort Performance and Configuration
Hardware Performance and Logs

System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data

® Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs

All Database Data

All Leg Data

M Metwork Map Information

Deployment Logs

i This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks,
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Deploy i  System Help» admin w
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w Generate Troubleshooting Files Im 258 X
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RELERBEHRXHE , FSRENTERRN completed. B AT LUK B 518 4 5 B #8 5< STHXT RIBVESS
o B click toretrieve generated files iz ) %Eé%ﬁﬂ“ﬁ%g&ﬁl’j\?ﬁi1¢o j?#’i%?fk%&@ﬂ"]iﬁ
tar.gz X

TE7.0+hR Y HR PR HEBR SL 4
ETHERNBEIBRSENEIAR |, FEEFMC LM Task Status R Hl, 7E7.xXMRH , SHZE Message

Center icon ( “ERER'F“RE"ZEHETL ) >Tasks B EBIREWebFREH L1FRI“FHIRE"(Task
Status) T H :

Deploy @, ﬁu i+ © admin-

Deployments Upgrades @ Health Tasks ‘_"_u Show Notifications

7 #81 FL [ r . =il irme Cihao
HIFHE bl Ll m 0fa L FHLET

& Gensrate Troubleshooting Files

O wrditing 0 m

Generate troubleshooting files for firepower.aperia. local bm 7z ¥
Chick to retrieve generated files

Mo more older tasks

&ﬁiﬁiﬁﬂﬁ}ﬂﬁkiﬁﬁ , 155%4ﬁ§4§§&j9 Succas.ifﬁ Click toretrieve generated files ﬁzfﬁ ) %Jﬁé&(éﬁ/xﬂ
RERRTUTE X, XWHERTHEENEE targ X4,

5

EFEAFMCHIWeb S E A KFMCHIFTDMEHEBR X4 | 1§53 WA 4 KCSMZ M S+



https://video.cisco.com/detail/video/6155382458001
https://video.cisco.com/detail/video/6155382458001
https://video.cisco.com/detail/video/6155382458001

w4l FAFDMEYWeb R H

& AR BE BEBR XA

EFDMETRAH |, S ZE Troubleshoot P40 5= 18 BY Request filetobecreated 324 , AN TNEFTR -

wilenfn.
cIsco

Interfaces

Enabled 4 of 9

View All Interfa

Smart License

View Ganfiguration

Site-to-Site VPN

==

Ciseo Firspaiwisr 1010 Threat Datenss E6.0-90

Routing
1 static n

> View Configuration

Backup and Restore

Last Backup: 25 Jun 2020

> View Configuration

Remote Access VPN

Mo connections | 1 Group Policy

VDB trusicn Rule Update High Awaitabiity
3200 2020-07-16-001-wwt Hot Configured

>
Troubleshoot

3 £ OUES
Advanced Configuration
Includes: FlexConfig, Smart CLI

> View Configuration ? ?

FEIRBRETE Requestfiletobecreated IRHl , MAER—FKER , BRUBEE— NI FEETH X%

Fo

It can take up to 1 hour to generate the
troubleshooting file depending on the device

load.

ﬁ:f% Request fileto be created 'Ef"fﬂ , Troubleshoot %Bﬁj\EE&J’j\*ET_\E:L%*I#FO EE%EIJE%%MJ‘EILXE?EUJH:



(A

Troubleshoot

'@' Requested See Task List

S M ZE Task List > running #1A Troubleshoot IEFEHITH

admin

i) ow 3= [}
Administrator

Manitoring Policies Objects Device: Firepower=1010

SIE Firepower Device Manager

Task List

LDilete all finshed tasks

B total 1 running 0 completed 0 fallures
Mamae Start Time End Time Status
Troubleshoot 18 Awg 2020 !
08:19 AM @& Task execution started

FEERE , 2ERTE completed IR Tas List.



Task List

alate all finished tasks
& total 0 nunning 1 completed 0 fallures S L
Name Start Time End Time Status Actions
Troubleshoot ® alca6?an-
18 Auwg 2020 18 Aug 2020 cBTd-11e9-85ce-

09:19 A 0226 AM  Bid5b0%e0790
troubleshoot.targz
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Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

pri= Re-request fileto be created Eiﬂiﬁﬁﬁﬁ’ﬁﬂﬁﬁﬁﬁi#o
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Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

w4l fE A CLI

MREZHERBEE D FHEANEKTE , BRATREERREWebRH , REEBERFNZE
REZEFEEERZ , WEEERBEHRN . EXMERLT , B AERRZHCLILERHE
BERRIHto

Firepower & E H /0

fEFirepowerE I Ay L3 A LA T a5 LA R BEHEBR ST 4F

<#root>
admin@FMC: ~$

sudo sf_troubl eshoot. pl

Starting /usr/local/sf/bin/sf_troubleshoot.pl...
Please, be patient. This may take several minutes.
Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz

Firepoweri& &

FFirePOWERIR & /MR ME N 2 ERFE L AL T 68 & BAAE S PR HEBR X4+

<tfroot>
>

syst em gener at e- t r oubl eshoot al



Starting /usr/local/sf/bin/sf_troubleshoot.pl...

Please, be patient. This may take several minutes.

The troubleshoot option code specified is ALL.

Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz

Firepower eXtensible Operating System (FXOS)

EFEERX T EBASAKFirepower 4100/9300FFirepower 2100
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« Firepower 4100F19300 ( FXOSHRA&IKF2.7)

<tfroot>

FP4150#

connect | ocal - mgnt

FPr4150(Tocal-mgmt)#

show t ech-support fprm detail
Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 1)

A1l tech-support subsystem tasks are completed (Total: 1[received]/1[expected])

The detailed tech-support information is Tocated at workspace:///techsupport/20170116170843_FP4150_FPRM

FP4150(Tocal-mgmt)#

It fprm KB F HFirepowerT & EEE R BEHRX . FAH , REEATFEMNENLZEERE
FR 8 PR HERR S o



<#root>
FP4150(Tocal-mgmt)#
show t ech-support ?

chassis Chassis
fprm Firepower Platform Management
module Security Module

« Firepower 4100%19300 , T FXOSKRA2.7 % B & MR A :

<ffroot>
FP4150#

connect | ocal - ngnt

FP4150(Tocal-mgmt)#

show t ech-support fprm det ai

WARNING:

show t ech-support fprmdetail command is deprecated

Pl ease use show tech-support chassis 1 detail command i nstead.

HEFXOSHRA2.7TREGRAF |, formBEHEBR XM B = E N EBEBR A

<#root>
FP4150(Tocal-mgmt)#

show t ech-support chassis 1 detai

Initiating tech-support information task on FABRIC A ...

- EFAEEXTEBASARFirepower 2100:

<tfroot>
fpr-2120#

connect | ocal - mgnt

fpr-2120 (local-mgmt)#

show t ech- support ?



fprm FPRM

fpr-2120 (local-mgmt)#

show t ech-support fprm detai

fpr-2120_FPRM
The showtechsupport file will be located at workspace:/techsupport/20221212103515_ fpr-2120_FPRM. tar.gz
Initiating tech-support information task on FABRIC A ...

N 5% Firepower 21008 12 4L B RS B R FE HERR ST 4,

ERHEHRXAE , BUMETERPRIZ S ST THUEIA

<#root>
FP4150(Tocal-mgmt)#

di r workspace:/techsupport

1 9912320 Jan 16 17:10:07 2012 20170116170843_FP4150_FPRM. tar

Usage for workspace://
4032679936 bytes total
43540480 bytes used

3784286208 bytes free

FP4150(Tocal-mgmt)#

HwFTDAYFirepower 1000/2100F1 & £ B A 153100

fE FACLISHH B connect fxostp SIiEEEZIFXOSTH % :

<tfroot>
>

connect fxos

¥ $ Bllocal-mgmtis © shell 3 4 B BEHEBR ST

<tfroot>



fpr1l150#

connect | ocal - ngnt

fpr1150(local-mgmt)#

show t ech-support fprm det ai

fpr1150.abb.local_FPRM
The showtechsupport file will be located at

wor kspace: / t echsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
WARNING: *** /mnt/disk0/smart-log/ is missing **%*
WARNING: *** /tmp/softraid_env.xml is missing ***
WARNING: /tmp/nvme_build.log is missing
WARNING: *** /tmp/sed_build.log is missing ***

WARNING: *** /opt/cisco/platform/logs/QAT is missing ***
Completed initiating tech-support subsystem tasks (Total: 0)

e

fpr1150(local-mgmt)#

dir workspace:/techsupport/

1 5776262 Dec 12 09:14:15 2022 20221212091405_fpr1150.abb.local_FPRM.tar.gz
Usage for workspace://

159926181888 bytes total

16198488064 bytes used

143727693824 bytes free

R EHR XM EH R ERS 2R

<#root>
fpr1150(local-mgmt)#

copy workspace:/techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

?
ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI



Firepower 1000/2100fM & £B5 X 3E3100 , HASA , & TFiREER

IS IFFXOSHET :

<#root>
ciscoasa#

show f xos node

Mbde is currently set to appliance

& Flconnect fxosadminfp T iEZZEIFXOSH B AT :

<ffroot>

ciscoasa#

connect fxos adm n

Configuring session.

Connecting to FXOS.

N iE ESEEERT | connect fxos adminB A E RS REEEE T A,

i 32 Bllocal-mgmtis T shell 3 4 B B FE HEBR SL4F -

<#root>
firepower-2130#

connect | ocal - mgnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-2130(local-mgmt)#

show t ech-support fprm detail

firepower-2130_FPRM
The showtechsupport file will be located at

wor kspace: / t echsupport/20221212093206_fi repower-2130_FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 0)



firepower-2130(local-mgmt)#

dir workspace:/techsupport/

1 6902474 Dec 12 09:32:12 2022 20221212093206_f1irepower-2130_FPRM. tar.gz
Usage for workspace://

167921864704 bytes total

318324736 bytes used

167603539968 bytes free

EEHHEHR M |, HREZASAZEFIE

<#root>
firepower-2130(local-mgmt)#

exit

firepower-2130#

exit

Connection with FX0S terminated.

Type help or '?' for a 1list of available commands.

ciscoasa#

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1repower-2130_FPRM.tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)

R EHR X E H R RARS 2R

<#root>
ciscoasa#

copy diskO:/fxos/20221212093206_firepower-2130_FPRMtar.gz ?

cluster: Copy to cluster: file system

diskO0: Copy to diskO: file system

diskl: Copy to diskl: file system

flash: Copy to flash: file system

ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration



system: Copy to system: file system
tftp: Copy to tftp: file system

{5 F CLIE i FE Bk BR 3L

R XAHMFXOSEHFITTEN 28 , FRIEATIE

o it it B LAY K IBE SR BR Iw QS A ANER, Hla, RES Secure Shell & Hl
X, UWEHLAAFRBEMAXED (FlimO22 ) BEE,

« B ENLBITUEITREEH(SCP)IRS . SR AEEBRM LK 3R HhSSH/SCPRST sr
o BR , BN XFHLRENE B4 ESCPIRS .

Firepower B2 H /0

fEFirepowerE B A0 L3 A AT @55 LA E HI t BEHERR 3244

<#root>
admin@FMC: ~$
sudo scp troubl eshoot_fil e_nanme username@lesti nati on_host:

desti nation_f ol der

Firepoweri& &

EFirePOWER R ZNEL S EREZ LW AL TS LLE &I EHER X -

<tfroot>
>

file secure-copy hostnane usernanme destination_folder troubleshoot _file

o BEARRBIF |, nhosname TR BFRER ENW BHRSIPHLE | username IEEZZEEH LW A
F'%*/J’_\ , destination_folder BEZEEV LM EREER , #E. troubleshoot_file ?E;"igﬁiﬁﬁﬂ’ﬂzlii&ﬁ&
PEHEBR S 1

Firepower eXtensible Operating System (FXOS)

EFAEERX T EBASAKFirepower 4100/9300F1Firepower 2100

E N FEHEBR X M Firepower A ¥ BIRVER K (FXOS)E #I B A #h 1+ B 4l , B EFirepoweri® & Liz
TUTHS



<#root>
FP4150(Tocal-mgmt)#

copy wor kspace:/techsupport/filenane scp://usernane@ paddr ess

HwFTDAYFirepower 1000/2100F1 & £ B A 13100

{EFCLISHF B connect fxosti R iEIZZEIFXOST S AT :

<{froot>
>

connect fxos

E 2l local-mgmtan & F R i PR HEBR S 4+ & HI B 2 AR S5 2%

<tfroot>
fprl1l150#

connect | ocal - ngnt

fpr1150(local-mgmt)#
copy wor kspace:/techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

Firepower 1000/2100M & £ B X#%3100 , HASA , L FREER
&R LAMASAER S & S HIHBEHERR X

<ttroot>

ciscoasa#

dir flash:/fxos



Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1repower-2130_FPRM. tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)

R EHR XM EH R ERS 2R

<#root>
ciscoasa#

copy di sk0:/fxos/20221212093206_f i r epower-2130_FPRM tar.gz ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system
B

EfEFirepower 4100F19300 £ FFXOS show tech-supportXX# , &2 f£Firepower 4100%
93007 4 B FXOS show tech-support3Z 4,
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