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AES128- SHA

DHE- RSA- AES128- SHA
DHE- DSS- AES128- SHA
DES- CBC3- SHA

EDH- RSA- DES- CBC3- SHA
EDH- DSS- DES- CBC3- SHA
DES- CBC- SHA

EDH- RSA- DES- CBC- SHA

: EDH DSS- DES- CBC- SHA

EXP- DES- CBC- SHA

EXP- EDH- RSA- DES- CBC- SHA
EXP- EDH- DSS- DES- CBC- SHA
ECDHE- ECDSA- AES128- SHA256
ECDHE- RSA- AES128- SHA256
AES128- SHA256

DHE- RSA- AES128- SHA256
DHE- DSS- AES128- SHA256
ECDHE- ECDSA- AES128- SHA
ECDHE- RSA- AES128- SHA
AES128- SHA

DHE- RSA- AES128- SHA

DHE- DSS- AES128- SHA
ECDHE- ECDSA- DES- CBC3- SHA
ECDHE- RSA- DES- CBC3- SHA
DES- CBC3- SHA

EDH- RSA- DES- CBC3- SHA
EDH- DSS- DES- CBC3- SHA
ADH- AES128- SHA256

ADH- AES128- SHA

ADH- DES- CBC3- SHA

DES- CBC- SHA

EDH- RSA- DES- CBC- SHA
EDH- DSS- DES- CBC- SHA
ADH- DES- CBC- SHA

EXP- DES- CBC- SHA

EXP- EDH- RSA- DES- CBC- SHA
EXP- EDH- DSS- DES- CBC- SHA
EXP- ADH- DES- CBC- SHA
NULL- SHA256

ECDHE- ECDSA- NULL- SHA
ECDHE- RSA- NULL- SHA
NULL- SHA

NULL- MD5

BR , MREFASARENNZFHFEMBE L ( MIAES256-SHA )



BENAK , BIFEASALEF L TSYSLOG:

YASA- 7- 725014: SSL |lib error. Function: ssl3_get_client_hello Reason: no shared ci pher
A& FCSM:

"Unabl e to comunicate with the Device"
The Security Manager Server and the device could not negotiate the security |evel™
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HTREERMXHSAZEMN |, OracleSNHERM TERINMBEE R XK |, BREI T INBEEEZME
E, MIRFEREHCHERE LREFERANEE (S, AESH256{UF , DHAR
514,24 ) |, BHITU TSR .

1. Mhttp://www.oracle.com T #Java 7ER5&EE N KB jarXX . BRIEWEOracleMuh L %R
UTREAE :
JavatnZ¥y B (JCE)TLIRAEE R R X HJava 7

http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html

2. Z£CSCOpx\MDC\vms\jre\lib\security 3 43k F1 iy & £ & 32 25 i 55 88 L B #klocal_policy.jarfll
US_export_policy.jar,
3. EN R REEEBEREER.
WE , CSMPERUTHES :

YASA- 7- 725011: Cipher[1] : AES128- SHA
YASA- 7- 725011: Cipher[2] : DHE- RSA- AES128- SHA
Y%ASA- 7- 725011: Ci pher[3] : DHE- DSS- AES128- SHA
Y%ASA- 7- 725011: GCipher[4] : DES- CBC3- SHA
YASA- 7- 725011: Ci pher[5] : EDH RSA- DES- CBC3- SHA
YASA- 7- 725011: Ci pher[6] : EDH DSS- DES- CBC3- SHA
YASA- 7- 725011: Cipher[7] : DES- CBC- SHA
YASA- 7- 725011: Ci pher[8] : EDH RSA- DES- CBC- SHA
%ASA- 7- 725011: GCipher[9] : EDH DSS- DES- CBC- SHA
YASA- 7- 725011: GCi pher[10] : EXP- DES- CBC- SHA
YASA- 7- 725011: Cipher[11] : EXP- EDH RSA- DES- CBC- SHA
YASA- 7- 725011: Ci pher[12] : EXP- EDH DSS- DES- CBC- SHA
YASA- 7- 725011: Ci pher[13] : ECDHE- ECDSA- AES256- SHA384
YASA- 7- 725011: Ci pher[14] : ECDHE- RSA- AES256- SHA384
YASA- 7- 725011: Ci pher[15] : AES256- SHA256
YASA- 7- 725011: Ci pher[16] : DHE- RSA- AES256- SHA256
YASA- 7- 725011: Ci pher[17] : DHE- DSS- AES256- SHA256
YASA- 7- 725011: Ci pher[18] : ECDHE- ECDSA- AES256- SHA
YASA- 7- 725011: G pher[19] : ECDHE- RSA- AES256- SHA
YASA- 7- 725011: Ci pher[20] : AES256- SHA
YASA- 7- 725011: G pher[21] : DHE- RSA- AES256- SHA
YASA- 7- 725011: Gi pher[22] : DHE- DSS- AES256- SHA
YASA- 7- 725011: Ci pher[23] : ECDHE- ECDSA- AES128- SHA256
YASA- 7- 725011: Ci pher[24] : ECDHE- RSA- AES128- SHA256
YASA- 7- 725011: Ci pher[25] : AES128- SHA256
YASA- 7- 725011: Ci pher[26] : DHE- RSA- AES128- SHA256
YASA- 7- 725011: Ci pher[27] : DHE- DSS- AES128- SHA256
YASA- 7- 725011: Ci pher[28] : ECDHE- ECDSA- AES128- SHA


http://www.oracle.com/technetwork
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html

YASA- 7- 725011: Ci pher[29] : ECDHE- RSA- AES128- SHA
YASA- 7- 725011: Ci pher[30] : AES128- SHA

YASA- 7- 725011: G pher[31] : DHE- RSA- AES128- SHA
YASA- 7- 725011: Ci pher[32] : DHE- DSS- AES128- SHA
YASA- 7- 725011: Ci pher[33] : ECDHE- ECDSA- DES- CBC3- SHA
%ASA- 7- 725011: Ci pher[34] : ECDHE- RSA- DES- CBC3- SHA
%ASA- 7- 725011: GCi pher[35] : DES- CBC3- SHA

YASA- 7- 725011: Ci pher[36] : EDH RSA- DES- CBC3- SHA
YASA- 7- 725011: Ci pher[37] : EDH DSS- DES- CBC3- SHA
YASA- 7- 725011: Ci pher[38] : ADH AES256- SHA256

YASA- 7- 725011: Ci pher[39] : ADH AES256- SHA

YASA- 7- 725011: Ci pher[40] : ADH AES128- SHA256

YASA- 7- 725011: Ci pher[41] : ADH AES128- SHA

YASA- 7- 725011: Ci pher[42] : ADH DES- CBC3- SHA

YASA- 7- 725011: Ci pher[43] : DES- CBC SHA

YASA- 7- 725011: Ci pher[44] : EDH RSA- DES- CBC- SHA
YASA- 7- 725011: Ci pher[45] : EDH DSS- DES- CBC- SHA
YASA- 7- 725011: Ci pher[46] : ADH DES- CBC- SHA

YASA- 7- 725011: Ci pher[47] : EXP- DES- CBC- SHA

YASA- 7- 725011: Ci pher[48] : EXP- EDH RSA- DES- CBC- SHA
YASA- 7- 725011: Ci pher[49] : EXP- EDH DSS- DES- CBC- SHA
YASA- 7- 725011: Ci pher[50] : EXP- ADH DES- CBC- SHA
YASA- 7- 725011: G pher[51] : NULL- SHA256

YASA- 7- 725011: Ci pher[52] : ECDHE- ECDSA- NULL- SHA
YASA- 7- 725011: GCi pher[53] : ECDHE- RSA- NULL- SHA
YASA- 7- 725011: Ci pher[54] : NULL- SHA

YASA- 7- 725011: GCi pher[55] : NULL- MD5
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YASA- 7- 725012: Devi ce chooses ci pher AES256- SHA for the SSL session with client
asa: 10. 88.243. 57/ 49949 to 10.122. 160. 233/ 443
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