#Firepower L Et & SecureX B b ia SR LA BE 1E

B2 SecureX B 1H SR

B EFMC Threat Intelligence Director A& F & Bk iia Bz R
BUF

5 BE Bk BR

HXEER

fasr

23 AS S 4B 0] MR B i B2 A B H 1R R Y URL AP R 2 BB 3R , MAtFirepowerfE A,

HRER

BREMBBNR-MEAN TR  gBFARESMERNERLBERMMETNEY) . S1MER
#HiRftmFirepower, Z£&4s, UmbrellaMAttE =S HANEELZL~mERNER . XEFELR
REBTHERREFREFERN  MEABYTEREENRMFR , XEBHRTUEHRRZ L7~
mAERERIR RN R 21,

SecureX Threat Responseff Iy — &£ EEARIE :
- BRFRSANDFNIORZERFZEMEINITNRENES, BEESHANEENERIEIR
, BN EH—/N ATV ERIE PR B BT S 4B 4R o
- AIMETZETLARZIP, i3, URLEsha256,
-MBHAFAE AT EERERBBRANTNELERR.

- BIRRR THSecureX)iSZHj}ﬂF]J*ﬂEEﬁEE’JE&H#}’%?E'%Eﬂﬂiiéfc:'F'n ( anpBs K&
FirepowerMESAZHHRNBTIESR ) =,

FRFMHF
ER

Cisco BWEBTHLUTEE :

. SecureX CTR(ZE R & bh 18 7



. Firepower TID ( EMEIRS EEF ) -

- Firepowerif [ 12 #l KBS EL & .
S #4{E FAFirepower TIDSEHETE Secure X B I B7 k4 B B EIR. 3 FFMCRRA7.3 | 1£
FMCEBEBHEATIDIWERNT :

- AR 6.2.2 RE SR,

- ZLEHE15 GBHAF.

- BEANRESTAPIRIEREA. B5H (AR NEEEFOLERIER) P S AREST
APIiH[E]",

- MRBRRIERRAG6.2.2HEFRA L , N A LUFFTD A {Ethreat intelligence director st %,

ERE ;b STRYIA R Threat Intelligence DirectorBE R4 LA FiENIRS . BXTIDWAE &
HEBERNEZER , BEFE HXER S PRMAMN R,

fERAKNAEH

AP EEETUTHREMEHIRA
- SecureX B R} B 5712 $1 T AR
- FMC ( AR IBEE R ) lRA7.3
- FTD ( By R IBERD B RL ) HRA7.2

AXREFNESBRETHEXNRERENNREREN . AR EANAERERANIRAR
i (BIL ) BE. NREWMELTEHRS , FRRET RAEDHHREERM,

Bl

Bl E Secure X B B I R R

SecureX Threat Response B F A AT R B A M AT X IR ER T HE, BEHEN S| ZBEREREL
BRETUREHMEXNEMES . AEREERZINEMETED , HESTIIEIP, 15, Urldp
Hx . BESREGVESHMEZEFR—EEAGENR.

1S B FFSecureXiZHIEIR , ARG R EHThreat Response ModulefJLaunchizfl, XA&EHE O
F $T 1< iy e 2 T D

Applications & Integrations e

v Applications

Threat Response
[ Launch J

| o |
i

W security Services Exchange



825 Threat Response T H # R i Intelligence > Indicators , $RE¥FSource T 53R MPublicE
BN Private, XM UFIE R ECreate IndicatorfiiZ, #H A RBCEE MSE , NIENIE RS
EREAEEWAREAER , AREEFRURLEMYIR EEE, LNEBTURERERSE , TFH
ffEE , BEALULEREEH R AT AL,

. "i'r SE{:UFE':': | T;'Irﬂ‘ﬂt R‘ESD’U”EI’E Inyestigats S A =i |I1Elﬂ|lﬂﬂllltﬂ

Iy Ll sy i ! Privats indcators

Juscigesmaents Inchicators

Indicues Ificators oesceibn B pattorn of bahaeics of & S0t of conditicns which indicate malicious Batanicr, Lism Mone [
Sightings Croats Incicalos

Fopds Thiga=InteSggenca - RLE }: Source: Private
Indicator Modified

Threat=-Inteliggence-URLs
ARG EONAINING LELE W with 18 Biock P023-01-30T22:47:21.

E3F S Flinvestigateit T+ , HHEREN T A ITRREERWRAEES, N TEREN , E
fRURL https://malicious-fake-domain.com Fl T ILELE R fl. # Hinvestigate ERFFET K. EHEURLL:
BEEROTHAM. #ELERATTELKURT L TXES | ARG Rt oIE KM,

Insasiigaie (o lpam mong,

[etaile Thin

Investigabe in Thraal Responss

Create Judgement

Jagubaar TG I

4% s iLink Indicators , ATEME2S PIERIE RS, 1EFEMalicioustt T HEFRLIANE LN E
HiH., &% HCreatei®fl. URLINTEALIE R Intelligence > Indicators > View Full Indicator

o



Create Judgement

Create & new Juedgemant for domainomaticlous-fake ~domadn.com
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Threat=Inteliggeance=-URLs

Dispogition®
Malicious

Euxpiration®
3 3| Days

Threat-Inteliggence-URLS edit indicator

Description D https://private.intel. amp.cisco.com
Indicator containing URLs we wish to block
Producer Cisco - MSSP - Jobarrie
Short Description Source
Indicator containing URLs we wish to block
Create Date 2023-01-30T22:47:21.076Z
Likely Impact Last Modified 2023-01-30T22:47:21.0552
Expires Indefinite
Revisions 1
Kill Chain Phases
Confidence High
Saverity High
Judgements TLP Red
Judgement Type Start/End Times e
malicious-fake-domain.com ® Domain 2023-01-30T23:34:24.5...
Malicious 2023-03-02T23:34:24 5.,
5  perpage Showing 1-1 of 1
Ennda
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Thraat-inteliggence-URLs - Indicator containing LRLS we wish to block
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Expiration® '
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- Url > Paste the URL from section "Create SecureX Threat Response Feed" step 5.
- Name >EBEINN S EWEMBR

- Action > Select Block

. Update Every > Select 30 min ( i FIREEFHEEIRIR )

Click Save.
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7: 18:28:46.965449 0050. 56b3. fd77 0050. 56b3. de22 0x0800 Length: 571
10.5.5.5.63666 > 10.31.124.250.443: P [tcp sum ok] 2993282128:2993282645(517) ack 2622728404 win
1024 (DF) (ttl 128, id 2336)

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

El apsed tine: 1926 ns

Config:

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in i d=0x14745cf3b800, priority=13, dommi n=capture, deny=false

hi t s=553, user_dat a=0x14745cf 4b800, cs_i d=0x0, |3 _type=0x0

src nmac=0000. 0000. 0000, nmask=0000. 0000. 0000

dst nmac=0000. 0000. 0000, nask=0000. 0000. 0000

i nput _i fc=Insi de, output_ifc=any

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

El apsed tine: 1926 ns

Config:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x14745c5c¢5c80, priority=1, dommi n=permit, deny=fal se
hi t s=7098895, user_dat a=0x0, cs_i d=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000

dst nac=0000. 0000. 0000, mask=0100. 0000. 0000

i nput _i fc=Insi de, output_ifc=any

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

El apsed tine: 3852 ns

Config:

Addi tional |nfornation:

Found flow with id 67047, using existing flow
Modul e information for forward flow ...
snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_f p_tcp_proxy

snp_fp_snort

snp_f p_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_fragnent

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_f p_tcp_proxy

snp_fp_snort

snp_f p_tcp_proxy



snp_fp_tcp_normalizer
snp_f p_adj acency
snp_f p_fragment

snp_i fc_stat

Phase: 4

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

El apsed tine: 31244 ns

Confi g:

Addi tional |nfornation:
Application: 'SNORT | nspect’

Phase: 5

Type: SNORT

Subt ype: appid

Resul t: ALLOW

El apsed tine: 655704 ns

Confi g:

Addi tional |nfornation:

service: HITPS(1122), client: SSL client(1296), payload: (0), msc: (0)

Phase: 6

Type: SNORT

Subtype: SI-URL

Result: DROP

Elapsed time: 119238 ns

Config:

URL list id 1074790412

Additional Information:

Matched url malicious-fake-domain.com, action Block

Resul t:

input-interface: Inside(vrfid:0)

i nput -status: up

input-line-status: up

Action: drop

Ti me Taken: 813890 ns

Drop-reason: (si) Blocked or blacklisted by the SI preprocessor, Drop-location: franme
0x000056171f f 3cOb0 fl ow ( NA)/ NA
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