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SWA_CLI> dnsconfig

Currently using the Tocal DNS cache servers:
1. Priority: 0 10.1.1.1
2. Priority: 1 10.2.2.2
3. Priority: 2 10.3.3.3

Currently using the following Secondary DNS cache servers :
1. Priority: 0 10.10.10.10

Choose the operation you want to perform:

- NEW - Add a new server.

EDIT - Edit a server.

DELETE - Remove a server.

SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
(1>

BX  ENHADNSIREIJZARMBFIER | FEANEWHIREnterE,
B=4  EERERNMFTBMRS M EDNSE HIRS 25 HBIDNS B #RARSS 28 2 AL 12,

[1> NEW

Do you want to make changes in the Primary DNS nameserver 1list or secondary DNS nameserver 1list?
1. Make changes to the primary DNS nameserver

2. Make changes to the secondary DNS nameserver

(1> 1

BMEL  ABERNFHNEER RS HRNEAERS S (FERRER )

Do you want to add a new Tocal DNS cache server or an alternate domain server?
1. Add a new local DNS cache server.

2. Add a new alternate domain server.

[1>1

RS . REFTBWHRS R[NP
BARL RN B RIRS /R EML LR

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.
[1> 10.4.4.4

Please enter the priority for 10.4.4.4.
A value of 0 has the highest priority.
The IP will be chosen at random if they have the same priority.



[0]> 4

Currently using the Tocal DNS cache servers:

1. Priority: 0 10.1.1.1

2. Priority: 1 10.2.2.2

3. Priority: 2 10.3.3.3

4. Priority: 4 10.4.4.4

Currently using the following Secondary DNS cache servers :
1. Priority: 0 10.10.10.10

S’ 7 REnteriBiBHE @S,
S8 88 AcommitiRIFE X,

B SETUPIETN , A WAL EDNSE 7 A B M B L DNSK MR E



SWA_CLI> dnsconfig

[I> setup

Do you want the Gateway to use the Internet's root DNS servers or would you Tike it to use your own DNS
1. Use Internet root DNS servers

2. Use own DNS cache servers

[2]> 2

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]>

Do you want to enable Secure DNS? [N]> N
Warning: Ensure that you configure the DNS server with DNSSec because there is no backward compatibilit
Failing to do so can result in invalid response with an unresolved hostname.

You must use FQDN with the hostname for the local and private domains.

Enter the number of failed attempts before considering a local DNS server offline.
[100]>

Enter the interval in seconds for polling an offline Tocal DNS server.

[5]>

DNSEFH&/NTLYH : LB A TEESWAZFLERNRNH. BXRFAESR , BSHEX
P RDNSEFH D o

AR A #DNS IR S5 22 N B AL 2 BT 13 Sk IRV R 2R - SN SRDNSHRSS 28 R R EIDNSEH |, iHH
B,

HEIRBELNER |, ZB RS SN R YIDNSIRSEF | 7 ESWATETRE X HY B 18] BR A3
0% & MRS ES A EDNSE# ( Nextitll )

L DNSHRS2s#R1C Nos offlinelt , BELFBEUTHIRER :
30 Jun 2023 07:37:03 +0200 Reached maximum failures querying DNS server 10.1.1.1
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AR B EERNEERRERER.

dnsconfig

Currently using the local DNS cache servers:
1. Priority: 0 10.1.1.1
2. Priority: 0 10.2.2.2

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[1> Tocalhosts

Local IP to Host mappings:

Choose the operation you want to perform:



- NEW - Add new local IP to host mapping.
- DELETE - Delete an existing mapping.
[I> new

Enter the IP address of the host you are adding.
[1> 10.20.30.40

Enter the canonical host name and any additional aliases (separate values
with spaces)
[]> ManualHostEntry.cisco.com

dnsflush

dnsflush ADNS & 173k R il BRFT B ZEFAIDNSIE % :

SWA_CLI> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

advancedproxyconfig

advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[1> DNS

Enter values for the DNS options:

Enter the URL format for the HTTP 307 redirection on DNS Tookup failure.
[%P://www.%H.com/%u]>

Would you like the proxy to issue a HTTP 307 redirection on DNS Tookup failure?
[Yl>

Would you like proxy not to automatically failover to DNS results when upstream
proxy (peer) 1is unresponsive?

[N]>

Select one of the following options:



Always use DNS answers 1in order

Use client-supplied address then DNS
Limited DNS usage

= Very limited DNS usage

w N RO
I n

For options 1 and 2, DNS will be used if Web Reputation is enabled.
For options 2 and 3, DNS will be used for explicit proxy requests, if there is
no upstream proxy or in the event the configured upstream proxy fails.

For all options, DNS will be used when Destination IP Addresses are used in
policy membership.

Find web server by:

[0]>

HTTP 307 ( IGESEE[ ) RSN BETRERTRIGHNERES — MG —BRRAFUR)T , #H
MRAFRERTIZURINBEHEER , WAESERFERLZ. ATEERAJLREREER ,
b2 P i A SRR 6F A R 98 B B K URI

BEZFAEE AL RHTTP 307Iifet & F M IRZS K- Kinsta

HEEARBEIREF LT RERN | XERTUREISWALAEE ZEZAN P, WEERE
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UDNSHRSEEFFIEFMTTLAFSWA dnsconfig cache TTLAETE B , dns£E 17:14F FIDNS RS 2849
TTL.

LDNSHREEFF 12 FMTTLNFSWA dnsconfig cache TTLETE B , dns cachelF{E FAWSA
dnsconfigiZ & FEITTL.
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Edit DNS

DNS Server Settings

Primary DNS Servers: | @ yse these DNS Servers

Priority (?) Server IP Address [Add R

o [roait
[ |[102:22
[z~ [10333

Alternate DNS servers Overrides (Optional): Add Row |

Domain(s) DNS Server IP Address(es)

i.e., example.com, ie., 10.0.0.3 or 2001:420:80:1::5
example2.com

oW

(SN ]

O Use the Internet's Root DNS Servers

Alternate DNS servers Overrides (Optional): | Add Row
Domain DNS Server IP Address

DNS Server FQDN ]

|

i.e., dns.example.com

Secondary DNS Servers: Priority (7) Server IP Address Add Row

[0 [10.10.10.10 @

Routing Table for DNS Traffic: = Management

IP Address Version Preference: @) prefer [pPv4
O prefer 1Pv6
Use IPv4 only

This preference applies when DNS results provide both IPv4 and IPv6 address for host. When selecting
Prefer IPv4 or Prefer IPvE, ensure that the appliance network settings are configured appropriately to
support IPv6.

Secure DNS: | () Enable

@ pisable

SECURE DNS protects DNS data. It uses the DNSSEC protocol to strengthen the authentication in the
DNS using digital signatures. If DNSSEC is enabled, fallback of DNSSEC query to DNS guery will not
occur. Supported DNSSEC Algorithms: DSA, DSA_NSEC3, ED448, ED25519, ECDSAP2565HA256,
ECDSAP3845HA384, RSASHAL, RSASHAI_NSEC3, RSASHAZ256, RSASHAS12,

Wait Before Timing out Reverse DNS Lookups: |2 seconds

Domain Search List: (7 l

4

Separate multiple entries with commas. Maximum allowed characters 2048.

ME-ERREBE , BERH
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S B FEICLI

£ . & Alogconfig

B=H ERRE

FEMY : i A5 System_Logs kKXW RS
RS . REnterBEEIAE B ER B
BAL  BERATHHANRS4

SB 7 REnterE , BERIREMES

S| BEREFEHR , FHE Acommit,

SWA_CLI> Togconfig
Currently configured Togs:

42. "system_logs" Type: "System Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

EDIT - Modify a log subscription.

DELETE - Remove a log subscription.

HOSTKEYCONFIG - Configure SSH host keys.
AUDITLOGCONFIG - Adjust settings for audit Togging.
[I> EDIT

Enter the number of the log you wish to edit:
[I> 42 <--- 1in this example the System_logs is number 42

Please enter the name for the log:
[system_Togs]>

Log Tevel:
1. Critical

2. Warning

3. Information
4. Debug

5. Trace

[

SWA_CLI> commit

fjﬁﬁz%&WEﬁ%E,ﬁﬁﬁHHM RIUREEL , BN
BE 3 E B AT 7 B R

, WA B A (/O AR

EX



nslookup

£ Anslookup 8% AIE & SWAH R EIFQDNH) & TR AT I8 KL,
BEARRGIR  BE—R=HBETBE , TTLIRE N30 o
AEZXRZEE , BATTUFRTTILNTI00H# , IRRENEFHENLIZFR,

SWA_CLI> nslookup

Please enter the host or IP address to resolve.
[1> cisco.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information
[1]> 1

A=10.20.3.15 TTL=30m
TSWA_CLI> nslookup

Please enter the host or IP address to resolve.
[1> cisco.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information
[1]> 1

A=10.20.3.15 TTL=28m 49s

dig
digR%E — MR TEHNDNSIEZMNAAGT. FAKT , BALUEEEERRE O HDNSRS R
EARRFIH  XRKRERSER10.1.1.1ALERER



dig @0.1.1.1 www.cisco.com A

; <<>> DiG 9.16.8 <<>> @10.1.1.1 www.cisco.com A

; (1 server found)

;3 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58012

;35 flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 2cbc212c0877096701000000623db99b050bda7f896790e3 (good)
;5 QUESTION SECTION:

;Www. cisco.com. IN A

;5 ANSWER SECTION:
www.CiSCo.com. 3600 IN CNAME  origin-www.cisco.com.
www.CiSCo.com. 5 IN A 10.20.3.15

;5 Query time: 115 msec

;; SERVER: 10.1.1.1#53(10.1.1.1)

;5 WHEN: Fri Mar 25 12:46:19 GMT 2022
;; MSG SIZE rcvd: 111

dighfifEA -

dig [-s <source IP>] [-t] [-x <IP Address>] [@<IP address>] hostname [qtype]
Query a DNS server.

@<IP address> - Query the DNS server at this IP address
hostname - Record that you want to look up.
gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT
options:
-s IP Address
Specify the source IP address.
-t
Make query over tcp.
-x IP Address
Do a reverse lookup on this IP address.



RBR B BLARIRIP# L BUR R BN RN 5 O B8 & RN

DNSHg Rz 518

MEMEF BRI O URLIEBRNNEEK ( SRFE—REAEL ) , KRIFLEDNSIHNAE,
SWAREH AL 0] A T ZDNSHI AT E :

« BiEAccessLogs B E L F K,
- BRERZITAR,

&8 B E A EEDNSELIHER

B L & R Accesslogs LE B B MNWebid REIDNSHT ),



HB1:F FKtoGUI,
Bo-S NREBEEFEESD , BFEBERITH,
3% NBEBMFIH , KifaccesslogsHFBIEMWH B M. EARRHIH , TAC_access_logs.

$4% . EHENLFE(Custom Fields)Zf % , MWL T2/

[DNS response = %:<d, DNS total = %:>d]

B5L  RRXARKRER.

DEXFEE |pp y g W3CH® ik

Web B fFH & iF K
o (DNS)#E R & IAF
[Iu Y 0, " - - - - —_

DNS I 51 % : <d x-p2p-dns-wait-time Web{tEDNS 27
HYBHE]
Web/XEDNSH# 24

DNSE it % : >d x-p2p-dns-svc-time DNS4 R K% EIWebf{
P AR et Al

BRUM4mEAccesslogs B ENFBNEZEER , BULHRIATHEE  BELRBEFRHM
BES - Cisco

RERSE 1T B A #9 5 DNSHE 526 (8]

& LA FEtrackstat B S EBEDNSIRS MEMATRSHSLITHER . BT AELBEIFTPERE
SWAR 5 [FI BRERGE 1T B 5o

ELRFIF | EAUBERERFRITERFNDNSENE | B EH EXEHSISWALLKMDNSRS 25
S ETE T K,

INFO: DNS Cache Stats: Entries 662, Expire 1697, Hits 88739, Misses 664, Reclaims 0

DNS Time 1.0 ms 349
DNS Time 1.6 ms 550
DNS Time 2.5 ms 374
DNS Time 4.0 ms 32
DNS Time 6.3 ms 35
DNS Time 10.0 ms 37
DNS Time 15.8 ms 301


https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

DNS Time 25.1 ms 80
DNS Time 39.8 ms 136
DNS Time 63.1 ms 91
DNS Time 100.0 ms 12
DNS Time 158.5 ms 33
DNS Time 251.2 ms 14
DNS Time 398.1 ms 12
DNS Time 631.0 ms 45
DNS Time 1000.0 ms 120
DNS Time 1584.9 ms 73
DNS Time 2511.9 ms 296
DNS Time 3981.1 ms 265
DNS Time 6309.6 ms 190

Bl , ERE—1TH , ERTELREFHBIHSWALLK , 190NDNSEHREERIT6,309FH ( XY
6% ) FBETE Ko

ER TR ERANEIRT | 58T A RS RE R IXEE,

Bitn | E¥EEM EF10:008) EF11:000/9DNSHIRET A , EUWE EF11:00 5 iHEIEH M LF
10:00M9 S 1T B HE PR X L BIE

R 2FTE B BIRYDNSIE 52 A 8] A _E410:00%] E411:00,
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BiIEIHIR

EAI R BRI UEBEDNSTERME@AL , HOULRAIEEARIDNS @ i HO53 .
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STINE L ARRE ISR

F =% . ikIEPacket Capture
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Edit Packet Capture Settings

Packet Capture Settings

200

Capture File Size Limit: (7]

MB Maximum file size is 200MB

Capture Duration:

5

() Run Capture Until File Size Limit Reached

(O Run Capture Until Time Elapsed Reaches | (e.g. 120s, 5m 30s, 4h)
® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture

hould end automatically.

Interfaces:

Em

Op1

Oe2

Filters:

Packet Capture Filters

All filters are optional. Fields are not mandatory.

() No Filters

() Predefined Filters (7]

Parts: |
Client IP: I
Server IP: |

@ custom Filter (2) [port 53

)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

ARG I3 B 25 LA SRDNS #iiE 2
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BARREBRZRMITBELZNZEWebRF LARWAZANMERE , MNPt EEF
BRREERTHZERTEE , MAEREATRANZHRE.

HABEFIRBPBEEREAZHED R OMPEKE | LAREKERAME B ESIR
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HEE : HERMWURLZELRE BN E RN EIRTAH.

Notification Text : EHLE T ( DNS&E ) b EHE <hostname >%k K.
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This Page Cannot Be Displayed

The host name resolution (DNS lookup) for this host name ( invalidurl.cisco.com ) has failed. The
Internet address may be misspelled or obsolete, the host ( invalidurl.cisco.com ) may be
temporarily unavailable, or the DNS server may be unresponsive.

Please check the spelling of the Internet address entered. If it is correct, try this request later.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Sun, 02 Jul 2023 12:16:14 CEST
Username:
Source IP: 10.61.66.65
URL: GET http://invalidurl.cisco.com/
Category: Computers and Internet
Reason: UNKNOWN

(I\Jotifica‘tiont DNS_FAIL )

BL{&- DNS FAIL&E %
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1688292974.527 20 10.61.66.65 NONE/503 O GET http://invalidurl.cisco.com/ - NONE/invalidurl.cisco.com -

=5 SDNS&EF

MRRZEMBINERGFEHR T LS SONSEF WER , WEKRERSGET EHRREEDNSHR
FeRo
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DNS_FAIL

HSWARZEIHTTPE R AL EBITEN B , BRIABER FTSWARRE N TEE :

GET http://cisco HTTP/1.1

User-Agent: curl/7.19.7 (universal-apple-darwinl0.0) libcurl/7.19.7 OpenSSL/0.9.81 zlib/1.2.3
Host: hostname

Accept: */*

Proxy-Connection: Keep-Alive

HTTP/1.1 307 Temporarily Moved for Domain Name Expansion
Mime-Version: 1.0

Date: Wed, 15 Sep 2022 13:05:02 EST

Proxy-Connection: keep-alive

Location: http://www.cisco.com/

Content-Length: 2068
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/www.cisco.com/content/en/us/td/docs/net_mgmt/prime/network_registrar/8-2/user/guide/CPNR_8_2_User_Guide/UG15_DNS.html.xml#:~:text=DNS%20translates%20names%2C%20such%20as,the%20World%20Wide%20Web%2C%20easy.
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/www.cisco.com/content/en/us/td/docs/net_mgmt/prime/network_registrar/8-2/user/guide/CPNR_8_2_User_Guide/UG15_DNS.html.xml#:~:text=DNS%20translates%20names%2C%20such%20as,the%20World%20Wide%20Web%2C%20easy.
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