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FLREM
EXR
ERANAHE
OSPF &8
EXFE
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Hello#Deadit B 28
MTU Ignore-OSPFE
S F
EHCLIFIE
ROIFRFH
AEFTD
HAEFTD

1= Py
BEHRG T
show running-config router

show route

show ospf neighbor
show ospf interface
show ospf database

HXEE

&
AN B OAEAFMCERN EEBZNFTDIRE LR OSPFEL B #1730 I M EHERR.
FRFM
=R
Cisco BB THUTER :
« JFREREREML F(OSPF)HBLSFTIEE
- BRlZ2HRBEEHL(FMC)

o BRZ2PXEREBBAHEHFTD)
FERANAEN



AXEPHERETUTREFEHIRA

- EHIFTD 7.2.5
- BYIFMC 7.25

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERTHBERE,

OSPF &%

AILAEFMC LELEOSPF |, BAEFTDIRBE S HMOSPFR& 2 HE A3 A H,

FMC A ¥F BB A R R —4H#EOZETH N OSPF# iR,

BARRBHE—NEAHSEID , HLLTFOSPFHEHRHIREZEB . BINBERAT |, thibiti& B RHRIKEE
dIP , BRI BE MR EAMIP,

FEIENR , XESHLTERE LITE S 8 ROSPFREXR

- BOBTE-—MNPMLE

. FHHER

- X

* Hello Bl dead B @

« MTU

. X (EB/NSSAKT )
- BHRIE

EXEE

AEBHETRNOSPFEENELSSH , ATHREREEBENBEXR,

1. SMBRB>RBEEE>-HFERR

2. B HRoutingiE I+,

3. R EM K EE EAOSPF,

4. 1% Process 1A/5 FIOSPFELE. FTDAIAERRMNE DL LEMETRNHE,

X SR HER(ABRL T RN RIXE 2B |, 8 JAR50 58 H 88 (ASBR) AL T £ A E ith & i
WHIRE ZIE,

5. %3 OSPF rolefEfInternal, ABR, ASBRFABR and ASBR,



Device Routing Interfaces

Process 1 ID: 1

OSPF Role:
ASBR v

Process 2 ID:

D5PF Role

AEEE

Inline Sets

Enter Description here

DHCP VTEP

Advanced

Enter Description here

6. ( Wik ) EXBEZIEEARID, %EFOSPF rolexZil fAdvanced , R Ei%EERouter IDFERIP

addressHTBEE Y,

Advanced

General
p

MNon Stop Forwarding

Router ID
P Address

F

B B2 IDIL %
7. XS0,
8. WAXEIER :

OSPFit#2
X3 id
XA
] M 45

9. BT RERFEE.

3.3.2.3



Edit Area o

Area Range Wirtual Link

QSPF Process:

1 v

Area D0
0

Area Type:
Mormal .

betric Value:

Metric Type:
i ¥

Available Network + C Selected Notwork
0, Search A 311.000 24

o/

0.0.0.0 10,3,11.0_27
10.10.10.0_24

1 24 1897 1
1€ ¢ Viewing 1-100 of 142 3 3|

Artherticatinm:

Xk

BEOK

FTDRI LU AN —NOSPFIZEHi 5 K F| B —MNOSPF# R, EH KB AILAMRIP, BGP.
EIGRP ( 7.2+iRA ) . EEAAMEEEHED XEIOSPFIEHMTE,

1. EMEBEOSPFED K , BEMEIRZE>REFEE>RBIRE.

2. BEkA

3. B HOSPF,



4. % 3$FRedistribution > Add.
5. MAEDBFR :

OSPFi&&
BHEXE (MNEDANNLE )
- B
. BEE
. OSPFi#t#2
- @ik P ERBGP
. RIP
. EIGRP

X FBGPHEIGRP , RIMASEHES
6. (Wit ) RERBFEA TN,
7. EBRIEPREH,

BIRFERANBER , HFBEASBRIE — Bk M EBF 45480,
- B2REMANBEE.

8. RHHERFEN,



Edit Redistribution o

OSPF Process™: | 1 -

Route T'l_.lpa:- BGP v |

AS Number*: | 312

Optional

Internal
Externall
External2
NSSA Externall
MNS5A External2
Use Subnets

Metric Value: |

Metric Type: | 2 v |

Tag Value: |

Flnl.nean:: v i

| Cancel I

EFREE



A BT KSR | MTTBRSIM — MR8 % % B S — RIS A S B B IR MENE
ABR_L#1T,

ERRRSIREELE , XERRTIREEHEZFIOSPFEE, X2 - AIENEE , OSPFFAEE
TR A T,

1. ERBOSPFXEEITE | 5SS M ZEIDevices > Device Management > Edit device,
2. BEHERH

3. 2#HOSPF,

4. 132 X8> .

5 BEWLEFE :

« OSPF#72

- X1 id

- BIRSI&

« REFHME- AL H 4



Edit InterArea i

OSPF Process:*

K a
Area ID:*

0 d
PrefixList:*

' filter_4.4.4.0 v [+

Traffic Direction:
[ Inbound >

‘ Cancel \ OK




6. MREMERIRIIK , BRES R0, WRFEQE—NHNS |, LALUEFEEHMObjects >
Object Management > Prefix Lists > IPv4 prefix list > AddHR 81 E,

7. BAdd% B,

8. FRAUTFRE BRI :
. 55
» |P Address

. B
. BNBABBKE (Tik)

Edit Prefix List Object (7]

MName

filter_&.4.4.0

* Enftries (2)

&n
B
-

(=]
3
B
0
=
a
-
N,
|

AIBSIRN RmE

9. B EWERFIRIIR,

10. R EAERERHEEE.

EOZH

WTFS50SPFIEB/ NED , AILMERE LS,

1. EREOSPFEMOSH , BSMEIRZ>RZEES>RERE,
2. BEERH

3. £ HOSPF,

4. %R Interface > Add.

5. MBREBHNSE

HelloflDead it B35



KIEOSPF HelloBE B4R 2 AR E, XERFESUTEENARAE, MREEZE
deadBlfg ( B ATELE ) WARWEIRELBENhelloZFE , M4LBE2ZE HdowniRFo

BIAERT | helloElFE 108 , deadiElf@=hellolRl FEHIME |, BI40F), X LEEFRTE4RIE 2 8] 24/
LT

Transmit Delay:

1 \

Retransmit Interval:
5 |

Dead Interval:

LTS
MTU Ignore-OSPF
FEAMTU ignore Z i AE A & BB T 4B B3 O Z B AIMTUR L& 1 S BROSPF 4R E# 11

EXSTARTIRZS. MTUEEERIE , RAEZRST , DBDELFBZRARE , KNERAELEIE
FE, ER , &EMCERIUEEF HIED,



Interface®

‘ inside v ‘

Default Cost:
10 \

Priority:

! \

MTU lgnore: | |

MTUR B SR E
EgviLans

BRLLER=MTRERENEOOSPFEHRIE, RIAMERT , SHRIERE A,

- I
« Password -BA 3L Z215
« MD5 -f£ HMD5E 5l

BUERAMDSEN FHRIE , BN ERREHEZEENEIIE X,
BLIEMDS5 IDMIMD5Z 4 , A5 R HOKHEATRE.



authentication:

: MD5 .
+ Add
MD5 |d MDS Ky
1 s
MD5Z4AEL &

MDSZ4A B IER T B ERITNAEMIEZEO S EXMITE
I CLIZEIE
B

Z BRIt M & IMEN R B

BGP neighbor Area 0 e
AS 312

172.16.11. 1,('24.E 0.3.1

3.11.1/24 10.3.11.2/24 .6.11.1/24 10.6.11.2/24 192.168.4.1/24
L — - . l--l

External FTD Internal FTD Internal Router

P& bR Al
FERUTHERE

« OSPFEAZFTD, AZFTDFMAZEHEE LEE,

o EBRNIFTDENASBRAR |, RN IFFTDHERNABR |, EFENHBHBIENANBAE,
s XBOBIBTAIBFMAZIFTDZE , X182 TFAIBFTDRAZBEE BT 2 .

« AEFTDEEHMIZRHITBGPBEX R,

« BARS312RAHBGPRASE DB ZIOSPFH,

« MTURIEFEfE AR IAEHTEE,

« ANEBFTDIY S M A EBEE Fa 253K A 49 X 15509 A vk X 15 [ B& H o

- B2 50SPFHIFIEIRE L , O BHRIULEE AMD5,

AEBFTD

AEFTDREEW TR :
FEAMDSE M RIMZEOERE



interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.6.11.1 255.255.255.0
ospf message-digest-key 1 md5 #=#*¥*%%*
ospf authentication message-digest
!

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 10.3.11.2 255.255.255.0
ospf message-digest-key 1 md5 #=#*¥*%%
ospf authentication message-digest
!

OSPFELERA , MLE10.3.11.0/24BE A X0 , ME10.6.11.024BE L X1 LA E,

X BT AR P RN A B A XBOR AR, FLBIRSIRF |, KRB N EREE H /AR 4
192.168.4.044E4 , F BB HE AW,

Process 1 1D
OSPF Role:
ABR v Enter Description here Advanced
Process 2 1D:
F Role:
Area Redistribution InterArea Filter Rule Summary Address Interface
|
OSPF Process Area ID Area Type Networks Options Authentication
1 0 normal 10,3.11.0_24 false none
1 1 nommal 10.6.11.0_24 false none
MEFTDX AL E
Area Redistribution Interfnes Filter Rube Summany Addrass Interface

DSPF Praciis Argn 1D Prafix List Mama Traffee Dirnetion

filee_V92 V6E.4.0 Inkand

AEBFTDILIRE &



Edit Prefx List Objact

e
filber_192.168.4.0

* Entries (2)

Sequence No & P Address Permit Min Prefix Length Max Prefix Length
=] 192.1668.4.0/24 @ Block
16 00,0000 ] .|:'|.::I]W k¥4
AEBFTDRISR S &=

router ospf 1

network 10.3.11.0 255.255.255.0 area 0

network 10.6.11.0 255.255.255.0 area 1

area 0 filter-list prefix filter_192.168.4.0 1in
Tog-adj-changes

prefix-T1ist filter_192.168.4.0 seq 5 deny 192.168.4.0/24
prefix-1ist filter_192.168.4.0 seq 10 permit 0.0.0.0/0 le 32

SAEFTD

SHEBFTDE EECLIRPERIT ¢

EAMDS B RIEE EREO,

interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.3.11.1 255.255.255.0
ospf message-digest-key 1 md5 *#*¥*%**
ospf authentication message-digest
|

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 172.16.11.1 255.255.255.0
!

OSPFEIEE &AM 10.3.11.024 B &AL XEFHOF A ZFFTD,

|



TR AN EEFBGPE 4 R EIOSPFRI T,

Process 1

OSPF Role:
ASBR

Area Redistribution

DSPF Process

AEFTDX A E

Area Redistribution

OSPF Process

1

SEFTDED REE

router ospf 1

v Enter Description hene
: etk L
InterAraa Filter Rule Summary Address
Area D Area Type
o nedrrmal
Irberfres Filter Rule Summary Address

Route Type Match

bgp false

network 10.3.11.0 255.255.255.0 area 0

Tog-adj-changes

redistribute bgp 312 subnets

HEBEBRar T

B4 AR THEOSPFREERME T,

Advanced

Intarface

MNatworks

10.3.11.0_27

Interface

Subnets

e

Dipidong

false

Metric Valuwe

Authantication

Melang

Matric Ty

2

Cast



IR AFTDMEHR M REROSPFELE 2 INERRY , F EFEMFTD CLIF 3% ARt

, show tech files LA 4 E RIXEH T,

show running-config router

ST EROSPF , R ERIISEAHMIUNEE.,

FECLIFKREOSPFHEXEERNIEFEEA,

show route

show routefii Hii Bl T BEX S 0] AN EEEFE L,

« BEYOSPFIRENHVEE A L FROE TR,
« XiEEEHULF RO IAR TR,
- BEEZ RAMNEMEADIGREE B HBREFTENEERBEE RFHO E150 E2,



RN EFTDAshow routeii HE R , BE=/NEHKBHASBRASE10.3.11. 10 A EPEE A,

Tk ETRME—XIBHARE10.6.11.23R A M £&192.168.4.0/24

<#root>
Internal-FTD#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of Tast resort is not set

C 10.3.11.0 255.255.255.0 is directly connected, outside

L 10.3.11.2 255.255.255.255 1is directly connected, outside

0 E2 10.5.11.0 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

0 E2 10.5.11.32 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

0 E2 10.5.11.64 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

C 10.6.11.0 255.255.255.0 is directly connected, inside

L 10.6.11.1 255.255.255.255 1is directly connected, inside

0 192.168.4.0 255.255.255.0 [110/20] via 10.6.11.2, 02:19:24, 1inside

MAZBFTDRAI AN ZR S |, B8H10.6.11.0/242 8B4/ /E10.3.11.2 , EBE T 5 — 1M Xi,
Lt AR R SR EIER H192.168.4.0/24 , B R EEERNFFTDHRIIR.
AL, M5B —RZIREE = BGPE HEN N EBRE 2B R E 5 K FIOSPF , MIAEBFTDAT o

<#root>
External-FTD#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

C 10.3.11.0 255.255.255.0 is directly connected, inside
L 10.3.11.1 255.255.255.255 1is directly connected, inside



10.5.11.0 255.255.255.224 [20/0] via 172.16.11.2, 6w5d
10.5.11.32 255.255.255.224 [20/0] via 172.16.11.2, 6w5d
10.5.11.64 255.255.255.224 [20/0] via 172.16.11.2, 6ws5d
10.6.11.0 255.255.255.0 [110/20] via 10.3.11.2, 02:03:27, 1inside
172.16.11.0 255.255.255.0 1is directly connected, outside
172.16.11.1 255.255.255.255 is directly connected, outside

rN O wWww
=
>

show ospf neighbor

WS BB TRIEOSPFABIZIIRARMT L , URZBERBNIEERKHEF(DR), ZHAEERKHES
(BDR)Z £t/(DROTHER)

DREBEMBZREZRNERE —FNAERRBNIRE, WRTHRMY , BDRFEEDRAE,
XUREA , BATCERBEARARIDARIPHINE MR ERNED,

ESWMEAFGETE 1T et, MREBARINTEIER | EREFNheloBEB S MER S 3 1TaIEF 251
, S8 W] LAE E et B AMO00:40 T~ BE £100:30,

WMRLETE—ERAF , MPEXRFE K,

EAXFIH  NBFTDREER , HiRZFE—IBDRATFFULLIRAS , A BEFNMEERNE—N&T
MNENEOFRIDR,. EMIMEHZEIDS 315710.3.11.151192.168.4.1,

<#root>
Internal-FTD#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.3.11.1 1 FULL/DR 0:00:38 10.3.11.1 outside
192.168.4.1 1 FULL/DR 0:00:33 10.6.11.2 inside

show ospf interface

show ospf interfacefii H & RIFAEE. , HRERUENEEEZEDO LOSPFHENET RUE,
DTRERHEPARN—LESH

« OSPF ##& ID

- BXEHERID

- EE (FH)

« JR%A- DR, BDRZDROTHER
- i 2DRFBDR,
 HellofMDeadit At &5 8] b@

- SBEILCE



- FHRRIEFHAEE

ERHFTDBN T —MaEF , IUMRE IR KR LA NED LWBDR , HiZ4FE 53k Bshow
ospf neighbors# {5 B ITEL,

<#root>
Internal-FTD#

show ospf interface

outside is up, Tine protocol 1is up

Internet Address 10.3.11.2 mask 255.255.255.0, Area O

Process ID 1, Router ID 10.6.11.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 10.3.11.1, Interface address 10.3.11.1
Backup Designated router (ID) 10.6.11.1, Interface address 10.3.11.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 0:00:04

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor count 1is 1

Adjacent with neighbor 10.3.11.1 (Designated Router)

Suppress hello for 0 neighbor(s)

Cryptographic authentication enabled

Youngest key id is 1

inside is up, line protocol is up

Internet Address 10.6.11.1 mask 255.255.255.0, Area 1

Process ID 1, Router ID 10.6.11.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 192.168.4.1, Interface address 10.6.11.2
Backup Designated router (ID) 10.6.11.1, Interface address 10.6.11.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 0:00:03

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor count 1is 1

Adjacent with neighbor 192.168.4.1 (Designated Router)

Suppress hello for 0 neighbor(s)

Cryptographic authentication enabled

Youngest key id is 1



show ospf database

Lt ir 5 EBEAXROSPFRV RSB E (LSA)RENFMAEE. MHFEESR  NEPTHITERA
YR PR HEER

LSAROSPFHIRZE ZHXREEMERH , MARREZTEBRHARNG N,
ENHLSAZKR TIE .

K- B HEBRERIRS- BE BN BEED

F2R-MBERA -l ERHRERER —S#RPAVED,
EIRILE MR BERIRA- XIE50 57 B8 25 (ABR)E A L X gAY XS5 [H 3% H o
SBARLEASBEEIRA- HIEREL S HER(ASBR)RYEEHERID.
SE53- ASHEREERRIRAS- MASBRIR FIRY A SR BE H o

BEX—KE , AT MInternal FTDRGIER IS 895 Ho

- BEERXEE R,

- EIDITEEIENEERR

- MEIATR , RENERXBHEE lﬁﬁﬂ’ﬂﬁﬁm%ﬁlD , RE2E "B FWEERHNDR, HEAHIH
, X150710.3.11.1 , X1#1710.6.11.2,

- RHEITRXFHOWABR 10.6.11.0M XFH18910.3.11.05F A B & B XiHH XiF B HE A,

« 4R ERASBRAVEEMZRID, XiEH1IA%10.3.11.118 & B#HZRASBR.

- SB5RERASBRES KRVEKH, EAHIHR , B=MI/EEKHH : 10.5.11.0, 10.5.11.32H
10.5.11.64,

<#root>
Internal-FTD#

show ospf dat abase

OSPF Router with ID (10.6.11.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link count
10.3.11.1 10.3.11.1 234 0x8000002b 0x4c4d 1
10.6.11.1 10.6.11.1 187 0x8000002e 0x157b 1

Net Link States (Area 0)

Link ID ADV Router Age Seq# Checksum
10.3.11.1 10.3.11.1 234 0x80000029 0x7f2b

Summary Net Link States (Area 0)



Link
10.6.

Link
10.6.

Link
10.6.

Link
10.3.

Link
10.3.

Link

10.5.
10.5.
10.5.

EESEYS

ID

11.

ID

11.
192.168.

ID

11.

ID

11.

ID

11.

ID

11.
.32
11.

11

64

ADV Router Age Seq#
10.6.11.1 187 0x8000002a

Router Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 187 0x8000002c
192.168.4.1 1758 0x8000002a
Net Link States (Area 1)

ADV Router Age Seq#
192.168.4.1 1759 0x80000028
Summary Net Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 189 0x80000029
Summary ASB Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 189 0x80000029

Type-5 AS External Link States

ADV Router Age Seq#

10.3.11.1 1726 0x80000028
10.3.11.1 1726 0x80000028
10.3.11.1 1726 0x80000028

- BREARAXFENTE
« THRIT ISR ARIE ST (OSPF) - iRiT15E

Checksum
0x7959

Checksum Link count
0x513b 1
0x70f1 2

Checksum
0xd725

Checksum
0x9f37

Checksum
0x874d

Checksum Tag
0x152b 311
Oxd34c 311
0x926d 311


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
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