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Cisco BB THUTER :

- REHREBRBEHHE(FTD)

- ZEPHAIFRBZEEER(FDM)
« REFXFEEHO(FMC)
« REHARIBASA

. W51 (ACL)

+ FlexConfig
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« RE[XERBHHRAT7.2.5
- REHAIBEERPOMAET.2.5
« REHRIFRZEESRT. 2.5



o T2 XIBASA 9.18.3k

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

db B /=
ﬁ . \15 /%\

REEBREI KEAEREEOCERS ; EEERBRT R TR B AEBENRERFR
Vo BRIy Ktk T LAGE R 28 S T 7 R 2 I 5 R (ACL) RER R iR 2R B . 2% FEACLA
B A Y R R 2 B R LE 3T S T LU ML B R £ B KGRI VPN ( 36 KRB REERZ T RIVPN ) B&iE

o

R B NIFHERRE

REBEEN—NMED (A ) BIRXIBEERS —MEO (B ) , XHRVERRE , BIF
P HI R (ACP) ML e SR M N L F B 1,

10.8.4.20 192.168.1.10
inside outside \ )
ICMP traffic

1. EBRRE RS

25|

R B KIBY IR F B R E

EHMBERLT , REEZAAFTDEOD (MR BWSFERFRIVPN ) |, XHEABEERE , H
BEEONESFTEHTERE,

10.8.4.20 192.168.1.10

E inside

Ioutsce \

ICMP traffic

H 2. R ERE R RE RS
AXEHFHEACLHEEIZEEM
« MFMC/FTDRRZA7.0FF 4 , %R fE i FlexConfigEt B 4| FHEACL , EH 5185 5ASALEE

o



« XEFcontrol-planef iIEI TR ABRES , ZEEXFRERFZ T AT EO, MRK
BEGSEMMESFEF , ACLNRGBEE XL NIENRE.

o EEFEACLAALRISSH, ICMPETELNETRREIA A LR L2 AERED, RIEFLARER
BEALIE ( ARFAEL ) XK  AEEEEENMKEER.

« BEFHEACLRERBIN B L2 NIEAS , MFTDA T FZHI R HASAKR EFEACLE
FREEET R 2 NiE,

- EZBACLTE , ACLHWAKE& AR deny’iB A,

o EBIERAIRYE , FTD# BN B IhEERAE A TR &IV EI"FTD,
[
ET—ANTRfld  kEENMNER/MXH — AP BT EFEFTD RAVPNREVPNE H3E1T
KIEZEIME, RIPFTDRZIXLEVPNER S T RE R R EE 2 H F HACLLARE 1EiX LEE T4
ZBFTD#EEO,
[

HFMCEEMFTDEL &2 4 FHEACL

EFMCHEZEMB/U T TRRECEZHFEACL , AR LEAZAVPNE ARG RIATFTOER
SR1BEIHTTPSHFTFFMCEI A P R E(GUI) H A SR RIEE .

Al SECURE

Secure Firewall
Management
Center

3. FMCEEIH

F_L . BEECEY EBACL, Hik , FSMEIObjects > Object Management,



Firewall Management Center

- . 3 )
Overview Analysis Policies Devices Objects Integration Deploy min ¥
Owverview | Dashboards | Iy i pi Q £+ @ admin

wllie o
cisco SE

Object Management

Intrusion Rules
Summary Dashboard s

Network b 1 5 Status olocation

» Unique Applicati . ¥ » Top Web Applic Seen >

No Data No Data

> Top Server Applications Seen » Top Operating Systems Seen

SEB21EEMERTD , SHE|Access List > Extended SA 822 BACL.

Firewall Management Center

Analysis Policies Devices Objects Integration £+ @ admins | gl

An Server Network — .|| @ Finer

Accesa List Show Unused Objects
A network object represents one or more IF addresses. Netweork objects are used in various places, including access control policies, network variables, intrusion rules, identity rules,
network discovery rules, event searches, neports, and so on.

Extended
Standard

Address Pools Type Ovarride

Application Filters "
000000 Group
AS Path B,

Cipher Suite List any-ipvé 0.0.0.0/0 Natwark
Commmity Lt any-ipv ) Vst
Distinguished Name
IPvé -Banchmark-Tests 156.18.0.0M15 Network:
DMS Server Group
External Attributes IPv-Link-Local 169,254.0.0/16 Notwark
File List
e 1Pvd-Multicast 224.0.0.004 Metwork
FlaxConfig
IPvd-Private-10.0.0.0-8 10.0.0.0/8 Natwnark
Geolocation
Interface Pvd-Private-172.16.0.0-12 172.16.0.0/12 Natwork
Key Chain
IPv4-Private-192.168.0.0-16 192.168.0.0/16 Notwark
Natwork
10.0.0.0/8
Pl IPvd-Private-All-RFC1918 172.16.0.0/12 Group
192.168.0.0/16
Policy List

Displaying 1 - 14 of 14 fows Paga | 1

S 225 , £ AdJd Extended Access Lists




Firewall Management Center

Overview Analysia Policies Devices Objects Integration Y @ adminv bl cECL

7 AAA Server Extended Add Extended Access List O Filer
~ Access List

Sroer An access list object, also known a3 an access control list (AGL), selects the traffic to which a service will apply. Standard-Identifies traffic based on destination address only. identifies
traffic based on source and destination address and pons. Supports IPvd and IPvE addresses. You use these objects when configuring paricular features, such as route maps

Standard

Address Pools Hame Walue [

Application Filters

AS Path

Cipher Suite List

Community List

Distinguished Name

DMS Server Group

External Attributes

File List

FlaxCanfg

Geolocation

Interface

Key Chain

Network

Pl

Palicy List

Port No data to display

6.3 I RACL

S| 2IBAYT BACLIW BT , RE [ HAJdIRE LRI 2 17 B2 %1% B (ACE):

MNew Extended Access List Object

Name

ACL-UNWANTED-COUNTRY

Entries (0)

Sequence  Action Source Source Port Destination Destination Port Application

Allow Overrides

7.7 BACL%H

HIR 2. AACERFEE X ABlock , RPN IMFEMZLACE FEZELIFTDRIRE |, FBIRNERE
AAny , Rfe REAJRHETTKACESRE :

— &R, BBEMACESR B M LEXRE192.168.1.0/24 F M VPNR H K .




g | Aetion:

Block

Logging:
Default

Log Level:

Informaticnal

Log Interval:

Sec.
Network Port @ Application

Available Networks (& Source Networks (1) Destination Netwarks (0)

T Search by name or value 192.168.1.0/24 i any

any
any-ipv

any-ipvé

IPv4 - Benchmark-Tests
IPv4-Link-Local

1P - Multicast
IPvd=Private=10.0.0.0-8

IPv4 -Private-172.16.0.0-12 Enter an |F address Enter an IF address

83548 1Y M £&

SR25MRFEFMESZACERE , BEARTAMBREHEESR24, 27, _REiSaveizii®
FXACLELE

Edit Extended Access List Object

Name

ACL-UNWANTED-COUNTRY
Entries (1)

Block  192.168.1.0/24

Allow Overrides

9.BERMY BACL%HE

B= . R, BEEREFlex-Configh REUFEHFEHACLR A FATRFTDEO, ALk , SME
EMER , RE%F%TFlexConfig > FlexConfig Object,




.rewa” Managemem Center Owverview Analysis Policies Devices Objects Integration Deploy Q . £+ @ admin~ ';',“";' ZECL

ABA Semver

Extended

Add Extended Access List S, Filter

Access List
Extended
Standard

Address Pools

Application Filtars

AS Path

Cipher Suite List

Community List

Distinguished Name

DNS Server Group

External Attributes

File List

FlexConfig
FlexConfig Object
Text Object

Geolocation

Interface

Key Chain

Network

rewall Management Center

ALR Server

Access List
Extended
Standard

Address Pools

Application Filters.

AS Path

Cipher Suite List

‘Community List

Distinguished Name

DNS Server Group

External Attributes

File List

FlexConfig
FlexConfig Object
Text Objest

Geolocation

Interface

Key Chain

Netwark

An access list object, also known as an access control list (ACL), selects the traffic to which a service will apply. Standard-ldentifies trafic b

»d on destination address only, identifies

traffic based on source and destination address and ports. Supports IPv4 and IPVE addresses. You use these objects when configuring particular features, such as route maps.

Nama

ACL-UNWANTED-COUNTRY

Analysis

FlexConfig Object

Policies

Devices

Objects

Integration

Ovarride

Displaying 1 - 1 of 1 rows

pepoy @, (" 3 @ adminv

Add FlexConfg Object Q, Filter

FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

Dafault_DNS_Configure

Datault_Inspaction_Protocol_Disabla

Dufault_Inspection_Protocol_Enable

DHCPvE_Prefix_Delagation_Configure

DHCPvE_Prafix_Delagation_UnConfigure

DNS_Configure

DNS_UnConfigure

Eigrp_Cenfigure

Eigrp_Interface_Configura

Eigrp_UnConfgure

Eigrp_Unconfigura_All

Description

Confgura Dofault DNS with the bilp of ToxtOk...

Digable Defsult Inspaction.

Enabio Default Inspection

Conhgure one outside (FD chent) and one insid...

Remowve configuration of one outside (PD client

Configura DNS with the help of TextObjects dn...

Remove the DNS configurations.

Confgures eigrp. 1. Conbgures next hop. 2. co...

Configures interface parametars for aigrp. 1. C...

Clears gigip configuration fer an AS

Clears eigrp configuration

Displaying 1 = 20 of 48 rows Page 1

walsirlie
clsce

HBR 3. 20 FlexConfight KRB , REHEAACLEHEX R,
Object > Extended ACL Object,

It , iBEiEFInsert > Insert Policy




| Name:

OB.J-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while gencrating GLI. Please verify the CLI before deployment.

Insamn » 2] Deployment: Once

~ Type: | Append
:InurtPulle\thim B Text Object

Insert System Variable *  Network

Insert Secret Key Security Zonas
Standard ACL Object
Extended ACL Object

Route Map

¥ Variables

MName

Dimension Default Valus Property

(TypezName) Override Diescription

No records to display

Bo

12.FlexConfighi RZ £

HIR 3.3NACLY REBRINEFR

Insert Extended Access List Object Variable

Variable Name:

WAR-ACL-UNWANTED-COUNTRY

Description:

Available Objects &

Selected Objoct
@, Search

I’ACL-UN‘I'I'.QNTEO ~COUNTRY i
Eo e e T Ty o

13.FlexConfighd REZEACL % EL

SR 3ARE , FEHFEACLEENNSEZEONAWERE , TR,

ALALZNR S
mTITIE)

access-group "variable name starting with $ symbol"™ in interface "interface-name"

control-plane




XA T — NS Rpl
ACLEZE , IR

ZORBIER LR

22 3“VAR-ACL-UNWANTED-COUNTRY” #6121y

access-group $VAR-ACL-UNWANTED-COUNTRY 1in interface outside control-plane

A= -

JES

A A g

R EFlexConfight R &

Mama:
OBJ-FC-CONTROL-PLANE

Description:

BEZNRWITE, 2=,

IR R R UL SE B FlexConfight Ko

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI bafore deployment.

Insert » ::] Deployment:  Once

aceess-group SVAR-ACL

¥ Variables
Name Dimension

SINGLE

R

L

Firewall Management Center

Obyects |

Owverview Analysis Policies

AR Server

FlexConfig Object

FlexConfig Object include device configuration commands

Extended
Standard
Address Pools
Application Filters
AS Path
Cipher Suite List
> Community List Default
Distinguished Name
DHCPwE_Prafix
DNS Server Group
External Attributes 6 _Prefis_[
File List
FlexConfig
FlexConfig Object
Text Object

Geolocation

Eigrp_Interface

Interface

Eigrp

Elgrp_U

Default Value

nspect

UNWANTED-COUNTRY in isterface outside control-plase

Proparty

Type: | Append

Override

(Type:Name)

ACL-UNWANTED,

BEEFFlexConfig RECER A TFTD , it

Devices Objects

Device Management
Device Upgrade
NAT

oS

Platform Settings
FlexConfig
Certificates
1_Protocol_Disabie

on_Protocol _Enabie

Dl

UnCor

neonf gura_All

EXIDy

ACL:A, false

Integration

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubleshooting

Site to Site Monitoning

Description

B F|Devices > FlexConfig,

Depioy Q¥

4+ @ admin~
Troubleshoot

File Download

Threat Defense CLI

Packet Tracer

Packet Capture

e halp of TextObj
@ Delault Ins

Enable Dafault Inspection.

et (PD ¢l

Remove configuration of one cultside (PD c

ures DS with the halp of TexiObjeets dn

temove the DINS confgurations.

onfigures interface paramaters for elgrp. 1. G..

p

e

aiarp conbguration.

Displaying 1 - 20 of 49 rows Page | 1




TR ARG , WREAKRHFFTDBIZEFlexConfig , iR THNew Policy , & HEINE HIFlexConfigE
B o

:Fflrewall Management Center peploy @ & @ adminv | ul secure

16.FlexConfigZk B 81 2

SR 4. 20 FBIFlexConfigi REERMB T , REEFREN QI ZEMESFEACLIBFTD,

New Policy
Name:
FLEXCONFIG-POLICY

Description:

Targeted Devices

Select devices to which you want to apply this palicy.
Available Devices Selected Devices

0, Search by name of value FTD-CONTROL-PLANE .

17 .FlexConfig 2k B& 1% & 7 Bt

SRAZELEMERSD , ERELANSEI2H A EMNFlexConfighi R , RAEBEIRHMTFEOF
18] B9 A Bk B AR I 2IFlexConfigiRBg |, AR5 R ifiSaveiZH,




% @ admin~

Policies Devices Objects Integration

Flrewall Management Center e

FLEXCONFIG-POLICY
Enter Description

% Selected Prepend FlexConfigs

Available FlexConfig ~ FlexConfig Object 1
bt R Name
X

Description

w User Dafinad
* OBJ-FC-CONTROL-PLANE
~ System Defined
" Default_DNS_Cenfigure
Default_lnspection_Proiocol_Disable
Selected Append FlexConfigs

? Default_Inspection_Protocal_Enablo
* DHCPwE_Prafi_Dolegation_Configuna r
Name Description

BHCPVE_Prafix_Delegation_UnGonfigura
OBJ-FC-CONTROL-PLANE

% DNS_Configura

DNS_UnConfigure

18.FlexConfig 2t B& X 5k 75 Bt

FBHS  REFHREERIPEBEIFTD , it , FSMEIDeploy > Advanced Deploy,
£ @ admin+ b

E:r?wa” Management Center Overview Analysis Palicies Devices Objects Integration
CES |

Q Deplay All
| Roady for Deplayment

FLEXCONFIG-POLICY
Sckr Descrlption FTD-CONTROL-PLANE

Selected Prepend FlexConfigs

FlexCenfig Object .

X

0 1 device is available for deployment

i DateaiClapactk Selected Append FlexConfigs

" DHCPvE_Prefx_Del :
] Name

DHCPvE_Prafio_Dalagatio
OBJ-FC-CONTROL-PLANE

19.FTDEREEF
S|E5ARGE , EEENAFlexConfigZRBEMFTD, MR —41EH , Il Xd5Deploy.




Firewall Management Center

Analysis Policies Devices Objects Integration

1 device selected

i

£+ @ admin~ ';I.','{e"

« B FTD-CONTROL-PLANE E Saep 5, 2023 12:05 PM E l Ready for Daployment

« Flast Configuration

Tempiste Policy: FLEXCONFIG-POLICY

L3
(2]

S| 5225 , REF# HZBEHIN"(Deployment Confirmation)& O
HhE,.

Deployment Confirmation

You have selected 1 device to deplay

Deployment Notes:

F ] 5.3 FBFlexConfigE ki AT RES T
Deploy,

, AN DNSERE LABR BR B0 2 H 4r 42

BIE#AR , FRiE




Validation Messages: FTD-CONTROL-PLANE

v KRN IEREEETE KRN

PGTEMPLATE. TemplatePalicy: FLEXCONFIG-POLICY

v | waming: FlexConhg policies intentionally o not contain extensive input validation, Please ensure that the configurations in this FlexCanfig pelicy are
cormect. Incormect configurations will result in a falled deployment that may cause a network interruption. This is only a generic warning and s not
an indication of an incorrect configuration,

22 FTDEBFEFlexconfigB &

HIR 5.4 AFTDRY R EEEB B A o

Firewall Managemem Center Owerview Analysis Policles Devices Objects Inte-gration Deploy  Q - #+ @ adminv

Device Inspect intermuption Type Last Deploy Time Proview Status

FTD-CONTROL-PLANE FTD Sap 5, 2023 1205 PM Completad

+ Flox Configuration

Tempiate Policy: FLEXCONFIG- POLICY

23.FTDZBE LD

BARYL . MRNFTDRIEMAVESFEACL , HEHRE T EEEANINARSFEACL , U455
FANEEERXTERTERMNFTDERE , it , BFEBZFIHBERIFTDAESEZEZH. H
e, FEEFIFTDMCLIFBRRES ERE , TR,

EBERBETVIPHULAYENESE | BHITUTRE

> clear conn address 192.168.1.10 all




ERREBENTRMBRTESER |, BIITUTRE

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

EERRIPH U E AV E BN ERE |, FHATUTHRAE

> clear conn address 192.168.1.1-192.168.1.10 all

~ AR BRI W FEclear conn addressin B R B AR B F all’sBFE RN Z 2By K EHES
VPN& HiEEER | TEHVPNEI RGN ERETKH AR KEEEER,

NFDMEZEHFTDE B2 %IFEACL

EFDMH |, BFEEEBEA T IREEZRFI FEACLUME LLE AVPNR H REFISNEFTDER -
FSHR1IBIHTTPSITIFFDM GUIAERAZHNERER,

24 “FDM& &’

BoL BEEUEXNRME, Fit , FHSMEODbjects:



5 © “ditt’ SECURE

Firewall Device Manager

©OOOO® : =
= Administrator

Monitaring Policies Objects Device: firepower
Model Software VDB Intrusion Frule Update Cloud Sendices High Awvailability
Cisco Firepower Threat Defense for ViMwa... 7.2.5-208 3530  20220511-1540 5 Mot Registered | Register Not Conflgured
s hY
o1 & internet
o e @ (o

Interfaces Routing Updates

Connectad hi e no stat Geolocation, Rule, VDB, System Upgrade,
Enabled 3 of 3 Security Inteligence Feads

View All Interfaces > View Configuration View Configuration »
Smart License 89 Backup and Restore Troubleshoot

Evaluation axpiras in 89 ds Do n

Evaluation axpires in 89 days

25 FDME{L TR

System Settings

Maragement ACCess

Logaing Sattings
DHCP Server | Relay
DDNS Service

DMNS Server
Management Interface
Hostname

Time Services

HI] 2 ANENE R EENetworks |, R EE+ R QIR ETRIFNEIT R

Firewall Device Manager

Object Types

B Syslog Servers

B IKE Pc

Secura Client Profiles

Identity S

Us

Cenificates

B Secret Keys

26.BIEX R

Monitaring Policies Objects

=]
Davice: firepower

Network Objects and Groups

6 objects

SNNONO

Y Filter

Preset filers: System defined, User defined

reic e SECURE

ACTIONS

1 IPvd=Private-10.0.0.0-8

2 IPva-Private-172.16.0.0-12
3 IPvd-Private-192.168.0.0-16
4 any-ipvd

5 any-ipvé

& IPvd-Private-All-RFC1918

NETWORE  10.0.0.0/8

NETWORK  172.16.0.0/12

NETWORK  192.168.0.0/16

NETWIORE  0.0.0.0/0

NETWORK o/

Group IPvd -Private~10.0.0.0-8, IPvd~-Private=172.16.0.0=12, IPv4-Private-

192.168.0.0-16

SEO22AMENSFORMEBR | BT RONetworkZEE | RINIPHbHE, L b1 KPS | LA Ll &
EEAZFTDIRE. AFE , EHAE(OK)IRHATHRNRMLE,

— EXRRAH , BENNRME SEMELERE192.168.1.0/24 F MHVPNR D K &,



Add Network Object

Name

OBJ-NET-UNWANTED-COUNTRY

Description

Type

(@) Metwork () Host

Network

192.168.1.0/24

B 27 AR &I R

=L R, BFBCE -1 RACL, Nt

&= & =
Firewall Device Manager . : =
irewall Device Manager Monitoring Policies Objects Device: firepower

Object Types MNetwork Objects and Groups

7 objects

1Pvd=Private-All-RFC1918

2 IPvd-Private-10.0.0.0-8

3 IPvd-Private-172.16.0.0-12
4 IPvd=Private-192.168.0.0-16
5 any-ipvd

& any-ipvé

7  OBJ-NET-UNWANTED-GOUNTRY

B 288 RiEERH

NETWORK

NETWORK

NETWORK

NETWORK

NETWORK

NETWORK

F S MBI INERK & PRI Devicelt T+,

adnnin
Administrator

NN CONO,

‘&' SECURE

Y Finer +

Presed fihers: System defined, User defined

5

1Py =Private=10.0.0.0=8, IPvd=Private=172.16.0.0=12, IPv4-Private=
192.168.0.0-16

10.0.0.0/8

172.16.0.0/12

192.168.0.0/16

0.0.0.0/0

/0

192.168.1.0/24

SR TRIANSREESRFERETERE , W TR



Firewall Device Manager

i o) == ==n ¥ - . admin lusale =
Monitaring Policias Objects Device: firepower @ @ @ : Administrator cuco SECURE

Interfaces Routing Updates: Systemn Settings
Connected There are no stat stes yet Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 3 Security Inteligence Feads Logging Settings

- : DHCP Server [ Relay
View All Interfaces ¥ View Configuration > View Configuration >

DDNS Service
DNS Server

_ Management Interface
Smart License B89 Backup and Restore Troubleshoot
e Hostname

il i Time Services
Ties: selected (Threat Defense Virtual
- Variable|

i 4 View Configuration > REQUEST FILE TO BE CREATED See mone
View Configuration »

VPN Advanced Configuration Device Administration

Site-to-Site VPN Remote Access

Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
Download Configuration

View Configuration > Configure > View Configuration b View Configuration >

29.FDMEREE

S 3285 , NEMERS M E/Smart CLI > Objects , A5 RTHCREATE SMART CLI OBJECT,

= i o == . ;
1] Firewall Device Manager " - @ @ . @ : acmin T Te
[ | ] v ViGS Wialieg Monitoring Policies Objects Device: firapower :'I @ # Adminstrator eiscc SECURE

Advanced ¢ Device Summary

Configuration Objects

Smart CLI

DESCRIPTION

Objects

FlexConfig

FlexConfig Ok

| CREATE SMART CLI DBJECT |

30.Smart CLIX &

STEIZANEQENT BACLAMBRE , MCLIFEM T I3 8 hi%k#¥Extended Access List , fEA £
REFR2 2P QI BN EN RECEMENACE , AR R HOKIRHAEKACL,




Edit Smart CLI Object

Extandad Access st

Template

31.8EF RACL

N % mEEENACLFIMESACE , AT LUEN BB ETE Y ATACEM M RN ITLLIR/E
 REFEREANTRENR. KRTEN1HEZEES(Duplicate) LR INE ZACE,

BEWL  RfE , BEEGEFlexConfigh R , Nt , FSMEBIZN ERH 1% #EFlexConfig >
FlexConfig Objects , $&f5 R TCREATE FLEXCONFIG OBJECT.,

= ’ am=

i o T= [ ¥ . admin PR [T [T
Monitoring Policles Objects Davice: firepower @ @ @ : Administiator asce SECURE
Adv | Device ETunm:a.r\- )
Configuration FlexConfig Objects

Smart CLI

Objects

FlexConfig

FexConfig Objects

NEATE FLEXCOMNFIG OBJECT
FlexConfig Policy

32.FlexConfigXd &

HPR 4. 179 FlexConfigt RRMAE T , LA B2 H FEACLHFEEENASEONALRE 0T
Rt 7Ro

WEITEE



access-group "ACL-name" in interface "interface-name" control-plane

XERAT— NSO, ZRGIERERSERI.3ACL-UNWANTED-COUNTRY I ZW T B
ACL , I TFAT7R :

access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

XREFlexConfigh REOFEEZNRNAZE , 25 , EEBE"(OK)IZH =K FlexConfight K.

Create FlexConfig Object

MName

DBJ-FC-CONTROL-PLANE

Description

Variablas

+ ADD VARABLE

Template

IECESS-Eroup ACL-UNWANTED-COUNTRY in interface outside

Megate Template o ) Reset

up ACL-UNWANTED-COUNTRY in interface c

33.FlexConfigxf & 812

FHYP . KEB|IEFlexConfigsR g , At , FSMEIFlexconfig > FlexConfig Policy , R “+ &
, IR BRE AN ST B E B FlexConfight Ko



o

=t B <1} o == ™\ o - i
! 1ee Manager Manitoring Paolicies Objects Device: firepower , e < J . Administrator eisea SECURE
Adv — < Device S‘u‘-‘- 'I‘o'l.')' .
s XL g Folicy

Configuration FlexConfig Policy
St CLl Group List Preview

Objects

T

FlexConfig I - OBJ-FC-CONTROL-PLANE I

FlexConfig Objects Cresate. new FlexConfig Object CANCEL n

FlexConfig Policy

34.FlexConfig & B&

SR 5. 1K 1EFlexConfighil i & 7~ 2SIV 2 G FEACLW EWE & , A5 KthSaveizfl,

oL = =z ==5 Y (X (& H admin R I
Monitaring Policias Objects Device: firepower C! e \:?:] @ . Administrator aises SECURE
Adv >d . Device Summary
Configuration FlexConfig Policy

Smart €L Group List Preview

¢
Objects

UMWANTED -COUNTRY in interface outside

B 08J-FC-CONTROL-PLANE
FlaxConfig

FlexConfig Objects

FlexConfig Policy

35.FlexConfig 5 B& 1 48

BAL  REEEXMEINEZHHVPNRAOBERNFTD , At , §RETERR 2 R AIDeploymenti®
H, RIEHENREERREER , RARKLEDEPLOY NOW,



Pending Changes

& Last Deployment Completed Successfully

PM. See Deployment History

Deployed Version (05 Sep 2023 02:27 PM) Pending Version

o Network Object Added: OB.J-NET-LUNWANTED-COUNTRY

subType1 Metwork

valuer 2.2.2.8/24
dsSystemDetined: false
dnskesolution: IPVa_AND_TPVE
deseriptisn

namen OB7-NET-UNWANTED - COUNTEY

@) FlexConfig Palicy Edited: default-group

FlexConfiglby
- 08 - FC-COMTROL - PLANE

© Extended Access List Added: ACL-UNWANTED-COUNTRY

entries[0)]. logging: DEFAULT

entrias[0].setion: DENY

name: ACL-UNWANTED-COLNTRY
entries[8]. sourceletuorks

MET |BRMAMTER FmToV

no
MORE ACTIONS CANGEL DERLOH NOW w

36.FERRE

SR 6. 1RIEREERER B,

Pending Changes

There are no Pending Changes yet.

on 05 Sep 2023 11:08 AM.

5 in the Deployment History

37.ERE MR

SB 7. MRAFTDRERFIEHIFHACL , RERE 7T EEFEANI ARG SEEACL , N AR
N EEER T EATEELNFTDERE , Bt , FEEFHERNFTDIESEESR. Mk
, IHEREBIFTDACLIF BRSESNERE , MR,

EERBEEENIPHUAES ERE | EHITUTRAE

> clear conn address 192.168.1.10 all



ERREBENTRMBRESER | BT TRAE

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

EBRIPH U E MRS ERE | BT TR

> clear conn address 192.168.1.1-192.168.1.10 all

~ AR BRI W FEclear conn addressin B R B AR B F all’sBFE RN Z 2By K EHES
VPNE& DiEEZR |, TEHVPNEIRGTHERE2FMEAEXEEER AR,

fEACLIAASAEL E#Z I FEACL

IEFEEEASA CLIF BT S IRE SR B SFEACLAME 1L AVPNR ARG RIS S5O -

FR1IBYCLIZZRR LM XNEASA |, AR T 5K E“configure terminal’s

asa# configure terminal

FH  FEHnextin TEEY BACL , LABHIEZEEMH IEFIASARRER AP 1t 37 N £E b it

— AR, B[/ -1 B N ACL-UNWANTED-COUNTRY"HI$TACL , H BEIERACESRH
FFPE LESK §192.168.1.0/24 F M EIVPN R S W o

asa(config)# access-Tist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

¥ =% . {#Hnext access-group@ T F“ACL-UNWANTED-COUNTRY ACLEL & 7 /A ZBASARE O
2P HEACL,

asa(config)# access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

BN . MRCIEMAVIEG FEACLERE T EEERANIAEEFEACL , M A58 E FT 8B



BEEFRTERATEREYNEASANER , Rit , BFREFHBERVASARES EEZR, Akt , &
BEREERE , TR,

EFRBEENIPHURES ERE | EHATU TR

asa# clear conn address 192.168.1.10 all

EEREANTMMERESERE | BT TRE

asa# clear conn address 192.168.1.0 netmask 255.255.255.0 all

ERRIPHAEE MRS ERE | BT TRAE

asa# clear conn address 192.168.1.1-192.168.1.10 all

~ AR BRI W FEclear conn addressin 7 R BB F all’sBHE RN 22 by A EHSES
VPNE& hiEEER | TEYVPNEIRTHERETH AR KEEZESR,

ER “shun" i BPRLE R 2 X IBERENZ AERE

SRS EMEFRFR IEZ B KRN E |, M A LAEA “shun’@iH. Bidthhuncommand , AT LABH 13K
B T E R ERS,

— — BB TPyt |, RERIPHBUAIFTAEARREERBLWEFHICT , EXFIIMIBRELEIhEE
ALk,

- theshuncommand PR IETHEESE A T E B EE it FIEZE LR EBL T EIRES

— MRIEE BFribub, FRiw O M B iRm0 AR, MEFTEAERE , ANREBFRIPHAERRK
EERE— MBI E

#hak ; BRFROFTEERE | AU ILE T EIX L4 EEES B E R,
— BNRIPH#iE R 8E6E A oneshuncommand.
— B Ftheshuncommand A F#AMALEHE , RLEFRLE RERMBEEHRERES,
— BRBIBREOREN , tafBRERSZEONME DS,



- shun@n Bi83% -

shun source_ip [ dest_ip source_port dest_port [ protocol]] [ vlan vlan_id]

— EEARE  EEALTSHnoER :

no shun source_ip [ vlan vlan_id]

ERITENIPHIU , FERUATIRBER2H A, EATRMF |, shun's T B THELEXRBIR
|Pith31k192.168.1. 1089 VPN R S W i,

FTDEYEL & R~ o

S BEECLIZFZFTDH N Ashunin s , MM TR

<{froot>
>
shun 192. 168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

$£=% ;. B LERLUL Tshowin SHEIAFTDH K shun IP#bit H 4SS MNP AIshuniy 2K -

<tfroot>
>

show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O
>

show shun statistics

diagnostic=0FF, cnt=0
outside=0ON, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:00:28)



ASAFL & R4l

HBR1BICLIZFEIASAH B Ashunis s , MTATR,

<#root>
asa#

shun 192. 168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

B . B LER LU Tshowii S HIAASARF Bshun IP# it H ISR E NP it B shundi L

<#root>
asa#
show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

asa#

show shun statistics

outside=0ON, cnt=0
inside=0FF, cnt=0
dmz=0FF, cnt=0
outsidel=0FF, cnt=0
mgmt=0FF, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:01:39)

~ SEE ;. BXsecure firewall shunfi S HVIEME S |, i E A Cisco Secure Firewall Threat
Defense Command Reference

56 UF
ERURLHAENRHPEACLREE MRS , HAEIRE -
H BB CLIBREIR 2B A HEHETATHHUBINLHPEACLEBENA.

FMCEEWFTDRYHi Rl


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162

<tfroot>
>

show runni ng-confi g access-Ilist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

>

show runni ng-confi g access-group

**%QUTPUT OMITTED FOR BREVITY*%**
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FDMEENFTDN Hi L =H -

<#root>
> show runni ng-confi g object id OBJ- NET- UN\WANTED- COUNTRY

object network OBJ-NET-UNWANTED-COUNTRY
subnet 192.168.1.0 255.255.255.0

>

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any4 Tog default

> show runni ng-confi g access-group

***QUTPUT OMITTED FOR BREVITY**%*
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

ASAHY 5 H R B

<tfroot>

asa#

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

asa#

show runni ng-confi g access-group



#**%QUTPUT OMITTED FOR BREVITY**%*
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

E=H . BWIAZEFHEACLIEL TFFEMNRE | %6 HApacket-tracerfn S &L R 22 £ B X 3% S\ 2B
BEOMEATCP 44313 |, A5 #E Ashow access-list <acl-name> #55 , X124 SFEACLBH L F|
R MIBHVPNER DEEZR , ACLE it EAE M :

— EARBIF | packet-tracerf FIEIMN EH1192.168.1.10 K F X £ B A &SSP 1L B 42 ATCP
443iE$, “packet-tracer’f HHIANREM EF , M“show access-list"#i H & R 2% B FH
ACLH PRIt HUEE !

FTDRY #a th /R 51

<#root>
>
packet-tracer input outside tcp 192.168.1.10 1234 10. 3. 3. 251 443

Phase: 1
Type:

ACCESS- LI ST
Subtype: Tog

Resul t: DROP

ETapsed time: 21700 ns
Config:
Additional Information:

Result:

input-interface: outside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop
Time Taken: 21700 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tocation: frame 0x00005623c7f324e7 flow (NA)/NA

>

show access-|i st ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny 1ip 192.168.1.0 255.255.255.0 any (

hitcnt=1

) 0x142f69bf



ASARY i Rl

<#root>
asa#
packet-tracer input outside tcp 192.168.1.10 1234 10.3.3.5 443

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

ETlapsed time: 19688 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2
Type:

ACCESS- LI ST
Subtype: Tlog

Resul t: DROP

ETlapsed time: 17833 ns
Config:
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up

Action: drop
Time Taken: 37521 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tlocation: frame 0x0000556e6808cac8 flow (NA)/NA

asa#

show access-1ist ACL- U\VANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY T1line 1 extended deny ip 192.168.1.0 255.255.255.0 any

(hitcnt=1)

0x9b4d26ac

N g MBER LB NEPEREEL CiscoR 2 B HVPNIIRAVPNIRIR S R | W ATAEARIT
RSB MENESTERSZE |, UBINRS FEACLRER WA —& T4 , MM LFIERR

B



#8>< Bug

- E5EAR | E T EME A AnyConnect® P iiiE #:Cisco Bug ID CSCvs65322


https://tools.cisco.com/bugsearch/bug/CSCvs65322

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,
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