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/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
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4%

Public ao-fme-ztna.cisco.local 192.0.2.254
DNS ao-ctb.cisco.local 192.0.2.254
FMC
Test FMC 10.28.28.102

: [ ao-fme-ztna.cisco.local ]
Internet
@ Outside (\(I:\J_)

192.0.2.254
" ) pSSSEEsSsSEE=SssEEsSEsSsssssEsEEsna= .
==naN &
v ' T ' T | Cisco Telemetry Broker  10.1.3.90 !
I | ]
Q Secure Firewall : ao-ctb.cisco.local ] :
{ :: > 1 I

1dP 1dP

Duo Azure AD
DNS ao-fmc-ztna.cisco.local 10.28.28.102

User - Browser

ao-ctb.cisco.local 10.1.3.90

mIrE

1. ZEEAFEERRREEREMAEZEWNA,

2. BN ABRFELHEDNSIRS B F 4B —1NDNSEK B,
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ZINAKRBREEEZEEZELTUES :

- BOMREILES  AREBXERATHRMA. WK T2 XET S SAMLARSS R (SP).
HIE RS IREEAREREMIEBR(SAN)IES , ZIEPSETANANFQDNEE ( EMS
DRI RARIB T ANANERILES )

* IdPIEH : ATHORIENIPHELNESMNNAIEAERFIES, KABEELIES , UER
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1. &M EPolicies > Access Control > Zero Trust Application , A5 2 & Add Policy.
2. EEMEFER

a)General : i ASRREHY B AR EA,
b)i & : XRZFMEIDNSHIHE , LR EI V58] B A M BB M xEO,

N o BEBTHNMAARNATES B ERACS URL,
OBBIEH  XREAETE AWM BRGFESMANANBEEITS.
N e RiIBAARERASSS AR GFQDNIER K £ EE B E H(SAN)ES,

dZ£XE : EEFEATEETANANAISI/NABXE.
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- Firewsall Management Center
[ P | diease Cormh] T P hegliadon Qe Ansiyhh Poikies  Opdces  Obiects  ietegraton Oesiy O @ O @ smne b crouns
—
+3 Resam 10 Jero Tt Application
Add a Zero Trust Application Policy Caresl
B Ex

Namg®

B )
Doscription

|

st ‘3 part of the Eecurity sones from which private applcations are
accessed.

ZTHA -Wideard-cen L

Security Zoner The sccem to private ey Chy orfand inside cones through
hich T DAivILE BRSNS 16 feglsted.
Security Zoma*
Outuce x L b

Port Range”
| 260000-22000 | Hange: (1024-sz533

Intrysian Polcy.
[ none % w |+

AMatwace aret Fle Pasicy
[ Hee X |+

ROIRERN S /RIS RBEMALES , ATEE % AMAKNFQDN:

Public Key Type :  R5A (2048 bia)
Sigrturs Algarithe - REA-SUIM
Asociated Travipoints;  ZTHA-Wikicard-cert
Visd Frem: 228842 UTC Geteber 11 2073
Walld To @ 2259:42 UTC Oessber 10 2015

3.RIFERM,
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}-‘_FHI:EM EﬁSAML%ﬁBJ_lIE EDU’J_'EJ A{x*u/h\«u $A1¢LX&K1¢%W§E’J:§FEWebFFﬁo
. Appllcatlon Group;m‘FMX‘I%/\f’ﬂﬂJ&'_“éﬂ HHEZERIZE , HIMNSAMLE A, O
HRMZEEHIEE

EARGF  BEERNMNTENNARFANANTRNNARER : —NATEHDuo# TR
WA AR ( MiEFMC Web Ul) , 5 —NA T ZEHMicrosoft Entra ID(CTB Web UN)# 1T & 4 1R1E
W AR,

BLER A
RIFALR1 : $EFADuofERNIdP
a.fi AApplication Group Name , /5 # tiNextLAE RSAML Service Provider(SP) T #iE,

Add Application Group @ X
Application Group allows you to group tiple Applicatic ind share authenticatic ecurity zone, and threat configurations.

Application Group Edit

External_Duo

€@ sAML service Provider (SP) Metadata
The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
required f
Entity ID
Copy

Assertion Consumer Service (ACS) URL

Copy

Download SP Metadata m

b.ERSAML SPLHIER , FHIIIPHE BIHHSAML SSOR AER,



c.&%ZFI|Duo ,

>

A e S ZElApplications > Protect an an Application,

Dashboard

Davice Insight -

Palicies

Applications

Protect an

Application

Authentication Proxy

Single Sign-On v
Users

Groups w
Endpoints w

d.E&BASAMLIRS R AtE |

Dastboard > Applcations

Applications

Manage your update to the new Universal Prompt experience, all in one place.

Saw My Progress Gt Mors Informatian (5

1 0

ANl Applications Emd of Support

RERTRT

Dashboard
Device Insight
Policies
| Applications ~

Protect an
Application

Authentication Proxy

Singlo Sign-On

Users

Groups w

Dushiowd ? Apolcations > Frotect an Appdication

Protect an Application

genari:

Application

BUS Auih AP

Generie OIDC Rekying Party

Generic SAML Service Provider

Protection Type

2FA with S50 hosted by Duo

2FA with S50 hoated by Dus

e MIAP T HIEBFMSAMLTEE , BASE L2 i LNEEFTEZTHE.

fMZTNAR A ( EFBahEK ) % AEntity IDFIAssertion Consumer Service(ACS).



Dashboard

Device Insight

Policies

Applications

Protect an
Application

Authentication Proxy

Single Sign-0n

Users

Groups

Endpoints

2FA Devices

Administrators

Trusted Endpoints

Trust Monitor

Reports

Settings

Billing

You're using the new
Admin Panel menu and
left-side navigation

Provide feedback

Temporarily switch to
the old experience

Dashboard » Applications * Generic SAML Service Provider - Single Sign-On 1

Generic SAML Service Provider - Single Sign-On 1

See the Generic S50 documentation C to integrate Duo into your SAML-enabled service provider.

Metadata

Entity 1D ‘ hitps://sso- limetadai: Copy
Single Sign-On UAL ‘ htips://sso-8i 1/ss0 Copy
Single Log-Out URL ‘ https://ss0-{" /slo Copy
Metadata URL ‘ htips://ss0-8 ‘metaciat: Copy
Certificate Fingerprints

SHA-1 Fingerprint ‘ SE:5 5C Copy
SHA-256 Fingerprint ‘ "85 =9:52| Copy
Downloads

Certificate Download certificate Expires: 01-19-2038

SAML Metadata

Service Provider

Metadata Discovery

1} Early Access

Download XML

‘ MNone (manual input)

d

Entity ID *

hitps./fi

/External_Duo/saml/sp/metadata l

The unigque identifier of the service provider.

Assertion Consumer Service
(ACS) URL *

https.//.

‘External_Duo/+CSCOE +/samifsp/ac

+ Add an ACE URL

I RBEENBEEERFENRAESF  RATMBASBRNARRF , AlEHEESave,




Type Generic SAML Service Provider - Single Sign-On

Name External Applications ZTNA

Duo Push users will sea this when approving transactions.

Self-service portal Let users remove devices, add new devices, and reactivate Duo Moblle
See Seif-Servica Portal documantation [£.

T allow Duo to notify users about sell-service portal aciivity, select Settings > Notilications

Username normalization Username normalization for Single-Sign On applications is controlled by the enabled authentication source. Please visit your authentication source to medify this configuration.

Caontrods if a username should be altered before trying to match them with a Duo user account.

Voice greeting
Welcome to Due.
A
Specify the message read to users who use phone callback, followed by authentication instructions. Maximum 512 characters.
HNotes
A
For Internal use. Maximum 512 characters.
AN e il Assign administrative unit -
Permitted groups Only allow authentication from users in certain groups
Sedect groups -
Whan unchacked. il users can authenticate to this applcation
Allowed Hostnames Since this application is using Frameless Duo Universal Prompt, configuring allowed hostnames is no longer supported.

Gat more information 4

hEAMIAP T X , SHMEIFMCHRFSAML IdP TR R INE M AR FH.



Add Application Group @ <

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

[ 1) Application Group Edit
Mame External_Duo

(2) SAML Service Provider (SP) Metadata Edit
Entity 1D https:/i 'External_Duo/samli/sp/metadata
Assertion Consumer Serice (ACS) URL https:j/ ‘External_Duo/+CSCOE+/saml/sp/acs Ttgnames=D...

SAML Identity Provider (IdP) Metadata

Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.
e |mport IdP Metadata
.-,' Manual Configuration

| Configure Later

Import IdP Metadata
+
Drag and drop your file here
or select file
External Applications ZTNA - IDP Metadata.xml
Entity ID*
https://sso-E N

Single Sign=-0n URL*

https://ss0-E V|

IdP Certificate

Cancel

E H
1

i. 2 T Next 7 1B & E R Bl i Re-Authentication IntervalfSecurity Controls, EERERE , AFH
FiFinish,



Add Application Group

@ X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(o) — (&

Application Group

Narme

SAML Service Provider (SP) Metadata
Entity ID
Assertion Consumer Service (ACS) URL
SAML Identity Provider (IdP) Metadata
Entity 1D
Single Sign-0n URL
IdP Certificate
Re-Authentication Interval

Timeout Interval

Security Zones and Security Controls

Security Zones
Intrusion Palicy
Variable Set

Malware and File Policy

-~

Edit
External_Duo

Edit
https:/J: External_Duo/saml/sp/metadata
https://fi External_Duo/+CSCOE+/saml/sp/acsMigname=D...

Edit
https://ssc
https://ssc
External_Duo-1697063490514

Edit
1440 minutes

Edit
Inherited: (Outside)
Inherited: (None)
Inherited: (None)
Inherited: (None)

W

M F4E2 : A Microsoft Entra ID(Azure AD){E R IdP

a.5i AApplication Group Name , fAJ5 % diNextSAE ;RSAML Service Provider(SP) Tt ¥z,




Add Application Group 9 X
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

:i: Application Group Edit
| Mame Azure_apps

° SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
metadata file as required for use in your IdP.

Entity ID

https:// [Azure_apps/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL
https://! ifAzure_apps/+CSCOE+/saml/sp/acs?tgname=[  Copy

Download SP Metadata

3 ) SAML Identity Provider (IdP) Metadata

4 | Re-Authentication Interval

5 ) Security Zones and Security Controls

Cancel
= = — 3k 4 T =]
b.E/RSAML SP#ifEfm , FHIIIPHEEHWSAML SSONAEF
ey i Iyl =] (=]
c.&FFMicrosoft Azure , RESMEI DU NAEF>HENAEF.
Horme >
sz Enterprise applications | All applications
e + Microsoft Entra ID
“ O Refresh _L Download (Export) o Preview info == Columns [ Preview features P\'_"‘ Got feedback?
Overview
@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your arganization are in application registrations.
Manage | F Search by application name or object ID Application type == Enterprise Applications Application ID starts with +7 Add filters
I HE AN applications I 77 applications found
Name T4 ObjectID Application ID Homepage URL Created on

Bl Application proxy

dRELtZECHNARF>MANARERFBWR>6E



[ Eerm

Home » Enterprise applications | All applications Create your own application %
Browse Microsoft Entra Gallery

R cortesonar
H yeu are developing your cwn appiscation, using Appdication Proxy, or want to integeats an

E \pp ¥ 5 & catalog of th s of apps that make i easy to deploy ard configure single sign-on (S50} and automabed user provisioning, When deploying an app from the App Galle  spplication that is not in the gallery, you can create your own spplication here.
create your own application here. i you sre wanting to publith an applcation you have developed into the Microsoft Entra Gallery for other ceganizations 1o dacover and use, you can file & request uting the

A Got teedback?

Whars th name of your 3ppT
A Search application Singhe Sign-on - AN User Acerunt Managemment | All Categories | All Zesw Trust FTD

What aro you booking in do with your application?

() Configure Appleatson Prewy for secure remote CCRss Lo 9 on-premies Jpgheation
(O) Register an appiication to integrate with Micrasot Entra ID (A you're develoging)
(®) inbegeate seyy sther apphcation you desit find in the gallery (Non-galery)

eIFNAREF  RERE2EAFNA , EXAFHRNARFRAFN/EE,

Hame > Enterprise applications | AN applications. > Browse Microsalt Entra Gallery

fii Zero Trust FTD | Overview

Enterprine Application

B overview Properties

[0 Depioyment Plan N 3

. Diagrose and sohw problems [ Zero Trust FID o
Applestion ID ()

f— e eEE . .:\

1 Propartes ObjeetID @

B Owners e |

Rales and administrators

Getting Started

& Users and groups
D Singhe sign-on
P Provisioning @ 4, Assign users and groups 5) 2 Setupsingle sign on 3. Provision User Accounts 4. Conditional Access
b (e =
B Applcation provy Provide specific users and groups access Enable users to sign into their application Automatically create and delete user Secure access o this application with a
6 the appd i+ uing their Microsoht Entrs oredentiale aceounts in the application customirsble sccess policy.
€ Self-gervice G 2 Create y
Segurity
® Conditional Access G 5. Self service
5 Parmissions Enable users to request sccess 1o the

application using their Microsaft Entra
oredantish

Gt started

O Token encryption

Activity

-~ . . '

.2 #iAdd user/group > Select the necessary users/groups > Assign, ZEEBWHAF/ARE , £
B RBR,

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD
Zero Trust FTD | Users and groups
Enterprise Application

& Edit assignment [ Remove 5 Update credentials == Columns P? Got feedback?

S Owverview

o The application will appear for assigned users within My Apps. Set ‘visible to users?' to no in properties to prevent this. =
[ Deployment Plan

X Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

Manage

- . |P First 200 shown, to search all users & gro...

il Properties

22 Owners Display Name Object Type

&, Roles and administrators 0 @ Angel
&% Users and groups D . Fernando

[3 srgennor ] 2



g ERERBEFRIOH , FHSAML,

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

) Zero Trust FTD | Single sign-on

Enterprise Applicatior

il Overview Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
i your erganization to sign in to every application they use with only ont account Once the user logs into an application, that
D peployment Plan credential is used for all the other applications they need access to. Learn more

#, Diagnose and solve problems

Manage Select a single sign-on method  Help me decide

! Properties

& Owrers
. ® Disabled G SAML & Password-based
& [Roles snd administrators Single sign-on is not enabled, The user Rich and secure authentication to Password storage and replay using a
B Users and groups won't be able to launch the app from applications using the SAML (Security web browser extension or mebile app.
My Apps. Assertion Markup Language) protocol,

D Single sign-an

¥ Provisioning

(2 Application proxy

h.# HiUpload metadata file , REEFMNRFRMLRE ( ZE2HAIE ) TEHHOXMLYXHE , HFahEA
Entity IDF1Assertion Consumer Service(ACS)URL , iZithiit SR BZTNAR A (TE L BaF £ K)o

N s BRRETRES THEXMLS S FEIES ( L6 RS ) HMIAP ( BRAER
URLAMicrosoft EntratriRfF ) EHISAMLITEIE , HR XL R MYE L 2B X IE EWE EPT4
=4,



Home > Enterprise applications | All applications > Zero Trust FTD

Zero Trust FTD | SAML-based Sign-on

Enterprise Application

I $ Upload metadata file I k}' Change single sign-on mode IE Test this application 5{"‘ Got feadback?

i Overview

(D Deployment Plan Set up Single Sign-On with SAML

# Diagnose and solve problems _ ) ) _ ) o ) _ _
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Learn

Manage more.

Ill .
Il Properties Read the configuration guide & for help integrating Zero Trust FTD.

& Owners o
Basic SAML Configuration -
4, Roles and administrators J
25 Users and groups Identifier (Entity II._'.H _ https.// fAzure_apps/saml/sp/metadata
Reply URL (Assertion Consumer Service URL)  https:// fAzure_apps/+ CSCOE+samlfsp/
3 single sign-on acstigname=DefauliZeroTrustGroup
Sign on URL Optional
- o
+ Provisioning Relay State (Optional) Optional
1 i I ignal
' Application proxy Logout Url (Optional) Optignal
Z Self-service 9
| Custom security attributes Attributes & Claims & Edit
Security givenname user.givenname
surname uger.surnarme
® Conditional Access emailaddress user.mail
name useruserprincipalname
a [P
i Permissions Unigue User Identifier user.userprincipalname
B Token encryption
Activity e SAML Certificates
D sign-in logs Token signing certificate 2 e
I
Wp - Status Active
fil Usage 8 insights
sg 9 Thumbprint
E Auditlogs Expiration
Motification Email
i Provisioning logs App Federation Metadata Url e = B]
= Access reviews Certificate {Base64) Download
Certificate (Raw) Download
Troubleshooting + Support IFederalion Metadata XML Download I
& New support reguest
Verification certificates (optional) 2 Edit
I
Required No
Active 0
Expired a

o Set up Zero Trust FTD

You'll need to configure the application to link with Microsoft Entra ID.

Login URL [ hpsyl o
Microsoft Entra Identifier hitps:// E‘
Legout URL httpsyyl m

I ERAMIIPTEHO THBEXHHFHMAMFRE | SMEFMCHFHSAML IIPTHES AZINA
42,



Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(1) Application Group Edit
| Name Azure_apps
5,- SAML Service Provider (SP) Metadata Edit
Entity 1D https:i/. {Azure_apps/saml/sp/metadata
‘ Assertion Consumer Service [ACS) URL https://. {Azure_apps/+CSCOE+/sami/sp/acs Ttigname=Def...

€ SAML identity Provider (IdP) Metadata
Import or enter the [dP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

® Import |dP Metadata

) Manual Configuration

) Configure Later
Import IdP Metadata

Drag and drop your file here
or select file
Zero Trust FTD.xmi

Entity ID*
https:/

Single Sign-0On URL™
https://

IdP Certificate
MICEDCCAdigAwlBAgIQdTt? Lwlj7aRGm 1m2 1 2dU/DANBgkahkiGIw0OB

I ey e e w

4 | Re-Authentication Interval

5 | Security Zones and Security Controls

j. % diNextF 1R 2 E R Bl ERe-Authentication Interval #lSecurity Controls, EEREGRE , RFE
iFinisho



‘ Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

Application Group Edit

| Name Azure_apps

2 ) SAML Service Provider (SP) Metadata Edit
Entity 10 https:/f {Azure_apps/saml/sp/metadata
Assertion Consumer Service {ACS) URL https:// {Azure_apps/+CSCOE+/saml/sp/acs Ttgname=Def...

3 ] SAML Identity Provider (IdP) Metadata Edit
Entity 10 https:/[:
Single Sign-On URL https://|

ldP Certificate

4 | Re-Authentication Interval Edit

| Timeout Interva 1440 minutes

5 | Security Zones and Security Controls Edit
Security Zones Inherited: (Qutside)
Intrusion Policy Inherited: (None)
Variable Set Inherited: (None)
Malware and File Palicy Inherited: (None)

|- "

BLE N A

SIZNARRFASR , 2 EHAdD ApplicationZAE L ERF MERE L RINNARRF.
1. WMARRIRE
a)NAEFEW | CERENRBRIR,

b)ZAEBURL : /A EDNSIERF AN ERXHURL, XRAF B TZRLRMNARERFN
URL.

c)BLAARRFURL : RIFAHISEFRFQDNEMLEIP, iX2ZSecure Firewall T i 8 8 T2 F HIURL.
N BIMBRT , AEBURLAEERIFAURL, B bk & 554 7 45 2 A S FURL,

dMAIES : ERENNANIERENRBAMFMCER>H K> REE> PKI >R ERIEH AN

e)IPv4 NATIR(Fik) : BB HRIINAZE , 2FZER P RRIPH Ik #4609 Pk b it
(MZEFEERIPVAENNENFCEEREMEINR/NRE ) . AUNERITERE , LARNARRF



EEE R KEIREZEMFHERH
NNARFE (L)  AREESFLENARFAINEGNRAEFE , AMEANHEENIRE

EARPIF | BEFEHAZTINATG RN ARFEEMNZFMC Web U TR 25 A& G EHNCTBAIWeb
Ul

BI A YAEH TR INE N K> REE> PKI >R ERES:

Add Known Internal Certificate Q

MaiTia:
af=-Irnc-Fna.cisco. bocal

Certificate Data or, choose a file: PR

====-BEGIN CERTIFICATE-~~~~

EN
Key or, choose a file: Broawis

| ===-BEGIN R5A PRIVATE KEY-----

Encrypted, and the password i5: | =reeeee

N B BRYSASELZINAG AN R ARERINFIEIES.

FEBRMANILERE , #ERBEHRRE,



RRBIFERENNARENT :

RA1 : MHFMC Web Ul ( R AEIHRR )

Add Application @ X<
Enabled @)

o Application Settings
Application Name*
IFMC |

External URL* @
Ihttps:!!ao-fmc-ztna.cisco,local I

Application URL (FQDN or Network IP)*

® Use External URL as Application URL

By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.q., https://10.72.34.57:8443

Application Certificate* @

Ian—lmc—zlna_cisco.local I +

IPv4 NAT Source @
Select.. o=

Application Group
IExlernal_Duo ]

Cancel

MARFAMENARFA1E , SARUNARFNERRE, ENATUEATENREESR
EXEMEZ 22,

EECEHENNARR , REE5Finish.



Add Application

[:T:] Application Settings
Application Name
External URL
Application URL
IPvd MAT Source
Application Certificate
Application Group

") SAML Service Provider (SP) Metadata

FMC
https:/jao-fmc-ztna.cisco.local
https://ao-fmc-ztna.cisco.local
ao-fmc-ztna.cisco.local
External_Duo

Configurations are derived from Application Group ‘External_Duo’

) SAML Identity Provider (IdP) Metadata

") Re-Authentication Interval

Configurations are derived from Application Group ‘External_Duo’

' | Security Zones and Security Controls

Security Zones
Intrusion Policy
Wariable Set
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Single Sign-0On
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